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MySQL Enterprise Edition
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MySQL Editions

Standard Edition Enterprise Edition Cluster CGE
PEREMEE
MySQL Database v
MySQL Connectors v
MySQL Replication (V4

MySQL Fabric, MySQL Utilities, MySQL Router

MySQL Partitioning

Storage Engine: MyISAM, InnoDB

Storage Engine: NDB (ndbcluster)

MySQL Workbench SE/EE*

MySQL Enterprise Monitor*

MySQL Enterprise Backup™

: MySQL Enterprise Authentication (4} &R ZREEH-7R—F) *

MySQL Enterprise TDE (Transparent Data Encryption) *

| MySQL Enterprise Encryption GEXI FRIE&1E) *

: MySQL Enterprise Firewall (SQLA 2933 xf®R) *

MySQL Enterprise Audit (R') S —"—XESEBERE) *

| MySQL Enterprise Scalability (RL-YRT—)L) *

: MySQL Enterprise High Availability (HAB-7R—F) *

Oracle Enterprise Manager for MySQL *

ANAYAYAYANASA YA YA YA NANEEANA YA A NANAN

| MySQL Cluster Manager (MySQL Cluster & E&) *

| MySQL Cluster Geo-Replication

NISIKIKIKIKIKISIKISISISISISISISISIKISIS
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MySQL Editions
Standard Edition Enterprise Edition Cluster CGE

Oracle Premium Support
2485365 H HiRk—hk

AT U NERIR
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INTIEIER/ Sy F 1
aAVY LT HiR—b

A5V HmEDBERELE

AN N ANE N AN
SINISISS
SINISISS

Oracle Linux v v v
Oracle VM v v v
Oracle Solaris v v v
Oracle Enterprise Manager (74 v
Oracle GoldenGate 4 v
Oracle Data Integrator v v
Oracle Fusion Middleware v v
Oracle Secure Backup v v
Oracle Audit Vault and Database Firewall v v

NEFOXEEFRIL, MySQL EditionsDH A rESEHE TS
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https://www-jp.mysql.com/products/

MySQL Enterprise Edition B ¥V — )L S YL R HE BEAL 22

MySQL Enterprise Monitor BHY—\O—FEE. JTUMRES

MySQL Enterprise Backup ERGA D TAINVITIT  IRA A BZA L7\
MySQL Enterprise Authentication LDAP*>Windows Active DirectoryE DSV EREREE LA S B 1
MySQL Enterprise TDE T—AR—XEARDIEEL (FEBE)

MySQL Enterprise Encryption JEXT IR S 1L (L FHEERE 5) D EFRIZ L R IR it
MySQL Enterprise Firewall sQLf oo arxtEk

MySQL Enterprise Audit 2A—HNEDEEE . Oracle DBERILY—IL TEIE A HE
MySQL Enterprise Scalability Thread Pool 755 A/ Iz &AM EENLERTE D A L

Oracle Enterprise Manager for MySQL Oracle Enterprise ManagerMisMySQLZ #fi & & FE A] BE
Oracle Premier Support 24x7, AT UMERIR., a0 Y LT T HiR—bk
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HARKIBIEONAAAN)OAERIDEE AT L

UIDAI: Unique Identification Authority of India

MySQLE A DFh R
FFY b —,a% UDYRBT—HAR—REL T v —
A REEHAIES T (VDAL SR OB RRMysQLY —/ NI T
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t ’ﬂ };d;i%ﬁ%ij\%ﬁ&)é\ Agjhaﬁa;tﬂ? MySQLEA DR
A ID&ES, 2014514126 PR H O IUITHIEL. 3
AADHAAR {SIDZER , BURF#ERRT= 1T TIX7L, fﬁi‘fg&gﬂf LH,; ‘E;“EEJEHE/
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MySQL Enterprise Monitor
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Ay am—k

s YATLROMySQLY—/\BLTY) e <t
"7‘ /3/1%1&’& BRICRELESR — __ ——

-u,—;u:io< HReE e

=
—— W)t g — 0 -

L - ———— - R et ELa S t em——

vt e e e o byt A § b

H — | oy oyt e e Wbt e <

\ * T B SR BT e e Acon . S ' - -

A J B o b £ S e s, § i
S - ] kbt et it e

¥ e ————— . e e L
P - - 8D Sehve e Ao W ‘.

Fl:ﬁ O)&%SQLKO)@L_I . %}En-l- Iﬁ$&0) e
53 fT AV R BEZLQuery Analyzer e ; EP——
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MySQL Enterprise Monitor {5 FHZ 5l
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FHEDRALEDA) YR
MySQL Query AnalyzerDM@it 9 A iEE A —TOIT—DFHEDOE
ITIRRDEFERNDHOMNB=D INTA—TUADE NI —EF(EAO
<HFEL. EEREDOERELG-TLVSSAL
O—RZ{E1ERT&E
MySQLZEATEEH
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L) BEHTHEEE - MySQL Query Analyzer

é’CO)MySQUf—A‘o) =0 o
ETHSQLZ>—FEEI R miEAkEE BHA I LT

s vmstatiZEDOSATIRBMysALd
SHOWOY >R D ELT.
O 74 )LDERDEERFZAE
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Query Response Time Index (QRTi)

- BOT)DIH—EREE 1 (QoS) FAIE

s H—N T I—T FEEITRTDAUREL ZADQoSHITE
c DTV INDA—I U AFEZDD A& D E— B E E:

Query ¢ Database ~ /b % Counts QRTi
Exec < Ermr & Warn %

=~ INSERT INTO sbtest1 ( i...c , pad ) VALUES (...) test 161,133 0 ol 1.00@
Query Response Time : = INSERT INTO sbtest1 ( k..LUES () /*, ... % test 20 0 o] 050 @
=~ SELECT SUM(K)FROMs...id BETWEEN 2 AND ? + ? test 161,156 0 ol 1.00@
%% (Haiiﬁ) < 100ms =~ SELECT DISTINCTROW ¢ FR_?AND ? + ? ORDERBY ¢ test 161,160 0 o] 100@
=~ CREATE INDEX k_1 ON sbtest1 (k) test 1 0 of 0c.o0@
B GEE) 100ms < 400ms =~ SELECT c FROM sbtest1 W_? AND 7+ ? ORDERBY ¢ test 161,157 0 ol 10@
po =~ BEGIN test 161,139 0 ol 100@
5‘]_‘ (Zp 4% ) 400ms < =~ CREATE TABLE sbtest1 ( ... = innodb MAX_ROWS = ? test 1 0 o] 050 @
=~ commiT test 161,091 0 ol 069 @
=~ DROP TABLE sbtest1 test 1 0 o] 050 @

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. 15




Query Response Time Index (QRTi)

« ZHOT)NIH—E X EE 1 (QoS) ZHIFE
e H— N\ TIL—T FIETRTDOAUREZ XD QoSHEITE
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Query Response Time Index
19

ol 18:30 18:35 18:40
B g

Z BB : Query Response Time index (QRTi)
http://dev.mysqgl.com/doc/mysgl-monitor/3.0/en/mem-features-grti.html
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http://dev.mysql.com/doc/mysql-monitor/3.0/en/mem-features-qrti.html
http://dev.mysql.com/doc/mysql-monitor/3.0/en/mem-features-qrti.html
http://dev.mysql.com/doc/mysql-monitor/3.0/en/mem-features-qrti.html
http://dev.mysql.com/doc/mysql-monitor/3.0/en/mem-features-qrti.html
http://dev.mysql.com/doc/mysql-monitor/3.0/en/mem-features-qrti.html
http://dev.mysql.com/doc/mysql-monitor/3.0/en/mem-features-qrti.html
http://dev.mysql.com/doc/mysql-monitor/3.0/en/mem-features-qrti.html
http://dev.mysql.com/doc/mysql-monitor/3.0/en/mem-features-qrti.html

AT IIADNEZ TLNEWNI T —
Fa—=2T RO REMEL T LY

OTVUESR [[T) Show / hide columns  [fll 7/
Show| 10 ~ |entries | F—9DIVAMR— AT .~ Showing 1 to 10 of 647 entries 2 34 5 Next Last
p— s F_gR—3Z & o hoz bk ORT ) #5885 (hh:mm:ss.ms) i T8
—(T ¢ IS5— ¢ B& ¢ &t ¢ & - ¥ ¢ THEOEE &5t ¢ TH
[+]= ~ SELECT COUNT (*)AS "._RE “state” = ? LIMIT ? (1) mysql ] 22 0 0 086l 2384 7688 0.108 o 22
[+] == ~ SELECT “plugin_name’ FR...ORDER BY "plugin_name’ (1) mysq| = 26 0 0 079@ 3498 6254 0135 A 754
[+] == ~ SELECT “plugin_status™ _._.ugin_name” = ? LIMIT ? (1) mysql (Gl 2 0 0 000@ 6.862 5589 343 1
[+ = ~ COMMIT (1) mem 15,423 0 0 100@ 133520 4259 0.006 s 0
[+] = * UPDATE "mem__inventory™...e" = ? WHERE "hid" = ? (1) mem 897 0 0 099 14739 4136 0.016 L a97
[+ == ~ SELECT GROUP_CONCAT ("...in_status’ = ? LIMIT ? (1) mysq| ] 1 0 0 000@ 4.022 4.022 4.022 1
[+] == ~ UPDATE "mem__inventory...p" = ? WHERE “hid" = ? (1) mem 25 0 0 092@ 4029 3.949 0.161 L 25
[+ ~ DELETE FROM "mem__quan’._timestamp™ < ? LIMIT 2 (1)  mem 22 0 0 095@ 3954 3.949 0.180 ] 0
[+]= ~ UPDATE "mem__inventory"...p" = ? WHERE "hid" = ? (1) mem 1 0 0 000@® 3942 3942 3942 1
[+ ~ UPDATE "mem__inventory’_p =2 WHERE hid =2 (1)  mem 93 0 0 097@® 0977 3942  0.011 A 93

< |

I

FT—HDIIAR— AT
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HLLETSIN=OI)—
LLETENE=OT)—&, FEEE{ESA TRV AIREEHY

IJTVUEZR [@] Show / hide columns | [fl] 7

Show 10 v |entries F—ADOITIAM— AT v Showing 1 to 10 of 450 entries 23 4 5 Next Last
s |3 Bz s |4 o : Lo 70 oRT ) ﬁ_'.‘_jﬁﬁﬁ (hh:mm:ss.ms) ) T8 Temp Tables B §

£F ¢ | IS— ¢ 2L ¢ &t B8 ¢ T ¢ THEQOEE At ¢ T ¢ Total ¢ Disk% ¢

> BY TIMESTAMP (1) mem [ 1 0 0 100@ 0001 0001 0.001 28 28 3 0 10:23:59
> BY TIMESTAMP (1) mem [ 1 0 0 100@ 0001 0001 0.001 28 28 3 0 10:23:59
> BY TIMESTAMP (1)  mem & 1 0 0 100@ 0001 0001 0.001 28 28 3 0 10:23:59
> BY TIMESTAMP (1) mem [ 1 0 0 100@ 0001 0001 0.001 28 28 3 0 10:23:59
ser id =2 (1) mem 3 0 0 100@ 0006 0005 0.002 3 1 0 0 10:15:04
63", ..(1) mem [+ 4 0 0 100@ 0010 0013 0002 8 2 0 0 | 2015/03/01 22:03:10
=2)(1) mem [ 1 0 0 100@ 0001 0017 0.001 2 2 0 0 | 2015/03/01 22:03:09
es’ AS (1) mem [ 2 0 0 100@ 0002 0180 0.001 44 22 0 0 | 2015/03/01 21:48:21
(1) mem 6 0 0 092@® 0220 0461 0.037 - 6 1 0 0 | 2015/03/01 21:42:33
ctions™ (1) mem 6 0 0 092@ 0227 0672 0038 - 6 1 0 0 | 2015/03/01 21:42:33

4

T—HADIIZR— AT v

ORACLE’
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VL) —RIThE (55T, =&, F13) . FHEDERE
RRMIEBEMNRELEIT—HBLOTL

IIVEER I Show/ hide columns |l 7
Show 10 ~ |enties F—HDIVAMR— FATZ .~ SLTEIT LT LD B T 23 4 5 Next Last
ol oz s |l o § hork ORTI _ HF5R (hh:mm:ss.ms) i T8 Temp
BT ¢ IS5S— ¢ BEF ¢ ait - &5 ¢ 9 ¢ FHEOEE &t ¢ T§ ¢ Total ¢
UES(...(1) mem 8,476 0 0 095@ | 428917 1.660 0.032 _ A 8,545 1 0
mem 23,397 0 0 100@ | 139170 4259 0.004 ek 0 0 0
een’ ) (1) mem 8,491 5 0o 100@ 59 801 1.150 0.007 L0 | 18,989 2 0
)] mem 493 0 0 090@ 19.218 1.071 0.039 [ Y 493 1 0
dTotal’ ) AS (1) mem G 48 0 0 050© 12.150 2.220 0.253 N VWY 4380 10 06
M ( SELECT .. (1) mem G 48 0 0 050 10.050 0.542 0.209 [ 480 10 96
2 Thid =2 (1) mem 1,334 0 0o 100@ 9737 4136 0.007 LA~ A 1,334 1 0
Ecid=2(1) mem 662 0 0 093 @ 8.664 3.277 0.013 e | 663 1 0
ble” ) (1) mem 29 0 0 071 @ 5071 0778 0175 A AN 29 1 0
) mem 66 0 0 089@ 3.536 1.248 0.054 A 66 1 0
< m | P
FT=HDIIZIR— AT . v 2 3 4 5 Next Last
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L) r—a =R —

L) r—La REBENRTEE.

- LT r—avkiRkoo—n
e TRBA—|AL—T DINTA—I 2 RESfR SWITP Notication Polcy
c L) —3 T RNA Y —IZ KB HR—k
LI =LAy DRANTSHTFARERT

Replication Monitoring

. Threads
Servers Type = i
[H = * Replication 1 (4) MIXED
& mylab localdomain: 3306 master/slave
& mylab.localdomain: 3307 master/slave
% mylab localdomain:3308 master/slave v v
& MLORD-PC:3306 slave U v

E i 1% | 2L —FHRIBICTASh S ENTLOET x|

Replication M EIEZFRENL TE XM

TR

Event Statuses

| Emergency TODO X |

E}J *ﬁ %u Event Handling
SMTP Notification Groups

| Replication |

| Notify on event escalation TODO v

>
>

_

Binary Logs Master Position Log Space
Time Behind A e

00:00:00
00:00:00
00:00:00
00:00:00

Current File Position Binary Log Position Binary Logs Relay Logs
mylab-bin.000001 791 mylab-bin.000001 791 7918 1.1KB
mylab-bin.000001 791 mylab-bin 000001 791 7918 1.1KB
mylab-bin.000001 986 mylab-bin.000001 791 096 KB 1.1KB

mylab-bin.000001 986 129 KB

ORACLE’
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Filosystum Usage Trands - Par Fllesystem & u
» " Q0 125
A
3 B Goramappeivg Mytativ 1001)  per day treng B 'voot [faevsaaT) | per day vert [l i pee hour theng
15 ] pEimapDe vy _titatihv_1001) pet o
"
B oo ¥ IV T Ty W
B hor Ty V. oM Wir trena
Topic: Filesystem / (/devmsppechy_nvdabv_roct) Runming Out OFf Space In about 1] days
Categories: Operatng System Advisor: Filesystem Free Space
Carrant State: Opan Currant Status: Cotical Worst Status: Crncal
Auto Closes by Dedoult: Yz Last Chocked: Sep 3. 20132 1035 PM Worst Alarm Thne: Sep 3 2013 2:08.06 P\
Notes:
Mo notes prowded
Datails:
Problem Description
Databases use disks and flesystemns to store data, mdexes, logs, and other atifacis When space gets low, it can adversely affect the pedurmance of your system, and in extreme cases may cause your spphcaton to
hait or crash
Advice
Investigate why flesystam / ([dewmapperty mylts-e_root) has 3 24-hour sverage growth rats of 2.8 GIB Al that rate. the 28 GB remaining (out of 43 GiB) wil rum oul in sbout 13 days, arcend Sepembar 16 2013
Considgsr archrang and calating large Hes thar are no longer nesdad. a5 well 35 temperary files (@ @ Res i tmp on Linux and %TEMP% cn Windows) Look for Sles that are growing rapdly and consader altematnss (s g
rosating logs, mowng thoss Ales 10 anothar Masysiam. stc)
Links and Further Reading
o IMySOL Manual Manageg Disk VO and Fde Space fr eoDS Tables
o Amticie Managing Desk Space in Linux
o Oracle Sclans Adminstrabion: Displaying Information About Files and Dak Space
Copyright © 2016, Oracle and/or its affiliates. All rights reserved. 22




OS Monitoring e
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InnoDB Monitoring
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Memory Usage Monitoring

s OSOAEY(EH=Z7ER
CMYSQLOAEUEAREESR @
c ERTEDTENAR

AEYEAEICETIESE _

et @ ves

o~

Memory Usage - MySQL Server
12.97GIB 1

Bytes

B resident memory @ shared memory [ virtual memory

ORACLE’
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Best Practice Advisors

* MySQLAN RN T S9T 4 A% FH Al RE
14T RINA Y DAT3T)—

BIEN—ANEEEE

- IEHB T

-~ EEEOE

[ REAR R DT E /A Rttt

ORACLE’

dyleg

250 LY T FRNAHFHTI)—
T @ BRUEZEY2IRE @ SBRUEFRI Y28 @ 7RY%FER @ Import/Export

Administration
Agent TODO
Memory Usage
Query Analysis
FPRASEUTA
ARL—F12I AT
I525—

943537

AF¥—X

t+1U7+

Ny o7vT
KIA-I2A
LVIVr—33»
BREIR—M—-ER

Configured: 22 of 22
Configured: 3 of 3
Configured: 6 of 6
Configured: 4 of 4
Configured: 5 of §
Configured: 5 of §
Configured: 10 of 10
Configured: 87 of 87
Configured: 17 of 17
Configured: 31 of 31
Configured: 1 of 1
Configured: 22 of 22
Configured: 19 of 19
Configured: 7 of 7
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Best Practice Advisors
Fl R

El- on iﬁ e '." - ot o, sy - P23
¢ m *E ER E % ? E < *% % & o o misc 3300 MyISAM ORIMBASBNCSFSNTURVERESSDEY about an hour aga x
3 (7] o misc 3303 EROARFNRFERHTILDT ~IN-AOERENBLLEZISNET about an Hour & x

(o} -~ ® 0 (1} misc 3300 max_prepared_stmt_countiC¥ Ja A FAERASNTVEY about an hour ago x

- ﬁ x 9 A Z 7 I) 7 F @ 1$ m 3 & o mesc 3308 RV DL IPTATY 4hout an HoUr 890 x

» o _— W m M — o e msse 3306 Slave SOL Processing Not Multi-Threaded about &0 HOUT 8O0 x

E F}ﬁ / \ I y 3 N / 7 E EEQ ' -_ i o @  misc300 Binary Log Debug Information Disabled abot S PoUT 8g0 %

D S —= ; A f  misc 3308 —BOTUOIEBNCROTIET i vt i %

m misc 3308 mnoDBOY ) Y I 7 K-S 25 AT« VLIS S2AENTVNET aboul 0o hout ago x

ANV b Gh

- DBEEAT-ITTIX
F 5 AN Al HE7L i B 40
Fa—ZD FiEETER

A\

\

1R
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Yoplc: DB TS 2P HS5 5 253 L @RIT A AP2E I3 218N TUHEY
Categories: /{22 -3 22
Current State; A
Auto-Closes by Default: Yes
Notes

Advisor: OB/t JP b S L H05 3 L 88RY s AT IS0 L2 ANTUVETY
Closed BY: ¢losed: T=ABRF—F R Wanry
Worst Alarm Time: 20150024 14 2517

T

KEDATNISED LA,

Detalls:

BBDRN
FAxLbTQ.
ACIDIZR®L T
TREY, =0
T AR T T,
PENSR

my enlimy D 7 <0 JLIZ Eu T innodb_flush_jlog_at_trx_commite2 & 335F L.

L TAAPADIZYS ARSI FAIACHLTERENEY,

InneOBIOZ )Ty 2 7RO T T4 MC -3
> . Innodb_flush_log_at_trx_commat ®0F S 32(cl3T T 4o L8 T

HSws 2k, 1REE Oy,

. = . - = oo T
IBREOT—S0AMN:, SBLELTIASH - )(-ISET Y EC2TRENETY,

Y-t MWL T <EE,

RamBhHonbS 4o

6, TAINH

WS ACDICMMT 2
YIWMATBOEY., CNERBHPD
LN TRSHETT.

dliicysoanangy, @x2CRILR
FPINr—oag AR L >TERX

TS LA THPRERRIRELEE R
V=TH-)(—Ti&, 1BMROT 90X FLELLT
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o

Best Practice Advisors (E %5 Exh-B{E -Elfm- A4 N MLIE)

Memory Usage Configured: 6 of 6 -

[ Item Info Coverage Schedule Event Handling Parameters

) [ =~ innodb_buffer_cache_hit_rate_not_optimal.name 100% (5/5) = 5m Qo BEg @0 99518075

@ B B~ F-I7H A I —Fry3aCHU TR EEN TRV ET BN SH0ES 100% (5/5) (& 5m Qo Bo o @95485@75

@ O =~ 7T)F 2109/ NETE3 eIl HET 100% (5/5) + 5m Qo BEo @0 40

@ O 5~ 715w aoty EEFREB(LEN TUERA 100% (5/5) (& 5m Qo BEo @0 @60.450@40

F [ =~ ALyEFvyab/ X Sd8han TuaRngSTY 100% (5/5) & 5m Qo Eg B¢ @95 185075

@ F 5~ 7 Frysan@dBtantuiEta 100% (5/5) (& 5m Qo Bo @0 @204 40@ 60
Query Analysis Configured: 4 of 4 v
PRASEUT4 Configured: 5 of 5 -
ARV—FAIISATA Configured: 5 of § a
[item Info Coverage Schedule Event Handling

@ [ =~ CPUERETRI (Y 100% (5/5) £ 1m Q1 By o Moving Average Window: 5m Enable CPU Outlier Detectit
F £ =~ MysaQL Jotx 100% (3/3) £ 1m @0 Llg 70  Moving average window size: 5m

(# [ =~ ram_usage_excessive.name 100% (5/5) £ 1m Qo Blo @0 @ 300 .4 200 @ 100

@ O 5~ *YNI-I859749957 100% (1717) & 1m Qo By ®o

@ O =~ IPAIVZATAOZEESRSE 100% (10/10) = 1m €@ 1 g %0 Extrapolate Free Space To Zero In Graphs: true Analyze F

ORACLE’
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MySQL Enterprise Monitor + Backup
c INYITVITRERDE=F) T

c INYIT VT INTAF—TOADE=R) Y

s RF/INVIT VTG EHEEIZT HEH A EE

ORACLE" MySQL Enterprise Monitor

Dashboards = Events Query Analyzer Reports & Graphs ™ | Configuration ™™

Advisors

@ Edit Selected Advisors & Disable Selected Advisors '@ Create Advisor '@ Import/Export

Administration Configured: 26 of 26

Agent Configured: 3 of 3

Availability Configured: 6 of 6

Backup Configured: 5 of 5

[Citem Info Coverage Schedule Event Handling

[ = ~ MySQL Enterprise Backup Failed 100% (1/1) (5 5m Qo 0 @ o © "FAILURE"
[ = ~ MySQL Enterprise Backup Succeeded 100% (1/1) B 5m 1 0 @ o @ "SUCCESS”
[ = ~ Last Full MySQL Enterprise Backup Too Old 100% (1/1) (= 6h (% o o T
[ = ~ Incremental MySQL Enterprise Backups Mot Enabled 100% (1/1) (& 6h & 0 @ 8o
[ = ~ MySQL Enterprise Backup Lock Time Excessive 100% (1/1) (5 5m @ 0 @ o & 10 .4 60

OR’ACI_E Copyright © 2016, Oracle and/or its affiliates. All rights reserved. 29




MySQL Enterprise Monitor
ACL(ZVtRavka—IJLY RR)  HiLER—k
- RO rE—)L
s TILFTFU—FHHR—b

— RIREZ AR ASSaasTONA T —IZE

~H—ERBICEBEEZHT AIGE e o

* SYSN—ZADT7AILI/O, o5
L R—b '

* Firewall, Auditi#gESE D
Y al) T x5t

Foimission

.................

Adm it

ORACLE’
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MySQL Enterprise Monitor 7EE T 7

MySQL Enterprise Edition : TF

New! MySQL Enterprise Monitor #Z£37}
MySQL Enterprise Monitor ZHERL T, MySQUERE IR BB T2 REEHBALE T MysqQL
Enterprise Monitor |3, MySQLY —) i —(MIREE C DN TEHE SRR L E &,

Oracie Enterprise Manager
MySQL Enterprise Monitor
MySQL Enterprise Backup
MySQL Enterprise HA

MySQL Enterprise Monitor @1~ Ah—)L MEOr Sty ey

. X MySQL Enterprise Authentication
MySQL Enterprise Monitor ZHERL T. 1057 LIAIC MysQLY — i —OEIRESBHE T 2E D0 T MySQL Enterprise TDE
CENLET. MySQL Enterprise Encryption

MySQL Enterprise Firewall

MySQL Enterprise Audit
HDAEN=23

MySQL Enterprise Edition -5+
7w
MySQL Query Analyzer (L5774 —< AO &E|l

MySQL Query Analyzer|ZkoT . MySQLY =) — ETEZ BHT! —~—20))i 74 —7> R MBI K FE AR R R SRR T A0 B4
7.

MySQL @374 —</ AL S AATEE ) 7L 24 L CEiR

MySQL Enterprise Monitor |Z&-T. MySQL Y —)i —2F0) 1 73 —7 AL TOIREFEETSH
EECEWIITE .

http://www-jp.mysql.com/products/enterprise/demo.html

ORACLE’
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Oracle Enterprise Manager for MySQL
WebB LUV IIIRMAIITASIVINHGZE—DF v 2 R—FTEH

c HET70% DA TV ILT—EIR—AD B EFkHMySQLZE Gt FB
—Web®PHRRLT7IT)r—ay BV AT L S ARAATIT) r— a3y
—%Otzbggtiﬁmﬂb\ﬁf-ﬁznn@% ORACLE

. MySQL >/ -lj-7l_:_l\ ENTERPRISE MANAGER
¢ Enterprise Audit 'U',—I—f_ iR s

* Enterprise Firewall HF7

TO
T
i
]

I

i

i

i

ORACLE’
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Oracle Enterprise Manager for MySQL#E 2

P RE Bz

A AEDE=R)Y Al AR E I E I L HSLAE

INDA—VAREZR)Y INTF—I DRI EKPIE

BREDE=R)T BRIREEA T IV ERRERERE

T o—hEEA SMTP, SNMP, 0S A< K, R91) Tk
ETCOFEARRELZRAN)vIZINE 500Ul EDIERZEIE

LiR—k B RHNTSTEEL /NN THr—<T U ALR—k

MySQL® B Ejt& 41 T340 VE—FEREYR—LT 50, & —/1N\—~D

Oracle Management Agent DA 2V AR—)LITAE

FEIZ&LDT EIL. MySQL Enterprise Manager®D YA M- TIREERIBE T,
2% : Oracle Enterprise Manager for MySQL

ORACLE’
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MySQL Enterprise Backup

BR, A SA 1\ 7T & JHNY)

* INNoDBDA S A1\ T7vTY—)L

- J)L, e BRI\ O Ty T (IEHE R BE

« TILFRLYRIZKAMiFN /NI T T &1)F1/\1) ALE
c DIORRARL—U LD E D EHE (S3, Swift API)

« INYIT VT DIEEAE — AES 256

* Oracle Secure Backup& M EE

LL

MySQL Enterprise Backup D 4FHEF] =
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http://www-jp.mysql.com/products/enterprise/backup/features.html
http://www-jp.mysql.com/products/enterprise/backup/features.html
http://www-jp.mysql.com/products/enterprise/backup/features.html

EIRIEINY DTy TE) NN —
BRUALS A2 S0 yT 8RN —BI= LY, MEAKERNRICE SHEACTHE

Backup: 73 GB Database Restore: 73 GB Database
300 1,200
250 4h 17 mins 1,000 - 18h 45 mins
@ 200 o 800
o
2 150 g 600
- 100 - 400
50 p 200
5.25 mins 14 mins
0 § 9 —
mysqldump MySQL Enterprise Backup mysqldump MySQL Enterprise Backup
avd
mysqldumpd Y 49fZ3E L mysqldumpdsY) 805 E L

ORACLE’
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B=EXOPH
VAT LTLRIEETO TV I EERIRICT — S E BN K ELIFED
JHN)—ERTOY 13— 3y

c S EZ10EELI-BEDREBAEYDIERF11.45M. 0.19A/7
ELTHE

T—4>18 |0 k-
18[FfB14543(1,12557) 213.755H
14453 2.66 5 F-
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MySQL Workbench
T—AR—RT7—FXTI BRE. DBA D=ODHEED AT ILY—IL
- EIY—)L
* SQLTT 44
* Performance Dashboard

* Visual Explain
* GIS Viewer

* ERRIERK. 74T —F/ )
1)/ i—ZI‘f/‘:?U‘/J .
HEEFTTifkEeE 7 PR R 0D 2 DD R B -

DBRFa AV . T—R2ETILDEEE.

MySQL Enterprise Backup GUI, MySQL Enterprise Audit GUI

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. 37



MySQL Workbench

F—BR—R AT L—Sar o H—F

- 11T

— Microsoft SQL Server, PostgreSQL,
Sybase ASE, Sybase SQL Anywhere, =N s
SQLite, Microsoft Access, MySQL, and more | == oy i

c AT ORET—2DFHEIT
» MySQL/N\—23> 7y TG L—Fk

(TAMRER)

ORACLE’

ok Seester
Fatin Schereats Lint mbactad
Schamata Sebectian
Revetne Engiren Tauece
| Analabie Chiats QRpec 1 Wgraee
CUACT MGRATON = prbrmyx 2 bashon
ErTa— - o i
Mgatan o | ::A:::
llllllllllllll =3 ;an‘:c_'
Target Creatha 6y Ot = sbepsh
Crests Sovenys il s aum
Craste Target Resum | peremrim
ATA M TN
Data Tranttar Setup
Bl Dt Tramter
(s -
¥ Wigrate mn chyacts 3
Mot 2 ? €001, 6 selenia Bl
P
TA 4w, Oaekec
el | [Tt
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MYSQL ENTERPRISE
E Audit Inspector
W Firewall
ﬁ Cnline Backup
ﬁ Festore

MySQL Workbench EE + Audit
EEPREFEREL ODEHE

c BB ARIARZERDODBESIC

\
/.

Fie Eit Viw Ouafy Databice Sanwr Took Screting  Halp

7t AR EE

~ —\® MAMAGIMENT » e
v  ontaning mfo test:
° " | — O oo 2t - —
7 1. ~— R TR Tmestamp Troe Coenio Host/ TP St Commend Cass . Mo <]
£ wiers ans Pomieges 50715 1206012 Qatry ) " ser_ogton SET SESSION 53 _MOUE="
RN \\ z ESl s ang ytem Varasten 20150714 1200012 "y L] e
D \ n R 20150014 12:00012 Query L] 0 show_sarobles  SHOW OLOBAL VARIRSLES [
20150714 12400012 Qatry ] 0 shirm_thagre SHOW PLUGINS
A Outs bepartRestare 0LSGF18 1 >
zZIis ﬁ t ; - % 20LST 14 12008012 Enecae 0 ] PESERTINTO ysalbockee_seogressl bacu_d
msTANcE @Y 20150014 12000012 Quey ] 0 wieah _tables LNLOCK T2aLES
20150018 12000012 Query L] L) select SEACT SO0 UTID_BECUTED
2 |
< o U stwmp £ Suneown 18 12000012 Quter '] ) seled S5 50T SO0 (TID_MODE
NS A Soverop o M s
— A / 2 Oomons bre Qaery 0 aover{adme 0 Shon_Basber . 90N MASTER STATS
] 0 atvvrdadens L]
IR ORMANCY Qaery 0 st {ade [ LML FLUSH EnGINE LOGY
¢ ommeoms Qaery 0 atvvrade [ Nash LU TRSLES Wit R22D LOCK
A & Retarmancs Rezom 219 " 24008 ) e 9 -~ "
01597 1s 120000 o L] BT INTO vl bachup _progressl batuo
— — N ret Lreeate
— J_ / 6 Pustyonme 5o Vo 201857 Qe ] [ whon_ewste B SN MASTER STATUS
ML EMTE IR 201847 Feo 0 o
@ 2018 Quey ] 3 seee
Al Dospacint 20199014 13:08:3 Query 0 ° select
Ve aam H W et 2018904 .63 Lottt ] [
— A Y =] & Oreiee Saceup 201840 reswe [} ¢
=1 1 & At Quey ] ¢ crunte_table CREATE TABLE I WOT SX15%8 pryael bathio_sro|
Query L] 19 U el
Quey " ¢ select LLECT QOGO Imvedt_chethacm_sigeniths
e 20199014 12:00:01 Quey ] [ select T OOTORAL rmadE by
IRy Meragerert 01897 6:01 Quey ] ¢ select T OGLOBAL erodb_ae
— ' J 20189714 12:00:00 Quey 8 ] PLECT SRCLOBAL sl _sadu_teblenpece
20193718 12:0€:61 Quey " ¢ select ELECTOOGLORAL ivvads_ue
, 10T IO J0194714 12:00:00 Quey 8 [ select BT POGLOBAL erodh_jog filke_ste
160AT1_20. 20183718 12:06:61 Query ] [ select ST SPGLOBALwrodh jog_files _t_gos
160RI0_30. . J0190704 12:00:01 Qaey 8 [ select 2T BRGLOBAL wrodh_log_grawo_dere_d
16081930 20193714 12:06:61 Query ) [ select TLECTORGLORAL ivads_deta_He_seth
16081030 J01807-14 12:00:01 Qaey 8 [ select FECTPOGLOBAL wroth_dets bove dy
IWAIT TN IR A 13-00-01 Dpery ° [ walart T B A e
. L
Showinp records 0 to 049 frgm 689 total metched antres from cache The curmently sudt_bg poikcy = set to ©g ol everts
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MYS0QL ENTERPRISE

MySQL Workbench EE + Firewall B Auditinspector

- @ Firewall
EEBEE%?E&G)JE% g3 Online Backup

ﬁ Festore
* Firewal i BED A 3 - 1L

* User and Privilegesz% 7& E—
_FAYUMEDMode B

% Ownt Connectizne

ot

b4

Adeonistyaton - Fiowell «

2 U aod Pindegn

— White ListaB0 - Bl R prm

ISTANE
U statuo 7 Shutoawe
A Seres Logt
# Cothns Fike

Ao

Users and Privileges

e Acroarty Dty for accomnt hw_usrdlacaibhost TLRICAMANCY
o Fram b P Lo | Aot Lwvi | Adeymanes o | Sevema Prvdeges | remet i G pesbaud
oy - el A7 Perfoernance Raparts

-:;:\. ‘i; Mode PTG - N Performance Schems Setup MySQL Enterprise Firewal Plagin
‘zidven
RIS O Acove e (1) MY ENTERIRSE
AT RS o - N Hafe vou G Manage MySOL Franal Fe sstall tha MySOL Exterpiss Frewsl plgn
[RL180.9 % o ECT W . b, e b TOM ot ek ISR W« ! At B it irpeter By clokng "lastal Franal. Aftar nalton, you G a0 T wsér ks

PG - e ™ D Frew B tha Usars 20d Sovilages’ socmim of Warkhena,
Irisox o ~a

reml - itbbed de Ondnt Bsthig STt kaming dowatie sl by setting the Frawal itate of 2 usw 1o RECORDING.
P & Reitoe WhON yOu 30 C0Te PWECH 1D (atacten mede
e Othar perations, e sGoualy 26deg and removng mlis O SVng to
s Dong OCeo (1)

ar Dadng fom 3 5 06 350 1tk o0 the Same secton,

B e | e | e 0N s ' Mwajenst
o . T [Py S —
T T _ B )

Lol e |
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MYSQL ENTERPRISE
E Audit Inspector
W Firewall
ﬁ Cnline Backup
& Festore

MySQL Workbench EE + Backup &Restore
EEPREFEREL ODEHE
c INYPTYTOIT DI EE TR

—FRRNVITVTOaT DR R TV a— L EEBEIRETT

— BT/ NvoT7v T3

s INVITVTT

TR -\ IT VT T ITAET 1 DHES
—BZDVALT (FIL. E57.

MANAGEMLNT
© serverstatus
4 client Connections
L users and Privseges
[ status and System Varables
4 Daakipent

# Options File

ORACLE’

ElEl 01 6181815151 @

WySQL Erterprise Beckup- O x

HysaL sepose
MySQL Enterprise Backup

facap Jobsjconfigured for ths MySQL Instance Backup Job Detab|

VAN

B4

(]

@ LI

| venob | [ confowech |

Only displayed when a backup job
I © Atdbscommssn s oo frpofers [yenteniy | |4~ 15 cumently being execuied

IRAuntAmty «— Recent MEB activity

immedialely execute a
backup job

=H
At

MR e
MySQL Erterprise Backup - Recovery

Thutimst A3 /e Wt 5 T AT W e A COOTIIRS O § MG BACKD B LA 3 VAP TR RIS W 8 VAR S

s

MAATA Barten wmrty e o Trromertaie TEIReTTR T Shone THIED A IR SPERI Com TR AT the S e the taegut MATTE Servm
[P R PR e ST

T S M S P T B3 e A

L DstsImportRestore Sachun 0 Lotestbadap  NextFul badup. Mextincr, tachi :«hmasma it Fu wone of Su et 2 Be seed 00 Su et ceewes
Ful (ful éats) Imthe last bosr 20140105 17:24:80 ot scheduied o— PHILIP-US:3306 e o ik i LR e Ml
PERFORMANCE ackuprac (fell data) in the last beer  not schedsled 216 :00:00 © HeB Yersom 382 Parbors ot 00 0 Dot st "
@ Danboara Testisgiorid (parsd... inthelasz boar nat schecsled et 5 o MyEeLtar . 0 T ¢ el U O e Stk P (At o D A v
& Partormance Reports StoageDvectiey:  C\MySQUBackupHonse Full Vi e 20 U6 36 o IS et B0 of T Shchion 6004 00 D OB
& Instumentation 212,00 66 of 320.00 G available
LatestFdBachp:  2014-01-09 171138 .
mSTANCE Latestingr Backiy: Never et 65 S VL bt e B
B BlanigsSvikdons tstfibidens 2140105 Er2400 s £ st o ad v e i T WA Bah T 2 e 2 e e ek
A serveerogy texting.Bscip: Mot scheduled Tl B % BN T TR YR R T B

@ Srrwy A s b cortarr G Dt

s e v & etk en 4 be WA P 0l A |orTa04 The IR B e b sied o8 B0 i speaie
L T4 T i 13 WA T o COMCG D M RACKA 13 B i ) T (D b

e Fomat e
Ful’ FULL DIRECTORY © SsuCCEss
fur FuL DIRECTORY  © SUTcEss
Testisgriatd INREMETAL  DRSCTORY  © SUCCESS
Testingiorld PARTIAL DIRECTORY © success
i ru DRECORY  © success
backupranc INCREMENTAL DIRECTORY © SUCCESS
bacussac FuL ORECTOR G success
-
-
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MySQL Enterprise Scalability : Thread Pool

MySQL 5.6 Sysbench OLTP Read/Write

12000
t ] [ ] [ )
§ 10000 - = MySQL Enterprise Edition
@
@ 8000 Thread Pool &Y
@
a.
@ 6000
o
‘g 4000
L MySQL Community Edition
2000
- Thread PoolZEL
0 ' ' ' ' ' ' MySQL 5.6.11
1 4 16 32 64 128 256 512 1024 2048 4096 8192 Oracle Linux 6.3, Unbreakable Kernel 2.6.32
4 sockets. 24 cores. 48 Threads
Simultaneous Database Connections Intel(R) Xeon(R) E7540 2GHz CPUs

512GB DDR RAM

Thread POO|'C°Z’7'—5E U 7_-475“601% rﬁl J: 28 : MySQL Enterprise Scalability

ORACLE’
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MySQL Enterprise Scalability : Thread Pool

NEOZA4T

- X Thread Pool Connection Execution Threads
. . Thread Group 1 Thread Group 1 .

‘ Threads 1 - 4096

' Thread Group 2 | Thread Group 2 |
\ \ “ Threads 4097 - 8193
( \ Thread Group N Thread Group N

\ REHSLT Uk Threads 8194 - N

c ALYR T IIL—THEERTEREE (T IAILE = 16)

— HEALYRT IL—T IR K096 BRI B[ BEIZ R Ly R ZHR—k
* VUK BEVICEoTEEBERAL YT IL—TIZEYAT
« ALYKIFEEFIFENAT—F AU —ZHEASINS

_H— DO EEOESEEMIIH LR —SE T4 E TR

ORACLE’
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MySQL Enterprise Authentication
NERERRED Y R—

* PAM (Pluggable Authentication Modules)
- SN EERFEARADT IR
—ZED AR T—XA (Unix, LDAP, Kerberos%i &)
-7R¥x L/ FTRF LAY —

* Windows
— 3 T47 WindowsH—E X (WAD) ~DT7 It X
—WindowsIZAY AV iZHI—H %523

e J 7jj 7 )l/n:L.\_IEAP|

MySQLZ FUr— a3 B EmEDEX 1T AV TSRS F N /SOPEHE

ORACLE’
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MySQL Enterprise Audit
R)O—R—ZADEEBREZ R4
AV A VT —DIEHREEEA

« A—HHR O —%ERTE AIRE 74)1/5“)‘/7‘\El’7“l:l T—3ay
s B EEZEFE OB Audit SR ERFICH —/\DOBEEFNTE

* OracleDEHRIZEHEXMINR—RADEEEFEOTZH B
(Oracle Audit VaultED B M (O JA—<vk))

c HAXIZEDWEBEOT JO7//)LOBEHO—T—2 3>
» MySQL 5.5MAudit APIZ{E>TZE% / MysQL 5.5.28 LIt T{E A A gE

AT IAT AR IETEENDBEL T I r—3 0 THEMySQLE FI) A AT RE

ORACLE’
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MySQL Enterprise Audit

RUY—AR—ADEEREEERE

EEE
0

Joe (AL

L 4

myscgl> INSTALL PLUGIN audit_leog SONAME 'audit_leg.so':;

mysdl> SHOW VARIABLES LIKE 'audit leog%'
e e e m——————————— +

| variable name | value

e ———— e e +
| audit log buffer zize | 1048576 |
| audit log file | audit.log |
| audit_log_flush | OFF |
| audit_ log_ policy | ALL

| audit_ log rotate_on_size | 1044480 |
| audit log strategy | SYNCHRONOUS |
e o +

1. DBA enables Audit plugin

=)
shell> mysgl -h joeshost -u jos -p

Enter password: *tksddss

mysql> SELECT * FROM joes _table;

fmm o 4
| FIRST NBME | LAST NAME |
S A — +
| Joe | User |
o ——————— e +

2. User Joe connects and runs a query

ORACLE’

3. Joe’s connection & query logged

<?xml version="1.0" encoding="UTF-8"7>
<AUDIT=
<AUDIT RECORD
TIMESTAMP="2012-08-02T14:5z2:12"
NAME="Audit"
SERVER ID="1"
VERSION="1"
STARTUP COPTIONS="--port=330g"
OS_VERSION="1686—LinUX"
MYSQL VERSTON="5.5.28-debug-log"/>
<AUDIT ERECORD
TIMESTAMP="2012-08-02T14:52:41"
NAME="Connect"

CONWECTION ID="1"
LETATUEE 0 ‘A(t!gqm.
(USER="Joe"

CBETV TSR RSN ES Y

05 LOGIWN=""
BROET USERE oo eeeee W HERE
HOST="SERVEERL" ;

Ip="1z7.0.0.1"
DBE="]Joes db"/=>

<AUDLT..BECORD cocircseeereseeesseseessesnnssenanens W HEN
ITIMESTAMP="2012-08-02T14:53:45"
'ﬁﬁﬁﬁ;”éﬁéE§“ ..................................................................
CONNECTION_IDZ"l"
STATUS="0"

ISQLTEXT="SELECT * FROM Jjoes table;" />

{fEUhUITT; ..................................................................................... H
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MySQL Enterprise Audit Zx A% 5E
BEEOTBRAH(THIOUR RT—4R),. ATA—T—L3 VR ESE

root@localhost [world]> show variables like 'audit$%';

audit log buffer size 524288 g 4k 7 BE N e [+ ES
audit log connection policy ERRORS éﬁfﬁ*&ﬁb@m B2, LIS EE

audit log current session ON

audit log . exclude accounts

audit log file enterprise audit.log Ekxﬁ%Tjj'j/I\%

audit log flush OFF

audit log format NEW

audit log include accounts fw user@localhost,repl user@192.168.56.112,root@localhost
audit log policy “ALL
audit log rotate on size 2097152

audit log statement policy ALL W

audit log strategy ASYNCHRONOUS

ORACLE’
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MySQL Utilitiesz{EFAL-BEEBRT DIqILA) T

mysqlauditgrep audit log search utility (IERFBEL . AT DI 2—%HFRK—F)

[root@GAO1l security]# mysglauditgrep ——format=VERTICAL|——pattern="de1ete"I

/usr/local/mysql/data/enterprise audit.log
khkkkkkkhkkkkkkhkkkkkkkkkkkkk*kx 1. row **kkkkkhkkhkkhkhkkhkkhkkhkkhkkhk

SIS delete X117 A #
NAME: Query
TIMESTAMP: 2015-08-04T22:31:11 UTC

COMMAND CLASS: delete
CONNECTION ID: 18

HOST: localhost
USER: root[root] @ localhost []
STATUS CODE: 0
RECORD ID: 406966 2015-08-04T17:36:50
SQLTEXT: delete from tbl partition where member id = 1 and month = 5
1 row.
[root@RGAO1l security]l#

ORACLE’
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MySQL Enterprise Encryption
JEXIFFEE 5 RSA, DSA, and DH ZEDRES{bEHR—F

* MySQLDEEFIEZA4T3!)
— AES256(Z KB % TR RE =
—NEBE / IERFRERIES

- F—DEHE
—~ NEHABEEIUVTE RO ERL
— $E35#L A = RSA, DSA, DH

- BRAET—HADIREE
~BFER. R, ZLEEZED-ODEESF/ I 1 BHE

* Oracle Key Vault&E DR &
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MySQL Enterprise Encryption
JEXTFRRE S : RSA, DSA, and DH DB {EZEYR—F
as STEPL;
create_asymmetric_priv_key

=== [RSA] Private and PublicEEER=— 77‘/7’/3‘/’G‘Privateﬁﬁd)%ﬁ

1 row in set (0.00 sec)

A VB4R TEE >CREATE TABLE priv_key SELECT: CREATE_ASYMMETRIC_PRIV_KEY('RSA', 1024);
) 0K, 1 row afh:_nd (0.04 sec)
eC |”| ] |"'| ‘
Records: 1 Duplicates: 0 Warnings: ( g g

{BLANESERETEE -SELECT * FROM pt iv_key into @priv_key; 723,32 TPublicBE D FH1T

Query 0K, 1 row affected (0.01 s }

[E AN E#RETEE >CREATE TABLE pub_key SELECT:CREATE_ASYMMETRIC_PUB_KEY('RSA', @priv_key);: /**
) 0K, 1 row affected (0.02 C)

Records: 1 Duplicates: (0 Warnings: 0

B A B ETEE >SELECT * FROM pub_key into @pub_key;
Query 0K, 1 row affected (0.00 sec)

BB E RS>

ORACLE’
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MySQL Enterpr
JEXTFREE 5 : RSA, DSA

1 row in set (0.00 sec)

{BA B ETEE>CREATE TABLE p
Query 0K, 1 row affected (0.0
Records: 1 Duplicates: 0 Wwa

{BLA 5 ETEE >SELECT * FROM

{[@ A [ ETEE >CREATE TABLE p
Query 0K, 1 row affected (0.0

Records: 1 Duplicates: 0 wa

{BLA B TEE >SELECT * FROM
Query 0K, 1 row affected (0.0

BB E RS>

ORACLE’

{ELA [EERETEE >SELECT Opriv_key\G
2t td sttt ittt ttstttisy l oW t2 42ttt ittt ttnttisi
Gpriv_key:
MITCXAIBAAKBgQDXY aUxdyXbOmwZHtBhFyUskdcG/eLbEKUGU z0xuxb1wMHKRI+t
OHRYbGSVItRAYQEOTxXGwbgl TkFpGUGoYT 14 B4EpHRUrX0v4 SRAPsa%aC /pqoluc
Xs0YPIBBKMYES6hIsKpTd8MoSRPCvROK,/ r JEHNIS&SwpL 7 drC pLmXHIEdwIDAQAB
AoGAXQIE2vYGUaXCwdCt SAXctTiwc+hsy+b2r SbHFMGab9REs ZYt 9svkr OmIgf PO
Su/DGRNE1xUnc8gZkroYMVnA2yxjLrDdoy/ rvWQTMLEOe3DVxHUYXwefbczo9R0)
bOt+YUIrLLSYwys 3 /Y 1yh/67 gmEoLD1VYoHZDhF 5 1PBudHECQQD3 14h62kkwNx+P
014foKkw+oAcM3IrARpyzZ KVvSyRy3ZZY1K] judHzEwBAKkGnt Y6Cqf ahwmTs eAKk
V105 TAXJAKEAZOLXT0ad/1re0c]2cHBoGRCA+uh8U0TxYrfwpf z6YbwaOF 34 gPv
PcziVeddayEIQxwwUJEEFmObYCDATEUr XQIAS 1 SAObkUvdf ert0/qxkvk jGyIkVG
NAEOQHBI&IFRT xehGSbbXsxfHMv1 1 VwBRmOLC /PE/rkMxplhEGsgcEwkgvwlARg3f
KagOKh/ pDyLPwHg,/nWwhYZNQHGIQq9ALDUFX TvxOMSpyUl1Z TC+ Q1 cHO7 U0KYvBOmY
JUULCNxrfppZ 0A36MQIBAKNhGH SWWx20TsBAZETpYEBSESOQyPevHD,/ XY/ Wisce
cGE/x28G0QMooNXT IMtquT/ /kGGpLdkTpzjhE /tqlas=

END RSA PRIVATE KEY

{ELA [ EERETEE >SELECT Opub_key'\G

12t d 2424ttt ttttttdsty l_ row 12424420ttt tttttssi

Gpub_key:

MIGIAOGBANTtpTF31dsobDYelGEXISyR1wb94tsQpTpTPTG/Hr XaweRENDD4 dFhs

7 IXW1EBhC 3RPFchBuDWwWQWkZ Tghh0XjzgSkdFstct/hJEA+xr loL+mo/RQIeyhg8

kEGOxgT3gEmwq TN3wyj TEOyOFAr+skQcOhLxLCkvt2sKkuZ cckRIAGMBAAE=
END RS5A PUBLIC KEY
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Bl = IFEmROERYKRNTO—

Network

>e

——

TR

rBC31EA6386CDE70C38F8052B170DDCD
B614BEFD08633F0179B4BF3E7ABD8B89

I —< ,=1>, 1BA5E2B374980E1AF7D5815B5829EBC4
77)7— 37 312A229182FE6799B89556E66AE4CBEC Database
FO4A2B08FBSBC5D658CC521059BB60CO

242083AEOA6E1169DFFO1FAF3909895D

/

Public Key

Private, Publici2Z 73 (1 TEEH R LHIRRICE LTI,

FYEF1TIIT S REEIT HEH A6

ORACLE’

' DF6462C1742895B18F8BC3B5AAF23B6 2= 1
r = 8367BE919DB5B175216660D1D4A392 1§ 1t
HE 2

Private Key
Enterprise Encryption
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MySQL Enterprise Firewall

cSQLA oz a xR T IVLEA LTRE
— I RTDAR)RAMETIL, ZETEINEI7T) 2L THRITARN)RLEREE

c FELTHRIAN) A B E}ER

—A—H—8IZ, SQLET/\F— KL TEHMIZRTA M) A EER
s REGTIVEREERAIFEIETTOY)]
RI)O—([2ERT DN Y oL avElEaILOy (2588
R)O—IHERT B Yo avEIEILng(ZiEs&xL2D. 170y
125 13 H)
— T IV = % ER T HHEREL
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MySQL Enterprise Firewall

T—REHRET S
71'%57‘&77‘&;(0)7 Oy 4

fw_user@localhost [TEbT]. bE]ELt * from Fw_ DEMO;

fw_user@localhost [ Ebt]

=" -..l select * from FW_DEMO where id = 3; E V' Allow & Log
>

. .
select * from FW_DEMO; White List 3 Block & Log

ORACLE’
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MySQL Enterprise Firewall {5 %

JOY—ovy—%0—)L 9 AT THIE B 8E
BEMDARYR ) —ORESRFITTE
MySQLA V REZU ARIZEEHE
A—H—(ZFirewal 3% E 0] gE

& CALL sp set firewall mode('fw user@localhost', 'RECORDING') ;
BFfl caLL sp set firewall mode('fw user@localhost',6 'PROTECTING') ;

®H caLL sp set firewall mode('fw user@localhost', 'DETECTING') ;

|{3ie caLL sp _set firewall mode ('fw user@localhost',6 'OFF') ;
#H#{e caLL sp _set firewall mode('fw user@localhost',6 'RESET') ;

ORACLE’
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MySQL Enterprise Firewall {5 %

« AY KR TIRET HLISMZEH . MySQL Workbench D 5GUIT
A—H—EDFirewall BN/ ENO. RTAR) XD EMN-BHIREFEZE

/?5 .gt‘\ﬂ-ﬁlé GADL

Users and Privileges
User Accounts Details for account fw_user@localhost
User From Host FW State  # FW Rules  # W Rec... | [Logn | Account Limits | Administrative Roles | Schema Privileges | Firewall Rules
{1) <anonymous> % QOFF 0 0
fw_admin localhost QFF 0 ]
fu_user localhost PROTECTING 1 1 Mode: PROTECTING v
repl_user 192,168.56.112 QOFF 0 ] Active rules (1):
restrict_user 192.168.56.% OFF o o — — — - - — —
guest 152.168.56.% OFF 1 ) SELECT “id" , “fname” , “Iname” , “cnumber*® FROM “card_info" WHERE “id" =7 Add
non-super localhost QFF 0 ] :
root lacalhost OFF 0 0 Add From File
root 127.0.0.1 OFF 0 0 Save To File
Reset
Rules being recorded (1):
SELECT “id” , “fname” , “Iname” , “cnumber” FROM "card_info™ WHERE "id" =7
Add Account ] [ Delete ] [ Refresh Rewert Apply

ORACLE’
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MySQL Enterprise Firewall {&,

AU DVA DI 3o BB R ZRER

- BEETHRT —IREH
— Firewall_access_denied
— Firewall_access_granted
— Firewall_access_suspicious
— Firewall_cached_entries

ORACLE’
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MySQL Enterprise Firewall £ B 3%
AP A IO B D DRI R

EE Aty 15']

admin@localhost [test]> SHOW STATUS LIKE 'Firewall$%';

Firewall access denied
Firewall _access granted
Firewall _access_suspicious
Firewall cached entries

rows in set (0.00 sec)

ORACLE’
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MySQL Enterprise Firewall S FH A&
MySQL Enterprise Monitor EDEHE (T 572K A[R1E. AlertDEA(E)

Event Handler Name
Firewall Attack Detection

Filters
- ) v Proke
ORACLE MySQL Enterprise Monitor MysafServer: GAD1-3306 ¥ 1 0\2 50 0 0 Radmin ~ @&~ @~
- o~ - i N AT ) ;
| IR A2k Query Analyzer [I/ﬂi— NI WA ﬁ — olbyza ;| AT v |
| Overview TODO — Eoeers
LIr—3a INTDIZI ——— \"
M')EQL Instances Sk S ee i lli ] | | | | | | | | |
4 _ GA0o1 Werning TODO » 100 125 150 175 200 225 250 275 300 325 350
. GA01:3306 —=
' Firewall Statistics Event Handling
* = SSUGIYAM-JP 77 SMTP Notification Groups
4 4 Linux i MySQL GBU x
4 1 GAo1 6 ==
GA01:3306 . ‘ SMTP Notification Policy
< - \ Naofify on evant escalstion TODO
» . Windows l
» 4 ~ SMTP Rate Limit
g E
: Send SNMP Traps
2 No TODO
1 _ SNMP Notification Policy
" )2“ Notify on any sialus change TODO 15 16:30

@ denied ® granted W entries e

ORACLE’
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MySQL Enterprise TDE (Transparent Data Encryption)

« DUTIIET—AME 51k (AES256)
cOSDIFAIWVRTLE INVITITATAT LEDT—E3%1REE
- BEHHEZSO (BORE. O—TFT—23> ., 4E)

— Oracle Key Vault&EH#ER]EE (KMIP v1.2[ 2%t fis)

~-REHI, X2V T R LEEELGRAUE

2EBREEIERT XTIV FveERRA (R A2—EE{i#. RMEEENSE)

cTIVr— 3 DEERE
- IR FE CE AFEE
s EINTA—T R (A —I1\—~N YR HDEELY)

ORACLE’
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MySQL Enterprise TDE (Transparent Data Encryption)

MySQL Database
CRopa
. ) I7AIVICERERT 7R
<
——Jli ’
T — EEIckY, F—AERHE
FElEn: 59—,
I 7 AL W B —

ORACLE’
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MySQL Enterprise TDE { FH A&

SR E (BB ERBEI7MIL AT LTEET HI5E)
— early-plugin-load [Z keyring_file.so Z$8 7€
—keyring_file_data ZEE D TALIVRJIZEKRTE (BBELBOEELXTIETE)

Jlinl

SRR E (BE S 1b##Z Oracle Key Vaut CE 9 515 5)
— Oracle Key VaultD A > A—JL | i%TE
— early-plugin-load [Z keyring_okv.so Z$§ 7%

— keyring_okv_conf_dir Z£% 5 (Oracle Key VaultBE:E 77/ L DEEE L FETE)

ORACLE’
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MySQL Enterprise TDE { FH A&
- ERAE

— CREATE TABLE / ALTER TABLE B[Z ENCRYPTION='Y' #3587

— ALTER INSTANCE ROTATE INNODB MASTER KEY TY R 4—iE 5L %
O—7— 3 AlEe \
(REBBEIEESNGN =0, BESET - FOESL/BESEIIEELGN)

ORACLE’
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X ) TARFDAKRDH DD

- BEAEEICEEL,. EHNICREZERTITLHEMKRHLN TS
— I/INEDIBETICIRE
~/NMNEDBEEMNT VAT EE

PCI DSS v3.0 e [
November 2013 Standards Council

3.5 Store cryptographic keys in a secure form (3.5.2), in the fewest
possible locations (3.5.3) and with access restricted to the fewest
possible custodians (3.5.1)

3.6 Verify that key-management procedures are implemented for
periodic key changes (3.6.4)

And more!

ORACLE’
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Oracle Key Vault (OKV) &3E

* Oracle KMIP Client Library %1% FE
- BEAEEICEE

—DBA [I¥ R A—IEE{LHZEELIL

—OKV EEBEDHNIRAEI—IESILIIZ 7 AT HE

—OKV [Z&Y . TR/ I 7V TED LA LIRM
c XAl T4IRFHIZEST

]
Jap
AYay

ORACLE’




ZZ) X 1) TR

TXROEBME-TI0T1407 5. BT REL.
BERECESZEORLIRIEERLET,

A OY—ERICELOT WERZFELRTHIEE
DERREL TR AT HE,

A—F—HIEZLBIC. EDRRTRET D,
#HEMBEFREREIKEZATVIERIZH D,

) &#HFS00MHDIEE
1,5008 A X 500H = 7,500,000,000H

MySQL Enterprise Audit
MySQL Enterprise Firewall @
MySQL Enterprise Encryption

MySQL Enterprise Transparent Data Encryption

ORACLE’

£21: 85257« 10 KW 2015

A B=RYMOF T RIL Oy A—FIRBROTER A
~BAQEETTIIEGEAQBLS—7 vk~

RBFREICESWEMAL
~ABFENERICBRUBEERERIFS~

BONERICIOIBVER
~RHER~ORAFON G~

T —ERADFEQT AV
~HAFTED L SRV —FEHEE~

7Y —EANSOMEMBOEM
~REECREOTFMERIMNEENRSEFND~

Z ) IPA http://www.ipa.go.jp/security/vuln/10threats2015.html

® 3-1:20124F EANBRIVA VT BET—F

MAVDAY 972 75 65 A
AT MER 2357 ¥
PERERREE 2132 { 6405 5 M
—@UH1-YORMAL AR 4245 A
—#H1=Y O T E IR R 9313 5 M
— AH1=Y ) 1918 E R RE R 47 4628 9

ZHR) INSA http://www.jnsa.org/result/incident/2012.html
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MySQL Enterprise Support

c RADMYSQLD I =TT B LXUHR—E

« MySQLEAREF—LIZLDHPR—F

c 9ERBTHRIVTADYR—IZIZHE

E L INYTF T T T DR

c AUTFUR =R INTET
« 24 Ex365 H Y R—k
¢ Y4 N%”BE-U-I_I_{)_I\.,(?/:/??/I\

« MySQL VY ILT AT - iR—Fk

®

~1JE—FDBAEL T, BIFSFACIEENV! | ~ [ R A A el
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MySQL Support® 4%

c[INTDH—T R Fa—=25 10IsQLFa—=25 |FT
BEYR—FOEHEMNA
—AVHIINTAVTHR—REENTEY. [T ) - LEa—) /T =TV R
Fa—=—25 1. LITY5r— 3 -LEa—]| [IN\—F43=2F-LEa— | EIC
%1 ht> A] BE
— I CEoZ2SET LY
http://www-jp.mysal.com/support/consultative.html
o YY—RO—KLAR)LTHR—FA[EE
—FEAEDYIR—FIVO=TN)—REZH D=0 HIENBNREETI D=7 L
HR—bIOOZTERITEELTLNS
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MySQL Support® 431

LB — - BB
— CPUZL., a7 #IIRFLZLMEFS AR
—4CPUETAO7RIIHIREEL ) F—FlE. 5CPULL LD IRITEXRBEE

c ASIINDTA T34 L R—k
—HMIECELESEB T

http://www.oracle.com/jp/support/lifetime-support/index.html
http://www-jp.mysal.com/support/
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Oracle® S &E D ENEIREE

* Oracle Linux * Oracle Enterprise Manager

* Oracle VM * Oracle Fusion Middleware

* Oracle Solaris * Oracle GoldenGate

* Oracle Clusterware * Oracle Audit Vault & Database
» Oracle Secure Backup Firewall

* MyOracle Online Support

MySQL Integrates into your Oracle Environment "

ORACLE’
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MySQL Cluster Manager o

B84 LOET. SEMEDELE MySQOL. Cluster Manager
o /—K/DSREZEAERD o /—REETR ¢« JSARIERT—EMD
RCE). (=1 e SQL/—K. &H/—K, ENT-BREERE
s FUSART— T T—R/—FDECEE o KiTIGEREL R
s TUSAUBIER e HAT—2 1k

o« FTZAVT VT I L—F

o FTAINVITVT &
JR+T

e IEFEIREDAHR—k
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MySQL Cluster Manager® #l,

MySQL Cluster Manager$EL

¢ IXxVSRZDEFMREFIVY

e 8xssh AV R/H—/\—

- 8x AT R{EIEOTUF

: ﬁ})\({éﬁ&???*ﬂlx@iﬁ% -scp (2 x mgmd & 2 x
- 8x JAORREFHITUF

- SxBBERIIBESMIO LR DR

- 8x 5t T HEFRALTE

c IXITARIEKRDE T HER

s ZREMI7MIVLDFEIZLAHE

Bftaeav R, 25K D EE
(% /—FIZEHLTaRURETT 20 ERY)

ORACLE’

S (v L—KDH)

MySQL Cluster Manager§ Y

MySOL. Cluster Manager

mcm> upgrade cluster --package=7.4 mycluster;

HiH1avUR. RLE
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Buongiorno

Mobile Internet
Content and Apps

ORACLE’

1 =B

HEDENMIVERTERLELEET, B/NMIL-T/N
ARFEFE I A—TA AR ERICIRIET 5EF
E7 )0 TUoYDRELCEEEZER

T )r—ay

75974+ — L ELTMySQL Enterprise EditionZ ;& Fo
L. STBOT—A%HHML. BHSFEDIT)—E1R
500044 D LS H o2 3 (2% I

MySQL Enterprise EditionZ®IiR9 HEH

IMySQL Enterorise EditionZ<{HEND F T, =
/IN—23 2 DMySQL Enterprise Monitorl£FE = Z{E £
T, 7={SADEFRTPH HEFEi# TEET
BuongiornoMDBAY r— 4, Carmine Giordano
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A—0Oy/NKEQI—ORIANHISETOREEEGR
EHLUVOTINT4T)DEE(ZMySQL Enterprise
EditionZ{& F3

MySQL Enterprise EditionZEiR9 5 H

ITMySQLD B M THEED oSYIEBZENTEET,
AR TALEFZFEDETT , IBIXNZE0 PS5
THEE(FTHZIHN TIVET L. OracleDMySQLD H7v
—r,rRBELTILSLIVTT )

AtosMDBAY7R—k =< R— 4, Vincent Cornet
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Gina Tricot

ORACLE’

T XBE
180LL LD IEEEEEL 28 ETAHUSA VTSR
A2 TWBARIT—ToDNIPyar FI—r

TV r—ay

MySQL Enterprise Edition (Z#]I£Community Edition
TEE)ZFEFRALIEITORR—XMDE-Commerce 77
\)r—ay

MySQL Enterprise EditionZ &R AEH

IMySQL Enterprise EditionZF1&5_E T, BE7ZD/E., &
LOED@ G TT SR &K, i TE/=7=
17T, BV TCOZ#FFT & ELELTEFLI,
MySQLIZ, B\ NTF+—VREXT—SE Y 71 F1E
A, BHEICERLTEZT—FIN—XXTY, B/ 5/EE
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MySQL Enterprise Edition & Cluster CGED i {&E,
30HRBINZA7IL

TrAIAE) WBE] BV
S T AT

* Oracle Software Delivery Cloud
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