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SAFE HARBOR STATEMENT

PUITOEIA(L, BHO—MEAREROA RN CET IMEZIAT 3ED T,

iz, BHRIEEZHE—DOBENETDIEDTHD., LHIRBEZHNICEHEAHAD C EFTEEE A
UTFOEIE(F. YFUZ)LWO—R, #egzigftdd3cEZzO=Y b XS T B3EDTIERWLA,
BEARATEZITDOBROHIMMMARHIIRESIRLNT TS0,

ASO)IVERICEAUTESH SN TWVDHEEDORFE. U —XABKXOFERICDULTIE,
M DOFE(CKDRESINET,
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MySQL IZEITH X)) ToxE

B> mysqL i
P 5F—9N—-AtF1VT1HE
community B MySQLEZFIUFTABARGLTE
> MySQLl Enterpriselc & TF1VUFT 1 LRGBS

Enterprise

P #iliYR— b A5V RaEDENFIRS

Basic
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MySQLDIZ1=F < hin& MR

Commercial EditionzCFIFHIECETY - )L oY h— NFIFHTBIEET I,

Community Edition (GPL) Commercial Edition
- MySQL Community Server -Standard Edition
- MySQL Cluster -Enterprise Edition
- MySQL GUIEIRY-Il -MySQL Cluster Carrier Grade Edition
- MySQLIJ4 (JDBC, ODBC, etc.) |-BERAI1t>X ((EH+AHR)
« RFIAT B ° 70|:|7I‘J/Elj')|/1j EX
« JA—=3 1 - NU=Z24 YT Yh—b

e 1Z1=F4hRYVINIIV(EGPLTY —Xd— REH Ui
- FAMRE. IMEEEL TlTHR— MOBEIBEEEE . IsREEEER B
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HLAREERE T+ 1Ttz Y h— b

MySQL Enterprise Edition DY — EXHFIV-—

HL R EE BIEY-)

* LR o EL1H o Fftrtih—b

=a] M o )\ v J 1Y LT HR—
o 7115« ° B * A3 REEED
o BEZS o &SI EN{FARsLE
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MySQL Editions

Standard Edition Enterprise Edition Cluster CGE
WREMLE
MySQL Database v
MySQL Connectors v
MySQL Replication v
MySQL Fabric

MySQL Partitioning

MySQL Utilities

Storage Engine: MyISAM, InnoDB

Storage Engine: NDB (ndbcluster)

MySQL Workbench SE/EE*
MySQL Enterprise Monitor*

MySQL Enterprise Backup*

MySQL Enterprise Authentication (9} EREREEH7R—k) *

MySQL Enterprise Audit (7R!) & —~N—X BT E#5E) *

MySQL Enterprise Encryption (JEXt#REE S 1E) *

MySQL Enterprise Firewall (SQLA > x93 %K) *

MySQL Enterprise Scalability (AL YR T—JL) *

MySQL Enterprise High Availability (HAHY-7R—) *

Oracle Enterprise Manager for MySQL*

MySQL Cluster Manager (MySQL Cluster & ) *

MySQL Cluster Geo-Replication

SISIKISISISISISISISE ISISISIKIKSN
ANA VA YA YA NANA NA NA NANANANANANA NANANANANAN
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MySQL Editions
Standard Enterprise Cluster

SE EE CGE

Oracle Premium Support

24F%F 81365 H Y 7Rh— k v v v
14 T FEEFIR v v v
FLyIOR—X v (4 (4
INTBIE&/ Ny FIRE v v v
AVHILT A VT HHR—F v v v
A2V IE G EDENEREL

Oracle Linux (4 (V4 (4
Oracle VM (4 (V4 (4
Oracle Solaris (4 (V4 (4
Oracle Enterprise Manager v v
Oracle GoldenGate (4 v
Oracle Data Integrator v v
Oracle Fusion Middleware (4 v
Oracle Secure Backup v v
Oracle Audit Vault and Database Firewall (4 v

X EREFOIEFRE. MySOL EditionsOb 4 MaSEB T &0\,
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ORACLE


http://www-jp.mysql.com/products/enterprise/em.html
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MySQL Enterprise EditionEX2Y — )L & HhiRbEEERIE

MySQL Enterprise Edition

MySQL Enterprise Monitor B —/\O—IFEEE . 4T EEESHT

MySQL Enterprise Backup SREFATAINVITIT  IRA LA L))
MySQL Enterprise Scalability Thread Pool 754 4 1L A EREHLERE D A L

MySQL Enterprise Authentication LDAPXSWindows Active DirectoryE DNV EREEEEEIE S B IH
MySQL Enterprise Audit A—HNIEBDEE. Oracle DBERILY— /L TEEE A[HE
MySQL Enterprise Encryption SEXTFREE = b (A FEERE =) D R IR EM e T IR (&
MySQL Enterprise Firewall SQLA T PaVR K | ARNL— 302 X% [0
Oracle Enterprise Manager for MySQL Oracle Enterprise Manager®bMySQLZ & & I Al B
Oracle Premier Support 24x7, A1 TUNERIR., I ILTA T HR—k

ORACLE
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T—IN=-RICHTBMEseTE 0

« STEDA @ - lIFS{ED RN
> I M-IIVEREET IAINETEDEE > 74, )\wIrvT & xyhJ—IkES1t
- BEIBISIET HDO> M - BYI R ERIEEHRCF—EH
> 1ERICEHL TOMRYS —3%TFE - mysql config editor , Key Vaults®DF! FE
- S5L\P I ABIE - BRETRWN\YIPYT
> BERBFEHHIIV> MO EE VALV ZIPIO == ¢
- §5\GREIE - EZAUYI DR
= s IRV AT— RODsEHl > 1-Y—  ATZ1Ib, tF1U71EER
- S5L\EEE « VIV —33>DIART—J B AK{H
S ATFA TR KEEEMNIS —ERE - Database Firewall

ORACLE


http://dev.mysql.com/doc/refman/5.6/en/mysql-config-editor.html
http://www.oracle.com/technetwork/jp/database/options/key-management/overview/index.html
http://www-jp.mysql.com/products/enterprise/firewall.html

F—HIN—ANDILE

- SQLT>II933>
>XI5R: DB Firewall, White List, Input Validation
« NYIF7A—-IN\—-J0—
—>X15R: Frequently apply Database Software updates, DB Firewall, White List, Input Validation
« IW—RIA=RAT YD
—>XJZR: lock out accounts after a defined number of incorrect attempts.
- FY NI - ENE
—>XJ5R: Require SSL/TLS for all Connections and Transport

K9 7ow W 4

—> X ZR: Tight Access Controls, Limited Network IP access, Change default settings

ORACLE
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F—HINR—ANDEBEDHI1TH

= by —— : : : :
- IB#RIT/ A L): Obtain credit card and other personal information
— BRiEd: Encryption — Data and Network, Tighter Access Controls

° DOSIQEEJE: Run resource intensive queries

— BA1El: Resource Usage Limits — Set various limits — Max Connections, Sessions, Timeouts, ...

¢ ﬁ*ﬁ@ﬁ*ﬁ Retrieve and use administrator credentials
— BA1iEd: Stronger authentication, Access Controls, Auditing

° @D?ﬁb Retrieve and use other credentials

— PBAfiED: Stronger account and password policies

- ENER: Change data in the database, Delete transaction records

- B1ED: Tighter Access Controls, Auditing, Monitoring, Backups

ORACLE
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DBAIZ &A%

» VO NEZBZINEDH D1 - -DHN. 1EEZESHRDILOIMWEECT B,
» 1-H-BLU7TVT -2 3> OF¥ERZEY)CI> MO—ILT 3,

» 1-H-BLUT7TVT—=23o0, T=HCTICATE 35 ZHIET 3.,

- AN, LWDORELHZEYICEZAITLTHL,

o« J\WIPYIHNEETEF17(CEUSEN TVWBRSBZEE(CLTH
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MysQLEF1UFHIE

Auth(_ent_ication
soalk)

Authorization

(HEPR)

Encryption

MySQL Security

(BE=1E)

Firewall

(F7AY—=DA—))

Auditing
(E5E)

ORACLE
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MysQLEZF 1T HIE

MySQL
Linux / LDAP
Windows AD

Custom

SSL/TLS

Public Key
Private Key
Digital Signatures

Privilege Management

Administration

Authentication Authorization Database & Objects

(25E)

Encryption

(BFS1E)

(HEBR)

Proxy Users

MySOL

Security

: Block Threats
Firewall &

Auditing it
B B Auditing
Regulatory Compliance

Login and Query Activities

ORACLE
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MySQLICHIFB1-Y -7 ho> bOfF 5

I1-—5-2¢E)N\RD-ROHZ2ERL T —%ZER5E 9 MBDFEALEDT —AIN-REFERRRD, MysSQLT(d, 11—
H -z 9 BFR(C, IBNDlocation)NTRA=AZERAUE T, CDlocation/\5XA—=H(d, BF. KA. IPF R
LAFERDLIVRA—R (%) TI, MysQLTIE. COEBINDNSA-FZ2ERBLT. T—IXN-ZANDI1—H—-
PO R% R AT EDIRAMIHIBE T 2I5EahHNET ., e, TNICEO T, #FSETTDRAMIGU T,
-5 —-(CERBZN\AT-Re—EDIERZERATEET,

localhost ¢ *A41ECFBE1191DDE4/13F2B6F5A6CD5D0D0OD5DC35
i centos01 L *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35
GTID_SSL_USER 1”7 168.56.% . *84AE91CE95DAAS9A02F658041290FEECF1BEE392

admin [ *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35
root 1”7 168.56.% . *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35
audited_user 192.168.56.0/255.255.255.0 | *CED32AC7E202DBCO858C9E8935348E7ED3E083D4
GTID_USER lﬁ? 168.56.% [ *A41ECFBE1191DDE4713F2B6F5A6CD5D0ODOD5DC35
sec_password 192.168.56.% . *6FDB52/74DE9FC54EDC81BD5909DEBEY3CF/739D48

ORACLE"




AREIRTF N> MDOHIER T

[Drop the Extra Roots] root@Ilocalhost [mysql]>DROP USER root@'127.0.0.1', root@"::1';

oot@localhost [mysql]>SELECT user,host,plugin,password,password_expired FROM mysql.user;

*A41ECFBE1191DDE4/13F 2B6F5A6CD5D0ODOD5DC35
*A41ECFBE1191DDE4/13F 2B6F5A6CD>DODOD5DC35

Tocalhost

centos01

127.0.0.1

i1

% mysqT_native_pdssword

192.168.56.% mysql_native_password | *A41ECFBE1191DDE4713F2B6F5A6CD5D0D0D5DC35
audited_user | 192.168.56.0/255.255.255.0 | mysql_native_password | *CED32AC7E202DBC0858C9E8935348E7ED3E083D4
GTID_USER 192.168.56.% mysql_native_password | *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35

*A41ECFBEL191DDE4/13F 2BoF 5A0CD5D0D0D5DC35

S S—

rows in set (0.00 sec)

oot@localhost [mysql]>DROP USER root@'127.0.0.1", root@'::1'; *E’g\\?bg\/ b@ﬁ“l‘%

| Tocalhost *AA1ECFBE1191DDE4/13F2B6F5A6CD5D0DOD5DC35
| centos01 *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35
| % mysql_native_password | *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5SDC35
| 192.168.56.% mysql_native_password | *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35
audited_user | 192.168.56.0/255.255.255.0 | mysql_native_password | *CED32AC7E202DBC0858C9E8935348E7ED3E083D4
GTID_USER | 192.168.56.% mysql_native_password | *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35
______________ _I_____________________________
rows in set (0.00 sec)

ORACLE




mysql_secure_installationZFIFHUTEAE 7 HD > MEIR

1) IL—=R7HI> MDINRAD - RZERTE I DENHEE T,
2) O—=HILRZA NSIDS T A BIgERIL— N T HD> Mz HEIBR I 2ENHEFE T,
3) ERRDI-Y—-7hD> b zEIBRIAENHERKET,
4) testT —AN—RAZHIBRIBDENLRKE T, (Defaut TETOI-H-—H7I1zA 0] HE

root@entos03 mysqll# ./bin/mysql_secure_insta

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

SQL to secure it, we'll need the current

password for the root user. If you've just installed MySqQL, and
you haven't set the root password yet, the password will be blank,

so you should just press enter here. ' | information_schema |
EnTer curr ) for ndjay =FL ret= | rn‘_-,,*‘5q1 |
0K, SUCCESﬁ@;@t}x%'m Fﬁﬂ}:E | performance_schema |
CORBRIATYNOHE |
Set root p sword?

- RootUE— OV A AT

vord updd‘re:i suwsruﬂ
i TastF—IN— A D HIBR

By default, L installation has an anonymous user, allowing anyone | root | 127.0.0. *A4TECFBE1191DDE4A713F2B6

| root | Tocalhos *AI1ECFBE1191DDE4713F2B6

to 1“:1 1rmu ithout ha 0 have a ~ account created for
{ nt d only for testing, and to make the installation
) moother. You should remove them before movin g into a
;ru:iuchun environment.

*A41ECFBE1191DDE4713F2B6

Remove anonymous users? [Y/n] Y

. Success!

ORACLE"
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Automatic Password Expiration Since: MySQL 5.6.6~
root@localhost [mysqgl]>ALTER USER 'sec_password'@'192.168.56.%' PASSWORD EXPIRE;

root@localhost [mysql]>select user,host,password,password_expired from user;

| Tocalhost *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35

centos01 *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35

admin % *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35

root 192.168.56.% *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35

audited_user | 192.168.56.0/255.255.255.0 CED32AC7E202DBC0858CIE8935348E7ED3EO83D4

GTID_USER | 192.168.56.% *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35
sec_password | 192.168.56.% *BEA2508E06B227E17 3EAAOF221C2C838C7545E41 ] Y

7 rows 1n set (0.00 sec)

[admin@Cent0s02 ~]% mysql -h 192.168.56.101 -u sec_password -p

Enter password: . ) . . -
Welcome to the MySQL monitor. Commands end with ; or \g. MVSQL 5.6 introduces password expiration ca pabl“’ty,

Your MySQL connection id is 8 ini i
Server version: 5.6.21-enterprise-commercial-advanced-1log to enable database administrators to expire account
passwords and require users to reset their password.

Copyright (c) 2000, 2014, Oracle and/or its affiliates. All rig

Oracle is a registered trademark of Orag SET PASSWORD FOR

affiliates. Other names may be trademar

owners. > MySQL 5.7.6 AR (S,

Type 'help;' or "\h' for help. Type '\c' to clear the current input statement.

HINRD— RESTE THER ENF T,

sec_password@l92.168.56.101 [(none)]> use mysql
ERROR 1820 (HY000): You must SET PASSWORD before executing this statement
sec_password@l92.168.56.101 [ (none)]>

ORACLE"



mailto:sec_password@"192.168.56.%"=PASSWORD('Password_2014-')
mailto:sec_password@"192.168.56.%"=PASSWORD('Password_2014-')
mailto:sec_password@"192.168.56.%"=PASSWORD('Password_2014-')
mailto:sec_password@"192.168.56.%"=PASSWORD('Password_2014-')
https://dev.mysql.com/doc/refman/5.7/en/alter-user.html

Account Management (File privDD5%E

: ') Since: MySQL 5.0.38~

AAN=IVBDIEZE : 0S_EDOIT7AIADT A %ZHIE

1) EROT (LI NZVERK

2) mysqlZT 4 LI NIDA—F—IZEE

3) my.cnf®D[mysqld]ZV>3>("secure_file_priv "Z1E/
4) mysqlzEBitcE)

admin@192.168.56.201 [mysql]l> SELECT @@global.secure_file_priv;

=’s'i;"i'ﬁﬁ]

wRE ]| poW EEEEEEES
LOAD FILEC Xetcfpasswd ) root:x:0:0:root: froot fbwn{bash
bin:x:1: 1 bin:/bin:/sbhin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4: adn /var/adm: /shin/nologin
Ip:x:4:7:1p:/var/spool/Ipd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown: /sbin: /sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/shin/nologin
operator:x:11:0:operator:/root:/shin/nologin

ORACLE"

[root@GAOL mysql_share]# cat Xetcfmy cnf | grep secure_file
_priv /home/mysql/mysql_share

[root@GA01 mysql_share]# /etcfﬁn1t d/mysql.server restart
Shutting down MySQL.. SUCCESS!
2]

Starting MySQL. SUCCESS! [
[root@GA01 mysql_share]#
admin@192.168.56.201 [(none)]> SELECT @@global.secure_file_priv;

1 row in set (0.00 sec)

adm1nH19° 168 56 ’01 [(none)]> SELECT LOAD FILE( /etc/passwd )\G
EhhhE 1_ row EhhuuEhR

LOAD FILE( fetcfpasswd ): NULL
1 row in set (0.01 sec)



Account Management (Password Validation Plugin)  since: MysaL5.6.6~

(P70 %: 0= WAV IR v U2 R V4 S |
ERFORAERHT D, XFMENIFLLIST D, BEDF—7—FId/ SRT—FITHEETEHT B, LV A EE

[mysqgl]> install plugin validate_password soname 'validate_password.so';

root@localhost [mysql]>SHOW VARIABLES LIKE ‘validate_password%’;

validate_password_dictionary_file

validate_password_length |

validate_password_mixed_case_count |

validate_password_number_count |

validate_password_policy |
I

validate_password_special_char_count
e o -

6 rows in set (0.00 sec) Bl) sSTEBUF . INTEDH, BERAS . RBCEZHEHD
root@localhost [mysql]> XF(E)NRAT— REULTRAELN RS, ERROR 1819TIEHEND.

[admin@Cent0S01 ~]$ perror 1819;
ySQL error code 1819 (ER_NOT_VALID_PASSWORD): Your password does not satisfy the current policy requirements
[admin@Cent0S01 ~]$%

ORACLE




SSL (— *5\5420) ﬂ%{b MySQL 5.0.10 is bundled with yaSSL for enabling SSL.
< 1— = = MySQL 5.6.6, SSL support is included by default
~ / . =AN=0

AOAM=IVIRDVESE © SSLODEEIE

EG TSI AE mysql -h 192.168.56.101 -u admin -p --ssl-ca=/usr/local/mysql/ssl1/sql-ss1-cert.pen
Enter password:
Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 20

Server version: 5.6.21-enterprise-commercial-advanced-log MySQL Enterprise Server - Advanced Edition (Commercial)

Copyright (c) 2000, 2014, Oracle and/or its affiliates. All rights reserp= - : :
PYETg . GTID_SSL_USER@192.168.56.101 [(none)]> show status like'Ssl_cipher’;
Oracle is a registered trademark of Oracle Corporation and/or its fomm e mmmomo s o cmo oo =

affiliates. Other names may be trademarks of their respective | variable name | value |
owners. P e o mmm e +

Type 'help:' or '\h' for help. Type '\c' to clear the cum@ntinputstatl Ss1_cipher | DHE-RSA-AES256-SHA |
fommmm s fommmmmmmmmmmmmm oo +

admin@192.168.56.101 [(none)]> show status like 'SSL_version'; 1 row in set (0.00 sec)

- o—mm——- +

| variable_name | value |

oo oo +

| ssl_version | TLSvV1 |

- - 1

root@localhost [(none)]>SHOW VARIABLES LIKE '%ss1%';

_l_ _______________

| variable_name | valu 7I\/jo|/EZt} \ojU“Jljljalj I\F'E'TC?—’J/\—ZET%I’F\’D
| have_openss1 | ¥ LJVT =232 keSS VWE R (ATOEN A]EE,

have_ss1

ssl_ca Jusr/local/mysql/ss1/sql-ss1-cert.pem
ss1_capath - -

|
|
|
|
| ssl_cert Jusr/local/mysql/ss1/sql-gtid-cert.pem
|
I
I
I

ssI:prher
ssl_crl
ssl_cripath

ORACLE
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root@localhost [performance_schema]>select @@global.max_connect_errors;

root@localhost [performance_schema]>desc host_cache; T --—-—-——--oomoo oo
_|_ _________________________________________________________________________________

Field yp ) (e Default+-———-----------—-—-—- A
T ——,—ee i it Iit\Hiiv A—-.——_—_—_,-i, L 1 row 1n set (0.00 sec)

| IP varchar(64)

| HOST varchar(255)

| HOST_VALIDATED enum('YES', 'NO")
| SUM_CONNECT_ERRORS bigint(20)

| COUNT_HOST_BLOCKED_ERRORS bigint(20)

| COUNT_NAMEINFO_TRANSIENT_ERRORS bigint(20)

| COUNT_NAMEINFO_PERMANENT_ERRORS bigint(20)

| COUNT_FORMAT_ERRORS bigint(20)

| COUNT_ADDRINFO_TRANSIENT_ERRORS bigint(20)

| COUNT_ADDRINFO_PERMANENT_ERRORS bigint(20)

| COUNT_FCRDNS_ERRORS bigint(20)

| COUNT_HOST_ACL_ERRORS bigint(20)

| COUNT_NO_AUTH_PLUGIN_ERRORS bigint(20)

| COUNT_AUTH_PLUGIN_ERRORS bigint(20)

| COUNT_HANDSHAKE ERRORS bigint(20)
I
I
I
I
I
I
I
I
I
I
I
I
I
I

COUNT_PROXY_USER_ERRORS bigint(20)
COUNT_PROXY_USER_ACL_ERRORS bigint(20)
COUNT_AUTHENTICATION_ERRORS bigint(20)
COUNT_SSL_ERRORS bigint(20)
COUNT_MAX_USER_CONNECTIONS_ERRORS bigint(20)
COUNT_MAX_USER_CONNECTIONS_PER_HOUR_ERRORS | bigint(20)
COUNT_DEFAULT_DATABASE_ERRORS h1g1nt(20)
COUNT_INIT_CONNECT_ERRORS bigintgs

CONT_LOCAL_ERRORS igir skip_name_resolve N s TESN TWL\BIZS(EBERITIRSIR,
ASTSEEN. I o< Unlock:(d. h AN RICTEST
i £ one ARCRRIADES.
_I_ ___________________________________________________

29 rows in set (0.00 sec) EZIKE’J(LH:D jJ}l/;?\‘J |\'j O O‘EZ]/ |\|:| )I/)Eﬁ R
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http://dev.mysql.com/doc/refman/5.6/en/flush.html
http://dev.mysql.com/doc/refman/5.6/en/flush.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/flush.html
http://dev.mysql.com/doc/refman/5.6/en/truncate-table.html
http://dev.mysql.com/doc/refman/5.6/en/truncate-table.html

MVSQLd)*ﬁﬁE’EﬂFﬁ LT:%%‘E(;EEEH%%) Since: MysQl 4.0.2~

s_,Hl_l;_.,l |Euc:s,|sns~:||:|:|:||

root@localhost > select (HEX(AES_ENCRYPT("AESEEE{l--{@ A1EER0L", ‘password™))) into @AES_ENC;

Query OK, 1 row affected (0.00 sec) AES ENCRYPT(strkey str)
> select @A _- AES_DECRYPT(crypt_strkey_str)A"

T oo MySQLIZZE TEAMNAIGEZZLDDH T,

GAES_ EEHICRbRELEESIEE®TL:,

¢ | %7 e | ® o)

_________________________________________ EE128EVFDF—DRSIEFERALI-TO—F
. BBt - B S XFIIERICRLCEDZEF A

1 row in set (0.00 sec)

root@localhost >

ORACLE"

AESEES1EIF128 EVFDF—DREIZEFERALI=Toa—FRF1TLVET .



http://dev.mysql.com/doc/refman/5.6/en/encryption-functions.html
http://dev.mysql.com/doc/refman/5.6/en/encryption-functions.html
http://dev.mysql.com/doc/refman/5.6/en/encryption-functions.html

MySQLd)%ﬁE’éﬂFﬁ LT‘HtF1t(;j€ﬁﬁH 7?) Since: MySQL 5.6.17 ~

root@localhost > ssion. block_encryption_mode;

ption_mode = 'aes-256-chc’;

sec)

ion. block_encryption_mode;

___________________________ AES ENCRYPT(str,key_str[,init_vector])
_____________ AES DECRYPT(crypt_str,key_str[,init_vector])

128, 192 or 256 bitDIES {5 7EN R E R BE
BEE{bONBMSEEIBS(GICLDA—IN—AYRICLDEIR

root@localhosts»> SET @ini tor RANDOM_BYTES(16);
Query 0K, 0 rows affect se

> SET @c , X(AES_ENCRYPT("AESHE={H—{BAEER 0L ,@key_str,@init_vector));
ws affect se

e FA4£256 LY MDF-DRSZFEHLEIZI-R
e 8516 - 1B FINEHRICEUE0ZFI A

_wvector);

root@localhost >




MysQL 5.7.7 TF¥1UFT 1 D5#E{L MysQL 5.7
d1-YEHEtF1UFT1

° mysq I_insta | |_d b-] ?\/ I{;F;&ﬁ mysql_install_i--user=mysq|

— mysqldD--initialize £z (F--initialize-insecure A 73> THIERAL,

mysqld --initialize --user=mysq|

« CREATE USERSZEALTER USERSZ(CA TS 3 AENN

— SSL, PASSWORD EXPIRE, ACCOUNT [LOCK | UNLOCK]

ZHE(C

» mysql.userT—JJLMpassword¥!| Hlauthentication_string(CZ

* SET PASSWORD &L UPASSWORD() BEZIN I EIELR
— ALTER USERX T DERTEZHELE
« ENCRYPT, DES_ENCRYPT, DES DECRYPTREAZSIEH#ELE AESHELZ

ORACLE




Security - Encryption, Passwords, Installation MySQL 5.7.xx

_ [ Global Configuration ]
AES 256 EncryptIOn (Defa u |t) SET GLOBAL default_password_lifetime = 180;

[ Individual user accounts ]
ALTER USER joro@localhost PASSWORD EXPIRE INTERVAL 90 DAY;

} \OZU - |§‘|:| _7_-_ >E| \/7I_iU:/_ ALTER USER joro@Ilocalhost PASSWORD EXPIRE NEVER;

) [ Account Lock]
A ALK, 1—Y—HEAITRED]EE ALTER USER joro@localhost ACCOUNT LOCK:

- - N 7 [ SSL & Limit Connection]
AR, ) jj'j/_l\%"““xj”t ALTER USER joro@localhost REQUIRE SSL WITH
¢ 5.7 RCTIld. Defaulti¥TEH360H MAX_CONNECTIONS_PER_HOUR 20;

0
mysql_native_password

| max_user_connections int(11) unsigned NO
| plugin char(64) NO
| authentication_string text YES

|

|

| NULL
password_expired enum('N","Y") NO I

|

|

|
|
|
| N
| NULL
| NULL
| N

password_last_changed tin'lestanmf __ | YES
password_lifetime smallint(5) unsigned YES
account_locked enum('N',"Y") NO

« Deployment: T A NCERICEAA AN ZITIEN O] HE
A2 AN=IVBF(C524 LRI VAT — NeaE /B D 7 1D > MeHIBR
FTARNADN, AF—(test), TEIPAIVEERA D AR =IUCEWTEAERRSNARRDELE

ORACLE"




MySQL 5.7.xx

Security — SSL, Proxy User

SSL
Enabled by default
Auto-detection of existing keys and certs
Auto generation of keys and certs when needed

New helper utility: mysql _ssl rsa setup

Extended Proxy User Support
Added Built-in Authentication Plugins support for Proxy Users

Allows multiple users to share a single set of managed privileges
Proxy1—H—(d. MySQL5.505HR— &N TUVRHEBET I,
EBAIOREESIT1 > ETUR. MySQL5.7.7RCH5(E. MySQLAZ#D
mysql_native_password ¢sha256_passwordsZsfzaHh—~g 35T,
LOZERICT NI NEBZITIBNHEDLICRDFUR,

SET @ @global.check proxy users = ON;
SET @ @global.mysql_native_password_proxy users = ON;

ORACLE"
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MySQL Enterprise Edition|—& AT —2 {1

. MySQL Enterprise Backup MySQL Enterprise Security
WS, AYIAVRIIT TN SR EDHES

(PAM, Windows, LDAP, etc.)

‘ — Y o~ » O
8ea  ITVRRRL—=UANYIT YT
* MySQL Enterprise Monitor T

cEFINVIINYT RIRAAL

BALYFINY X)) TA4TRINAH
cINYOITYITT—EEE1k
MySQL Enterprise Encryption MySQL Enterprise Audit
- 5/1024Bith S DEEE1L FEHE, 00 12, SQLEITD LI
o /,\BE A o= = R = -ﬂ-i"Jvé—/i—xa)?ww'J‘/j‘
ARBAR / IEFIES | N S ped

BBEFE/N\YAICKEEFEASR.

BAERIUZ LM
ORACLE

AT ILDEELFRICERLT-
XMLR—XMDH A
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MySQL Enterprise Backup
J\WOPYITRUZARNI AT + AESEESAE (64 hexadecimal digit)
et —Z BEIZIEEI dIm5

shell# mysqglbackup --backup-image=/backups/image.enc —--encrypt ¥
> —-key=23D987F3A047B475C900127148F9E0394857983645192874A2B3049570C12A34 ¥

> —--backup-dir=/var/tmp/backup backup-to-image

IJ7ANSASIAUTIiES b —=ZEHI 3%

shell# mysqglbackup --backup-image=/backups/image.enc —--encrypt ¥
> —--key-file=/meb/key —--backup-dir=/var/tmp/backup backup-to-image

J7ANASIAUTB S - BEiZ18E S D% e

shell# mysqglbackup --backup-image=/backups/image.enc --decrypt ¥
> —--key-file=/meb/key —--backup-dir=/backups/extract-dir extract

ORACLE"
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ShR.



http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html

MySQL Enterprise Security

* SSLICXTILUTa@ =
- PHZ> 80—
— NBEEREE A TNAD VI A

— BEAEREEA > ATI— AN (Unix. LDAP. Kerberos/&)
—JO0+> 300+ 1-Y—

- BEEEEESIR
—MysQLOtF1UT1 7 RINA T
— Oracle Audit Vaultt O E#a%E (O JA—<YH)

* Oracle Database FirewalllC&BFirewallb7h— Mo O] BE

ORACLE




MySQL Enterprise Authentication e
SMEREREED Y R— bk

PAM (Pluggable Authentication Modules)
— SNEBEREE A TNAD 7 IR .
ZREDA>FTTI—Z (Unix, LDAP, KerberosiE) . ommmersne 3 £y

; : r App
environment with Windows

_TO%Y /3ETOEST-H - —

3. MyDomain/joe logs into

- Windows
— 21747 Windowsb—EX (WAD) ADF7ItX
— WlndOWS(L_DIJ ’(//ﬁaj‘l 'U'jdh:u:uu

u
: 7] 7 ) L EA PI MyS()l ) CREATE USER win_joe
7 le\ u IDENTIFIED WITH authentication windows

AS ‘joe':

\l

2. MyDomain\joe is

4. Tokens are checked, win_joe user
is authenticated using Windows
login, password with MySQL
specific privs

MySQL7Z T —ay B EDEX 1) T4 AV ITSANSOF v/ SOPEMRE

ORACLE
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MySQL Enterprise Audit

RS —AN—-ADEEEHAEZ IRt

« OJA>. VIV-DIEHRZETE I RE

« I-YHRN>—%ZE%ETJEE : TILAU>T . 0 0-FT—23>

- BN TEZZEOJEE | AuditsXERF(CH—/)N\OBIEHIIE
OracleDHARICENEXMIN—-ZDEEE DN 21 /]

A XCEDVERDY 7/ OB&0—-7—>3>

XML A—=XDEZEDOT AN — /1

MySQL 5.5DAudit APIZ{ED>TEEER / MysQL 5.5.28 B ET{EFRIEE

AV T SGAT ARG E TERENDELRT T ) r—3>0ThbMysaLlEFI

ORACLE

CCCCC ight © 2014 Oracle and/or its affiliates. All rights reserved.




MySQL E nte rp rise Au d it 3. Joe’s connection & query logged

<?xml wversion="1.0" encoding="UTF-8"7>

<AUDIT>
%ﬂ% <AUDIT RECORD
TIMESTAMP="2012-08-02T14:52:12"
myscgl> INSTALL PLUGIN audit_leog SONAME 'audit_leg.so':; NAME="Audit"

. SERVER ID="1"
nyoTi> SHOW VARIABLES LIKE audit logt': VERSTON-"1"

| variable name | Value | ST;‘LRTUP_OPTIONS="——pD]’:t=33D6"
e e + " . "
| audit log buffer size | 1048576 | O5_VERSTON="1686-L1nux
| audit_1og_rile | audit.log | MYSQL VERSION="5.5.28-debug-log"/>
e T cAuDIT_RECORD
| audit log_rotate on_size | 1044480 | TIMESTAME="2012-08-02T14:52::41"
| audit_log stratedy | SYNCHRONOUE | HNAME="Conne ct "
B T e +
. . : CONMNECTION IL="1"
1. DBA enables Audit plugin A S EBTUSm O Cereees e seeeeeeeeeeeeeeeeee e WHQO.....
MySQL_-- CUSER="Joe" :
'RY -n= -II;IBI.iIv:[jISIIEIIPI.;r1IfIéIéEE-1r lllllllllllllllllllllllllllllllllllllllllllllllllllll .
shaell> rrf:lrsq]_ =h jogshogt =1 joa -p --- :EHQXY-L-UEEH-:-T-T ----------------------------------------- W HEB\-E:
Enter password: **ksksks "HosT=""SERVER1"™ .

IP="1Z7.0.0.1"

. mysql> SELECT * FROM joes _table; DB=“:'|DES db" /> WHEN

Fmm e — . 4

| FIRST NAME | LAST NAME | {%UDI-T-_-REG@HEI --------------------------------------------------------------- .
P J— PR S + TIMESTAMP="2012-08-02T14:53:45" :
| Joe | User | NAME="0Query"
Fommm e Fommm + CONNECTICHN ID="1" ‘ n 'HAT
2. User Joe Connects and runs a query :SIEGTIUISIZIIIH IIIIIIIIIIIIIIIIIIIIIIIIIII EmmmmmEmEEmmssssasEEEEsSaaRERSnssann. :
ESQLTEXT=“SELECT * FROM Joes table:;" /> .
{#KAUDIT}- --------------------------------------------------------------------------- L]

ORACLE
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Audit Log Filtering

BEEATOI1ILE)T
Event filtering by account name
SET GLOBAL audit_log_include_accounts=‘root@localhost’;
SET GLOBAL audit_log_exclude_accounts=‘secure@localhost’;

Event filtering by status
SET GLOBAL audit_log_statement_policy=ALL;
SET GLOBAL audit_log connection_policy=ERRORS;

Better instrumentation and statistics

SHOW STATUS LIKE ‘Audit_log_events_filtered’;
MySQL Utilities

mysglauditadmin audit log maintenance utility
mysglauditgrep audit log search utility

ORACLE

e ety N ot 4 e ko o s
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http://thinkit.co.jp/story/2014/02/10/4814

MySQL Enterprise Encryption

- MySQLOBES{E351735Y
— AES256(C LA X FREIE =
— NFHE / IEXFREEIES
=) =i
— NHES LU ZETEDER
— FERZIAS T RSA, DSA, DH
« BT —AHDIREE
~-BFEL. MR, FEMSMEROIHDOIESFER) \w 15938

N\
W\
3
2
8]

» Oracle Key Vaultt Dt S The maximum key length (OpenssLI= &3 #l#)
RSA 16,384
DSA 10,000

DH 10,000

ORACLE




MySQL Enterprise Encryption

IEFNIES 1 RSA, DS|

{BA TSR ETEE>SELECT @priv_key\G

titi ittt ittt ittt oW FERERERRREAAAA A A A AALAAAAAAER

Hpriv_key:

=== [RSA]

AMITCXAIBAAKBgQDX/ aUxdyXbOomwZHtBhFyUskdcG/eLbEKUGU z0xuxb1wMHKRI+t

HIOHRYbGSV1tRAYQE0TxXGwbgl 1kFpGUGoYT 1484 EpHRUrX0v4 SRAPsa9aC / pgo0uc
8% s0YPIBBKMYE 96h1sKpTd8MoSRPCVRAQK,/r JEHNIS8SwpL 7 drC pLmXHIEdwIDAQAB

—— [RSA] Private and PublicEEd

1 row in set (0.00 sec)

#lA0GAXq9E 2vYGUaXCwdCt SAXct TiWe+hsy+b2r SbHFMGa69REs Z Yt 9svkr OmIgf PO
HlSu/DGRNE1xUncégZkroYMVnAZyxjLrDdoy/ rvWQTMLEOe 3DV HU SXwefbczo9RE65
Hb0t+YUIrLL 5Ywys3 /Y Tyh/ 67 gmEoLD1VYoHZ DhF 5 TPBudHECQQDI 14h62kkwNx+P

801 4 oKkw+o0ACM3r ARpyZZ KVvSyRy3ZZY1K1 judHzEwBAkkGnt Y6Cgf ahiWmTs eAKk

B 3R ETEE >CREATE TABLE priv_e
Query 0K, 1 row affected (0.04 se
Records: 1 Duplicates: (0 Warnin

1ELA B ETEE >CREATE TABLE pub_kg
Query 0K, 1 row affected (0.02 se
Records: 1 Duplicates: 0 Warning

B TEERETEE >SELECT * FROM pub_
Query 0K, 1 row affected (0.00 se

BB E RS>

V105 TAXJAKEAZOLXT0ad/1re0c]2cHBoGRCA+uh8U0TxYrfwpf z6YbwaOF 34 gPv

EPEESUE84a?E3QHWWUjEEFmUbYCD4T8UFKQJAS1SAUkaUdeFthquUHijIkUG
#INdEIHBIBIFRF xehGSbbXsxfHMv11VwBRmOLC /PE/rKMxplhEGsgcEwkgVwlARg3f

. , . HIKagOKh7 pDyLPwHg/nwhYZ NQHGIQq9A1 DUFX TwxOMSpyUl1Z TC+Q1 cHO7UOKYvBOmY
@A B ETEE >SELECT * FROM privy : : WRTVE
Query OK, 1 row affected (0.01 SE_JUUlCerfppEUAEEMQJEAKHhG++SWhx2UTSEAESTpTESSESGQyPeuHDfKTrh1Sce

HlcGE 7 x28G0QMooNXf IMtquT//kGGpLdkTpzjhE/tq3as=

END R5A PRIVATE KEY
1 row in set (0.00 sec)

{EA T EEFETEE >SELECT @pub_key\G

b4ttt i ittt ttttttttsy l row 24t tid ittt ittt

i@pub_key:
HMIGIACGBANTtpTF31dsbbDYelGEXISyR1wb94 tsQpTpTPTG/ Hr XAweRENG04 dFhs

iZ JXW1EBhC 3RPF cbBuDWwQWkZ Tghh0XjzgSkdFstco/hJEA+xr loL+mo/RQIeyhgd
Ik EGQxgT3qEmwg IN3wy] 1E9y9FAr+skQcOhLxLCkvt2sKkuZ cckRIAGMBAAE=

ORACLE

END R5A PUBLIC KEY




{5 B FERO Y RN TO— e

Handling Sensitive Information

> i — &S

™

MySQOL

M 40 I r—9% Database BRIFHMADT IR

o) BE ik
5516
o 0O

Public Ke Private Key
Ea{;ﬁ%raq-c\;gé WEBIREIREOHPIFT

Private, Publici#z 2 T CTEIBHRARIE(ICBVTIE., LhF17(1C57 %2 RERX I ZENAIEE,

ORACLE




MySQL Enterprise Encryption

MySQL Enterprise Encryption ($FEXTFR ﬁ':"fb(ﬁlaﬁﬁﬂﬂﬁ:')d)ﬁﬁ SAEREEE T IR
BEZRT —ADIRZED HIPAA, SOX 3%, PCI DSSIREDIRHI B DBSF(CIRIZI TRENTIHEE,

W5 F — Ly >CREATE TABLE Eﬂ::_pull 1ELEuT HEX(ASYMMETRIC_ENCRYPT (' RSA' CMASATT— K 7 Z0RER 1234-5678-0012-3456  99/99", @pub_key)) as 'Card_Info';
Query 0K, 1 row affected (0.07

[Records: 1 Duplicates: 0 War mng 0 PUb|IC§@(:J:5HE|L% L/;

select ’ ’rr‘m‘r Fnr_puh \G

357EEQ6DBFC4939FB0B8YBISEG/AIIEOZF1764CAG156210EFC26B16C094 BES -'EEE 'F11E22FE365E77D96239C0
Ad 24 ADEDCID03 2FEAIECEDCEDL 3ASFFBFH7E21818606F014 37094 240EC4 503883932888

ZE(Lanz>—4

Es{tshikzr—49—
"&T T \DRE

| F—HOESEICLD, > | ==
> \ LTX1500G e L
R DR RES BB RE

ORACLE"




MySQL Enterprise Firewall

SQLA > 2TV RR. UTIVIA LTHRE
RDA NIZNET IV, BATENBI T2 3L TRIA N NEES

FEUURDA MR M EEIERK
1-HY—8B(C, sQLE(T/(I—> =T TEEHITRT A NIZ MeFRk

ARERTICA%ZIT0v)
o1 1~ — = —a L~ N \ fw_user@localhost [test]> select * from FW_DEMO where id = 3;
/T\U‘/—(L_E}§§'5 Fj/ﬁﬁ‘/ﬂ/%ﬂﬁﬂ]b\ jl:l“}? Tiﬂ';{;{;"l""""""'"""""""""""'l “““““““ J|f

i et +
3 | test firewall35.6.24-enterprise-commercial-advanced-1og |

BB HY |3 1 test Tirewal13s.s. 24-enterprise-comercial-advanced-Tog +
770U7—\/5I\/7i§§§_5%\gﬁﬁb row 1n set (0.00 sec)

.'- _. - Select *.* from employee where id=22
. ]
11 )

Select *.* from employee where id=22 or 1=1
White List $ Block & Log

Applications

ORACLE




Firewall Overview HRR—IICBNTE. 7T -S>
J1-Y-8(CEITogeRsaLlz3 155
T, 1—H—EC = TalRER QLA 1T

SQL In.Jectlon Attack ZEH 4L,
Via Brower

[y
~

J’ Firewall

Web Allows In Whitelist
§ Normal ALLOW
Applications <l

s @, _ Inbound

SQL traffic Results
. BIocI:s-““

sQL
Attacks

Not In Whitelist
BLOCK

.

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |
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Firewall Workflow

Receive query from
Client

Digest query into .
parser tokens }_"[ Firewall

RECORDING

OFF

Check user

firewall mode

Store query digest
in firewall

PROTECTING

YES

In whitelist?

P ™

Y

Execute query H Ignore firewall }ﬁ

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |
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MySQL Enterprise Firewall Details

1—Y—8(CFirewall5E (7IVr—23>, 1-H -, BIEHE)
-9 —-80O:%E (1)

=3 CALL sp_set_firewall_mode('fw_user@localhost','RECORDING');

B it CALL sp_set_firewall_mode('fw_user@localhost','PROTECTING');

e CALL sp_set_firewall_mode('fw_user@localhost’,'OFF');

#IHR4E CALL sp_set_firewall_mode('fw_user@localhost', RESET');

AE: ReplicationF| AEF D Slavefl [ZFH 1T D %t s -
SELECT read_firewall_whitelist('fw_user@localhost','RECORDING') FROM mysql.firewall_whitelist;

ORACLE"




Per User Firewall White Lists

meb_user localhost Protecting 1
root_ssl % Learning O
msandbox_ro 127.% off
msandbox_rw 127.% off
msandbox_ro localhost Off
msandbox_rw localhost  Off
rsandbox 127.% Off

msandbox localhost Learning O
root localhost  Off 0

ORACLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |




What’s the whitelist look like?

root@GAQL [mysql]> SELECT userhost, substr(rule,1,80) FROM mysql.firewall_whitelist WHERE userhost= "fw_user@localhost';

_|_
| fw_user@localhost | SELECT SCHEMA ( )

| fw_user@localhost | SHOW TABLES

| fw_user@localhost | INSERT INTO FW_DEMO ( title ) VALUES ( concat ( ? , @@aversion ) )

| fw_user@localhost | DESC FW_DEMO

| fw_user@localhost | SELECT * FROM FW_DEMO WHERE id = 7

I fw_user@localhost CREATE TABLE FW_DEMO ( ID INTEGER UNSIGNED AUTO_INCREMENT NOT NULL PRIMARY K
I

I

I

_|_

fw_user@localhost | SHOW SCHEMAS

fw_user@localhost | SELECT SYSTEM_USER ( )
fw_user@localhost | SELECT @@version_comment LIMIT ?
fw_user@localhost | SELECT * FROM SYSTEM_USER

10 rows in set (0.00 sec)

root@GAO01L [mysql]> SELECT * FROM information_schema.mysql_firewall_users;
—————————— - - - +
| USERHOST |
L o +
| fw_user@localhost | PROTECTING |

White ListicEERENIESQLAT—MA>Y B
White ListZE>TIOFI7 hSNTVBR 7 HD > MDYR

ORACLE




What happens when SQL is blocked?
DIAT T IV r—23a 0 ~ADIS—L AR R

fw_user@localhost [test]> select * from FW_DEMO where 1id = 1;

1 p|8 = | 5

& ) 192.168.56 201

WS0L - New Prod... . MySGL Server Blog . Planet MySQL Performance Replicaton e

string(92) "SQLSTATE[28000]: Invalid authorization

1 row in set (0.00 sec) specihcation: 1045 Statement was blocked by Firewal|"

fw_user@localhost [test]> select * from FW_DEMO;
ERROR 1045 (28000): statement was blocked by Firewall
fw_user@localhost [test]> TRUNCATE TABLE FW_DEMO;
ERROR 1045 (28000): statement was blocked by Firewall
fw_user@localhost [test]>

IT5—0O49 ANEREK (MysQL5.7 CIESYSLOGEED)

2015-04-30 11:15: "ACCESS DENIED for fw_user@localhost. Reason: No match in whitelist. SELECT SYSTEM_USER ( ) °
2015-04-30 11:15: "ACCESS DENIED for fw_user@localhost. Reason: No match in white . SELECT * FROM FW_DEMO '

2015-04-30 11:15: "ACCESS DENIED for fw_user@localhost. Reason: No match in whitelist. SELECT SYSTEM_USER ( ) '
2015-04-30 11:15: "ACCESS DENIED for fw_user@localhost. Reason: No match in white . TRUNCATE TABLE FW_DEMO

ORACLE




Monitoring the Firewall
ADUXNAD A

Firewall Status Counters
admin@localhost [test]> SHOW STATUS LIKE 'Firewall%';

| Firewall_access_denied

| Firewall_access_granted
| Firewall_cached_entries

3 rows 1n set (0.00 sec) . .
J0OvI&h3E. Firewall_access_deniedh®

B RPYTENTVEET

admin@localhost [test]>

ORACLE
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MySQL Enterprise Support

« ADMYSQLD IV =T B LV R—MER

* MySQLEARF—LIZLBHYR—

c 29ERBTHRITAD Y R—FFIRHE

c AUTFUOR =R INTEIE. INVF . TYTT—rDIRH
. 24FREIx365H Y R— @
« |MEIPBEHR—F- 12Tk

« MySQL OV ILTAU T ~HR—

Get immediate help for any MySQL
issue, plus expert advice
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MySQL Support® ¥
.r/\77r — IR Fa—= IRISQLFa2—=% 1T
BEHYR— I~0)Ea|1#l7<l

s AVHITAV T YR—INEFNTEY. VT -LE2—) T/\TF—T 2 R-
Fa—=2T 1. LIV r—arv-LEa— | INN—F4>3=0)-LEa— G EIC
X7 Iit> A] HE

- FHIEIEEZR TS
http://www-]p.mysql.com/support/consultative.html

«)—RXOA—KLARJLTHHR—FA]
e [FEAEDYR—,IT OO =T HRY— Z’ému&)ét&) XAV
c FARIVOZTEYR— IO ZTEEFITEELTLNS
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http://www-jp.mysql.com/support/consultative.html
http://www-jp.mysql.com/support/consultative.html
http://www-jp.mysql.com/support/consultative.html
http://www-jp.mysql.com/support/consultative.html
http://www-jp.mysql.com/support/consultative.html

MySQL Support® ¥

7l:lt ‘U’(CPU HECPU)

/ J L - PWLET. I
: @u ’,Si m UET.
el 4
RS “s 2 3 (7!:!4: *7 =V
— ‘4 5‘ pe—— mﬁ*‘z » TORBICBHHRRLED «mwy AR
Sl l T — a A1, z:@ :NQ#:K HEORCERLT
n — L‘ST. CH: B a7 ERIERLEVET.

- CPU%#K. :7351!_1127%,7&\1@#%17#3’%
X% ACPUZET(a7HILEIREL)

~——_ V¥ h(ZD/l‘)

ave PU) TSORT, 7
'7 b t WLy hEBEY Sy b
"3?.5 ,b-i; 7

A ZVNDTATEA L R—

c FHIFCELZESE TSN
http://www.oracle.com/jp/support/lifetime-support/index.nhtml
http://www-|p.mysql.com/support/

ORACLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |


http://www.oracle.com/jp/support/lifetime-support/index.html
http://www.oracle.com/jp/support/lifetime-support/index.html
http://www.oracle.com/jp/support/lifetime-support/index.html
http://www.oracle.com/jp/support/lifetime-support/index.html
http://www.oracle.com/jp/support/lifetime-support/index.html
http://www-jp.mysql.com/support/
http://www-jp.mysql.com/support/
http://www-jp.mysql.com/support/
http://www-jp.mysql.com/support/
http://www-jp.mysql.com/support/

MySQL & 5L 8 G & DBIEREL

* Oracle Linux * Oracle Enterprise Manager

* Oracle VM * Oracle Fusion Middleware

* Oracle Solaris * Oracle GoldenGate

* Oracle Clusterware * Oracle Audit Vault & Database Firewall
* Oracle Secure Backup  MyOracle Online Support

MySQL Integrates into your Oracle Environment
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Get Started Today!
MySQL Enterprise Edition Trial
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Oracle Software Delivery Cloud
http://edelivery.oracle.com/

/N ER: “MySQL Database”
%%7:17)1/2 http://dev.mysqgl.com/doc/index-enterprise.html
$1§'J fﬁ:’lfl\ - http://www.mysql.com/why-mysqgl/case-studies/#ja-5-0

ORACLE

Contact a MySQL Sales Rep

[MysaL SEILVEHLEERO]

TBEE: 0120-065556

[ = {t8FfE]] £ B 9:00-12:00/13:00-18:00
(B RUVERFIBAEBEZREET)

*— )L : MySQL-Sales jp grp@oracle.com
URL: http://www.mysql.com/about/contact/
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