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MySQL  

Å GPL  

Å  

ÅMySQL Community Server  

ÅMySQL Cluster  

ÅMySQL GUI  

ÅMySQL  (JDBC, ODBC, etc.)  

Å  

Å  

Community Edition (GPL) 

ÅStandard Edition  

ÅEnterprise Edition  

ÅMySQL Cluster Carrier Grade Edition  

Å  ( )  

Å  

-   

Commercial Edition 

MySQL Downloads 

Commercial Edition  

http://www.mysql.com/downloads/
http://www.mysql.com/downloads/
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MySQL Enterprise Edition  
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MySQL Editions 
Standard Edition Enterprise Edition Cluster CGE 

 
MySQL Database    
MySQL Connectors    
MySQL Replication    
MySQL Fabric   
MySQL Partitioning   
MySQL Utilities   
Storage Engine: MyISAM, InnoDB     
Storage Engine: NDB (ndbcluster)   
MySQL Workbench SE/EE*    
MySQL Enterprise Monitor*   
MySQL Enterprise Backup*   
MySQL Enterprise Authentication ( ) *   
MySQL Enterprise Audit ( ) *    
MySQL Enterprise Encryption *    
MySQL Enterprise Firewall SQL *   
MySQL Enterprise Scalability ( ) *   
MySQL Enterprise High Availability (HA ) *   
Oracle Enterprise Manager for MySQL*   
MySQL Cluster Manager (MySQL Cluster ) *  
MySQL Cluster Geo-Replication  

*  
7 
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MySQL Editions 
Standard 

SE 
Enterprise 

EE 
Cluster 

CGE 
Oracle Premium Support 
24 365 ◘ⱳכ♩    
▬fi◦♦fi♩     
♫꜠♇☺ⱬכ☻    
Ᵽ◓ &Ɽ♇♅      
◖fi◘ꜟ♥▫fi◓◘ⱳכ♩    

 

Oracle Linux    

Oracle VM    

Oracle Solaris    

Oracle Enterprise Manager   

Oracle GoldenGate   

Oracle Data Integrator   

Oracle Fusion Middleware   

Oracle Secure Backup   

Oracle Audit Vault and Database Firewall   

ẑ MySQL Editions  

8 

http://www-jp.mysql.com/products/enterprise/em.html
http://www-jp.mysql.com/products/enterprise/em.html
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MySQL Enterprise Edition 

MySQL Enterprise Monitor  

MySQL Enterprise Backup  

MySQL Enterprise Scalability Thread Pool  

MySQL Enterprise Authentication LDAP Windows Active Directory  

MySQL Enterprise Audit Oracle DB  

MySQL Enterprise Encryption ( )  

MySQL Enterprise Firewall SQL  /  

Oracle Enterprise Manager for MySQL Oracle Enterprise Manager MySQL  

Oracle Premier Support 24x7,  

9 

MySQL Enterprise Edition  

http://ja.wikipedia.org/wiki/%E5%85%AC%E9%96%8B%E9%8D%B5%E6%9A%97%E5%8F%B7
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Å  

Ҧ  

Å  
Ҧ  

Å  
Ҧ  

Å  
Ҧ  

Å  
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Å  

Ҧ , , &  

Å  
Ҧ mysql_config_editor , Key Vaults  

Å  
Ҧ  

Å  
Ҧ  

Å  
Ҧ Database Firewall 
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http://dev.mysql.com/doc/refman/5.6/en/mysql-config-editor.html
http://www.oracle.com/technetwork/jp/database/options/key-management/overview/index.html
http://www-jp.mysql.com/products/enterprise/firewall.html
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ÅSQL  
Ҧ : DB Firewall, White List, Input Validation 

Å  
Ҧ : Frequently apply Database Software updates, DB Firewall, White List, Input Validation   

Å  
Ҧ : lock out accounts after a defined number of incorrect attempts. 

Å  
Ҧ : Require SSL/TLS for all Connections and Transport 

Å  
Ҧ : Tight Access Controls, Limited Network IP access,  Change default settings 

12 
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Å : Obtain credit card and other personal information 

ï : Encryption ς Data and Network, Tighter Access Controls  

ÅDoS : Run resource intensive queries 

ï : Resource Usage Limits ς Set various limits ς aŀȄ /ƻƴƴŜŎǘƛƻƴǎΣ {ŜǎǎƛƻƴǎΣ ¢ƛƳŜƻǳǘǎΣ Χ 

Å : Retrieve and use administrator credentials 

ï : Stronger authentication, Access Controls, Auditing 

Å : Retrieve and use other credentials 

ï : Stronger account and password policies  

Å : Change data in the database, Delete transaction records 

Å : Tighter Access Controls, Auditing, Monitoring, Backups 

13 
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DBA  

Å   

Å  
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MySQL  
π  -  
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MySQL  

Authentication 
( ) 

Authorization 
( ) 

Encryption 
( ) 

Firewall 
( ) 

MySQL Security 

Auditing 
( ) 
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Block Threats 

Auditing 

Regulatory Compliance 

Login and Query Activities 

SSL/TLS  

Public Key  

Private Key  

Digital Signatures 

Privilege Management 

Administration 

Database & Objects 

Proxy Users 

MySQL  

Linux / LDAP 

Windows AD 

Custom 

Oracle Confidential ς Internal 17 

MySQL  

Authorization 
( ) 

     Authentication 
( ) 

Firewall &  
Auditing 

( ) 

Encryption 
( ) 

 
Security 
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 MySQL  
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MySQL
location  location IP
ṕ%Ṗ  MySQL  

  
 

  Host / IP  
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[Drop the Extra Roots] root@localhost [mysql]>DROP USER root@'127.0.0.1', root@'::1'; 

 

MySQL 5.6x 
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mysql_secure_installation  

20 

1)  
2) ·  
3)  
4) test (Default ) 

4.4.5 mysql_secure_installation  

ROOT  
 

Root  
Test  

http://dev.mysql.com/doc/refman/5.6/en/mysql-secure-installation.html
http://dev.mysql.com/doc/refman/5.6/en/mysql-secure-installation.html
http://dev.mysql.com/doc/refman/5.6/en/mysql-secure-installation.html
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Automatic Password Expiration 

21 

MySQL 5.6 introduces password-expiration capability,   
to enable database administrators to expire account 
passwords and require users to reset their password.  

SET PASSWORD FOR sec_password@"192.168.56.%"=PASSWORD('Password_2014-'); 
β MySQL 5.7.6 ALTER USER  

root@localhost [mysql]>ALTER USER 'sec_password'@'192.168.56.%' PASSWORD EXPIRE; 

Since: MySQL 5.6.6~ 

mailto:sec_password@"192.168.56.%"=PASSWORD('Password_2014-')
mailto:sec_password@"192.168.56.%"=PASSWORD('Password_2014-')
mailto:sec_password@"192.168.56.%"=PASSWORD('Password_2014-')
mailto:sec_password@"192.168.56.%"=PASSWORD('Password_2014-')
https://dev.mysql.com/doc/refman/5.7/en/alter-user.html
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Account Management (File_priv ) 

22 

ḲOS  

1)  
2) mysql  
3) my.cnf [mysqld] ¬secure_file_priv "  
4) mysql  

Since: MySQL 5.0.38  

[ ] [ ] 
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Account Management (Password Validation Plugin) 

) 8  
ERROR 1819  

Ḳ  
N  

 [mysql]> install plugin validate_password soname 'validate_password.so'; 

Since: MySQL 5.6.6  
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SSL  

24 

 
SSL  

 
 
 
 

MySQL 5.0.10 is bundled with yaSSL for enabling SSL. 
MySQL 5.6.6, SSL support is included by default 

MySQL MySQL 
SSL 

Ḳ SSL  



Copyright © 2014 Oracle and/or its affiliates. All rights reserved.  | 25 

The default is 100 as of MySQL 5.6.6, 10 before that.  

β skip_name_resolve  
β Unlock: FLUSH HOSTS  mysqladmin flush-hosts  
β FLUSH HOSTS and TRUNCATE TABLE host_cache  
β  

       

http://dev.mysql.com/doc/refman/5.6/en/flush.html
http://dev.mysql.com/doc/refman/5.6/en/flush.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/flush.html
http://dev.mysql.com/doc/refman/5.6/en/truncate-table.html
http://dev.mysql.com/doc/refman/5.6/en/truncate-table.html
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MySQL ( )  Since:  MySQL 4.0.2~ 

26 

AES 128  
256  

 AES_ENCRYPT(str,key_str), 
 AES_DECRYPT(crypt_str,key_str)  
 MySQL  
  

 128  
  

http://dev.mysql.com/doc/refman/5.6/en/encryption-functions.html
http://dev.mysql.com/doc/refman/5.6/en/encryption-functions.html
http://dev.mysql.com/doc/refman/5.6/en/encryption-functions.html
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MySQL ( )  Since: MySQL 5.6.17   

  256  
   

128, 192 or 256 bit  
 

  
  AES_ENCRYPT(str,key_str[,init_vector])   
  AES_DECRYPT(crypt_str,key_str[,init_vector]) 
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MySQL 5.7.7  

Åmysql_install_db  
ïmysqld --initialize --initialize-insecure  

ÅCREATE USERALTER USER  
ïSSL, PASSWORD EXPIRE, ACCOUNT [LOCK | UNLOCK] 

Åmysql.user password authentication_string  

ÅSET PASSWORD PASSWORD()  

ïALTER USER  

ÅENCRYPT, DES_ENCRYPT, DES_DECRYPT  AES  

 

mysqld --initialize --user=mysql 

 mysql_install_db --user=mysql 

MySQL 5.7 
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Security - Encryption, Passwords, Installation 

ÅAES 256 Encryption (Default) 
 

Å  
ï  

ï  

β 5.7 RC Default 360  

29 

    [ Global Configuration ] 

SET GLOBAL default_password_lifetime = 180; 
[ Individual user accounts ] 

ALTER USER joro@localhost PASSWORD EXPIRE INTERVAL 90 DAY; 

ALTER USER joro@localhost PASSWORD EXPIRE NEVER; 

[ Account  Lock] 

ALTER USER joro@localhost  ACCOUNT LOCK; 

[ SSL & Limit Connection] 
ALTER USER joro@localhost REQUIRE SSL WITH  

MAX_CONNECTIONS_PER_HOUR 20; 

MySQL 5.7.xx 

Å Deployment:  
/  

, (test),  
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Security ς SSL, Proxy User 

ÅSSL 
ïEnabled by default 

ïAuto-detection of existing keys and certs 

ïAuto generation of keys and certs when needed  

ïNew helper utility: mysql_ssl_rsa_setup 

ÅExtended Proxy User Support 
ïAdded Built-in Authentication Plugins support for Proxy Users 

ïAllows multiple users to share a single set of managed privileges 

Proxy MySQL5.5  

MySQL5.7.7RC MySQL  

mysql_native_password sha256_password  

 

30 

SET @@global.check_proxy_users = ON; 

SET @@global.mysql_native_password_proxy_users = ON; 

MySQL 5.7.xx 
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MySQL Enterprise  
-  -  

31 
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MySQL Enterprise Backup 

Å /  

Å  

Å  & 
 

Å  

MySQL Enterprise Security 

Å                    
(PAM, Windows, LDAP, etc.) 

ÅMySQL Enterprise Monitor
 

MySQL Enterprise Encryption 

Å 1024Bit  

Å  /  

Å
 

MySQL Enterprise Audit 
Å , ,SQL  

Å
 

Å
XML  

MySQL Enterprise Edition  
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shell#  mysqlbackup  -- backup - image=/backups/ image.enc  -- encrypt ¥ 

> -- key=23D987F3A047B475C900127148F9E0394857983645192874A2B3049570C12A34 ¥ 

> -- backup - dir =/ var / tmp /backup backup - to - image  

& ḲAES   (64 hexadecimal digit) 

Å   

 

 

Å  

 

 

Å  

 

shell # mysqlbackup  -- backup - image=/backups/ image.enc  -- encrypt ¥ 

> -- key - file=/ meb/key -- backup - dir =/ var / tmp /backup backup - to - image  

: Chapter 8 Encryption for Backups 

MySQL Enterprise Backup 

shell # mysqlbackup  -- backup - image=/backups/ image.enc  -- decrypt ¥ 

> -- key - file=/ meb/key -- backup - dir =/backups/extract - dir  extract  

http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html
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MySQL Enterprise Security 

ÅSSL  

Å  
ï  

ï ṕUnix LDAP Kerberos Ṗ 

ï Ṋ  

Å  
ïMySQL  

ïOracle Audit Vault ṕ Ṗ 

ÅOracle Database Firewall Firewall  

34 

EE 
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MySQL Enterprise Authentication 

35 

 

MySQL  SOP   

ÅPAMṕPluggable Authentication Modules Ṗ 
ï  

ï ṕUnix, LDAP, Kerberos Ṗ 

ï Ṋ  

ÅWindows  
ï Windows ṕWADṖ  

ïWindows  

Å API 

EE 

http://www.mysql.com/common/images/products/MySQL_External_Authentication_Windows.png
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MySQL Enterprise Audit 

Å  

Å Ḳ  

Å ḲAudit  

ÅOracle XML  

Å  

ÅXML  

ÅMySQL 5.5 Audit API  / MySQL 5.5.28  

36 

MySQL  

 

EE 
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MySQL Enterprise Audit 

37 

2. User Joe connects and runs a query 

1. DBA enables Audit plugin  

оΦ WƻŜΩǎ ŎƻƴƴŜŎǘƛƻƴ & query logged 

WHO 

WHERE 

WHEN 

WHAT 

 

Joe ( Ṗ 

EE 


