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MySQL 1

CommerciaEdition  _ 1 / 1
Community Edition(GPL) Commercial Edition

AMySQL Community Server AStandard Edition

AMySQL Cluster AEnterprise Edition

AMySQL GUI & AMySQL Cluster Carrier Grade Edition

AMySQL (JDBC, ODBC, etc.) A1 ( 1)

A A

A _

A GPL 0

A a U 0

MySOL Downloads
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http://www.mysql.com/downloads/
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MySQL Enterprise Edition :

A
A
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StandardEdition

MySQL Editions
ClusterCGE

EnterpriseEdition

MySQLDatabase

MySQL Connectors

MySQL Replication

MySQL Fabric

MySQL Partitioning

MySQL Utilities

Storage Engine: MyISAM, InnoDB

Storage Engine: NOBdbcluster)

MySQL WorkbencBE/EE*
MySQL Enterprise Monitor*

MySQL Enterprise Backup*

MySQL Enterprise Authentication ( ) *

MySQLEnterpriseAudit ( ) *

MySQL Enterprise Encryption *

MySQL Enterprise FirewabQL *

MySQL Enterprise Scalability ( ) *

MySQLEnterprise Higivailability (HA ) *

Oracle Enterprise Manager for MySQL

MySQL Clustevlanager (MySQL Cluster ) *

MySQLCluster Gedreplication

ORACLE

*
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MySQL Editions
Standard Enterprise Cluster

SE EE CGE

Oracle Premium Support
24 365 aOwd J

mfi o ¢ fi |

A7 P OzD @

P~ &R P H

«fioi wofi=gwd)

OracleLinux
OracleVM
OracleSolaris

Oracle Enterprisélanager

OracleGoldenGate

Oracle Datdntegrator

Oracle FusioMiddleware

Oracle SecurBackup

Oracle Audit Vault and Databakeaewall

214 AN O  MySOL Editions y
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http://www-jp.mysql.com/products/enterprise/em.html
http://www-jp.mysql.com/products/enterprise/em.html

MySQL Enterprise Editiona 0 |

MySQLEnterprise Edition

MySQL Enterprise Monitor
MySQL Enterprise Backup

MySQL Enterprise Scalability Thread Pool

MySQL Enterpris&uthentication LDAP WindowsActive Directory
MySQL Enterprisaudit Oracle DB
MySQL Enterpriséncryption ( )

MySQL Enterprise Firewall SQL /

Oracle Enterprise Manager for MyS( Oracle Enterprise Manager MySQL
Oracle Premier Support 24X7,

ORACLE
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http://dev.mysql.com/doc/refman/5.6/en/mysql-config-editor.html
http://www.oracle.com/technetwork/jp/database/options/key-management/overview/index.html
http://www-jp.mysql.com/products/enterprise/firewall.html
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. DB Firewall, White List, Input Validation

. Frequently apply Database Software updates, DB Firewall, White List, Input Validation
. lockout accounts after aefined number of incorrect attempts.

: Require SSL/TLS for all Connections and Transport

. Tight Access Controls, Limited Network IP access, Change default settings
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1 A

A . Obtain credit card and other personal information
I . Encryptiong Data and Network, Tighter Access Controls
ADoS . Run resource intensive queries
i : Resource Usadamitsc Set various limitga  E / 2y y SOlAz2yas {Saarzy
A~ . Retrieve and use administrator credentials
I . Stronger authentication, Access Controls, Auditing
A . Retrieve and use other credentials
I . Stronger account and password policies
A . Change data in the database, Delete transaction records
A . Tighter Access Controls, Auditing, Monitoring, Backups

ORACLE
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MySQL Securtlt
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MySQL

MySQL
Linux / LDAP
Windows AD
Custom

SSL/TLS
Public Key
Private Key

Digital Signatures

Privilege Managemen
Administration

Authentication Authorization Database & Object$

() C )
Proxy Users

| gumn ol

MySOL
Security

EE—— Block Threats

(Auditing) Audmng

Encryption
( a)

Login and Query Activitie

Regulatory Compliance

S
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MySQL

[ MySQL
?chaﬂon l location A P

-
o | 5

0 MySQL

localhost *A41ECFBE1191DDE4/713F2B6F5A6CD5D0OD0OD5DC35
centosO1 *A41ECFBE1191DDE4/713F2B6F5A6CD5D0OD0OD5DC35

GTID_SSL_USER 4- 192.168.56.% *84AE91CE95DAAS9A02F658041290FEECF1BEE392
admin % *A41ECFBE1191DDE4713F2B6F5A6CD5D0ODOD5DC3S
root 192.168.56.% *A41ECFBE1191DDE4713F2B6F5A6CD5D0ODOD5DC3S
audited_user 192.168.56.0/255.255.255.0 | *CED32AC7E202DBCO858CI9E8935348E7ED3E083D4
GTID_USER 192.168.56.% *A41ECFBE1191DDE4713F2B6F5A6CD5D0ODOD5DC3S
sec_password 192.168.56.% *6FDB52/4DE9FC54EDC81BD5909DEBEY3CF/39D48

Host / IP




(V4

D |

MySQL 5.6

[Dropthe ExtraRoots] root@localhos{mysql]>DROP USER root@'127.0.0.1", root@"::1

oot@localhost [mysql]>SELECT user,host,plugin,password,password_expired FROM mysql.user;

localhost

centos01

127.0.0.1

1

%

192.168.56.%
audited_user | 192.168.56.0/255.255.255.0
GTID_USER 192.168.56.%

rows in set (0.00 sec)

mysqT_native_pdssword
mysql_native_password
mysql_native_password
mysql_native_password |

S S—

oot@localhost [mysql]>DROP USER root@'127.0.0.1", root@'::1';

| Tocalhost
| centos01

| %

| 192.168.56.%

audited_user | 192.168.56.0/255.255.255.0
GTID_USER | 192.168.56.%

______________ _I_____________________________
rows in set (0.00 sec)

ORACLE

mysql_native_password
mysq1_native_password
mysql_native_password
mysql_native_password |

*A41ECFBE1191DDE4/13F 2B6F5A6CD5D0ODOD5DC35
*A41ECFBE1191DDE4/13F 2B6F5A6CD>DODOD5DC35

*A41ECFBEL191DDE4/13F 2BoF 5A0CD5D0D0D5DC35
*A41ECFBE1191DDE4713F 2B6F5A6CD5D0DOD5DC35
*CED32AC7E202DBC0O858CIEB935348E/ED3E083D4
*A41ECFBE1191DDE4/13F2B6F5A6CD5DODOD5DC35

*A41ECFBE1191DDE4/13F2B6F5A6CD5DODOD5DC35
*A41ECFBE1191DDE4/13F 2B6F5A6CD5D0ODOD5DC35
*A41ECFBE1191DDE4/13F 2B6F5A6CD5D0ODOD5DC35
*A41ECFBE1191DDE4/13F 2B6F5A6CD5D0DOD5DC35
*CED32AC7E202DBCO858CIEB935348E/ED3E083D4
*A41ECFBE1191DDE4/713F 2B6F5A6CD5D0DOD5DC35




mysqgl_secure_installation

1) " A
2) D4

4) test A AN

./bin/mysql_secure_insta

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MysQL to secure it, we'll need the current
password for the root user. If you've just installed MySQL, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

- N ~
Enter curn ’ Iy root (enter for none):
0K, succes & yagsword, moving on...

Setting th&root¥ password ensures that nobody can Tog into the MySQL
root user lﬂ;haLf:the proper authorisation.

Set root pgsgword? [Y/n] Y

New passwo QQ
Re-enter nkw V
Password u d successfu]];'
Re1ndd1n:1%I' ables.
. succes .

By default, a MySQL installation has an anonymous user, allowing anyone
to Tog into MySQL without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a
production environment.

Remove anonymous users? [Y/n] Y
. Success!

ORACLE"

A

A

(Default 1

CiI?

~e

WEDLES

| infor

| mysql

show databases;

mation_schema |

| performance_schema |

(0.00 sec)

o

| root | Tocalhost | *A41ECFBE1191DDE4713F2B6F5A6CD5D0DODS

| root | 127.0.0.1 |

| root |

rows 1in

| *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD

set (0.00 sec)

[y

[y
3

DC

DC3]

B

3]

*A41ECFBE1191DDE4713F2B6FA6CD)S DUDUD_D"E



http://dev.mysql.com/doc/refman/5.6/en/mysql-secure-installation.html
http://dev.mysql.com/doc/refman/5.6/en/mysql-secure-installation.html
http://dev.mysql.com/doc/refman/5.6/en/mysql-secure-installation.html

Automatic Passwordexpiration SinceMySQL 5.6.6~
root@Ilocalhost [mysql]>ALTER USER 'sec_password'@'192.168.56.%' PASSWORD EXPIRE;

root@localhost [mysql]>select user,host,password,password_expired from user;

| Tocalhost *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35

centos01 *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35

admin % *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35

root 192.168.56.% *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35

audited_user | 192.168.56.0/255.255.255.0 CED32AC7E202DBC0858CIE8935348E7ED3EO83D4

GTID_USER | 192.168.56.% *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35
sec_password | 192.168.56.% *BEA2508E06B227E17 3EAAOF221C2C838C7545E41 ] Y

7 rows 1n set (0.00 sec)
[admin@Cent0s02 ~]% mysql -h 192.168.56.101 -u sec_password -p

Enter password: . MySQL 5.6 introduces passweggpiration capability,

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 8 Tal "
Server ver*s%or: :I {5.6.le—er"lter‘pr‘ise—cerﬂrl'ler“{:ia]—ar_ivaru:ed—hg to enable database_ administrators to ex_plre account
8 passwords andequire users to reset their password.

Copyright (c) 2000, 2014, Oracle and/or its affiliates. All r

Oracle is a registered trademark of Orag SETPASSWOREDR .
]

affiliates. Other names may be trademar
owners. B MySQI5.7.6>

LI L)

Type 'help;' or "\h' for help. Type '\c' to clear the current input statement.

sec_password@l92.168.56.101 [(none)]> use mysql
ERROR 1820 (HY000): You must SET PASSWORD before executing this statement
sec_password@l92.168.56.101 [ (none)]>

ORACLE"



mailto:sec_password@"192.168.56.%"=PASSWORD('Password_2014-')
mailto:sec_password@"192.168.56.%"=PASSWORD('Password_2014-')
mailto:sec_password@"192.168.56.%"=PASSWORD('Password_2014-')
mailto:sec_password@"192.168.56.%"=PASSWORD('Password_2014-')
https://dev.mysql.com/doc/refman/5.7/en/alter-user.html

Account Managemen(File priv

A KOS\
1) 1 8 ’
2) mysq| T A
3) my.cnf [mysqgld —-secure_file_priv

4) mysq| 0

admin@192.168.56.201 [mysql]l> SELECT @@global.secure_file_priv;

f'/*/ll

wRE ]| poW EEEEEEES
LOAD FILEC Xetcfpasswd ) root:x:0:0:root: froot fbwn{bash
bin:x:1: 1 bin:/bin:/sbhin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4: adn /var/adm: /shin/nologin
Ip:x:4:7:1p:/var/spool/Ipd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown: /sbin: /sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/shin/nologin
operator:x:11:0:operator:/root:/shin/nologin

ORACLE

/1 ) Since: MySQL 5.0.38

[root@GAOL mysql_share]# cat Xetcfmy cnf | grep secure_file
_priv /home/mysql/mysql_share
[root@GA01 mysql_share]# /etcfﬁn1t d/mysql.server restart
Shutting down MySQL.. SUCCESS! ]
[ A

Starting MySQL. SUCCESS!
[root@GA01 mysql_share]#
admin@192.168.56.201 [(none)]> SELECT @@global.secure_file_priv;

1 row in set (0.00 sec)

adm1nM19° 168 56 ’01 [(none)]> SELECT LOAD FILE( /etc/passwd )\G
dddhn 1 row EE

LOAD FILE( fetcfpasswd ): NULL

1 row in set (0.01 sec)




AccountManagement(Password Validation Plugjn  Since: MysQL 5.6.6

A 1 K
N

[mysq]> install plugin validate password soname 'validate passwadrd.so

root@localhost [mysql]>SHOW VARIABLES LIKE ‘validate_password%’;

validate_password_dictionary_file
validate_password_length

validate_password_mixed_case_count
validate_password_number_count
validate_password_policy
validate_password_special_char_count

rows in set (0.00 sec)

root@localhost [mysql]>

[admin@Cent0S01 ~]$ perror 1819;
ySQL error code 1819 (ER_NOT_VALID_PASSWORD): Your password does not satisfy the current policy requirements
[admin@Cent0S01 ~]$%

ORACLE




V4

SS I_ A - (‘x MySQL 5.0.10 is bundled with yaSSL for enabling S¢
~ MySQIL5.6.6, SSL support is included by default
/ KASSL A

EG TSI AE mysql -h 192.168.56.101 -u admin -p --ssl-ca=/usr/local/mysql/ssl1/sql-ss1-cert.pen
Enter password:
Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 20
Server version: 5.6.21-enterprise-commercial-advanced-log MySQL Enterprise Server - Advanced Edition (Commercial)

Copyright (c) 2000, 2014, Oracle and/or its affiliates. All rights reserp= : :
pyrignt (© ' ' ! GTID_SSL_USER@192.168.56.101 [(none)]> show status like'Ssl_cipher’;
Oracle is a registered trademark of Oracle Corporation and/or its fm - it +
affiliates. Other names may be trademarks of their respective | variable_name | value |
owners. P Fmm e mmmmmem +

Type 'help:' or '\h' for help. Type '\c' to clear the cum@ntinputstatl Ss1_cipher | DHE-RSA-AES256-SHA |
L tommmmmmmmmmmmmmmmo +

admin@192.168.56.101 [(none)]> show status like 'SSL_version'; 1 row in set (0.00 sec)

- - -

| variable_name | value |

- — e m o - +

| ssl_version | TLSvV1 |

- - +

root@localhost [(none)]>SHOW VARIABLES LIKE '%ss1%';

_l_ _______________

| variabTle_name

+ _______________

| have_openss]

| have_ss]

| ssl_ca Jusr/local/mysql/ss1/sql-ss1-cert.pem

| ss1_capath

| ssl_cert Jusr/local/mysql/ss1/sql-gtid-cert.pem

|

I

I

I

ssl_cipher
ssl_crl
ssl_cripath

ORACLE



root@localhost [performance_schema]>select @@global.max_connect_errors;

| @@global.max_connect_errors |

y | pefaultt-—---
------------------------------------- 1 row in set (0.00 sec)
varchar(64)

HOST varchar(255)
HOST_VALIDATED enum("YES','NO") C : :
SUM_CONNECT_ERRORS bigint(20) C I
COUNT_HOST_BLOCKED_ERRORS bi cjint(jzoj) C The defaUIt Is 100 as Of MySQL 566’ 10 before t'|1a1
COUNT_NAMEINFO_TRANSIENT_ERRORS bigint(20) C
COUNT_NAMEINFO_PERMANENT_ERRORS bigint(20)
COUNT_FORMAT_ERRORS bigint(20)
COUNT_ADDRINFO_TRANSIENT_ERRORS bigint(20)
COUNT_ADDRINFO_PERMANENT_ERRORS bigint(20)
COUNT_FCRDNS_ERRORS bigint(20)
COUNT_HOST_ACL_ERRORS bigint(20)
COUNT_NO_AUTH_PLUGIN_ERRORS bigint(20)
COUNT_AUTH_PLUGIN_ERRORS bigint(20)
COUNT_HANDSHAKE _ERRORS bigint(20)
COUNT_PROXY_USER_ERRORS bigint(20)
COUNT_PROXY_USER_ACL_ERRORS bigint(20)
COUNT_AUTHENTICATION_ERRORS bigint(20)
COUNT_SSL_ERRORS bigint(20)
COUNT_MAX_USER_CONNECTIONS_ERRORS bigint(20)
COUNT_MAX_USER_CONNECTIONS_PER_HOUR_ERRORS | bigint(20)
COUNT_DEFAULT_DATABASE_ERRORS bigint(20)
COUNT_INIT_CONNECT_ERRORS bigintses - o

e skip_name_resolve _#
Unlock:

FIRST_SEEN
LAST_SEEN
FIRST_ERROR_SEEN
LAST_ERROR_SEEN

and /1

29 rows in set (0.00 sec)

A

T TOTT™™™

ORACLE



http://dev.mysql.com/doc/refman/5.6/en/flush.html
http://dev.mysql.com/doc/refman/5.6/en/flush.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/mysqladmin.html
http://dev.mysql.com/doc/refman/5.6/en/flush.html
http://dev.mysql.com/doc/refman/5.6/en/truncate-table.html
http://dev.mysql.com/doc/refman/5.6/en/truncate-table.html

MySQL ( ) Since MySQl4.0.2-

& oy -'-.:L_‘l 3 | | % & | o |m:alsn5:||:|:|:|| )

root@localhost > select (HEX(AES_ENCRYPT("AESEEE{l--{@ A1EER0L", ‘password™))) into @AES_ENC;

Query OK, 1 row affected (0.00 sec) AES ENCRYSKey Si)
AES_DECRY&Ypt_strkey sty

1 row in set (0.00 sec)

root@localhost >

ORACLE

AES 128



http://dev.mysql.com/doc/refman/5.6/en/encryption-functions.html
http://dev.mysql.com/doc/refman/5.6/en/encryption-functions.html
http://dev.mysql.com/doc/refman/5.6/en/encryption-functions.html

) Since MySQL 5.6.17

jon_mode = "aes-256-chc’;

on. block_encryption_mode;
—-——t

AES ENCRY8§tTkey stf,init_vector])
____________ AES DECRY&TVpt_str,key st init_vector)
word',512);

‘£

RANDOM_BYTES(16);

| 6 a

HEX(AES_ENCRYPT("AESIZ 21k~
c)

root@localhost >




MySQL5.7.7 5 O MySQL5.7

(14
ol

0

mysql_install_db-useramysq|

Amysql_install_db

r—

C

I mysqgld --initialize --initialize-insecure
ACREATE USERALTER USER

mysq/ld--initialize--useramysq|

I SSL, PASSWORD EXPIRE, ACCOUNT [LOCK | UNLOCK]
Amysql.user password authentication_string

ASET PASSWORD  PASSWORD()
i ALTERUSER =~ A

AENCRYPT, DES_ENCRYPT, DES_DECRYPT AES

ORACLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved.



Security- Encryption, Passwords, Installation MySQL5.7.xx

_ [ Global Configuration ]
AES 256 EnCryptIOn (DefaU|t) SET GLOBAEfault_password_lifetime 180;

[ Individual user accounts ]
ALTER USERo@localhosPASSWORD EXPIRE INTERVAL 90 DA
ALTER USERo@IlocalhosPASSWORD EXPIRE NEVER;

[ Account Lock]

1 Wl ALTER USERo@localhostACCOUNT LOCK
TN 5 [ SSL& Limit Connection]
) ALTER USHERo@localhosREQUIRE SSL WITH
B 5.7RC  Default A 3604 MAX_CONNECTIONS PER HIUR
| max_user_connections 1nt(11) unsigned 0
| plugin char(64) mysql_native_password
| authentication_string text NULL
password_expired enum('N","Y") N
password_last_changed timestamp NULL
password_Tlifetime smallint(5) unsigned NULL
account_locked enum('N',"Y") N
A Deployment: ot A N
N / N
, (test), q 8

ORACLE"



Securityg SSL, Proxy User

SSL

Enabled by default
Auto-detection of existing keys arabrts
Auto generation of keys antertswhen needed

New helper utilitymysqgl _ssl rsa_setup

Extended Proxy User Support
AddedBuiltin AuthenticationPlugins support for Proxy Users S mus
Allows multiple users to share a single set of managed privilc_—_—

3]
(9

Proxy MySQL5.5 V)
| MySQL5.7.7RC MySQL
mysqgl_native_password sha256_password 1
a A 4 A

SET @@lobal.check proxy usersON

SET @@lobal.mysqgl_native _password_proxy user®N;

ORACLE"







MySQL Enterprise Edition

MySQL Enterprise Backup MySQL Enterprise Security
o’ =
A0 A / A
;-: A (PAM, Windows, LDAP, etc.)
®
A & AMySQLEnterpriseMonitor
A
MySQL Enterprise Encryption MySQL Enterprise Audit
A 1024Bit A, SOL
A / A
A

A
XML

ORACLE
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MySQL Enterprise Backup

& AEK O (64 hexadecimaligit)
a N d A

shell# mysqglbackup -- backup - image=/backups/ image.enc -- encrypt ¥
> -- key=23D987F3A047B475C900127148F9E0394857983645192874A2B3049570C12A34
> -- packup - dir =/ var /tmp/backup backup - to - image

shell # mysqglbackup -- backup - image=/backups/ image.enc -- encrypt ¥
> -- key-file=/ mebkey -- backup -dir =/var / tmp/backup backup - to - image

a N A
shell # mysqglbackup -- backup - image=/backups/ image.enc -- decrypt ¥
> -- key-file=/ mebkey -- backup - dir =/backups/extract - dir extract

ORACLE



http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.10/en/meb-encryption.html

MySQL Enterprise Security ©

ASSL A 1~ m
A .
la A N
I N Unix LDAP Kerberos P !
'r N
A S
I MySQL
I Oracle Audit Vault 6 P =

AOracle Database Firewall Firewall

ORACLE
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MySQL Enterprise Authentication

4/

APAMp Pluggable Authentication Modules P

[ a / N

:

: N
AWindows

I Windows

I Windows

Unix, LDAP, Kerberos

SVADP

P 1. MyDomain/joe logs into
environment with Windows
login, password

Connector

3. MyDomain/joe logs into
application, application
connects to MySQL with
user win_joe.

2. MyDomain\joe is
authenticated on
Windows OS

4. Tokens are checked, win_joe user
is authenticated using Windows

login, password with MySQL
specific privs

Windows Win OS users, I

Auth < groups, etc
oy \
™\ -
8 Q P I MySOL create user win_joe
IDENTIFIED WITH authentication_windows
AS ‘joe';
OR Cl-e Copyright © 2014 Oracle and/or its affiliates. All rights reserved. | 85)



http://www.mysql.com/common/images/products/MySQL_External_Authentication_Windows.png

MySQL Enterprise Audit

A .

A " A K

AODA ~ A KAudit A A 0 OI

A Oracle A XML l A )

A : A D

A XML .

AMySQL5.5 AuditAPI a [/ MySQlL5.5.28> A 1
MySQL

ORACLE
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MySQL Enterprise Audit

b

a4

BB A enables Auditugin R
Joe ( P —FE
=

A

2. User Joe connects and runs a query

ORACLE

od W2SQa &Querylggged i A 20/

-------------------------------------------------------------------------------------




