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The world's most popular open source database
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A Year of Anniversaries! e Y

20 vears: MySQL

10 vears: Oracle stewardship of InnoDB

5 Years: Oracle stewardship of MySQL

Thank You, MySQL Community, for 20 years of
Contributions to MySQL!
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Key announcements in Jan-Mar 2015
MySQL Cluster 7.4 MySQL Enterprise

MySQL 5.7 RC

GA Firewall

¢ 200 Million NoSQL Reads/ ¢ Real Time Protection

BEC Blocks SQL Injection
2.5M SQL Ops/Sec Attacks

50% Faster Reads
40% Faster Mixed

5X Faster Maintenance * Transparent
Ops

Block Suspicious Traffic
Learns White List
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2 X Faster than MySQL 5.6

New Optimizer Cost
Model

Replication
Improvements

InnoDB FTS CJK Support
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MySQL: Most Popular Open Source Database in the Cloud
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MySQL Enterprise Edition
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MySQL Enterprise Edition
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MySQL Enterprise Monitor
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MySQL Enterprise Edition[Z& 5T —42 k&
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Enterprise Firewall Configured: 8 of 8

. . I item Info
IVIySQL E nte rp rl Se F I rewa I I [#] () = ~ Account Has Overly Permissive White List
(¥ () =5 ~ Account Sending Excessive Percentage of Blocked Queries
@ R e a | Ti m e P rot e Cti O n [¥] () =5 ~ Account Without Firewall Protection
. . . . [#] () == ~ Excessive Number of Queries Blocked By Firewall

— Queries analyzed and matched against White List - vl e Qe S o0 S
* Blocks SQL Injection Attacks i B

- POSitive Sec u rity M Od el [¥] () =5 ~ Firewall Trace Has Been Enabled

MySQL Enterprise Firewall monitoring

* Block Suspicious Traffic
— Out of Policy Transactions detected & blocked

* Learns White List
— Automated creation of approved list of SQL command patterns on a per user basis

* Transparent
— No changes to application required
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MySQL Enterprise Firewall

* SQL Injection Protection with Positive Security Model

..- _. m Select *.* from employee where id=22 V Allow & LOg e
. =
& > E 3 —
e Select *.* from employee where id=22 or 1=1 ‘
Applications White List ¥ Block & Log R
MySQL.

* Out of policy database transactions detected and blocked

* Logging & Analysis
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Firewall Overview

SQL Injection Attack
Via Brower

.
v

MySQL Instance

Allows In Whitelist
V_Veb. Normal .C/)‘ ALLOW
Applications saL | [N ]
« B Inbound ~ “TTTTTTTTTTee BEEE 7 e
.. e 8 Q ] € —————————— -
'U sQL traffic Results
:E: -------------- - ) Not In Whitelist
Blocks .@. BLOCK
saL ] ]
Attacks
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Firewall Workflow

ORACLE

Receive query from

-~

Digest query into

Client parser tokens
RECORDING
Store query digest Check user
in firewall firewall mode

Copyright © 201

OFF

YES

PROTECTING

Y

In whitelist?

[ Reject query |

Execute query H Ignore firewall }17
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MySQL Enterprise Firewall Details

* Firewall operation is turned on at a per user level

* Per User States are
— RECORDING  CALL mysql.sp_set firewall mode( fwuser@localhost’, "RECORDING");

— PROTECTING CALL mysql.sp_set firewall mode( fwuser@localhost®, *PROTECTING');

— OFF CALL mysql.sp_set firewall mode( fwuser@localhost®, ‘OFF');
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Per User Firewall White Lists

- meb_user localhost  Protecting 1
- root_ssl % Learning 0
- msandbox_ro 127.% 0
- msandbox_rw 127.% 0
0
0
0

~ msandbox_ro localhost
- msandbox_rw localhost
- rsandbox 127.%

- msandbox localhost
- root localhost

ORACLE
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What happens when SQL is blocked?
* The client application gets an ERROR

mysgl> SELECT first name, last name FROM customer WHERE customer id = 1 OR TRUE;
ERROR 1045 (28000): Statement was blocked by Firewall

mysqgl> SHOW DATABASES;

ERROR 1045 (28000): Statement was blocked by Firewall

mysgl> TRUNCATE TABLE mysql.user;

ERROR 1045 (28000): Statement was blocked by Firewall

* Reported to the Error Log

* Increment Counter
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Monitoring the Firewall

Firewall Status Counters

mysqgl> SHOW STATUS LIKE 'Firewall%';

| Firewall access denied | 32
| Firewall access granted | 138

| Firewall cached entries | 39

ORACLE
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What’s the whitelist look like?

°* mysgl> SELECT userhost, substr(rule,1,80) FROM mysqgl.firewall whitelist WHERE userhost=
'wpuser@localhost';

fom o +
| userhost | substr(rule,1,80) |
Fom e o - +
| wpuser@localhost | SELECT * FROM “wp posts’ WHERE "ID' = ? LIMIT ? |
| wpuser@localhost | SELECT ‘option value FROM "wp options WHERE "option name = ? LIMIT ? |
| wpuser@localhost | SELECT "wp posts . * FROM ‘wp posts’ WHERE ? = ? AND 'wp posts . "ID = ? AND |
| wpuser@localhost | UPDATE "wp posts’ SET “comment count ™ = ? WHERE "ID = ? |
| wpuser@localhost | SELECT "t° . * , "tt® . * FROM "wp terms  AS "t  INNER JOIN "wp term taxonomy A |
| wpuser@localhost | SELECT "t° . * , "tt® . * FROM "wp terms  AS "t  INNER JOIN "wp term taxonomy A |
o R ettt e it LT e +

ORACLE
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Oracle Enterprise Manager for MySQL @
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MySQL & Oracle & DS

* Oracle Linux * Oracle Enterprise Manager

* Oracle VM * Oracle Fusion Middleware

* Oracle Solaris * Oracle GoldenGate

* Oracle Clusterware * Oracle Audit Vault & Database Firewall
* Oracle Secure Backup * MyOracle Online Support

MySQL Integrates into your Oracle Environment

ORACLE Copyright © 2015 Oracle and/or its affiliates. All rights reserved. |
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MySQL Enterprise Edition & Cluster CGE @ &4

e S 30BEIZA4T7IL
® w2 * Oracle Software Delivery Cloud

AT Ty OtEEE

@+ http://edelivery.oracle.com/

1. OO0 FEHeE0OHLRGR v OFHIBITRICIE. Stz 2 - VAR EEIEGIE .

2. BGA i DETSu kD — LR T T E|TIED ) OLET .

3. FRSMIFOAOBSIT. FOUO—F N—UNRTINE T BRSAEHDLESIT. 10EERL
TIEATIZED ) DL TLFEE

BUGH) T OFEER  MySGL Database ~ 2
FSub T4 —4y Linux x86-64 -~

=1 « BRI ER:
. “‘MySQL Database”

=== RF|FFILEETINTHERBA ==

=T

A orl IS MySQL Cluster 7.2.4 TAR for Generic Linux 2.6 x86 (64bit) V30623-01 301M

] B2 7 —_— 7
AoO—F MySQL Cluster Manager 1.1.4+Cluster for Red Hat and Oracle V30517-01 257M [ J % n n I ) L
Linux 5 x86 (64-bit)

=

B
w

AooO—F MySQL Cluster Manager 1.1.4+Cluster for SUSE Enterprise Linux V30519-01 257M °
1185 ok ttp://dev.mysqgl.com/doc/index-
L L] L]
AoO—F MySQL Cluster Manager 1.1.4+Cluster for SuSE Enterprise Linux WV30518-01 257M
RO enterprise.html
AoO—F MySQL Cluster Manager 1.1.4 for Red Hat and Oracle Linux 5 V30492-01 13M p °
oc foa i

ORACLE

Copyright © 2015 Oracle and/or its affiliates. All rights reserved. |




MySQL Cluster 7.4 GA

ORACLE
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New! MySQL Cluster 7.4

* 200 Million QPS

* 99.999% High Availability

e Transparent cross-shard transactions & joins
e Update-Anywhere Geographic Replication

>

LEARN MORE
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MySQL Cluster 7.4 GA

-
e 200 Million NoSQL

Reads/Sec
e 2.5M SQL Ops/Sec
e 50% Faster Reads
e 40% Faster Mixed

Performance

~

4 )

e Active-Active
Geographic
Redundancy

e Conflict Detection/
Resolution

-
e 5X Faster

Maintenance Ops
e Detailed Reporting

ORACLE

9th April 2015
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MySQL Cluster 7.4 NoSQL Performance
200 Million NoSQL Reads/Second

* Memory optimized tables
— Durable
— Mix with disk-based tables

* Massively concurrent OLTP : /

o 150,000,000
o
[

FlexAsync Reads

* Distributed Joins for analytics

S 100,000,000
-4

* Parallel table scans for non-indexed
searches

50,000,000 -

¢ MYSQL C|USter 7.4 F|€XA5yCh - 2 4 6 8 10 12 14 D:aN::es 20 22 24 26 28 30 32
—200M NoSQL Reads/Second
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MySQL Cluster 7.4 SQL Performance
2.5M SQL Statements/Second

* Memory optimized tables
- DU ra ble 3,000,000

— |\/||X Wlth dlSk'based ta bles 2,500,000 /

* Massively concurrent OLTP /
* Distributed Joins for analytics /

* Parallel table scans for non-indexed - /
searches 0 g

* MySQL Cluster 7.4 DBT2 BM e e e m s
—2.5M SQL Statements/Second
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MySQL Cluster 7.4

Performance Enhancements

Sysbench RO Sysbench R/W
10000 9000
—1

9000 7—4 8000 -

8000 2000
T =
g 7000 £
g v I - g 6000
% 6000 - 2
] g 5000
£ 5000 g =E=74 2 _‘/ e
o o
B S 4000
S 4000 sy 3 E /‘ =" - el 3
g £ 3000
£ 3000 =72 g w70

2000 2000

1000 1000

0 . . . r r r r s 0 r . . T . .
64 128 192 256 320 384 448 512 64 128 192 256 320 384 448 512
Threads Threads

50% Read-Only Increase 40% Read/Write Increase

ORACLE
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Active-Active Geo-Replication

* Asynchronous replication between

MySQL Clusters

* Active-Active
— Update anywhere
— Conflict detection

* Can opt to have conflicts resolved
automatically

— Auto-conflict-resolution

* Conflicting transaction and dependent ones
are rolled-back

* No changes to application schema

I ACLE 9th April 2015 Copyright © 2015 Oracle and/or its affiliates. All rights reservedCopyright 2015, oracle and/or its affiliates. All rights reserved

* Application notified through exception tables
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Handling of Conflicts — Extensions in MySQL Cluster 7.4

* NDBSEPOCH2 and NDB * Rolling back of transactions that
SEPOCH2_TRANS introduced read conflicted data

* Detects conflicting inserts/updates/ ° Improved NDB Exceptions table
deletes/reads format

— Non-PK columns, operation type,

* Entire transactions (and dependent colu
transaction id, before and after values

ones) rolled back
* Online conflict role change
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How to Use Conflict Detection/Resolution

Just record in
exception table

Decide which For each table,
tables need specify what to
protecting | do on conflicts

Rollback the
conflicting row

Application or
DBA acts on
content

Rollback the
conflicting
transaction

ORACI-E 9th April 2015 Copyright © 2015 Oracle and/or its affiliates. All rights reservedColpyright 2015, oracle and/or its affiliates. All rights reserved
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MySQL Cluster 7.4 Restart Improvements

Observability improvements

* Verbose logging
— Task start/completion
— Data volumes
— Parallelism & Wait times

* NDBINFO for recent node restarts
* More documentation of stages

* Goal: Make analysis of a slow restart possible

— Determine cause; Detect patterns; Understand the impact of indexes, local
checkpoints etc.
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Restart Times
What operations benefit?

* Restarting data node with locally checkpointed data

— Major improvement

* Restarting data node which must recover data from peer
— Major improvement
— Further speedups to come in 7.4.X (greater parallelization)

* Upgrade/rolling restarts

— Major improvement

e Cluster shutdown and restart

— Minor improvement
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MySQL Cluster 7.4 — Enhanced memory reporting

*ndbinfo.memory per fragment memory usage information for
each fragment replica, for each table and index

* Allocated memory and how much of that is actually in use.

* Exposes
— Fragmentation of fixed and var-sized fragment pages
— Accurate Data and Index Memory use
— Comparison of Primary and Backup fragment usage
— Partitioning effectiveness

I ACLG 9th April 2015 Copyright © 2015 Oracle and/or its affiliates. All rights reservedCopyright 2015, oracle and/or its affiliates. All rights reserve
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MySQL Cluster 7.4 — Enhanced activity reporting

* ndbinfo.operations per fragment activity counters for each
fragment replica, for each table and index

* PK & scan access — requests, bytes, rows...

* Exposes
— How traffic maps to tables and indices
— Query execution, use of indexes etc.
— LDM and node imbalances
— Hotspots and scan overloads

I ACLG 9th April 2015 Copyright © 2015 Oracle and/or its affiliates. All rights reservedCopyright 2015, oracle and/or its affiliates. All rights reserved



MysQL & GA—kK<y S

ORACLE Copyright © 2015, Oracle and/or its affiliates. All rights reserved.



1995

2000

2005

2010 201

5

() () () () () () () () ()

1.0-3.22 LLHI]

ARL—U TP (ISAM, HEAP)
TILFALYKR
WindowsX%f i /64bit T fits
HARZEXFa—K (SJIS/UlIS)

3.23
MyISAM
InnoDB

LFUr—ay

4.1
Unicodext iy
HJ45T)
CSV, ARCHIVE
ndbcluster

ORACLE

5.1 5.6

TS5 HIT I memcached API
AL—DT oDy UNDOZ 783
T—XTOF% Global Transaction ID

N—T423=27
BRYRTD21—5

4.0

2HRFR/GIS (MyISAM)
87— JLUPDATE/DELETE
A RAATATS)EH—)N

YILFALYRAL—T
72542 ALTER TABLE
rSURIR—5T )L R

5.5

5.7+

INnnoDBMYT Z4JL I
EREBARL Yy — 3>
PERFORMANCE_SCHEMA

5.0

ANT7RTAL D%
ANTRI7UO a0
H—YIL/R)H/E a—
XARS YOI 3
INFORMATION_SCHEMA

HARNETIL A TTF4<AH
OALR LFYsr—iay
TILFY—R LT r—ay
TN—T LF)5r—ay

2 HRFCIKRTRG/GIS (InnoDB)
a5k

T—RT49 3t

NoSQLA T3>

Copyright © 2015 Oracle and/or its affiliates. All rights reserved. |

40



MySQL5.6 TDHEREHL IR
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MySQL 5.7 RC

ORACLE
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MySQL 5.7 Release Candidate Available!

Performance & Scalability Manageability

Performance Schema Improvements
Enhanced InnoDB: fastgr online & bulk MySQL SYS Schema
load operations

Replication Improvements (incl. multi- Improved Security: safer initialization,
source, multi-threaded slaves...) setup & management

2 X Faster than MySQL 5.6

New Optimizer Cost Model: greater user :
control & better query performance JSON Support (now in labs)

And many more new features and enhancements... http://mysglserverteam.com/the-mysgl-5-7-7-release-candidate-is-available/
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MySQL5.7: FHRE &

* InnoDB: FSU T3 IR RE. RTEETE. I0MRED R L

* Replication: ¥ gE& AT AR D A L

* Performance Schema: T4 EEfRETIBEERD 5752 H1E M

* Optimizer: &Y EEHZZEXPLAIN, /N—H, SQLALIE 4 RE

* GIS: InnoDB® spatial 1T v X, Boost.GeometryEDHE S
« €HRFR: InnoDB FTSMD B AREEXTIts. MeCab&n-gram

Available Now! dev.mysgl.com/downloads/mysql/
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MySQL 5.7: Sysbench Benchmark

2x Faster than MySQL 5.6
3x Faster than MySQL 5.5
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MySQL 5.7: Sysbench Read Only (Point Select)

=~

/

/

/ —

=

e

—

AN

0

N\

ORACLE

8

16

32

64 128
Connections

256 512 1,024

Copyright © 2015 Oracle and/or its affiliates. All rights reserved

—MySQL 5.7

=—=MySQL 5.6

—MysQL 5.5

645,000 QPS

Intel(R) Xeon(R) CPU E7-4860 x86_64

4 sockets x 10 cores-HT (80 CPU threads)
2.3 GHz, 512 GB RAM

Oracle Linux 6.5
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MySQL Server — GA
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