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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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MySQL Enterprise Edition : Agenda
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MySQL Enterprise Edition(commercial)

.
s
LA RN -------ll

MySQL En‘t&ﬁrfsﬁtﬂiﬂﬁrﬂﬁd&c&! BHE TR & AL PN EALE Set of advanced features and management tools for MySQL.

+ MySQL Database

+ MySQL Storage Engines (InnoDB, MyISAM, etc.)
+ MySQL Connectors (JDBC, ODBC, .Net, etc.)
+ MySQL Replication

+ MySQL Fabric

+ MySQL Partitioning

+ MySQL Utilities

« MySQL Workbench

+ MySQL Enterprise Backup

+ MySQL Enterprise Monitor

+ MySQL Enterprise HA

+ MySQL Enterprise Scalability

+ MySQL Enterprise Security

+ MySQL Enterprise Audit

Learn More =

Download from Oracle eDelivery »

MySQL Cluster CGE(commercial)

MySQL Cluster is a real-time open source transactional database designed for fast, always-on access to data under high throughput conditions.

-+ MySQL Cluster

« MySQL Cluster Manager

« Plus, everything in MySQL Enterprise Edition
Learn More »

Download from Oracle eDelivery »

MySQL Community Edition(GPL)
Community (GPL) Downloads »

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |
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« MySQL Community Server Standard Edition

« MySQL Cluster (Community Edition) - Enterprise Edition

- MySQL GUIBIEY— )L «MySQL Cluster Carrier Grade Edition
- MySQL3I~ 43 (JDBC, ODBC, etc) -BERATSAtU R (fHIAHH)
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MySQL Editions

Standard Enterprise Cluster
SE EE CGE
WREMLE
MySQL Database v
MySQL Connectors v
MySQL Replication v
MySQL Fablic

MySQL Partitioning

MySQL Utilities

Storage Engine: MyISAM, InnoDB

Storage Engine: NDB (ndbcluster)

MySQL Workbench SE/EE*

MySQL Enterprise Monitor*

MySQL Enterprise Backup*

MySQL Enterprise Security (S} &R EEH 7R—b) *
MySQL Enterprise Audit (7R!) & —~R—X BT B #EHE) *
MySQL Enterprise Encryption (FEXIFREES1L) *
MySQL Enterprise Scalability (ALK T—JL) *
MySQL Enterprise High Availability (HAH7R—k) *
Oracle Enterprise Manager for MySQL*

MySQL Cluster Manager (MySQL Cluster& ¥) *
MySQL Cluster Geo-Replication

ORACLE
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MySQL Editions
Standard Enterprise Cluster

SE EE CGE

Oracle Premium Support

24F%F 81365 H Y 7Rh— k v v v
14 T FEEFIR v v v
A l/J IOR—R (4 (4 (4
INTEE&/ Ny FIRH v v v
AVHILT A VT HHR—F v v v
A2V IE G EDENEREL

Oracle Linux (4 (V4 (4
Oracle VM (4 (V4 (4
Oracle Solaris (4 (V4 (4
Oracle Enterprise Manager v v
Oracle GoldenGate (4 v
Oracle Data Integrator v v
Oracle Fusion Middleware (4 v
Oracle Secure Backup v v
Oracle Audit Vault and Database Firewall (4 v

KEBTDFEERIE . MySaL EditionsD YA FESBT I,

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |
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MySQL Enterprise Edition'E Y — )L L6 sR 14 5L =

MySQL Enterprise Edition

MySQL Enterprise Monitor B —/\O—FEHE HST)MHEENHT

MySQL Enterprise Backup BIRGATAINYITIT  RAVRA B L) HN)

MySQL Enterprise Scalability Thread Pool 754 (12 &L B REVLEIRIE DA £
TP ——— o ovtndows i et AR W
MySQL Enterprise Audit IA—HNEDEE. Oracle DBERILY—IL TE A BE .
E MVSQL Enterprise Encryption EXIFREE S L (A FHERE =) DRFIZERET M

OraCle Enterprise Manager for MySQL  Oracle Enterprise Managerh SMySQLE & & B A BE

Oracle Premier Support 24x7, AV T NMEHIR . 2V Y LT T HiR—

ORACLE
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1. MySQL Enterprise Monitor

/ ﬁjT—V‘/Z& |:|J )

\Xa

- DEIFR

FIRED HAHSQLIX D IR 4EN

FARIES

WERETI=2H

V78R

W7 —xT73

By

RS —R—ZADERE
- I—V xRN EARE
* MySQLEE#R% 1053 LLIN THAfE A e

S M : MySQl Enterprise Monitor

ORACLE

Current

PPOo@eOB®®

B> e

o€

Statements /

e =9 =
PRV TEs—— h——_ o — —
€ & e mpab i o - 2w B
ORACLE MySQL Enterprise Monitor Wt & manager ¢ ©
[GRm=. bwns  QuayAcslyie  Rapons & Gaghe=  Contguntun Rebwsn o -
oy Ooarstons P Reghcsin
Datatse sessncs Currees Problom WySQL Iostancos -
Dussbore Avaliobitng -
Doy 00% Statun Emergancy Critieal Warning
Week 100% == ™ 0 . 1%
Month  100% n [ a 3 "
Camnactions - A1 MySOL nwascos
A NN e
R S e e e St | ok cohomen
s W Sonn [ Criai Warmng
L RSt . mytat beadaman w L) ' 1
Database Activity - All My50L tns Bhesing 1 16 1 of 1amtries
Emecgency & Crical Evorns -
Shew A7 umees Shaw (e cotsmm
S Topie T =
® St ¢ ® e @ pcate @ Restace 1) @ Deen B yten ocaidoman, | (devimagps  Fllesystom | (\Sevimappecivy ... Sbout 3 mnute 390 x
- - B royist locaidaman, mylss bcaid oot Account Without Password 4 smdas ago *
Quary Rusponse Time ndex ® Iy SocaSs AN, e DCad Rt Account Without Password £ sl o x
& a0 cFdImIn mytan oca Root Account Without Passwont £ munutes 330 =
® oy bocadaman, myiaslocsd  Server Hes Accouns Withow ... mimes aga =
[ = vt cadiman eyt bocsd Server Has Anonymous Accou... 9 mites sgo x
e = oytan cadaman, myian kol Sarver Was Accounts VAo ... & minutes 90 x
= mytens ocadaman, wyias ocwd - Sarver Hes Anommous Accou... 1 mimdns agn x®
B s Jocademan =yt s Server Has Accounts Withowt ... & sndes sgo x
& ot locaidsman, sylad o od Server Hes Anonymons Accou... 3 mnutes ago x
e ol locadaman. mytas e Slave Too Far tehind Master 2 mnetns 330 x
Sheesng 110 11 of 11 antins
Database Activity - All MySQL Instances
Copyright © 2005, 2013 Oracke andiar 45 afiies Al rghts resenes. _ 1 how, 24 miniens 30] - Abowt

18:12 |

B select (SUM) @ Insert (SUM)

Subject
in, mylab.|

IH

mylab.| Id in:3306

mylab_localdomain, mylab.localdomain:3306
mylab_localdomain, mylab_localdomain-3306
mylab_localdomain, mylab_localdomain:3306
mylab.localdomain, mylab.localdomain:3306
mylab.localdomain, mylab.localdomain:3306
mylab.localdomain, mylab.localdomain:3306

mylab.localdomain, mylab.localdomain:3306

m|1s:17—

B Update (SUM)

Topic

Root Account Without Password

Server Has Accounts Without A Password
Average Statement Execution Time Excess...
SQL Statement Generates Errors or Warnings
Server Has Anonymous Accounts

MySQL Instance Is Experiencing A Query P...
InnoDB Log Buffer Flushed To Disk After Ea...
User Has Rights To Database That Does Not...

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |
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Enterprise Monitor Dashboard

« H—ERLARNILDE=ZRYG
e P IAALLINTA—T U RESLH
» BELBEMIZEKSIERLEX IS

« RANTSUTARTRINAH—
« ZEMySQL Y—/N\ZEHENICEHE

Database Statistics

Database Availability
Day 100%

Week 100% .
Month  100% |

ORACLE

VIR | Ovemien MysQL Enterpee Dustibomd |4 | ————— e — — =
€ B Mepu k184 Meriten st . " ] S
ORACLE" MySQL Enterprise Monitor W N & manage - ©
[Oadiamiz> | Everts  Quey Analyzer  Reports & Graghs~  Cordguition~ Ratrash o -
Group Overviuwe. | Producten Repication
Dotabase Statistics “  Cumwat Problem MySQL nstances -

Databaso Availoblliey
Day 100%

I Sinkin T Crteai Waning
wook 100% = o s o . I
Momth  100% n up 3 1

g (SUM
Emergency & Critical Events. -
Show ! AT aeniien Stow { hide columine
Subject Topic Tune ¢ Actions
1\

Showang 1 1o 2 of 2 entites

0
\ Cusrent Problem Hosts -

o Status = Emargency Critieat ? Waming
mytab locaidomain w 0 1 1

Showing 110 10f 1 entrien

ion
- ] @ ] .o o @ mylab locsidoman. | (dewmagpe  Fllesystem / (idevimapperivg_..  about 3 minute ago x
- @ Root Password 4 minutes ago x
Query Rasponse 1 ™ & mytab locaidomain, myladlocakd ~ Root Account Without Password 4 minutés ago x
@ mytab locadomain mylad locass Root Account Without Passwoed 4 minulas 490 x
® Suevne Has A Wighout ... % minutes #go x
@ mysb locadomain. mylss locskd  Server Has Anonymous Accou... 9 mmutes 390 x
8 & mytab locaidomain, mylsblocaid  Servr Has Accounts Without .. 4 minutes ago x
() mytab locaidomain Server Has A 9 minates ago x
@ Inyad locadomain. mylsd locakd Sarvor Has Accounts Without ... 4 minilas ago x
0] I Suever H Accou... 5 minutes ago x
@ mykab ocaidomam. mylss focukd Stave Too Far Bohind Mastee 2 mutes ago x
Showing 110 11 of 11 emries
Copyright © 2005, 2013, Oracle wndice ax wfisatan. All ighes repermd 310.0.2685 - mylab locadomain (122 168 1 10) - Aug 27, 2013 1136.01 am (Up Sce 1 hout, 24 minues 890) - About
e

"The MySQL Enterprise Monitor is an absolute
must for any DBA who takes his work seriously.”

- Adrian Baumann, System Specialist
Federal Office of Information Technology &
Telecommunications

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. | 13




Enterprise Query Analyzer

Browse Queries || Show / hide
I I £> EF l Database Activity - Database Activity - All MySQL Instances (Aggregate) -
. I ) Zoom: 1h 2h 4h 6h 12h 1d 2d
Database Activity - All MySQL Instances
0 - 5
s INA—NY 2 ADn
@ Select (SUM) @ Insert (SUM) @ Update (SUM) @ Replace (SUM) @ Delete (SUM) @8 Call (SUM)
¢ | @ ; :% L \ ,; I IJ @ ## E Shaw| 25 v Jentries | Export data options... d Showing 1 to 25 of 469 entries
: ; ’\ >
Counts Latency (hh:mm:ss.ms) Roy
Query ¢  Database ¢ /& ¢ QRTi
Exec ~ Emr ¢ Warmn < Total & Max ¢ Avg ¢ Avg History Total <+
=~ SELECT ¢ FROM sbtest! WHERE id = 7 (1) test 19,991 0 0 100 @ 2974 0798  0.000 19,991
. I IJ — R %H m EE =~ COMMIT (1) mem 9,289 L] 0 100 @ 8.153 0154 0.001 . 0
ﬁ 'i‘ I:l | I:I | I:IlL:\ = = INSERT INTO sbtest1 {i...c , pad ) VALUES ..} (1} test 2,000 0 0 100 @ 019 0002 0000 2,000
=~ commiT (1) test 2,000 0 0 100 @ 145388 0307 00583 et 0
. ° . =~ UPDATE sbtest1 SET ¢ = ? WHERE id = ? (1) test 2,000 0 0 100 @ 0939  0.148  0.000 2,000
o Qu e r Re S O n S e I I m e I n d eX QR I I =~ SELECT DISTINCTROW c FR_? AND ? + ? ORDER BY ¢ (1)  test 2,000 0 0 100 @ 1199 0764 0001 200,000
=~ SELECT c FROM sbtest1 W._? AND ? + ? ORDER BY c (1)  test 2,000 0 0 10 @ 0668 0809  0.000 . 200000
=~ DELETE FROM sbtest! WHERE id = ? (1) test 2,000 0 0 10 @ 0950 0218 0000 0 2,000
» 5
I I > /{ e =~ SELECT SUM (K )FROMs.id BETWEEN ? AND 2 + 2 (1) test 1,999 0 0 100 @ 0470 0797 0000 1,999
— — — -
E ) [ = ~ SELECT ¢ FROM sbtest1 W._.id BETWEEN ? AND ? + 7 (1) test 1,999 0 0 100 @ 0526 0798 0000 199,800

I\ N N
o -Ij- /\ M /r'/xg'/x O) -Ij- t x l/ )l/ “With the MySQL Query Analyzer, we were able to identify
o 7 T |) —) \°7 7.|__7 > Z *E 1;;1.-; and analyze problematic SQL code, and triple our database

performance. More importantly, we were able to
accomplish this in three days, rather than taking weeks.”

Keith Souhrada
Software Development Engineer
Big Fish Games

ORACLE
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Enterprise Replication Monitor

O ~ O LSRN . .
° I/ 7 |} /7'—~/3 Ny I\,-I_\ 1 ) — 0) E}J 1@ %u "I use the MySQL Enterprise Monitor
every day to monitor and keep tabs on
S 0 N Be * our MySQL databases. Quick one stop
. —— — — - . . V4
2 xg /Z l/ 7 0) / \7 j_ 2 -/ZJII:L E shopping for keeping tabs on them.
O ~ > O > i (o]
c LIV T—23 T hNAY—IZKD5TR—b Wes Homer
Sr System and Network Administrator
y > . N y — — | = [ . e e
c LIV —2a  DAANT SV T4 RERRT % InsideView
Replication Monitoring
Threads Binary Logs Master Position Log Space
 Servers Type Time Behind th 9
10 SQL Current File Position Binary Log Position Binary Logs Relay Logs
[=] = * Replication 1 (4) MIXED
& mylab localdomain:3306 master/slave v v 00:00-00 mylab-bin.000001 791 mylab-bin.000001 ™ 1B 11KB
& mylab localdomain:3307 master/slave 00:00-00 mylab-bin.000001 791 mylab-bin.000001 ™ THB 1.1KB
% mylab localdomain:3308 master/slave 00:00-00 mylab-bin.000001 966 mylab-bin.000001 791 096KB 11KB
& MLORD-RC:3306 slave 00:00:00 mylab-bin 000001 986 1.29KB

ORACLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |
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Best Practice Advisors

* MySQLRN AR T S59 T4 A% )
147 RINA Y DATT)—

1] e

250\ EDY T FZRINAHFHTT)—

EEA—ADELFEE

— BT
—~ EHEEDEA
CIRBERRDT /N A A% I

K4

— HRBALRADYTEDERL. BB, /N\—2a=2 %,

BE(CHMDEFREZEEHE,

— T—AR—REBELTTIIFER T A4 RE®

Fa—Z2TFFEETRINAX,

ORACLE

Advisors

¥ Edit Selected Advisors & Disable Selected Advisors ‘% Create Advisor

Administration
Agent
Availability
Backup

Cluster

Graphing
Memory Usage
Monitoring and Support Services
Operating System
Performance
Query Analysis
Replication
Schema

Security

Configured: 26 of 26
Configured: 3 of 3
Configured: 6 of 6
Configured: 5 of 5
Configured: 10 of 10
Configured: 87 of &7
Configured: 6 of b
Configured: 5 of 5
Configured: 5 of 5
Configured: 23 of 23
Configured: 4 of 4
Configured: 13 of 13
Configured: 17 of 17
Configured: 26 of 26

'@ Import/Export

"I definitely recommend the MySQL Enterprise
Monitor to DBAs who don't have a ton of MySQL
experience. It makes monitoring MySQL security,
performance and availability very easy to
understand and to act on.”

Sandi Barr

Sr. Software Engineer Schneider

Schneider Electric

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |
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MySQL Enterprise Monitor + Backup
c INVITITRHEBRDE=RT

s INYITITINTA—IVADEZRYLG

s BRIV T VTS EHEREICT HE M ATEE

ORACLE MySQL Enterprise Monitor

Dashboards = Events Query Analyzer Reports & Graphs ™ ‘ Configuration™

Advisors

@ Edit Selected Advisors & Disable Selected Advisors '4a Create Advisor @ Import/Export

Administration Configured: 26 of 26

Agent Configured: 3 of 3

Availability Configured: 6 of &

Backup Configured: 5 of 5

Ol item Info Coverage Schedule Event Handling

] = =~ MySQL Enterprise Backup Failed 100% (1/1) B 5m & o VI @ "FAILURE"
] = =~ MySQL Enterprise Backup Succeeded 100% (1/1) £ 5m & 1 o &g i "SUCCESS"
] B = Last Full MySQL Enterprise Backup Too Old 100% (1/1) (£ Bh & 1 0 &g a7

[ = ~ Incremental MySQL Enterprise Backups Mot Enabled 100% (1/1) (5 Bh 6 1 0 &g @0

O] = ~ MySQL Enterprise Backup Lock Time Excessive 100% (1/1) £ 5m (% 0 &g o 10 1 60

ORACLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. | 17




MySQL Enterprise Backup
Bk, FSAUNvITvT & UHINY

INNoDBDA 542 1\v 7T J—)L
)L, 5. Ba /v T v (EHaRIEE)
AR BZAL L, IV, B F3NY)

TILFALYKIZ LB

=51k — AES 256

ORACLE

VA A PL UV VAULIE:

DIORR—D EDEEDEHE(S3, etc.)

NAF)agEEPIL—aT DINvIT7vT
Oracle Secure Backup& M E £
TILFIT YR TA—L%tI (Windows, Linux, Unix)

1l

Minutes

Minutes

300
250
200

100

50

1,200
1,000
800 -
600 -

400

200 -

Backup: 73 GB Database

4h 17 mins

49x

[\ [o]{]
Performa
nce

5.25 mins

mysqldump MySQL Enterprise Backup

Restore: 73 GB Database

18h 45 mins

14 mins

mysqldump MySQL Enterprise Backup

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |



Navigator -1 i minisiraton - Server Sistis. < [ NEANRO)

MANAGEMENT

SR - e\ Y
M yS QL Wor kbench 6.2 B e

MySQL Workbench (X, T—3RX—X7—* Tk, FAFE. DBA T O N mm——

i o
& Data Bxport Sodkets HysQL Running 25%

MySQL.
[_\ NN N L4 Port 3306
DI=-HD Eva 7)Y —)LT -
- vl 3 o T e Commerc _

Compiled For: ‘Win64 (x86_64)
0 startup / Shutdoun

I‘b

Key Efficiency

rafic
Server Logs
. 2 o 0 21.80 KB/s 76.6%
\ g pians Fle Available Server Features
' \ MySQL ENTERPRISE Performance Schema: @ on SSL Availabiity: D off
l J @ muditnspectar Thread Fool 2 s Windows Authentication: ) Off
.t Online Backup Memcached Plugin: : nfa Passuord Validation: : nja Queries per Second 100D Buffer Usage
£ Backup Recovery Semisync Replication Plugin nfa Audt Log: na 983 3.7%
\Y 3 SCHEMAS LR
L] N ‘ Server Di i
¥ Q [Fiter objects L
— —  r N N Base Directory: C:\Program Files\MySQL\MySQL Server 5.6\ E
' ‘ > information_schema & Data Directory: C:\ProgramData \MySQL\MySQL Server 5.6\data\
5 » o mysal N o nnoDB Reads per Second 0D Wrtes per Second
» | performance_schema D 150.00 GB of
» 3 sakila Plugins Directory; VSQL\MYSQL i 0 989
e “Tmp Directory: =
v B Tables ErrorLog: @ on \MFRANK-US.err
:g E‘::M . cenerdlon: o of ]
A Slow Query Log: o of 1
Information o 1
Table: city - - - Slave
Columns: . -
™ int(11) AT PK ‘this server is not a slave in a replication setup
Name char(35)
CountryCode  char(3) et
o \\ District char(20) o Authentication
O ~ — pmdsien Wl T s pmmadanetsien  wats bevaem |
/ \ — : ? , — : ? , \ — bjertinfe (i SHA236 password pubickey:  public_key.pem .
Executing Query: 8
S ——— - ——— -
\ 7
EER Disgram
. .
File Edit View Arrange Model Database Tools Scripting Help DR
Isua X a I n g@ﬁhd 2 D .
Bird's Eye - Disgram
Zoom: 5% v @ Q@ @ i
: AT
| O
- i
N n - [Ee——r———
| g & sore s TONDIT
nf T i
L ] . sl
B B —
[ | o) R
 active SOOLEAN 9 rentat_duralion TIN. Jamgusgeg T,
W EAp——N st .
i aprste TIVEST engin SMaLLINT |
N LS B sakia .= roplacant st 0. BRI —
Q ‘ @ [ Tables i 2 more
[ actor s s T
j address e E ' jin_te
.| category s PrRmARY |i0x_fi Janguage_id.
ﬂ gory B s s o
rasa oy
¥ i Y
L | AFT UPDATE upd_fim
— P ——.
— 1 ] film_category » . [sormrsm e AT 05TE e
I rventory » L
I T i
Caislog Lavers UserTypes D% s
Properties Editor
H e \ﬁ
Name Value P p—
— color [ ErT=n e,
) ) expanded Tue o
height 258 o mrem s
indicesExpanded  False > ot e
N . Ieft £ o
—_— ockec alse. Rz i _in_stock.
> N — — = locked . - o
. R = manualSizing  True: R i e in s
n name staff - rental g INT
- 1 ) J J Al cummarzsbisolay 1 - ey
top oy R—

* emtame_a AL
O rtrn_osa 0aTE

triggersExpanded False

MySQL Enterprise Backup GUI, MySQL Enterprise Audit GUI

Description ~ Froperties

Ready

ORACLE
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MySQL Workbench EE

T—RAR—RAIATL—3>
— From Microsoft SQL Server,
PostgreSQL, Sybase ASE, Sybase SQL

Anywhere, SQLite, Microsoft Access,

and more

BATO TN EE
#%1T7CDB &2 1TITDBMIETE
AT DIBIT
T—3IA4TL—3ay
MySQL/N—ar Py T L—k

ORACLE

LL]

OVERVIEW

Cverview

SOURCE & TARGET
Source Selection
Target Selection
Fetch Schemata List
Schemata Selection

Reverse Engineer Source

OBJECT MIGRATION

Migration
Manual Editing

Target Creation Options

Create Schemata

Create Target Results

DATA MIGRATION
Data Transfer Setup
Bulk Data Transfer

REPORT
Migration Report

New! Database Migration Wizard
for SQL Server, Sybase, SQLite, SQL Anywhere & PostgreSQL

e Tools Scripting Help

‘fou may select the objects to be migrated in the lists below,
All tables will be migrated by default.

"= [ Migrate Table objects
- 11 total, 9 selected

|Fi|her objects (wildcards chars *and ? are allowed)

Available Objects

| pubs.roysc...
| pubs titles

Objects to Migrate
| pubs.authors
| pubs.diso...
| pubs.emplo...
| pubs.jobs
| pubs.pub_i...
| pubs.publis...
| pubs.sales
| pubs.stores
| pubs.titleau...

= [+] Migrate View objects
S 6 total, 6 selected

["] Migrate Routine ohjects
%8 4total, 0 selected

| < Back | |Next> | |Cancel |

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. | 20



MySQL Workbench EE + Audit

cBEBEANVIANRREDORS

File Edt ‘View fQuery DOolobose Server  Tools

[Z7 9t XA RE
-4%?V7Z€ﬂ_

O OREZEHAIEE
AREAT
A—HF=T7hovk

L7-E&

H{~TEnpE

THXFANIYTF

ORACLE

Mavigakar
MANAGEMENT
& server status
5 ciient Connectians
0 users and Privilegas
L status and System Variakles
Dala Exgoit
X Data Import/Restare

IMSTANCE

B startup / shutdawn

£y serverLogs

A optians File
PERFORMANCE

£ pashboard

& Performance Reparts

&% Performance Schema Setup
MyS0L EMTERPRISE

& Audit Inspector

&5 Online Backup
£y Backup Recovery

Manzgement

Informaticn

Object Info WG

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |

al& 6 HelF&E s @ e

SQLFile1 Administration - Sudit Inspectar =

Shaw all events

 pontaining nfo text:

Record ID

B563_2014-01-08T16:20:05
B562_201+01-08T16:20:05
B561_2014-01-08T16:20:05
B560_201401-08T16:20:05
B5559_2014-01-08T16:20:05
B858_2014-01-08T15:20:05
B557_2014-01-08T16:20:05
B558_2014-01-08T15:20:05
6555_2014-01-08T15:20:05
B354_2014-01-08T15:20:05
6553_2014-01-08T15:20:05
B352_2014-01-08T15:20:05
6351_2014-01-08T16:20:05
8350_2014-01-08TL5:20:05
B549_2014-01-08T15:20:05
8348 _2014-01-08TL5:20:05
8347 _2014-01-08TL5:20:05
B34 _2014-01-08TE5:20:05
B345_2014-01-08TL5:20:05
8544 _2014-01-08TE5:20:05
B343_2014-01-08TE5:20:05
8542 _Z014-01-08TL5:20:05
BE41_2014-01-08TE5:20:05
B540_Z014-01-08TES:20:05
B239_2014-01-08TES:20:05
88338 _2014-01-08TE5:20:05
B237 2014-01-08TES:20:05

Timestamp

2015-01-08 20:40:22 U €
2015-01-08 20:40:18 U €
2014-01-08 20:40:15 U €
201%-01-08 20:40:12 U €
2014-01-08 20:40:09 U €
2014-01-08 20=40:05 U €
2014-01-08 20:40:02 U €
2014-01-08 20:39:59 U €
2014-01-08 20:39:56 U €
2014-01-08 20:39:52 U €
2014%-01-08 20:39:43 U €
20140108 20:39:5 U €
201%-01-05 20:39:42 U €
2014-01-08 20:39:39 0 €
2014-01-05 20:39:37 U C
2014-01-08 30:39:37 U C
2014-p1-D8 20:39:35 U €
2014-01-D8 20:39:33 U C
2014-p1-D8 20:39:23 U C
2014-01-08 20:39:25 U C
2014-01-08 20:39:23 U C
2014-01-D3 20:39:13 U C
2014-01-D8 20:39:15 U C
2014-D1-D8 20:39:153U C
2012-D1-D8 20:39:10U C
201%-01-08 20:39:05 U C
2012-D1-D8 20:39:02 U C

Trpe

Query
Query
Query
Query
Query
Query
Query
Query
Query
Query
Query
Query
Query
Query
Fing

Fing

Query
Query
Query
Query
Query
Query
Query
Query
Query
Query
Query

:

A PS BS PSR P RS RS R RS R L o R BRI B RO BRI BRI R BRI R R R B RS

Shoreng records O to 10000 from 10485 total matched entries from cache

< Previous Page |

hestPage> |

Lizap

roatiroct] Elo..
roatiroct] Ela. ..
roatiroct] Elo..
rootirect] @lo...
roatiroct] Elo..
rootrgot] @lo..
roatiroct] Elo..
roatiroot] &lo._.
rooiroct] Elo...
roatiroot] &la..
rooiroct] Elo...
roatiroot] Ela...
roatiroct] Ela...
roatiroot] Bla...
roatiroot] la...
roatiroot] Ela...
roatiroot] Bla..
roatinoot] 2la...
rootjroot] @lo...
roatiroot] @la...
roatineot] @lo._.
roatfrect] Elo...
roatireot] @lo._.
roatfreot] @lo...
roatirect] @lo...
roatjrect] @la...
roatirect]®la...

Hest/IP

127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
137.0.0.1
127.0.0.1
137.0.0.1

Stats  Command Jazs  Info

shaw_status
shaw_status
shaw_status
shaw_status
shaw_status
shaow_status
shaw_status
shaw_status
show_status
shaw_status
show_status
shaw_status
shaw_status
shaw_status

shaw_status
shaw_status
shaw_status
shaw_status
shaw_status
shaow_status
shaw_status
shaw_status
shaw_status
shaw_status
shaw status

00 90 9 0000000000000 09000000000

The currently audit_log policy is set o log all events,

show glabal status
show glabal status
show glabal status
show glabal status
show global status
show glabal status
show global status
show glabal status
show global status
show glabal status
show global status
show global status
show global status
show global status

show glabal status
show global status
show global status
show glabal status
show glabal status
show glabal status
show glabal status
show glabal status
show glabal status
show glabal status
show olabal status

| Delete Cache | | Add Files to Cache..,

|
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MySQL Workbench EE + Backup

c INVITYITOTTDIEREE
HIRINVIOTITS
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37 DER

BNE\NvO 7T O3 THER
BEH/\VITVITTITAETADHER
—3D)AT

—JLEE

ﬂr.hsmwmm
& Loealhear x

File Edit ‘View GQuery Datase

£18 658 EEEE -
g i

MANAGEMENT
O Server Status
L client Connedtions
AL Usess and Priviieges
B matiss and Spstem Varables

Server Teols Seripieg  Help

Wy SGL Enierprise Backup - v x0

HySOL Ensemnse
MySQL Enterprise Backup

&, Data Expost Hackugp Jnhqmnﬁgured fior thes MySOL Instance Badiup Job Detaks
= o
L Dats ImportReitare Bachuo Job Latest Bodop  MextFud Badap et e, Backum Confipration Sists
Full (full data) in the last boer 2004-01-05 17:24:00  mot schaduled -] Target Heatt PHILIP-LS:3306
PERFORMARNCE Backupsing [l data) inthe lase ker Aot schesaled J014-01.09 180000 @ MIE varsor: LB
& Dmknboard Testisgworld (pams... inthelsst boer  not schedaled rot soheduled -] MySOL DAk Drectsryr  C\Programbats HySQOL\MySOL Server 5.6|data),
ﬁ Perdarmance RBepaits Slarage Dreciory: 2y SO Ra clugitianse {Full
&% Instrumertstion 21200 GU-of $26.00 Gl available
Latest Full Eaciag: 2014-00-09 1711138
INSTARCE £} Labist [, Backug:  Hever
B startup / Shutdawn Hext Ful Badap: 2014-00-08 1524500
B Servertog Hext Incr. Bacag: Hat scheduled
f’ Options File : L
MySGL ENTERPRISE Kewloh | | Configure Joh Exacute Mow Exerute Mow (nemental)y |
B medi Ingpecies X ’/"
gy Oetiet Backup Only displayed when 8 backup job
e —— | © 2 24 bacp ooerston s n progress For profe Pl | Vem Log, | is currently being execuled Immedialely exscule a
backup jab
Menagemest
IR’M”E ,q,_-ﬁ,,.w| 4 Recent MEB aciivity
ji ctid Jeb Type Format Stang Start Time Endl Time: Total Time -
Ful FULL DRECTORY © SUCCESS 20140008 LFiLmS2 2014-11-08 EF11L Imin 255 ]
Ful FuLL DIRECTORY © SUCCESS  2014-01-09 170545 20140108 17103 Imn 233
Testisgitard INCREMENTAL  DIRECTORY S SUCCESS 2084010 (7:08:55 2014-01-09 £7:08:12 565
Testizgivond FARTIAL DRECTORY © SUCCESS  J014-1L-08 L7IDE:06 2014-11-08 L7102 22
Ful FULL DIRECTORY O SUCCESS  2014-01-08 L70FES 2013-11-08 EFi07:54 s
Backupging TWCREMENTAL DIRECTORY © SUCCESS  J034-01-0% i7bil: 20140108 170021 20y
backupsine FULL DRECTORY @ SUCCESS  203hOL.0% L6:25:12 2014-01-05 LE:2EAT 355 =
= — E—
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MySQL Enterprise Scalability : Thread Pool

Provides 60x better scalability

o A—YERHBOEMICHIEL,
MySQL 5.6 Sysbench OLTP Read/Write INTA—T U RERT—SE T 4% M1
12000

10000

8000

6000

4000

Transactions Per Second

2000

1 4 16 32 64 128 256 512 1024 2048 4096 8192

Simultaneous Database Connections
ORACLE

ZHM: MySQL Enterprise Scalability
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MySQL Enterprise Scalability : Thread Pool

- R

,—..__,/ Thread Pool Connection Execution Threads

% Thread Group 1 Thread Group 1 ,
Threads 1 - 4096
_ Thread Group 2 Thread Group 2
“ Threads 4097 - 8193
Thread Group N | Thread Group N |
REHSLT Uk Threads 8194 - N

s ALYKR T I —T#EFHRTFgE(T I/ = 16)
— B RALYRS IL—TF X K4096 B F HAT L R L YR EHR—

* VUK AEVICE O THREHREAL YR - T IL—TIZEIYET
« ALYRIFEBEMATESNAT— AV 2 —IZEBASNS
—H—N\DAEFOEFIEMNICHE LR —SE ) T &R

ORACLE
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MySQL Enterprise Support

« MADMYSQLD I =TT B LXUVHR— A

» MySQLBARF—LIZXKBYR—

« 9EETHRISADYR—FEIE#

c AVTFURN)=R INTEIE, 1\vF ., TYTT—rDiZ
» 24F%[EIx365 A HAR—

MR AT ®
« MySQL OV ILTAU T ~HR—

Get immediate help for any MySQL
issue, plus expert advice

ORACLE



MySQL Consultative Support

Make the Most of your Deployments

e JE—F- ST ILSa—Ta2T
- LIT)r—3v-LEa—

c IN—T 1A=V LEa—

c Ax—7-LEa—

« P)IV)—-LEa1— 9

o

c INDA—IVARFa—=2%

e ...and more

ORACLE

&

M. mysaL AV Y ILTa2 T HR—bk
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MySQL & 5L 8 G & DBIEREL

* Oracle Linux * Oracle Enterprise Manager

* Oracle VM * Oracle Fusion Middleware

* Oracle Solaris * Oracle GoldenGate

* Oracle Clusterware * Oracle Audit Vault & Database Firewall
* Oracle Secure Backup  MyOracle Online Support

MySQL Integrates into your Oracle Environment

ORACLE



Oracle Enterprise Manager for MySQL

WebB LU IFIRRIGASINEGZE—DH Y 1 R—FTEE

s HET70% DA T ILT—RAR—RDE BRI MySQLE  FE

—~WebX®HRALTI)r—ay SV AT L A RAHT T ) r—ay
—EHELTEENSH OB EE

1
00 am 0 27, 655000 am Aug 27, 720400 am
" i
— P
S
5:00 am g 27, 6:48:00 am Aug 2, 7-00:00 am
N
®
- T .
s ST e e —— o o
Manitered By emcr example.com: 3872 20000 (%)
ool (153%)
o ool %)
aug hag 27, 6:47:00 53:00 am
ENTERPRISE MANAGER i ——
= Torget [Local target and et targets. e * Cotegry [ v 19019 18]
MMMMM Trget Sever

ORACLE
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Oracle Enterprise Manager for MySQLi#f 2

HRE M=

A AEOE=2)2T Al AMEEREBEICKSHSLAEHE

INDH—IXVAREZZYDY INTDA—R U RIEIEEKPIT

BMEDE=SRIDYT BRREEA T AV NETREREEE

T I—hEEA SMTP, SNMP, 0S ATk, R91)Tk
ETOFERATEEGRAN)vIZINE 500Ul L DIEEZEZINE

LR—k BRGNS STEET/INTH—I U ALR—k

MySQL® B B4 594 E)E—FEREZYR—L9 580, & —/N\—~D

Oracle Management Agent DA A—JLIZFE

ZM: Oracle Enterprise Manager for MySQL ORACLE’

ORACLE

ENTERPRISE MANAGER
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MySQL Performance Monitoring

Enterprise ~ (0 Targets avorites ~ @ Hist h Target Na -
4 etools-jira:33309%#1 @ [ emec mxample.com
B MysQL Database Page Refreshed Sep 17, 2014 8:34:16 PM CEST

Avallabllity History (Last 7 Days)

100.0% MySQL Performance Report

_ — - 1000

e Enterprise Manager Cloud Control 12¢ Setup v | o SYSMAN ~
% Enterprice = T - Favorites « History =
Sep 10, 2014 8:34 pm CEST Sep 17, 2014 8:34 pm CEST «& Enterprise ~ Q) Targets ~ o B © Heary
- 1 etools-jira:33300#1 @ [ emcc.example.com
e B MysQL Catabase + Page Refreched Sep 17, 2014 8:30:47 PM CEST ()
Hest tyra1
Version  5.5.14-log Efficiency Queries In Cache . I I . .
. o o Metrics & Collection Settings
UNIX Socket  femg/mysql-5.5.500k B « ) pLOBC o) |
) 2000 Sep 17, 5:0122pm _ _Sep 17, 5:16:24pm | 1400 | —
Base Directory fexpor ysd 55 h‘ Ph—, PP i 56 |
Data Directory  fexport) ysal 5/ 1000 b ‘t = N—y’ T e 800 | Enterprise Manager Cioud Control 12¢ Setup + | 14 SYSMAN -
§ o | b - 2ol AT W, |
Temp Directory ftmp . " . .
UpSie S 16, 2014 1021 pm CEST Sep 16, 11:00:00 pm Sep 17, 5:00:00 am Sep 17, 11:00:00 am Sep 17, 5:00:00 pm 0 | € Enterprise ~ () Targets ~ iy Favorites » @ History
Manitored By emecexample,com:3872 = Hits (Dekta) = Inserts (Deka) Sep 16, 11:00:00 pm Sep| G etools-jira:33309#1 @ 3 emce.example.com
o= Not Cached (Delta) B Mysa. Datetase -
Last Week  Last Month Last ek LastMont| sl patabase: etools-irai 3330881 > Mo ectic
Metric and Collection Settings
Incidents and Problems Free Memory (MB) Average Free Block 5| Cancal E
8
* Terget [ Local target and related targets (]| * Catesery [ vl o0 | Metries  Other Collected Trems
3 |
Sy L 5000 i View | Metrics with thresholds ¢
The value for select_delta ks 1179 staten = + 3000 |
I Expand All | Collapss Al
2 1000 | Metric Comparison Operator | Warning Threshold | Critical Threshald | Corrective Actions Collection Schedule e |
Se0 16, 11:00:00 pm Sep 17, 5:00:00 am Sep 17, 11:00:00 am Sap 17, 5:00:00 pm Se 16, 11:00:00 pm Sep V etpols-jira:333098 1
= Free Memory (MB) 7 Connection Activity Every 5 Minutes
Lsst Wesk  Last Month Last Week  Last Month Aborted Clients (Deltz) > 10 50 None 4
Low Memory Prunes Fragmentation Aborted Connects (Delta) = ! = Mane /
400 0 | /DML Statement Activity Every § Minutas
300 500 | Select (Delta) > 300 500 None ya
200 300 I 7 Query Cache Activi Every § Minutes
100 |
° 100 | Lowmern Prunes (Delta) - 1200 None /
520 16, 11:00:00 pm Sep 17, 5:00:00 am Sep 17, 11:00:00 am Seo 17, 5:00:00 pm Se0 16, 11:00:00 om Sep 7 Replication Siave Activity Every 5 Minutes
== Lowmem Prunes (Delta) & Behind M: . 60 500 None /
Lost Week  Last Month LastWeek  Last Month 7 Respanse Every 1 Minute
Status {upfdown) < Down  None /
(¥ TIP Empty Thresholds wil disable alerts for that metric,
Related Links
Advanced Threshold Management Past Apply Operations Pending Apply Operations
Canesl| OK|
7] e T El L i 1) (2T A S
[::T] p « MySQL Enterprise Manager - RIEET9 ,
Oracle Ent ise M for MySQL

ORACLE’
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BRI SATPOR

EISITSATPIOR (L5 TS1077>0X. corporation compliance) & (&,

A—mL— )\ ZDERFIBO—DT., TEMNEEDLRIRIREDS KERNIQ)L—ILICHEDT

BT D E. ESRAADITISATPIREVWDGEEHD. [D2TSAT7R] (& [TRENERCREDZ &
(CBESNIRV BT [Iosa] THE] REZEKRT B,

PCI—AtF+1UFA RIS —R

PCISF—AtF1VUF XRI>S—EKR (PCI DSS : Payment Card Industry Data
Security Standard) (&. L =vw bH— FIEHREKIUEDS5|SBHRZI/RET
BDIz8(C20048E128 . JCB » American Express * Discover « ¥ A —H—F -
VISADEFRRA A NI S 2 FSHMEFETRELZ, 2w RERICHITD
20—/t U BETHD, 2010F108288 (CHETHR THDV2. 0HVF
XN, COIN—=3 > F2011FE1IBIEBFES ERD. ULV 20&
20115E10A318(CKZh LTz,

d—mhlb—b - HIINF>RX (22 : corporate governance) & (&, (EZEDARIEITADILLE EFFED -
IR DM EZHRENICES R, REANQEEMEDIZEX (CMITTZIEFERE O AL,

BEHRE (TTLDEDB) EBIREND,

BB TRESNIEARZVNCEITIDINMNINAZIA N (BE) . ZOEERAZVNCEER - B2ET
DMNFAEREH (REPEIR - BsE. Internal control) . E5(CTREDS AT LANMER(CHEL CTL\DIHVZESE
BIDDIIEE (NEEEREHBPEIECRIND) &EUVD,

ORACLE

ZHM: Wikipedia
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*

T—AR—RXATFHIVNEE

Status

Please enter "yes"

If status is "N/A", please

PCI DSS Requirements v3.0 Milestone if fully compliant with expla":th: re;:!m:;ment is
-------llIllllllllllIllllllllllllll.............. themqufmme_ﬂt Gt pp Ica e
""ﬁequirement 8: Assign a unique ID to each person with computer ) "'~.‘

L 4

4,

daCCess

¥

‘Q

"8 Befipg ; and |mplement policies and procedures to ensure proper user |dent|f|;.at|0ﬁ-“'
management for NONEYRSEATeTLrsers andsadministratora ondl Sy Stem components as
follows:

8.1.1 Assign all users a unique ID before allowing them to access system components
or cardholder data.

8.1.2 Control addition, deletion, and modification of user IDs, credentials, and other
identifier objects.

8.1.3 Immediately revoke access for any terminated users.

8.1.4 Remaove/disable inactive user accounts at least every 90 days.

8.1.5 Manage IDs used by vendors to access, support, or maintain system components

via remote access as

follows:
= Enabled only during the time period needed and disabled when not in use.

* Monitored when in use.

8.1.6 Limit repeated access attempts by locking out the user ID after not more than six
attempts.

=

=/ 1w -

L]
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MySQLIZ#[THUNIQUE IDD i &

PCIDSS 8

A—H—RENRNRT—FDHEFERALTA—F—FRATHIMDIIEAEDT—EAR—XEIFERY,
I\/IySQL'Cli A—H—%REE T AMEIZ. B DIlocation/N\TA—3Z=FERALET . ZDlocation/NTA—2[Z.
BE . RAR . IPPRLARAERIETAILEA—R (%) T, MySQLTIE, COEMD/INTGA—2Z{FHL T,
T—AR—ZAANDA—F—-TOCRZF A AHADEFEEDRANMIGFIRT HIGENHYET, £f-. i
FOT ERITDRAMIGL T, A— Y —ICBG S/ AT —FE—EDIERTEATEEY,

root |- Tocalhost *A41ECFBE1191DDE4713F 2B6F5A6CD5D0D0OD5DC35
root = centos01 *A41ECFBE1191DDE4/13F 2B6F5A6CD5D0D0OD5DC35
GTID_SSL_USER ]=192.168.56.% *84AE91CE95DAAS9A02F658041290FEECF1BEE392
= % *A41ECFBE1191DDE4713F 2B6F5A6CD5D0D0OD5DC35
2192.168.56.% *A41ECFBE1191DDE4713F 2B6F5A6CD5D0D0OD5DC35
audited_user 4:192.168.56.0/255.255.255.( *CED32AC7E202DBCO858CIEB935348E/ED3E083D4
GTID_USER 2192.168.56.% *A41ECFBE1191DDE4/13F 2B6F5A6CD5D0D0OD5DC35
|
]_

|

|

|

| admin
| root
|

|

|

sec_password 192.168.56.% *6FDB5274DE9FC54EDCE1BD5909DEBE93CF/39D48
.I_ _______________

8 rows if\set (0.00 sec)

User Account 7Ot At Host/IP

ORACLE




FELETHY2 DY ~wysaL 5.

[Drop the Extra Roots] root@Ilocalhost [mysql]>DROP USER root@'127.0.0.1', root@"::1';

oot@localhost [mysql]>SELECT user,host,plugin,password,password_expired FROM mysql.user;

|
|
|
|
I
|
|
|
|
|
|
|
|
I
|
:
|
+

password_expired |

*A41ECFBE1191DDE4/13F 2B6F5A6CD5D0ODOD5DC35
*A41ECFBE1191DDE4/13F 2B6F5A6CD>DODOD5DC35

Tocalhost

centos01

127.0.0.1

i1

% mysqT_native_pdssword

192.168.56.% mysql_native_password | *A41ECFBE1191DDE4713F2B6F5A6CD5D0D0D5DC35
audited_user | 192.168.56.0/255.255.255.0 | mysql_native_password | *CED32AC7E202DBC0858C9E8935348E7ED3E083D4
GTID_USER 192.168.56.% mysql_native_password | *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35

*A41ECFBEL191DDE4/13F 2BoF 5A0CD5D0D0D5DC35

S S—

|
|
|
|
|
I
|
|
|
|
|
|
|
|
I
|
|
|
|
|
:
|
_|_
|
I
|
|
|
|
|
|
|
I
|
|
|
|
|
|
|
|
I
|
|
|
|
|
|
|
|
|
|
I
|
|
|
|
|
|
|
|
I
|
|
|
|

rows in set (0.00 sec)

oot@localhost [mysql]>DROP USER root@'127.0.0.1", root@'::1';

| Tocalhost *AA1ECFBE1191DDE4/13F2B6F5A6CD5D0DOD5DC35
| centos01 *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35
| % mysql_native_password | *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5SDC35
| 192.168.56.% mysql_native_password | *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35
audited_user | 192.168.56.0/255.255.255.0 | mysql_native_password | *CED32AC7E202DBC0858C9E8935348E7ED3E083D4
GTID_USER | 192.168.56.% mysql_native_password | *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35
______________ _I_____________________________
rows in set (0.00 sec)
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mysql_secure_installationZfI|FAL =& 7 > MEIFR

1) IL—bTHIOURDINRAT—REHTETHENHEFET,

2) O—AILHRRARUNDNS T IR REGIL— T AU NEFHIBRT 2FENHFEET,

B BERDA—HY—TFTHOUMFHIBRT HZENHFEET,

4) testT —AN—RZHIBRT HSFMNHEE T, (Defaut TETHDA—F—MNTF7 I XATEE)

Centos03 mysql|# ./bin/mysql_secure_installation Set root password? [Y/n] Y
Remove anonymous users? [Y/n] Y
NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL Disallow root login remotely? [Y/n] Y

SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY! .
Remove test database and access to it? [Y/n] Y
In order to log into MysSQL to secure it, we'll need the current

pas nord ‘rur the root user. If you've just installed MySqQL, and Reload priVilege tables now? [Y/n] Y
1 haven't set the root password yet, the password will be blank,

Sn you should just press enter here,

Enter current password for root (enter for none):
0K, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MySQL
root user without the proper authorisation.

we‘r root msswtlrd [¥/n] Y

nter new password:

vord updated successfully!
oading privilege tables.
. Success!

eTau]T ) a inonymous user, allowing anyon
g L wlfhuuf ht J to have a user account created fo
This is intended only for testing, and to make the installation
bit smoother. You should remove them before moving into a
;rnducf1un environment.

*A41ECFBE11S

_|_
" | h
_|_
I *A41ECFBE119
| *A41ECFRE119
_|_
i

n set (0.00 sec)
Remove anonymous users? [Y/n] Y

. Success!
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Automatic Password Expiration Since: MySQL 5.6.6~

PCIDSS 8.2.6
root@localhost [mysql]>ALTER USER 'sec_password'@'192.168.56.%' PASSWORD EXPIRE;

root@localhost [mysql]>select user,host,password,password_expired from user;

| Tocalhost *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35

centos01 *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35

admin % *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35

root 192.168.56.% *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35

audited_user | 192.168.56.0/255.255.255.0 CED32AC7E202DBC0858CIE8935348E7ED3EO83D4

GTID_USER | 192.168.56.% *A41ECFBE1191DDE4713F2B6F5A6CD5D0DOD5DC35
sec_password | 192.168.56.% *BEA2508E06B227E17 3EAAOF221C2C838C7545E41 ] Y

7 rows 1n set (0.00 sec)
[admin@Cent0s02 ~]% mysql -h 192.168.56.101 -u sec_password -p

Enter passwor d:

Welcome to the MySQL monitor. Commands end with ; or \g. ; _ : . ¥
Your MySQL connection id is 8 MySQL 5.6 introduces password-expiration capability, to

Server version: 5.6.21-enterprise-commercial-advanced-1log enable database administrators to expire account
Copyright (c) 2000, 2014, Oracle and/or its affiliates. All rig passwords and require users to reset their password.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trac

owners. SET PASSWORD FOR sec_password@"192.168.56.%"=PASSWORD('Password_2014-');

LI L)

Type 'help;' or "\h' for help. Type '\c' to clear the current input statement.

sec_password@l92.168.56.101 [(none)]> use mysql
ERROR 1820 (HY000): You must SET PASSWORD before executing this statement
sec_password@l92.168.56.101 [ (none)]>

ORACLE




Automatic Password Expiration since: mysats.7~

PCIDSS 8.1.4,8.2.4

ss1_cipher blob 0 NULL
x509_1issuer blob ' NULL
X509_subject blob C NULL

max_questions int(11) unsigned C 0
max_updates int(11) unsigned C 0

max_user_connections int(11) unsigned 0 0
plugin . . char(64) 0 mysql_native_password Two columns are added

authentication_string text / NULL
password, expined enumi N, Y.') | .NQ N password Iast Changed

password_last_changed timestamp NULL

assword_lifetim smallint(5) unsign { . .
password_lifetime smallint(5) unsigned ! password_llfetlme
45 rows in set (0.00 sec)

|

|

|

|

| _
| max_connections int(11) unsigned 0 0
|

|

|

|

|

|

root@localhost [mysql]l>
Alter_routine_priv enum( ") | N |

Create_user_priv enum( a8 Lo | LM

Event_priv_ enum( j ) [ Global Conflguratlon ]

Trigger_priv enum(

Cﬂ_tt_ tl.l'_-l_:.l.:_ _ﬂ." /") . .
B8 i LTS INISIVRINIRIS  SET GLOBAL default_password_lifetime = 180;
ss1_cipher blob

|
|
|
|
|
|
| ebe e plob [ Individual user accounts ]
|
|
|
|
|
|
|

x509_subject blob
max_questions int(11) unsigned

max_updates int(11) unsigned ALTER USER joro@localhost PASSWORD EXPIRE INTERVAL 90 DAY;

max_connections int(11) unsigned

max_user_connections | int(11) unsigned ALTER USER joro@localhost PASSWORD EXPIRE DEFAULT;

plugin N char(64)
onord oxpirad ] e Ny ALTER USER joro@localhost PASSWORD EXPIRE NEVER;

== === ——————mmm e — o e

43 rows in set (0.00 sec)
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Account Management (The Password Validation)  since: MysaL 5.6.6~
PCIDSS 8.2.3

root@localhost [mysql]>SHOW VARIABLES LIKE ‘validate_password%’;
e o +
variable_name | value

validate_password_dictionary_file
validate_password_length
validate_password_mixed_case_count

validate_password_number_count
validate_password_policy
validate_password_special_char_count
e e St +

6 rows in set (0.00 sec) 8XFLIF. INXFDH MFRAN . HEICEREHDXF
root@localhost [mysql]> (/SR T —FELTIEAE 5%, ERROR 1819 THEESIN S,

plugin-load=validate_password.so
validate-password=FORCE_PLUS PERMANENT
validate_password_policy=2

validate_password_dictionary_file=/usr/local/mysqgl/data/band_dictionary.txt

[admin@Cent0S01 ~]$ perror 1819;

tySQL error code 1819 (ER_NOT_VALID_PASSWORD): Your password does not satisfy the current policy requirements
[admin@Cent0s01 ~]%

ORACLE




RANTZ 2R TAYY

PCIDSS 8.1.6, 8.1.7

root@localhost [performance_schema]>select @@global.max_connect_errors;

y | pefaultt-—---
------------------------------------- 1 row in set (0.00 sec)
varchar(64)

HOST varchar(255)
HOST_VALIDATED enum("YES','NO")
SUM_CONNECT_ERRORS bigint(20)
COUNT_HOST_BLOCKED_ERRORS bigint(20)
COUNT_NAMEINFO_TRANSIENT_ERRORS bigint(20)
COUNT_NAMEINFO_PERMANENT_ERRORS bigint(20)
COUNT_FORMAT_ERRORS bigint(20)
COUNT_ADDRINFO_TRANSIENT_ERRORS bigint(20)
COUNT_ADDRINFO_PERMANENT_ERRORS bigint(20)
COUNT_FCRDNS_ERRORS bigint(20)
COUNT_HOST_ACL_ERRORS bigint(20)
COUNT_NO_AUTH_PLUGIN_ERRORS bigint(20)
COUNT_AUTH_PLUGIN_ERRORS bigint(20)
COUNT_HANDSHAKE _ERRORS bigint(20)
COUNT_PROXY_USER_ERRORS bigint(20)
COUNT_PROXY_USER_ACL_ERRORS bigint(20)
COUNT_AUTHENTICATION_ERRORS bigint(20)
COUNT_SSL_ERRORS bigint(20)
COUNT_MAX_USER_CONNECTIONS_ERRORS bigint(20)
COUNT_MAX_USER_CONNECTIONS_PER_HOUR_ERRORS | bigint(20)
COUNT_DEFAULT_DATABASE_ERRORS bigint(20)
COUNT_INIT_CONNECT_ERRORS bigint(20)
COUNT_LOCAL_ERRORS bigint(20)
COUNT_UNKNOWN_ERRORS bigint(20)

FIRST_SEEN timesta

LAST_SEEN. timesta skip_name_resolve h'EZ E S h T W AGERIEIIIC L 5 & L\,
FIRST _FRROR_SEEN timesta

LAST_ERROR_SEEN age o< Unlock: (£, A\ a2 > RICTEST
29 rows in set (0.00 se) o< and [FRICFERICLYET,
¥ BERMWCEo—hAriry bT—o 70120 bo— AR
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Public NetworklZT—3Z X Z{ET S5 S5 DIFFL

Status

If status is "N/A", please
Please enter "yes"

i . i explain why requirement is
PCI DSS Requirements v3.0 Milestone if fully compliant with P y q
----------lllllllllIlllllllllllllllllllll...... . NotApphcable
T Ll aLL L e the requirement
““I‘ - .....~ - - -
Re Requirement 4: Encrypt transmission of cardholder data across i
"., open, public hetworks ~ “"

"taaa, =4 Use strong cryptography and security protocols (for example, SSL/TLS, IPSEQ,SSH pet
etc. )to Saféd'u'afcr fasiive eardRoldar datasdusing wanemissicre el pren publlc
networks, including the following:

« Only trusted keys and certificates are accepted.
= The protocol in use only supports secure versions or configurations.
* The encryption strength is appropriate for the encryption methodology in use.

Examples of open, public networks include but are not limited to:

» The Internet

« Wireless technologies, including 802.11 and Bluetooth

» Cellular technologies, for example, Global System for Mobile communications (GSM),
Code division multiple access (CDMA)

» General Packet Radio Service (GPRS).

» Satellite communications

4.1.1 Ensure wireless networks transmitting cardholder data or connected to the
cardholder data environment, use industry best practices ( e.g., IEEE 802.11i) to
implement strong encryption for authentication and transmission.

Mote: The use of WEP as a security control is prohibited.

ZHa: Prioritized_Approach_v3
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= Sah = r 1 MySQL 5.0.10 is bundled with yaSSL for enabling SSL.
SSL IHJ:%JE1= 0) HE 3 b MySQL 5.6.6, SSL support is included by default
PCIDSS 4.1

ELTCEEVAE mysql -h 192.168.56.101 -u admin -p --ssl-ca=/usr/lTocal/mysql/ssl1/sql-ss1-cert.pen
Enter password:
We lcome to the MySQL mqnipor. Commands end with ; or \g.
Your MysQL connection id is 20 _ ] ~ JGTID_SSL_USER@192.168.56.101 [(none)]> show status 11ke'ss1_cipher';
Server version: 5.6.21-enterprise-commercial-advanced-Tog MySQL Enterprise ly oo fmmmm————————————— +
| variable_name | value |
=== —--——————--- - +
oracle is a registered trademark of Oracle Corporation and/or its | ss1_cipher | DHE-RSA-AES256-SHA |

affiliates. Other names may be trademarks of their respective M SNy +
owners. 1 row 1n set (0.00 sec)

Copyright (c) 2000, 2014, oracle and/or its affiliates. All rights reserve

Type 'help;' or "\h' for help. Type '\c' to clear the current input statement.

admin@192.168.56.101 [(none)]> show status 1ike 'SSL_version';

|V —— ' vatue | AUTLIRENT) VYIS IRBTT—E2R—RBELL

| variable_name | value | . . s .
LI —3au i EEsSLEBNR EITTSBATAE.
| ssl_version | TLSv1 |

- - +

root@localhost [(none)]>SHOW VARIABLES LIKE '%ss1%':
. e —e——————- +

variable_name | value -

have_openss|

have_ss|1

ssl_ca Jusr/local/mysql/ss1/sql-ssl-cert.pem
ss1_capath

sl_cert Jusr/local/mysql/ss1/sql-gtid-cert.pem
s1_cipher

1_crl
s1_crlpath
ss1_key Jusr/local/mysql/ss1/sql-ss1-repl-key.pem

ORACLE




MySQL Enterprise Security

« SSLIZx I LT-181{E
77tx:|>l~|:|—)b
—*EEETEE*(J’)??I—Z*TF" (Unix. LDAP. Kerberos7i &)
A g P mE e R
- BEELER
—MySQLDEFXF ) TA4T7R/INAH
— Oracle Audit VaultE D B4 (A9 74+ —<vk)

e Oracle Database FirewalllZ&AFirewall b 7r—kE£A]8E
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MySQL Enterprise Authentication e
5’1‘tBn:L\nIE0)-U-I_I_€_

* PAM (Pluggable Authentication Modules) o
- ABRIEARADT IR aiomant i s

— BEDARTT—A (Unix, LDAP, KerberosZi &) oo o

- 7 D$//3E7 D#/l_ﬂ_— application, application

connects to MySQL with

o Wi n d OWS user win_joe.

— M T47 WindowsH—E X (WAD) ~NDT7 It X .
— WlndOWS‘ D7 ’f//ﬁd—"}l -U-émb\ :\ duth &
« 7517 ILERELEAPI MySQL

CREATE USER win_joe

App =

Connector
\-

2. MyDomain\joe is
authenticated on
Windows 0S

4. Tokens are checked, win_joe user
is authenticated using Windows
login, password with MySQL
specific privs

> Win OS users,
<& groups, etc

IDENTIFIED WITH authentication windows
AS ‘joe';

MySQL7Z T —ay 2B BEDEX 1) T4 AV ITSANSOF v/ SOPERES

ORACLE
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*e

M |

T—RX T 2T VR EMEE R

Status
. . Please enter "yes"
PCI DSS Requirements v3.0 Milestone | . T oyes
if fully compliant with
the requirement

If status is "N/A", please
explain why requirement is
Not Applicable

9.10 Ensure that security policies and operational procedures for restricting physical
access to cardholder data are 5
dncument@d,m.uaa =ard kROWH'L Al e fed patiesT "  mrrrnnaaa, .

Reqmrement 10: Track and monitor all access to network
resources and cardholder data

&y
...l.-

101 Implemen’t'a'u{m't'raia i0 link all accass.tn.system components b éa ch individual
user.

10.2 Implement automated audit trails for all system components to reconstruct the
following events.

10.2.1 All individual user accesses to cardholder data.

10.2.2 All actions taken by any individual with root or administrative privileges.

10.2.3 Access to all audit trails.

10.2.4 Invalid logical access attempts.

ORACLE’

=

=

Prioritized _Approach_v3



MySQL Enterprise Audit
R —R—2NDEEHEEF IR
OgA4> . HT)— @’Iﬁiﬁ’&ﬁ”*

A—H MR —FERTE T 74)1/9')‘/’7“ ooo—r—i3y
IR EX LT E A RE AuditS R ERFICH—/\OBREFINITE
OracleMERRIZEDHLEXMIRN—ADEEEOST ZH B
HAXIZEDODWVEEEQDT J74/)LOBHHA—FT—2 3>
XMLAR—ZXNDEEEFEROT AR )—Ls

MySQL 5.5MAudit APIZ{E>TE%E / MysQL 5.5.28 LIt TEFR R &E

AT IAT AN IETCERENDELET ) r—3>0THMysaL% F A AT gk

ORACLE
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MySQL Enterprise Audit

PCIDSS 10 3. Joe’s connection & query logged

<?xml version="1.0" encoding="UTF-8"7>
#Eq ' % <AUDIT>
e <AUDIT RECORD
mysql> INSTALL PLUGIN audit log SONAME 'audit log.so'; TIMESTAMP="2012-08-02T14:52:12"

NAME="Audit"
myscgl> SHOW VARIABLES LIKE 'audit logs':;

Il ___ —— - + SERVER ID="1"

| Variable name | value | VERSTION="1"

- tommm + —_n_ _ — n

| audit log buffer size | 1048576 | STARTUP CPTIONS pOft 3306

| audit log file | audit.log [ 05 VERSION="1686-Linux"

| audit_log_flush | OFF ! MYSQOL VERSION="5.5.28-debug-log"/>
| audit log policy | ALL | —

| audit log rotate on_ size | 1044480 | <AUDIT ERECORD

| audit log_ strategy | SYTNCHRONOUS | TIMESTAMEP="Z201Z-08-02T14=52-41"
Tttt . _"+_"j __________ " NAME="Connect™

1. DBA enables Audit plugin : CONNECTION_ID="1" WHO

:..S.Tﬁf'@{_.].g .::.'L".G."." ..................................................................................... .
{USER="joe" :

PRIV USER="root®
05 LOGIN=""

Joe (L—H—)

shell> mysql -h joeshost -u joe -p PROXY. USER="" WHERE
Entor pagoword: Rerekirs BROMLMETRL L o S SRS
. mysql> SELECT * FROM joes table; CTEEYTEYOL0VLIY
o e _ + DBE="]Joes db"/=> WHEN
| FIRST MNAME | LAST NAME | {%UDI.T:REQOB.D .................................................................................. .
Fom o + I TIMESTAMP="2012-08-02T14:53:45"
| Joe | User | WME:-er-ﬁlélfi} --------------------------------------------------------------------------------
e ot * CONNECTION TD="1" ‘NHAT
2. User Joe connects and runs a query T S D s
(SQLTEXT=""SELECT * FROM Joes table:;"/> :
{EAUUITF lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll L]

ORACLE
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Audit Log Filtering

What’s new in Security Tools ?

* Event filtering by account name
— SET GLOBAL audit_log_include_accounts=‘root@localhost’;
— SET GLOBAL audit_log_exclude_accounts=‘secure@localhost’;

* Event filtering by status
— SET GLOBAL audit_log_statement_policy=ALL;
— SET GLOBAL audit_log_connection_policy=ERRORS;

e Better instrumentation and statistics
— SHOW STATUS LIKE ‘Audit_log_events_filtered’;

ORACLE
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RET 3R EITKRE

Status

If status is "N/A", please
Please enter "yes"

PCI DSS Requirements v3.0 Milestone | ) . explain why requirement is
if fully compliant with )
--------IIIIIIIIIIIIlllllllllllllll........ . NOtAPPIlCabIE
auumuns LT T - the requirement
aunt® Towg, - - -
en® Sy,
0“ 'h‘
A Requirement 3: Protect stored cardholder data ’.‘
’n. .
frea, " .3,,1. Keep cardholder data storage to a minimum by implementing data retention and anjn® wet®

dlsposal ‘Pollcies procedures andprocasses that includa atdaast the fallommy 101 A"
CHD storage:

« Limiting data storage amount and retention time to that which is required for legal,
regulatory, and business requirements

» Processes for secure deletion of data when no longer needed 1
« Specific retention requirements for cardholder data

« A quarterly automatic or manual process for identifying and securely deleting stored
cardholder data that exceeds defined retention.

3.2 Do not store sensitive authentication data after authorization (even if encrypted). If
sensitive authentication data is received, render all data irretrievable upon completion of
the authorization process.

It is permissible for issuers and companies that support issuing services to store
sensitive authentication data if:

« There is a business justification and 1
» The data is stored securely.

Sensitive authentication data includes the data as cited in the following Requirements
3.2.1 through 3.2 3:

ZH8: Prioritized_Approach_v3
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MVSQLd)*ﬁﬁE’EﬂFﬁ LT:%%‘E(;EEEH%%) Since: MysQl 4.0.2~

PCIDSS 3
s_,Hl_l;_.,l |Euc:s,|sns~:||:|:|:||

root@localhost > select (HEX(AES_ENCRYPT("AESEEE{l--{@ A1EER0L", ‘password™))) into @AES_ENC;

Query OK, 1 row affected (0.00 sec) AES ENCRYPT(strkey str)
> select @A _- AES_DECRYPT(crypt_strkey_str)A"

T oo MySQLIZZE TEAMNAIGEZZLDDH T,

GAES_ EEHICRbRELEESIEE®TL:,

¢ | %7 e | ® o)

_________________________________________ EE128EVFDF—DRSIEFERALI-TO—F
. BBt - B S XFIIERICRLCEDZEF A

1 row in set (0.00 sec)

root@localhost >

ORACLE
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http://dev.mysql.com/doc/refman/5.6/en/encryption-functions.html
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MySQL@%ﬁE%*ﬂ%LT’ "?ﬂfu(#&ﬁﬁﬂ 7?) Since: MySQL 5.6.17 ~

PCIDSS 3

e AES ENCRYPT(str,key_str[,init_vector])
"""" AES DECRYPT(crypt_str,key_str[,init_vector])

....... 8 128, 192 or 256 bitDAE =1L 5 iEHER TE Al HE

it e | EEE LD BBHEREBLIC kDA —/ \—AYRIZ&YBR

YANDOM_BYTES(16);

ES_ENCRYPT("AESIE Sk -{EAIEHR 0L, Gkey_str,@init_vector));

ZEE6 EVEDF—DRIEFFERALI-T O—F
EEiE-ESEXFHIIHRICRICHDZEFI|H

str,@init_vector);

root@local
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MySQL Enterprise Encryption e

- MySQLDIEEALZA4TS!)
— AES256(Z KB % TR RE =
—NEI#E / IE BB D,

XD
ABREEURERDER 0
3T A =t RSA, DSA, DH é‘

« BRHET—RADIEEE
~BFER. R, ZLEEZED-ODEESF/ I 1 BHE

* Oracle Key Vault&E DR &
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Enterprise Encryption Functions
What’s new in Security Tools ?

* Interface to the OpenSSL library

* Allow generation and handling of RSA, DSA and DH key pairs
— SET @priv = CREATE_ASYMMETRIC_PRIV_KEY(‘RSA’, 1024);
— SET @pub = CREATE_ASYMMETRIC_PUB_KEY(‘RSA’, @priv);
— SET @digest = CREATE_DIGEST(‘'SHA512’, ‘cleartext’);
— SET @sig = ASYMMETRIC_ENCRYPT(‘RSA’, @digest, @priv);

* Key generators use standard PEM format (compatible with external tools)

ORACLE
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Handling Sensitive Information

Sensitive Information The App Database Server Side
Reports
Encrypt Decrypt
Public Key Private Key
Enterprise Encryption

ORACLE
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MySQL Enterprise Encryption

PCIDSS 3 JEXTFRRES: RSA, DSA, and DH ZFDIEE{LE Y HR—k

=== [RSA] Private and Publicg&({FRli===" as STEPL;

== [R5A] Private and PubTiciBM{FRl=—

1 row in set (0.00 sec) : s
create_asymmetrlc_prlv_key

B A B ERETEE ~CREATE TABLE priv_key SELECT: CREATE_ASYMMETRIC_PRIV_KEY('RSA', 1024);: /** EIEEHHE **/ R D 4=
QueryHOK,El row affected (0.04 sec) = 77>7 -~ y—cprlvateﬁﬁo)%'f—f
Records: 1 Duplicates: 00 Warnings: 0

& A B ETES >SELECT * FROM priv_key into @priv_key;
Query 0K, 1 row affected (0.01 sec) Create_asymmetric_pub_key

(B E$RETEE>CREATE TABLE pub_key SELECT: CREATE_ASYMMETRIC_PUB_KEY('RSA', @priv_key); /** 71—+ 3 UBIREHETHE */ A 7 :/ 3>/ CPubl iCﬁE )] % ’?i'
Query OK, 1 row affected (0.02 sec)
Records: 1 Duplicates: 00 Warnings: 0 LA TERESTEE >SELECT @priv_key\G
| A N RN I R R NN N AR RN NS l 3 oW N A N N AR N NN AR RN NN
B A B EFETEE >SELECT * FROM pub_key into @pub_key; Hiapriv_key:
Query 0K, 1 row affected (0.00 sec) HMIICXAIBAAKBQQDXY aUxdyXbOmwZHtBhFyUskdcG/ el bEKUOU ZOxuxOL1wMHKRI+t
BIOHRYbGSVItRAYQEOTxXGwbgl 1kFpGUGOYT 1484 EpHRUrX0v4 SRAPsa%aC /pqoluc
1@/}\\-r$$l§ﬁ§¥%> s 0YP] BBKMYE96hIsKpTd8MoSRPCwRQK,/r JEHNIS8SwpL/ drC pLmXHIEdwIDAQAB
RS HlA0GAXQIE2vYGUaXCwdCtS4XctTiwc+hsy+b2r SbHFMGabORES 2yt 9svkrOmIgfPO
H|Su7DGRNE1xUnc8gZkr 6YMVNAZyx jLr Ddoy7 rviWQTMLEQe3DVxHU Xwefbczo8RES
HIb0t+YUIrLL SYwys 3/ Y1yh7 67 gmEoL D1VYoHZDhF 5 1PBudHECQQD3 14h62kkwhx+P
H| 07 4f okkwsoAcM3r ARpyzZ KVvSyRy3ZZY1K1 judHzEwBAkkGnt YBC qf ahwmTs eAKk
- HIV105T1AXJAKEA3OLXTS0ad /1 re0c]2 cHBoGRCA+uhBUOTxYrfwpfzovbwaoF 34gPv
- S i = \ H|Pcz5veB4 avE 30xwwUJEGFmObYCDA TBUrXQIASTSAObkUvdf er to/gxkvkjGyTkva
w {NdE OHBTBIFRT xehGSbbXsxfHWv11ViBRmOLC/PE /rKMxplhEGsgcEwkgvwIARg3T
. - Bl ag0Kh7 pDyLPwHg /riWhYZNQHGIQQOALDUFX 1 vxOMSpyUlZ TC+ Q1 cHO7UOKYvBOmI
The maximum key len gt h (0 pen SS L(» J: 6 fﬁ“ fﬁ"] ) [ JUULCNXr TppZ 0A36MQIBAKNhGH+ SWix20TsBAZ8TpYESE S0QyPevHD,/ XY TWisce
_— Bl GE7x28G0QMooNXf IMEQUT/ /kGGpLdkTpzjhE /tg3as=

RSA 16 384 i END RSA PRIVATE KEY
’ 1 row in set (0.00 sec)
DSA 10,000 B | 3
10’000 i BE(;;N RSA

MIGIAOGBANTtpTF31ds6bDYe0GEXISyRIwhO4tsQpTpTPTG/ Hr XAweRENG04 dFhs
2 1XW1EBhC 3RPFChBuDWWOWkZ Tghh0Xj zgSkdFStcb,/hIEA+xr LoL+mo/RQIeyhg8
kEGQxgT3qEmwg TN3wyj TE9yIFAr+skQcOhLxLCkvt2sKkuZ cckR3AGMBAAE=

END RSA PUBLIC KEY

oW AR R R A N R R R R AR R R RN
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MySQL Enterprise Encryption

MySQL Enterprise Encryption [XIEXI TGS b (A FARES)DEFIZEKEE izt
BT — 43 DIREAO HIPAA, SOX %, PCl DSSTE EDFRFIEHDBFIZRILT é%b\‘l AEo

— /2 >CREATE TABLE Hn:_puh SELECT HEX( A11””ETP_L ENCRYPT('RSA", "MASAT] — | A Z%B[E 1234-5678-9012-3456 , @pub_key) x as 'Card_Info';
., 1 row affects [ sec)

Eé::.:urn:i;.‘l Duplicates: 0 nﬁrﬂ{r;q:: 0 PUb|ICfL' J:%) -E-Il_'ﬂ:

om enc_pub\G

B7F11E22FE365E77D96239C0
f"{

IR

F%:EE‘** select Cart i _rm from enc_pub into @enc_pub;

(, 1 row affecte 0.00 sec) PUbllCﬁEfH%%1t Lf:j__\\_gjé
] Y IC_DECRYPT('RSA", UNHEX(@enc_pub),:@priv_key); Privateﬁﬁffﬁ-g—‘[ [:

Private, PublicBZ 71T CEBHFESIREBICEWLWTIE., fYEF 1 T7IcT—2%RELX T HENAEE,

ORACLE
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MySQL Enterprise Encryption
MySQL D /\AF1)0O% & REDO O MIEH 1L

#141017 15:52:24 server id 1 end_log_pos 8089 CRC3Z 0x9d08bdbb Query thread_id=/ exec_time=0 error_code=0

e TrrAarcTaran 1 A1 I CF0TAL A A S
P e i T ey g e o S

in?ent into test3 select 'IE2{LoiEhiE, 18E "

% at 8089

#141017 15:52:24 server id 1 end_log_pos 8120 CrRC32 Oxald&c3dd xid = 129
COMMIT/#*1%/;

# at 8120

ESH#EEZF AL TOMILELE-T—4(Z
INAF)AJ L THES{IEENTLET,

#141017 15:52:56 server id 1 end_log_pos 8198 CRC3Z Oxfab9f08c Query thread_id=Z exec_time=0 error_code=0

SET TIMESTAMP=1413528776/*1*/;
BEGIN

JELE /-

% at 8198

#141017 15:52:56 server id 1 end_log_pos 8253 CRC32 0x7171e109 Table_map: "audit_test . test3 mapped to number 79

# at 8233

#141017 15:52:56 server id 1 end_log_pos 8419 CRC3Z Oxfe/cfddd Write_rows: table id 79 flags: STMT_END_F

BINLOG '

L XAVBMBAAAANWAAADDgAAAAAE BAAAAAAAEACTMF1ZGT0X3RT c30ABXR 1 c30ZAAHBAQIACEF XxCQ==
yLXAVB4 BAAAADGAAAOM gAAAAAE BAAAAAAAEAAQAB/ /6AAHBF LX11LrE4aKL 1 38IKD97r+Vs 18kb
ehwIaDZo0LZyjdscdsDjIxu3vieaNSTbZMxfKkCIekc/kVEQAT 8 5 Trvdy /bOm/d+x+Z0bd y031G
/pvHOX5RWI SLhSATO3xVEK 3D cpuenD8vnt AvDakdymARbY T1Qanwnj+12dvZ MtiC3FRE/g==

A ERETEE >>insert into test] select 'IEE{LOITEHELIEES;
Query 0K, 1 row.affected (0.02 sec)

Records: 1 Duplicates: 0 Warningé: 0

{BATEERETEE >>1nsert into test3d SELECT ASYMMETRIC_ENCRYPT('RSA', 75 4 N— FEICTIE2ELTLET ", Gpriv_key);

Query 0K, 1 row_affected (0.02 sec)
Records: 1 Duplicates: 0 Wwarnings: 0

(ELA B RE TR >
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/N ER: “MySQL Database”
%%7:17)1/2 http://dev.mysqgl.com/doc/index-enterprise.html
$1§'J f‘ﬁ:’lfl\ - http://www.mysql.com/why-mysqgl/case-studies/#ja-5-0
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Contact a MySQL Sales Rep

[MysQL BREILVEHHEEO]

TBEE: 0120-065556

[ Z{FBFRE]) £ H 9:00-12:00/13:00-18:00
(B RVERFIRAEBZREEY)

*— )L :MySQL-Sales jp grp@oracle.com
URL: http://www.mysql.com/about/contact/
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