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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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MySQL 5.6ZRPMTA 2 Ak—JL

ouser@localhost:/home/ouser/mysql enterprise

File Edit View Search Terminal Help

[root@localhost mysql enterprisel# 1s
MySQL-client-advanced-5.6.12-1.el16.x86_64.rpm
MySQL-devel-advanced-5.6.12-1.el6.x86_64.rpm
MySQL-embedded-advanced-5.6.12-1.el6.x86_64.rpm
MySQL-server-advanced-5.6.12-1.el6.x86_64.rpm
MySQL-shared-advanced-5.6,12-1.el16.x86_64.rpm
MySQL-shared-compat-advanced-5.6.12-1.el6.x86_64.rpm
MySQL-test-advanced-5.6.12-1.el6.x86_64.rpm

README. txt

[root@localhost mysql enterprise]# pwd

/home/ouser/mysql enterprise

[root@localhost mysql enterprise]# rpm -i MySQL-shared-compat-advanced-5.6.12-1.
el6.x86 64.rpm I
[root@localhost mysql enterprise]# rpm -e mysql-1libs

12-1.el6.x86 64.rpm MySQL-devel-advanced-5.6.12-1.el6.x86 64.rpm

2013-09-12 04:30:21 © [Warning] TIMESTAMP with implicit DEFAULT value is depreca
ted. Please use --explicit defaults for timestamp server option (see documentati
on for more details).

2013-09-12 04:30:21 4597 [Note] InnoDB: The InnoDB memory heap is disabled
2013-09-12 04:30:21 4597 [Note] InnoDB: Mutexes and rw locks use GCC atomic buil
tins

2013-09-12 04:30:21 4597 [Note] InnoDB: Compressed tables use zlib 1.2.3

ORACLE

[root@localhost mysql enterprise]# [goluiEieiie]IEE s ETg=Te B-To (V= Talol=Ts EIo T 00 W2 B3 Ko €215 i
_64.rpm MysQL-client-advanced-5.6.12-1.e16.x86_64.rpm MySQL-server-advanced-5.6./&

_ s rootTA A=)

* shared-compatZ@ 1> A+—)L
% . mysql-libsZHIlBR

* test. embedded%
A2 AR —JLLZELY
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MySQL 5.6ZRPMTA 2 Ak—JL

* MySQL 5.6ZrpmTA 2 A—J)LLT=15E& . rootD/N\RAT—FIXBEERIIZ
BESN, RTEETILENH D
— INATJ—FKI[& SHOME/. mysql_secret Z7AJLIZEEEH N TLVS
—INNRAT)—F42ZEFI BHETlEroot L—H TREFETTEALD

=JL ==

— "SET PASSWORD"AY K TC/INRAJ—KF %%

s Xl T4Z M LT H=HIZ, IBIT "mysql_secure_installation"%
= 1Tl 8E
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MySQL 5.6ZRPMTA 2 Ak—JL

ouser@localhost:/home/ouser

File Edit View Search Terminal Help Y
* root CZE1T

[root@localhost ouser]# service mysql status

MySQL is not running [FAILED]
[root@localhost ouser]# /sbin/chkconfig mysql --list L _< =1 =a
mysql @:0ff 1l:off 2:on 3:0n 4:o0n 5:o0n 6:0ff ) E’Ji:ﬂ@]d) EXJ-\E
[root@localhost ouser]# service mysql start R

Starting MySQL.
[root@localhost ouser]# l

B

[ OK 1]

ORACI—E Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |




MySQL 5.6ZRPMTA 2 Ak—JL

=] ouser@localhost:~ — (o]l 5

File Edit View Search Terminal Help

[root@localhost ~]#

[root@localhost ~]#

[root@localhost ~]#

[root@localhost ~]# cat /root/.mysql secret

# The random password set for the root user at Thu Sep 12 04:30:28 2013 (local t
ime): NDu8P52p

[root@localhost ~]# mysql -u root -p

[Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 5

Server version: 5.6.12-enterprise-commercial-advanced

Copyright (c) 2000, 2013, Oracle and/or its affiliates. ALl rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysqgl> select version();
ERROR 1820 (HY0®0): You must SET PASSWORD before executing this statement

mysql> [j

[ | —

root1—H—MND/INXT—FKI%
EXNEAE AN TS

“SET PASSWORD”:I IR DH
r4-1‘/-— -tr

AN|
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MySQL 5.6ZRPMTA 2 Ak—JL

ouser@localhost:~

¥ . : ; > O >
File Edit View Search Terminal Help P j -U: cr> z I ’_I\g
mysql> set password = PASSWORD( 'rootpass’'); [~} rOOt / \
Query OK, 0 rows affected (0.00 sec) Hai*ﬂ ‘— 7Js E

mysql> select user,host from mysql.user;

F------ e R +

| user | host |

e e +
root | 127.0.0.1

root | localhost
root | localhost.localdomain
F------ e -

4 rows in set (0.04 sec)

| I
| root: | .:+:1 |
| I
| I

ORACLE
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mysqgl _secure_installation

* MySQLA VY RAR—ILEZED T 7+ ILMRENS X ToZR LEED
A1) Tk
— 100t 7 ADU D INAT—RZEETE
—localhost A9y MV root 7 O R TDT7 O AT E3NE
—anonymous(E & )1—F7hHU U EHIBR
—TIFINTT/ZRRA—Y LTV R Eeltest T — AR —XZHIIFR

ORACLE



MySQL 5.6ZTARTA 2V AF—)L

* MySQL 5.6M 155 . mysql_install_db (:--random-password MIETE TE.
DBIERKEFICEHE TUT DIREEEITH
—root1—HIZ5UF LIG/INRT—REHRTE

c INAT—FDERFEIT7AIL. INAT—FZEET HFETDEEHIFRIL LEEERF
— anonymous1—HZHl &

ORACLE



AV A= ILRDEE SSLOEXTE
-~ 1 : RX AT
B=l ouser@localhost:~ =B

File Edit View Search Terminal Help h o EQEEEE%(* ) bxd
mysql> select * from INFORMATION SCHEMA.global variables where variable name lik[~ A >

e et « TIHILETIHERFESATLVALY

................ -

| SSL CRL

| SSL CA

| SSL CAPATH
| HAVE OPENSSL
| SSL CIPHER
|

I

|

I

DISABLED

SSL_KEY

SSL CRLPATH

SSL CERT

HAVE SSL DISABLED
+----- . N —— +
9 rows in set (0.00 sec)

————————— o — +

ORACLE
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AV A= ILIREDIEE  BEfRA o A— T — A Dl fi]

ouser@localhost:~

File Edit View Search Terminal Help

e '%bind%’;

L R R Fommmmm e +
| VARIABLE NAME | VARIABLE VALUE |
e R ettt +
| BIND ADDRESS |

e e e e +
1 row in set (0.0

mysql> exit;

Bye
[root@localhost ~]# lsof | grep mysqld | grep -1 ip
mysqld 3620 mysql  1lu IPv6 18177 0to TCP

*:mysql (LISTEN)
[root@localhost ~]#

ORACLE

mysql> select * from INFORMATION SCHEMA.global variables where variable name lik[~

é\’Cd)'f‘/’)'l—?I—Z?ﬁ‘\
T4 ILETEZILE-OTULNS
(IPv6 £ T)

- OSEID 7ot X HIELHER

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |



A AM—=ILIZEDVERE  FREE A X DIEEER

= ouser@localhost:~ SN

File Edit View Search Terminal Help 0)7.3__&75\\ ;L\jJ(— ~ .t- é
— o
mysql> select plugin name,plugin status from information schema.plugins where pl[~] 39 I A\ )‘ &7:;’.3 L \

ugin type='authentication';

D oo : (mysql_old_password | IEH#E2E

| plugin status |
R e -

| mysql native password | ACTIVE | 1'& 0) 7lj— _t :E) sE j] AN
| mysql old password | ACTIVE | N I = I:I I:l] ﬁl:,
| sha256 password | ACTIVE |
e e -

3 rows in set (0.00 sec) e 1F L/L\jj__to)/ \OXU—Ph‘\
ERSN TS HERR

ouser@localhost:~

File Edit View Search Terminal Help
mysql> select @@global.old passwords;

B

1 row in set (0.00 sec)

ORACLE
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AR —ILEDEZE - OSEDTF7AIADTIEAEZHIR

ouser@localhost:~

File Edit View Search Terminal Help

[root@localhost ~]# mysql -u root -p -s
Enter password:

mysql> select @@global.secure file priv;
|@@global.secure file priv

NULL

mysql>

mysql>

mysql> exit;

[root@localhost ~]# mkdir /tmp/mysql share
[root@localhost ~]# chown mysql.mysql /tmp/mysql share/
[root@localhost ~]# vim /etc/my.cnf
[root@localhost ~]# service mysql restart
Shutting down MySQL..

Starting MySQL.

[root@localhost ~]# mysgl -u root -p -s
Enter password:

mysql> select @@global.secure file priv;
@@global.secure file priv

/tmp/mysql share/

mysql>

ORACLE

——

1 - BRADOTALINIZES
/tmp/mysqgl_share

* “‘mysql" T A —F—IZT B
* my.cnf® [mysqld] o a3 IC

“secu re-file-priv=/tmp/mysql_share”
TN TE

MySQLY —/\—FB#C &f
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A\ O
AVAR—ILEDEE IXRT—FR)S—DAA—)L
, ' uuser@lncalhust:fvar,flib,fmysql 0 .
EI?I:I:I_EIIS;ITT plgs?i;hi%eir%?g;pi?;md soname 'validate password.so'; ¢ Va I Id ate_pa SSWO rd 7 77 /r?/%
uery 0K, 0@ rows affecte .00 sec
A2 A=)

mysql> select plugin name,plugin status from information schema.plugins where pl
ugin type = 'validate password';

[t e i s P RAF DIREEEHT S,

o gt e | XFHEOXFLULIZTH,
o HEDF—T—FIE/ART—F

mysgl> select * from information schema.global variables where variable name lik

e o A | <5 ET§ZJ<76 . &LVoTz
%t it DN el BE

B

+
1
i
1
1
i
1
1
i
1
1
i
1
1
i
1
i
1
1
i
1
1
i
1
1
i
1
1
i
1
i
1
1
i
1
1
i
1
1
1
1
i
1
i
i
1
i
1
1
i
1
1
|
1

+

| VALIDATE PASSWORD POLICY
| VALIDATE PASSWORD LENGTH
| VALIDATE PASSWORD DICTIOMARY FILE
| VALIDATE PASSWORD MNUMBER COUNT
I
I

e =
m
=2
|
=
=

VALIDATE PASSWORD SPECIAL CHAR COUNT

I
I
I
I
I
VALIDATE PASSWORD MIXED CASE_COUNT |

$o——— e

+
1
i
1
1
i
1
1
i
1
1
i
1
1
i
1
i
1
1
i
1
1
i
1
1
i
1
1
i
1
i
1
1
i
1
1
i
1
1
1
1
i
1
i
i
1
i
1
1
i
1
1
|
1

+

(%3]

rows in set (8.81 sec)

ORACLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |




Program Agenda

P 1——5H

ORACLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |



A—H—{ERK

 CREATE USER A<V KTYERK

c A—H —[F, A —H—ZLEHRITHRAMDEEHE TEZRIND
(EJL“;:L—'U:—% TH. . RAMEZIXRIOA—Y ELTHNHND)
c IRARDIEEIITRAMEEZIZIPFRLAR . BEXUVTAILEI—F (%)%
ST AAENHSD

—181) '10.0.%", '%.domain.com’
mysql> CREATE USER 'oper’@’localhost' IDENTIFIED BY 'sakila’;
mysql> CREATE USER 'oper’@’10.1.1.32' IDENTIFIED BY 'sakila’;
KHELE(DNSD )Ly I T v T % Bl

- IP7RLRAZERA

- --skip-name-resolve

ORACLE




I|I:I7\‘4>1__U$_||&||£%E0)1_.53_"0)EL\
* joe&lNVDL—H A pl.foobar.com ELNDITTA T RO L iERE

* MySQLD 1 —HT—T JLIZ 'joe’@’pl.foobar.com’ MEFEET .
ARTFETELT= “@’%.foobar.com’” TiRilE

* joelX “@’%.foobar.com’ DHERIZTT7 IR
SBETENDI—F—TEHINLZWLEIITEFE ! !

user() Users table current_user()
0010
i}
>
joe@pl.foobar.com "7 @%.foobar.com

ORACLE
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MySQL Enterprise Security

External Authentication

* PAM (Pluggable Authentication Modules)

— NN ERDERFE AT LZEF| A

—EEMTIEZA 2 RA—TT—X (Unix, LDAP)
* Windows

—WindowsD R A T4 7 H—E X% B

— Windows A% 4 VB IZEREE R A D [E % | FA AT 8E (Windows Active Directory)
* Pluggable Authentication API

\ra

Auth Server

ORACLE



Authentication APIZFIEHL=7359 1>
 joeMIEHE L “@%.foobar.com’ [T VE T b
 “@'%.foobar.com’ Z{E>TIT ST A THEEZE1TO

« 755 4> Mjoe% ‘clerks’ @%.foobar.com’ ELTT7 I EARAESES

joe@pl.foobar.com "@%.foobar.com current_user()

ORACLE




INAT)—FD5#| - SQL.MODE

c TIAINTIINRT—RDENL—HEL/ERL AT RE
—tXaTF4mRLEDT-0IZ58%| A G

mysql> SET GLOBAL sgl_mode=NO_AUTO CREATE_USER;

ORACLE



INAT—RFDEME : MySQL 5.6 D FrisgE

* ALTER USER A< KR T N\ AT —F D ENE A A BE
e ZUA—HI(X . NRDT—FELEEBITL5FETIRIENTELLLS

mysql> ALTER UESR ‘test’@’localhost” PASSWORD EXPIRE;

ORACLE



INAT—R DR —E%TE : MysQL 5.6 D Fik s
2DOHDty a3y
[ MySQL Enterprise Edition & MySQLIZ &%
AT AT ARG
TIHRITLET,

ORACLE
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HERDIESE
« 7 O—/\ LR

» T—IN—RIER
« T—JILIERR
* BT LIER

« JL—FUER

ORACLE




S 0—/\)LIER

* SUPER (cHANGE MASTER, KILL, PURGE MASTER LOGS, SET GLOBAL)

— SHOW ENGINE INNODB STATUSD E4TIZH i E
* SHUTDOWN
* RELOAD
* PROCESS
* FILE
* ALL
* WITH GRANT OPTION

ORACLE




THESNTULDIERDHERE

A—HIZfEENTWASHERDHEZE TR

mysgl> SHOW GRANTS [FOR user]

http://dev.mysgl.com/doc/refman/5.6/en/show-grants.html

ORACLE



THESNTULDIERDHERE

4/771')‘—/3/1 - ‘:L\"_?b\b:l:)ﬁﬁﬁlt‘.\_]- Ae

select * from INFORMATION_SCHEMA.<table>

1A~ AF— L B DR

USER_PRIVILEGES root 1—HFIZHERINFEIN TS
SCHEMA_PRIVILEGES testT—ARN—X([ZH T HERNEEIZFHFEIN TS
TABLE_PRIVILEGES Empty

COLUMN_PRIVILEGES Empty

ORACLE
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#EBR {1 5 (GRANT) / #& PR % (REVOKE)

* GRANTX CHERZ T 5T 5
—EDATHMxT AER: ON database.table
—#HICIERZ(T59%: TO ‘user’@’host’

» REVOKEX CHE[RZ RIE

mysql> GRANT SELECT ON db.* TO 'oper'@'10.1.%';
mysql> GRANT INSERT,UPDATE ON db.table TO 'oper'@'localhost’;
mysql> REVOKE SELECT ON db.* FROM 'oper@'10.1.%';

NOTE: Bl— N 1—HZ TCHHRANEIZHERZLE Z D MO EE

ORACLE




HERNELETHFMIV)

s T—TIVEHNT L T—3S /LR
o T—ARAR—X:USE <dbname> ZE1THF

« S O—/N)LIEPRE/NR T —R - kg

http://dev.mysqgl.com/doc/refman/5.6/en/privilege-changes.html

ORACLE



FAT ')V —RADHIR

MAX_QUERIES_PER_HOUR
MAX_UPDATES_PER_HOUR
MAX_CONNECTIONS_PER_HOUR
+  MAX_USER_CONNECTIONS

http://dev.mysgl.com/doc/refman/5.6/en/user-resources.html
http://dev.mysgl.com/doc/refman/5.6/en/grant.html

ORACLE



HE : rYRT—OT7 0 XDHIE

TCP/IP7 7t RXADEXNIL (localhostD 7 I XD H)

* --skip-networking

DAY= T O ADNDEEAE
I R—hETIAILED3306MVBHE R
cTR—r,E2HITTEUEE . root@localhost 1—H D AIZSUPERIEIR Z# {1 &

ORACLE
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&51k : MySQL Community Edition

c BT —ANEBESIENT-6 . BE5tEEFE A g
— AES : AES_ENCRYPT(), AES_DECRYPT()
— Triple-DES : DES_ENCRYPT(), DES_DECRYPT()

ORACLE

E (. & K256bit(MySQL 5.6MDIZE)



5516 : MySQL Enterprise Encryption

- MySQLDIEEALZA4TS!)
— AES256(Z KA X R EEIE =
—NEBE / IERFRERIES

- F—DEHE
—~ NEHABEEIUVTE RO ERL

— B3 A=K RSA, DSA, DH #

c BRAET—ADIREL

~-BEFEA. RL. ZEMHER OO DOBEEM/ Y 2R
* Oracle Key Vault&E DR &

XEDIRE L. 5xK16,384bit

ORACLE
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BEEOJDODHENAE
» MySQL Community EditionlZI&. Bs&EOSY D A BERE (T HEL

» MySQL Enterprise Edition(FFBRR) ClE. B2 &EOY O H DHEREMNEZ S

MySQL Enterprise Editionld. Oracle Audit Vault and Database FirewallE M
E{EREEDSNTLVS

ORACLE



MySQL Enterprise Audit
R —N—RDEE B A F IR
Oy 4>, 9T — m'lﬁiﬁ’&ﬁ**
A—HHR) O —Z K E A 7411/5!')‘/7“ 0y a—7—i3y
B E X EE A EE  AuditER ERFICH —/ \OBEFNTE

OracleDERRICEHEXMIR—ADEEEAT ZH A
(Oracle Audit Vault&ED B (BT T4 —<vk))

HAXIZEDWVEEOI) D7/l EE#A—FT— 3>
MySQL 5.5M Audit APIZ{E->T3R% / MySQL 5.5.28 LA E T{E AT &E

AT IAT AN IGFE TEENDEL T ) r—3>ThMysaLz F A AT gk

ORACLE
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M ySQL E nte r p rl Se AU d It 3. Joe’s connection & query logged

<?xml version="1.0" encoding="UTF-8"7>
#Eq .4% <AUDIT>
— <AUDIT RECORD
mysql> INSTALL PLUGIN audit_leg SONAME 'audit_leg.se' : TIMESTAMP="2012-06-02T14:52:12"

NAME="ZAudit"
mysql> SHOW VARIABLES LIKE 'audit log®':

e e N SERVER ID="1"

| variable name value [ VERSION="1"
audit log buffer size 1048576 STARTUP_OPTIONS="--port=3306
audit log rile audit.log 05 VERSTON="1686-Linux"

|
e e +
[
|
|
|
|
|

| |
[ [
| augit_tog_fiush OFE | MYSQL_VERSION="5.5.28-debug-log"/>
[ [
[ [

audit log policy ALL

audit log rotate on_ size 1044480 <AUDIT ERECORD

audit_log_strategy SENCHRONOUS TIMESTAMP="2012-06-02T14:52:41"
o e e Fom +

NAME="Connsct™

1. DBA enables Audit plugin . CONNECTION ID="1" WHO

Joe (L—H—)
shell> mysgl -h joeshost -u jos -p
Enter password: *tksddss

PRIV USER="root®

:.OS_LOGIT\I="" WHERE

HOST=“S$ERVERL" :
. mysql> SELECT * FROM joes table; 1P="127.0.0.17

o _ o __ 4 DBE="Joes db"/> WHEN
| FIRST NAME | LAST NAME | <AUDIT.EECORD . oo snsn s .
L — to—mm + i TIMESTAMP="2012-08-02T14:53:45" :
| JGE | User I ‘ﬁﬁﬁ;“‘;‘g“ﬁélgi}-;1 llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll L]

trmmmmmmm e o N CONNECTTON TD="1" WHAT

2. User Joe connects and runs a query BT ST 0 st

(SQLTEXT=""SELECT * FROM Joes table:;"/>
{EAU.HIT; lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll L]

ORACLE
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Oracle Audit Vault and Database Firewall

GERMICKAIERELZRTAYX> Y  DatabasePOSDEBERAT ZE=—4F1)>T

HEEEFa ) TR EEREIZT A INIZT - TISAT R

Users%

RIET VR RARITEM

Database Firewall Server I
........................................... j S
\_‘_5

Applications ‘{(P

o)

BEbSn=E=41) 5

=5 _" Reports

n.;ﬂ

Auditor 'U"
® Aert O

. Alerts |

Security v/
Manager Policies sz,

ORACLE

............................... - @Block

_ ORACLE
Rk

MySQL.

SYBASE
T—AR—R
OSEHEMNEENSTZINE

—_—

Audit Vault Server

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |




Hardware and Software
Engineered to Work Together

ORACLE



ORACLE




s

I —HET

° 2015/1/16(%) 15:00~17:00 ZAT: BARA SV LK &4t

~[#DEMIT] MysaQLL T 4r— 3> AP

IMySQLOD L ) r—a B LN LNFE  EREHEN MDA,
(L) —2a BEReZ [F>TWAITE . BUIIZENCLZETWAIOMNBIEIEL .
%/\/7&77'['1(7'(“*JJIL.\%‘I"?H’@MySQLIz?')b‘ Sav AP EIF—EBIELET.
Ft-. EhETL TV r—a BB 0B RS (&I DPython R Y Tk
(MySQL Utilities) DY R—bEHZ (TN 5. IVIySQL Enterprise Edition( FAhR) D
BFHE A LELET,

MKEAAHR—VIIEZBLRAFTE THERFTSVIL ARXVA]TERR

http://events.oracle.com/search/search?group=Events&keyword=japan

ORACLE
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WiFi
SSID: clear-guest

Userid: guest
Password: NA2RAyg3

INYS AR mysql jp

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |



