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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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MySQL 5.6 RPM

ouser@localhost:/home/ouser/mysql enterprise

File Edit View Search Terminal Help

[root@localhost mysql enterprisel# 1s
MySQL-client-advanced-5.6.12-1.el16.x86_64.rpm
MySQL-devel-advanced-5.6.12-1.el6.x86_64.rpm
MySQL-embedded-advanced-5.6.12-1.el6.x86_64.rpm
MySQL-server-advanced-5.6.12-1.el6.x86_64.rpm
MySQL-shared-advanced-5.6,12-1.el16.x86_64.rpm
MySQL-shared-compat-advanced-5.6.12-1.el6.x86_64.rpm
MySQL-test-advanced-5.6.12-1.el6.x86_64.rpm

README. txt

[root@localhost mysql enterprise]# pwd

/home/ouser/mysql enterprise

[root@localhost mysql enterprise]# rpm -i MySQL-shared-compat-advanced-5.6.12-1.
el6.x86 64.rpm I
[root@localhost mysql enterprise]# rpm -e mysql-1libs

[root@localhost mysql enterprise]# [golEsie Yol Y a=To Br-To E=Tolol=Te Bl T o0 DR BRI K P ¢

64.rpm MySQL-client-advanced-5.6.12-1.el6.x86 64.rpm HySOL-server-advanced-S.G.‘f

12-1.el6.x86 64.rpm MySQL-devel-advanced-5.6.12-1.el6.x86 64.rpm

2013-09-12 04:30:21 © [Warning] TIMESTAMP with implicit DEFAULT value is depreca
ted. Please use --explicit defaults for timestamp server option (see documentati
on for more details).

2013-09-12 04:30:21 4597 [Note] InnoDB: The InnoDB memory heap is disabled
2013-09-12 04:30:21 4597 [Note] InnoDB: Mutexes and rw locks use GCC atomic buil
tins

2013-09-12 04:30:21 4597 [Note] InnoDB: Compressed tables use zlib 1.2.3

ORACLE

Aroot

Ashared-compat
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MySQL 5.6 RPM

AMySQL 5.6 rpm root
I SHOME/. mysqgl_secret
| root

I "SET PASSWORD"

A "mysql secure installation"
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MySQL 5.6 RPM

=l ouser@localhost:/home/ouser

File Edit View Search Terminal Help

[root@localhost ouser]# service mysql status

MySQL is not running

[root@localhost ouser]# /sbin/chkconfig mysql --list
mysqgl 0:0ff 1l:off 2:on 3:0n 4:o0n
[root@localhost ouser]# service mysql start

Starting MySQL.

[root@localhost ouser]# l

ORACLE

[FAILED]
5:0n 6:0ff

[ OK 1]

~ Aroot

A
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MySQL 5.6 RPM

) ouser@localhost:~ — a5

File Edit View Search Terminal Help

[root@localhost ~]#

[root@localhost ~]#

[root@localhost ~]#

[root@localhost ~]# cat /root/.mysql secret

# The random password set for the root user at Thu Sep 12 04:30:28 2013 (local t
ime): NDu8P52p

[root@localhost ~]# mysql -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 5

Server version: 5.6.12-enterprise-commercial-advanced

Copyright (c) 2000, 2013, Oracle and/or its affiliates. ALl rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysqgl> select version();
ERROR 1820 (HY0®0): You must SET PASSWORD before executing this statement

mysql> |

Aroot

A“SET PASSWORD”
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MySQL 5.6 RPM

ouser@localhost:~

File Edit View Search Terminal Help Aroot
mysql> set password = PASSWORD('rootpass’); ~
Query OK, 0 rows affected (0.00 sec)

mysql> select user,host from mysql.user;

F------ Fommmmmmm e e e e -
| user | host |
by o Bt R o B Bl 1 B Fla s Bl Ha 1 B El Bl R Ha s B i adiod +
| root | 127.0.0.1 |
| root: | .:+:1 |
| root | localhost |
| root | localhost.localdomain |
F------ e -

4 rows in set (0.04 sec)
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mysqgl _secure_installation
AMysQL

I root

| localhost root

I anonymous( )

| test
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MySQL 5.6 TAR

AMySQL 5.6 mysql_install db  --random-password
DB

I root
A
| anonymous
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SSL

=] ouser@localhost:~ - O x
File Edit View Search Terminal Help

mysql> select * from INFORMATION SCHEMA.global variables where variable name lik[~]
e '%ssl%';

To

................ +

VARIABLE VALUE |
................ +

To

+

|

+

SSL_CRL |

SSL_CA |

SSL_CAPATH |
HAVE OPENSSL | DISABLED

I

I

I

I

I

+

SSL_KEY

SSL CRLPATH

SSL CERT

HAVE SSL DISABLED
+----- . N —— +
9 rows in set (0.00 sec)

I I
I I
| |
| SSL_CIPHER |
I I
I I
I I
I I
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)

File Edit View
mysql> select *
e "%bind%’;

+ ...............

| VARIABLE NAME
+ ...............

| BIND ADDRESS
- - ———

1 row in set (0.

mysql> exit;

Bye
[root@localhost
mysqld 3620
*:mysql (LISTEN)
[root@localhost

ouser@localhost:~

Search Terminal Help

from INFORMATION SCHEMA.global variables where variable name ik~

e LT LT +
| VARIABLE VALUE |
e e e TR +
| % |
e e +
00 sec)

~]# lsof | grep mysqld | grep -1 ip
mysql  1lu IPv6

~1#

ORACLE
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(=] ouser@localhost:~ SN
File Edit View Search Terminal Help 3

mysql> select plugin name,plugin status from information schema.plugins where pl[~!
ugin type='authentication'; ‘

il e 2 , (mysql_old_password

| plugin name | plugin status |
e e e +
| mysql native password | ACTIVE |
| mysql old password | ACTIVE |
| sha256 password | ACTIVE |
Fomm e e -

3 rows in set (0.00 sec)

ouser@localhost:~

File Edit View Search Terminal Help

mysql> select @@global.old passwords;
R +

| @8global.old passwords |

o mmmmmmmmmmme oo oo +

I 0|

o mmmm oo oo +

1 row in set (0.80 sec)
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ouser@localhost:~

File Edit View Search Terminal Help A

[root@localhost ~]# mysql -u root -p -s
Enter password:

mysql> select @@global.secure file priv; /t m p/mysq | S h are
@@global.secure file priv _—
NULL

mysql> o

mysql> A mysq
mysql> exit;

[root@localhost ~]# mkdir /tmp/mysql share

[root@localhost ~]# chown mysql.mysql /tmp/mysql share/ A [ ]
[root@localhost ~]# vim /etc/my.cnf my-cnf mysq |d

B

|I)

[root@localhost ~]# service mysql restart . .
Shutting down MysQL.. [ ok ] “secure-file-priv=/tmp/mysql_share”
Starting MySQL. [ 0K ] _

[root@localhost ~]# mysgl -u root -p -s
Enter password:
mysql> select @@global.secure file priv;

@@global.secure file priv
/tmp/mysql share/ AMVSQL

mysql>

ORACLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |




ouser@localhost:/var/lib/mysq]l

File Edit View Search Terminal Help

mysgl= install plugin validate password soname 'validate password.so';
Query OK, © rows affected (08.80 sec)

Avalidate password

B

mysql> select plugin name,plugin status from information schema.plugins where pl
ugin type = 'validate password';

S e + A

| plugin_name | plugin status |

S e +

| validate password | ACTIVE | O
S e +

1 row in set (8.01 sec)

mysgl> select * from information schema.global variables where variable name lik
e 'validate password%';

e Fomm e +
| VARIABLE NAME | VARIABLE VALUE |
T e T [ — ¥
| VALIDATE PASSWORD POLICY | MEDIUM |
| VALIDATE PASSWORD LENGTH | & |
| VALIDATE PASSWORD DICTIOMARY FILE | |
| VALIDATE PASSWORD MNUMBER COUNT | 1 |
| VALIDATE PASSWORD SPECIAL CHAR COUNT | 1 |
| VALIDATE PASSWORD MIXED CASE COUNT | 1 |
L e Frmmmm e +

6 rows in set (0.81 sec)
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ACREATE USER
A

(
A |P (%)

! '10.0.%°, '%.domain.com’

mysql> CREATE USER 'oper’@’localhost' IDENTIFIED BY 'sakila’;
mysql> CREATE USER 'oper’@’10.1.1.32' IDENTIFIED BY 'sakila’;
B (DNS )

|P
--skip-name-resolve

ORACLE




Ajoe pl.foobar.com

AMysQL ‘joe’@’pl.foobar.com’
“KQA>PF2201 NIPO2 Y Q

Ajoe QQXQ:>dF220F NIDPO2YQ

Users table current_user()

191
0300
|

> S I
ik
=

joe@p.foobar.com ' @%.foobar.com
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MySQL Enterprise Security

External Authentication

APAM (Pluggable Authentication Modules)

|

i (Unix, LDAP)
AWindows

I Windows

I Windows (Windows Active Directory)
APluggable Authentication API

\ra

Auth Server

ORACLE



Authentication API

Ajoe " @'%.foobar.com’
A” @‘%.foobar.com’
A joe ‘clerks’@‘%.foobar.com’

joe@pl.foobar.com 0 0 @&6bar.com current_user()
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-SQL MODE

mysql> SET GLOBAL sgl_mode=NO_AUTO CREATE_USER;

ORACLE



MySQL 5.6

AALTER USER
A

mysql> ALTER UESR ‘test’@’localhost” PASSWORD EXPIRE;

ORACLE



MySQL 5.6

i,
MySQL Enterprise Edition & MySQL
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Do I Do Do I»
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A SUPER (CHANGE MASTER, KILL, PURGE MASTER LOGS, SET GLOBAL)
I SHOW ENGINE INNODB STATUS

SHUTDOWN

RELOAD

PROCESS

FILE

ALL

WITH GRANT OPTION

o To To Do I» Ix

ORACLE



mysqgl > SHOW GRANTS [FOR user]

http://dev.mysgl.com/doc/refman/5.6/en/show-grants.html
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select * from INFORMATION_SCHEMA.<table>

e .

USER_PRIVILEGES root
SCHEMA_PRIVILEGES test
TABLE_PRIVILEGES Empty
COLUMN_PRIVILEGES Empty
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(GRANT) / (REVOKE)

AGRANT
I ON databasetable
| TOWzA SNQA QK 2 4 (i
AREVOKE

mysql> GRANT SELECT ON db.* TO 'oper'@'10.1.%';
mysql> GRANT INSERT,UPDATE ON db.table TO 'oper'@'localhost’;
mysql> REVOKE SELECT ON db.* FROM 'oper@'10.1.%';

NOTE:

ORACLE
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A USE <dbname>

http://dev.mysqgl.com/doc/refman/5.6/en/privilege-changes.html
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MAX_QUERIES_PER_HOUR
MAX_UPDATES_PER_HOUR
MAX_CONNECTIONS_PER_HOUR
MAX_USER_CONNECTIONS

o To To o

http://dev.mysgl.com/doc/refman/5.6/en/user-resources.html
http://dev.mysgl.com/doc/refman/5.6/en/grant.html

ORACLE



TCP/IP localhost
A--skip-networking

3306
root@localhost SUPER

Do Too
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MySQL Community Edition
A

I AES : AES_ENCRYPT(), AES_DECRYPT()
| Triple-DES : DES_ENCRYPT(), DES_DECRYPT()

A 256bit(MySQL 5.6

ORACLE
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MySQL Enterprise Encryption

AMysQL
I AES256
'|' /
A
'|'
| : RSA, DSA, DH
A
'|'
AOracle Key Vault
B 16,384bit

ORACLE
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AMySQL Community Edition

AMySQL Enterprise Edition( )

A
MySQL Enterprise Edition Oracle Audit Vault and Database Firewall
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MySQL Enterprise Audit

A

A

A Audit

A Oracle XML
(Oracle Audit Vault

A

AMySQL 5.5 Audit AP

/ MySQL 5.5.28

ORACLE




M ySQL E nte r p rl Se AU d It 3. Joe’s connection & query logged

<?xml version="1.0" encoding="UTF-8"7>
<AUDIT=

<AUDIT RECORD
mysql> INSTALL PLUGIN audit_leg SONAME 'audit_leg.se' : TIMESTAMP="2012-06-02T14:52:12"

NAME="ZAudit"
mysql> SHOW VARIABLES LIKE 'audit log®':

e e N SERVER ID="1"

| variable name value [ VERSION="1"
audit log buffer size 1048576 STARTUP_OPTIONS="--port=3306
audit log rile audit.log 05 VERSTON="1686-Linux"

|
e e +
[
|
|
|
|
|

| |
[ [
| augit_tog_fiush OFE | MYSQL_VERSION="5.5.28-debug-log"/>
[ [
[ [

audit log policy ALL
audit log rotate on_ size 1044480 <AUDIT ERECORD
audit_log_strategy SYNCHRON O TIMESTAME="201Z-08-02T14:52:41"
Tttt . _"+_"j __________ " NAME="Connect”
1. DBA enables Audit plugin . CONNECTION ID="1" WHO
ETATUEE 0
USER="7Jo0e"

PRIV USER="root®

:.OS_LOGIT\I="" WHERE

mysgl> SELECT * FROM joes table;: 1b="127.0.0.1

o o " DBE="]Joes db"/=> WHEN

| FIRST MAME | LAST NAME | <AUDLT..BECORD ..ot .
L — to—mm + i TIMESTAMP="2012-08-02T14:53:45" :
| Jl:lE | T_]':je]: I ‘ﬁﬁﬁ:;‘;;‘g“ﬁélgi}-1.1 ------------------------------------------------------------------ L]

CONNECTION ID="1" WHAT

2. User Joe connects and runs a query STATUS="0Q"

ISQLTEXT="SELECT * FROM Jjoes table;" />
{l'ﬁlll AU‘HIT}" lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll "

shell> mysgl -h joeshost -u jos -p
Enter password: *tksddss

ORACLE
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Oracle Audit Vault and Database Firewall

Database OS

g g Database Firewall Server f; — _ ORACLE
Users : i J g m

R — . Blos
Alert
A lications ERE @&~ /e, > ' !
P {(P ..................................................................... [ elbstitute

D

i s Nyl
Auditor \W&r® Reports  bafs
fise
® Alert -
. Alerts | =RAEE W
Security _/, SOLARIS -
Manager Policies <@ F :“%;

Windows Serve

Audit Vault Server
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Hardware and Software
Engineered to Work Together
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A2015/1/16( ) 15:00 17:00
| MySQL
MySQL

MySQL
Python
(MySQL Utilities) MySQL Enterprise Edition( )

http://events.oracle.com/search/search?group=Events&keyword=japan
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WiFi
SSID: clear-guest

Userid: guest
Password: NA2RAyg3

mysql_jp
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