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Abstract

This is the MySQL Reference Manual. It documents MySQL 5.6 through 5.6.51, as well as NDB Cluster releases
based on versions 7.3 and 7.4 of NDB through 5.6.51-ndb-7.3.33 and 5.6.51-ndb-7.4.39, respectively. It may
include documentation of features of MySQL versions that have not yet been released. For information about
which versions have been released, see the MySQL 5.6 Release Notes.

Note. MySQL 5.6.51 is the last release of the MySQL 5.6 series.

MySQL 5.6 features.  This manual describes features that are not included in every edition of MySQL 5.6; such
features may not be included in the edition of MySQL 5.6 licensed to you. If you have any questions about the
features included in your edition of MySQL 5.6, refer to your MySQL 5.6 license agreement or contact your Oracle
sales representative.

For notes detailing the changes in each release, see the MySQL 5.6 Release Notes.
For legal information, including licensing information, see the Preface and Legal Notices.

For help with using MySQL, please visit the MySQL Forums, where you can discuss your issues with other
MySQL users.
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The MySQL software delivers a very fast, multithreaded, multi-user, and robust SQL (Structured Query
Language) database server. MySQL Server is intended for mission-critical, heavy-load production
systems as well as for embedding into mass-deployed software. Oracle is a registered trademark

of Oracle Corporation and/or its affiliates. MySQL is a trademark of Oracle Corporation and/or its
affiliates, and shall not be used by Customer without Oracle's express written authorization. Other
names may be trademarks of their respective owners.

The MySQL software is Dual Licensed. Users can choose to use the MySQL software as an Open
Source product under the terms of the GNU General Public License (http://www.fsf.org/licenses/) or
can purchase a standard commercial license from Oracle. See http://www.mysgl.com/company/legal/
licensing/ for more information on our licensing policies.

The following list describes some sections of particular interest in this manual:

» For a discussion of MySQL Database Server capabilities, see Section 1.2.2, “The Main Features of
MySQL".

» For an overview of new MySQL features, see Section 1.3, “What Is New in MySQL 5.6". For
information about the changes in each version, see the Release Notes.

 For installation instructions, see Chapter 2, Installing and Upgrading MySQL. For information about
upgrading MySQL, see Section 2.11, “Upgrading MySQL".

 For atutorial introduction to the MySQL Database Server, see Chapter 3, Tutorial.

 For information about configuring and administering MySQL Server, see Chapter 5, MySQL Server
Administration.

» For information about security in MySQL, see Chapter 6, Security.
» For information about setting up replication servers, see Chapter 17, Replication.

» For information about MySQL Enterprise, the commercial MySQL release with advanced features
and management tools, see Chapter 24, MySQL Enterprise Edition.
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» For answers to a number of questions that are often asked concerning the MySQL Database Server
and its capabilities, see Appendix A, MySQL 5.6 Frequently Asked Questions.

» For a history of new features and bug fixes, see the Release Notes.

Important

A To report problems or bugs, please use the instructions at Section 1.5,
“How to Report Bugs or Problems”. If you find a security bug in MySQL
Server, please let us know immediately by sending an email message to
<secal ert _us@r acl e. conr. Exception: Support customers should report
all problems, including security bugs, to Oracle Support.

1.1 About This Manual

This is the Reference Manual for the MySQL Database System, version 5.6, through release 5.6.51.
Differences between minor versions of MySQL 5.6 are noted in the present text with reference to
release numbers (5.6.x). For license information, see the Legal Notices.

This manual is not intended for use with older versions of the MySQL software due to the many
functional and other differences between MySQL 5.6 and previous versions. If you are using an earlier
release of the MySQL software, please refer to the appropriate manual. For example, MySQL 5.5
Reference Manual covers the 5.5 series of MySQL software releases.

If you are using MySQL 5.7, please refer to the MySQL 5.7 Reference Manual.

Because this manual serves as a reference, it does not provide general instruction on SQL or relational
database concepts. It also does not teach you how to use your operating system or command-line
interpreter.

The MySQL Database Software is under constant development, and the Reference Manual is updated
frequently as well. The most recent version of the manual is available online in searchable form at
https://dev.mysql.com/doc/. Other formats also are available there, including downloadable HTML and
PDF versions.

If you have questions about using MySQL, join the MySQL Community Slack. If you have suggestions
concerning additions or corrections to the manual itself, please send them to the http://www.mysql.com/
company/contact/.

Typographical and Syntax Conventions
This manual uses certain typographical conventions:

 Text in this styleisused for SQL statements; database, table, and column names; program
listings and source code; and environment variables. Example: “To reload the grant tables, use the
FLUSH PRI VI LEGES statement.”

* Text in this styl e indicates input that you type in examples.

« Text in this styl e indicates the names of executable programs and scripts, examples being
mysql (the MySQL command-line client program) and nysqgl d (the MySQL server executable).

e« Text in this styl eisused for variable input for which you should substitute a value of your
own choosing.

» Textin this style is used for emphasis.
» Text in this style is used in table headings and to convey especially strong emphasis.

e Text in this styl eisused toindicate a program option that affects how the program is
executed, or that supplies information that is needed for the program to function in a certain way.
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Typographical and Syntax Conventions

Example: “The - - host option (short form - h) tells the nysql client program the hostname or IP
address of the MySQL server that it should connect to”.

» File names and directory names are written like this: “The global my. cnf file is located in the / et c
directory.”

» Character sequences are written like this: “To specify a wildcard, use the ‘% character.”

When commands or statements are prefixed by a prompt, we use these:

$> type a conmand here

#> type a command as root here

C\> type a command here (W ndows only)
nmysql > type a nysql statenent here

Commands are issued in your command interpreter. On Unix, this is typically a program such as sh,
csh, or bash. On Windows, the equivalent program is conmand. comor cid. exe, typically run in a
console window. Statements prefixed by nysql are issued in the nysql command-line client.

Note
@ When you enter a command or statement shown in an example, do not type the
prompt shown in the example.

In some areas different systems may be distinguished from each other to show that commands should
be executed in two different environments. For example, while working with replication the commands
might be prefixed with sour ce and repl i ca:

source> type a nysqgl statenment on the replication source here
replica> type a nysql statenent on the replica here

Database, table, and column names must often be substituted into statements. To indicate that such
substitution is necessary, this manual uses db_nane, t bl _nane, and col _nane. For example, you
might see a statement like this:

nmysql > SELECT col _nane FROM db_nane. t bl _nane;

This means that if you were to enter a similar statement, you would supply your own database, table,
and column names, perhaps like this:

nysqgl > SELECT aut hor _nane FROM bi bl i o_db. aut hor _|i st;

SQL keywords are not case-sensitive and may be written in any lettercase. This manual uses
uppercase.

In syntax descriptions, square brackets (“[ " and “] ") indicate optional words or clauses. For example, in
the following statement, | F EXI STS is optional:

DROP TABLE [IF EXI STS] tbl _nane

When a syntax element consists of a number of alternatives, the alternatives are separated by vertical
bars (“| "). When one member from a set of choices may be chosen, the alternatives are listed within
square brackets (“[ " and “] ):

TRIM[[BOTH | LEADING | TRAILING [remstr] FROM str)

When one member from a set of choices must be chosen, the alternatives are listed within braces (“{”
and “}"):

{DESCRI BE | DESC} tbl_nanme [col _nanme | wild]

An ellipsis (. . . ) indicates the omission of a section of a statement, typically to provide a shorter
version of more complex syntax. For example, SELECT ... | NTO OUTFI LE is shorthand for the form
of SELECT statement that has an | NTO OUTFI LE clause following other parts of the statement.
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An ellipsis can also indicate that the preceding syntax element of a statement may be repeated. In
the following example, multiple r eset _opt i on values may be given, with each of those after the first
preceded by commas:

RESET reset_option [,reset_option] ...

Commands for setting shell variables are shown using Bourne shell syntax. For example, the sequence
to set the CC environment variable and run the conf i gur e command looks like this in Bourne shell
syntax:

$> CC=gcc ./configure

If you are using csh or t csh, you must issue commands somewhat differently:

$> setenv CC gcc
$> ./configure

Manual Authorship

The Reference Manual source files are written in DocBook XML format. The HTML version and other
formats are produced automatically, primarily using the DocBook XSL stylesheets. For information
about DocBook, see http://docbook.org/

This manual was originally written by David Axmark and Michael “Monty” Widenius. It is maintained by
the MySQL Documentation Team, consisting of Chris Cole, Aijaz Fatima, Edward Gilmore, Stefan Hinz,
David Hollis, Philip Olson, Daniel So, and Jon Stephens.

1.2 Overview of the MySQL Database Management System
1.2.1 What is MySQL?

MySQL, the most popular Open Source SQL database management system, is developed, distributed,
and supported by Oracle Corporation.

The MySQL website (http://www.mysqgl.com/) provides the latest information about MySQL software.
* MySQL is a database management system.

A database is a structured collection of data. It may be anything from a simple shopping list to

a picture gallery or the vast amounts of information in a corporate network. To add, access, and
process data stored in a computer database, you need a database management system such

as MySQL Server. Since computers are very good at handling large amounts of data, database
management systems play a central role in computing, as standalone utilities, or as parts of other
applications.

* MySQL databases are relational.

A relational database stores data in separate tables rather than putting all the data in one big
storeroom. The database structures are organized into physical files optimized for speed. The
logical model, with objects such as databases, tables, views, rows, and columns, offers a flexible
programming environment. You set up rules governing the relationships between different data
fields, such as one-to-one, one-to-many, unique, required or optional, and “pointers” between
different tables. The database enforces these rules, so that with a well-designed database, your
application never sees inconsistent, duplicate, orphan, out-of-date, or missing data.

The SQL part of “MySQL” stands for “Structured Query Language”. SQL is the most common
standardized language used to access databases. Depending on your programming environment,
you might enter SQL directly (for example, to generate reports), embed SQL statements into code
written in another language, or use a language-specific API that hides the SQL syntax.



http://docbook.org/
http://www.mysql.com/

The Main Features of MySQL

SQL is defined by the ANSI/ISO SQL Standard. The SQL standard has been evolving since 1986
and several versions exist. In this manual, “SQL-92" refers to the standard released in 1992,
“SQL:1999" refers to the standard released in 1999, and “SQL:2003" refers to the current version
of the standard. We use the phrase “the SQL standard” to mean the current version of the SQL
Standard at any time.

» MySQL software is Open Source.

Open Source means that it is possible for anyone to use and modify the software. Anybody can
download the MySQL software from the Internet and use it without paying anything. If you wish, you
may study the source code and change it to suit your needs. The MySQL software uses the GPL
(GNU General Public License), http://www.fsf.org/licenses/, to define what you may and may not do
with the software in different situations. If you feel uncomfortable with the GPL or need to embed
MySQL code into a commercial application, you can buy a commercially licensed version from us.
See the MySQL Licensing Overview for more information (http://www.mysgl.com/company/legal/
licensing/).

 The MySQL Database Server is very fast, reliable, scalable, and easy to use.

If that is what you are looking for, you should give it a try. MySQL Server can run comfortably on a
desktop or laptop, alongside your other applications, web servers, and so on, requiring little or no
attention. If you dedicate an entire machine to MySQL, you can adjust the settings to take advantage
of all the memory, CPU power, and I/O capacity available. MySQL can also scale up to clusters of
machines, networked together.

MySQL Server was originally developed to handle large databases much faster than existing
solutions and has been successfully used in highly demanding production environments for several
years. Although under constant development, MySQL Server today offers a rich and useful set of
functions. Its connectivity, speed, and security make MySQL Server highly suited for accessing
databases on the Internet.

* MySQL Server works in client/server or embedded systems.

The MySQL Database Software is a client/server system that consists of a multithreaded SQL server
that supports different back ends, several different client programs and libraries, administrative tools,
and a wide range of application programming interfaces (APIs).

We also provide MySQL Server as an embedded multithreaded library that you can link into your
application to get a smaller, faster, easier-to-manage standalone product.

» A large amount of contributed MySQL software is available.
MySQL Server has a practical set of features developed in close cooperation with our users. It is

very likely that your favorite application or language supports the MySQL Database Server.

The official way to pronounce “MySQL"” is “My Ess Que EIlI” (not “my sequel”), but we do not mind if you
pronounce it as “my sequel” or in some other localized way.

1.2.2 The Main Features of MySQL

This section describes some of the important characteristics of the MySQL Database Software. In most
respects, the roadmap applies to all versions of MySQL. For information about features as they are
introduced into MySQL on a series-specific basis, see the “In a Nutshell” section of the appropriate
Manual:

* MySQL 8.0: What Is New in MySQL 8.0
* MySQL 5.7: What Is New in MySQL 5.7
* MySQL 5.6: Section 1.3, “What Is New in MySQL 5.6”
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The Main Features of MySQL

Internals and Portability

Written in C and C++.
Tested with a broad range of different compilers.

Works on many different platforms. See https://www.mysql.com/support/supportedplatforms/
database.html.

For portability, configured using C\Vake.

Tested with Purify (a commercial memory leakage detector) as well as with Valgrind, a GPL tool
(http://developer.kde.org/~sewardj/).

Uses multi-layered server design with independent modules.

Designed to be fully multithreaded using kernel threads, to easily use multiple CPUs if they are
available.

Provides transactional and nontransactional storage engines.
Uses very fast B-tree disk tables (Myl SAM) with index compression.

Designed to make it relatively easy to add other storage engines. This is useful if you want to provide
an SQL interface for an in-house database.

Uses a very fast thread-based memory allocation system.
Executes very fast joins using an optimized nested-loop join.
Implements in-memory hash tables, which are used as temporary tables.

Implements SQL functions using a highly optimized class library that should be as fast as possible.
Usually there is no memory allocation at all after query initialization.

Provides the server as a separate program for use in a client/server networked environment.

Data Types

Many data types: signed/unsigned integers 1, 2, 3, 4, and 8 bytes long, FLOAT, DOUBLE, CHAR,
VARCHAR, Bl NARY, VARBI NARY, TEXT, BLOB, DATE, Tl ME, DATETI ME, TI MESTAMP, YEAR, SET,
ENUM and OpenGIS spatial types. See Chapter 11, Data Types.

Fixed-length and variable-length string types.

Statements and Functions

Full operator and function support in the SELECT list and WHERE clause of queries. For example:

nysql > SELECT CONCAT(first_name, ' ', |ast_name)
-> FROM citi zen
-> WHERE i ncone/ dependents > 10000 AND age > 30;

Full support for SQL GROUP BY and ORDER BY clauses. Support for group functions (COUNT( ) ,
AVQ(), STD(), SUM ), MAX() , M N() , and GROUP_CONCAT() ).

Support for LEFT OUTER JO Nand Rl GAT OUTER JO N with both standard SQL and ODBC
syntax.

Support for aliases on tables and columns as required by standard SQL.

Support for DELETE, | NSERT, REPLACE, and UPDATE to return the number of rows that were
changed (affected), or to return the number of rows matched instead by setting a flag when
connecting to the server.
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Security

Support for MySQL-specific SHOWstatements that retrieve information about databases, storage
engines, tables, and indexes. Support for the | NFORVMATI ON_SCHENA database, implemented
according to standard SQL.

An EXPLAI N statement to show how the optimizer resolves a query.

Independence of function names from table or column names. For example, ABS is a valid column
name. The only restriction is that for a function call, no spaces are permitted between the function
name and the “( ” that follows it. See Section 9.3, “Keywords and Reserved Words”.

You can refer to tables from different databases in the same statement.

A privilege and password system that is very flexible and secure, and that enables host-based
verification.

Password security by encryption of all password traffic when you connect to a server.

Scalability and Limits

Support for large databases. We use MySQL Server with databases that contain 50 million records.
We also know of users who use MySQL Server with 200,000 tables and about 5,000,000,000 rows.

Support for up to 64 indexes per table. Each index may consist of 1 to 16 columns or parts of
columns. The maximum index width for | nnoDB tables is either 767 bytes or 3072 bytes. See
Section 14.22, “InnoDB Limits”. The maximum index width for Myl SAMtables is 1000 bytes. See
Section 15.2, “The MyISAM Storage Engine”. An index may use a prefix of a column for CHAR,
VARCHAR, BLOB, or TEXT column types.

Connectivity

Clients can connect to MySQL Server using several protocols:
 Clients can connect using TCP/IP sockets on any platform.

« On Windows systems, clients can connect using named pipes if the server is started with
the nanmed_pi pe system variable enabled. Windows servers also support shared-memory
connections if started with the shar ed_nenor y system variable enabled. Clients can connect
through shared memory by using the - - pr ot ocol =nenory option.

* On Unix systems, clients can connect using Unix domain socket files.

MySQL client programs can be written in many languages. A client library written in C is available for
clients written in C or C++, or for any language that provides C bindings.

APIs for C, C++, Eiffel, Java, Perl, PHP, Python, Ruby, and Tcl are available, enabling MySQL
clients to be written in many languages. See Chapter 23, Connectors and APIs.

The Connector/ODBC (MyODBC) interface provides MySQL support for client programs that use
ODBC (Open Database Connectivity) connections. For example, you can use MS Access to connect
to your MySQL server. Clients can be run on Windows or Unix. Connector/ODBC source is available.
All ODBC 2.5 functions are supported, as are many others. See MySQL Connector/ODBC Developer
Guide.

The Connector/J interface provides MySQL support for Java client programs that use JDBC
connections. Clients can be run on Windows or Unix. Connector/J source is available. See MySQL
Connector/J 8.0 Developer Guide.

MySQL Connector/NET enables developers to easily create .NET applications that require secure,
high-performance data connectivity with MySQL. It implements the required ADO.NET interfaces and
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integrates into ADO.NET aware tools. Developers can build applications using their choice of .NET
languages. MySQL Connector/NET is a fully managed ADO.NET driver written in 100% pure C#.
See MySQL Connector/NET Developer Guide.

Localization

e The server can provide error messages to clients in many languages. See Section 10.12, “Setting
the Error Message Language”.

» Full support for several different character sets, including | at i n1 (cp1252), ger man, bi g5, uj i s,
several Unicode character sets, and more. For example, the Scandinavian characters “a”, “4” and “6”
are permitted in table and column names.

» All data is saved in the chosen character set.

» Sorting and comparisons are done according to the default character set and collation. is possible
to change this when the MySQL server is started (see Section 10.3.2, “Server Character Set and
Collation™). To see an example of very advanced sorting, look at the Czech sorting code. MySQL
Server supports many different character sets that can be specified at compile time and runtime.

» The server time zone can be changed dynamically, and individual clients can specify their own time
zone. See Section 5.1.13, “MySQL Server Time Zone Support”.

Clients and Tools

» MySQL includes several client and utility programs. These include both command-line programs
such as nysql dunp and mysqgl adm n, and graphical programs such as MySQL Workbench.

» MySQL Server has built-in support for SQL statements to check, optimize, and repair tables. These
statements are available from the command line through the nysql check client. MySQL also
includes nyi santhk, a very fast command-line utility for performing these operations on Myl SAM
tables. See Chapter 4, MySQL Programs.

» MySQL programs can be invoked with the - - hel p or - ? option to obtain online assistance.

1.2.3 History of MySQL

We started out with the intention of using the nSQL database system to connect to our tables using

our own fast low-level (ISAM) routines. However, after some testing, we came to the conclusion that
nSQL was not fast enough or flexible enough for our needs. This resulted in a new SQL interface to our
database but with almost the same APl interface as nSQL. This API was designed to enable third-party
code that was written for use with nSQL to be ported easily for use with MySQL.

MySQL is named after co-founder Monty Widenius's daughter, My.

The name of the MySQL Dolphin (our logo) is “Sakila,” which was chosen from a huge list of names
suggested by users in our “Name the Dolphin” contest. The winning name was submitted by Ambrose
Twebaze, an Open Source software developer from Eswatini (formerly Swaziland), Africa. According
to Ambrose, the feminine name Sakila has its roots in SiSwati, the local language of Eswatini. Sakila is
also the name of a town in Arusha, Tanzania, near Ambrose's country of origin, Uganda.

1.3 What Is New in MySQL 5.6

This section summarizes what has been added to, deprecated in, and removed from MySQL 5.6.
A companion section lists MySQL server options and variables that have been added, deprecated,
or removed in MySQL 5.6; see Section 1.4, “Server and Status Variables and Options Added,
Deprecated, or Removed in MySQL 5.6".

» Features Added in MySQL 5.6
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e Features Deprecated in MySQL 5.6

» Features Removed in MySQL 5.6

Features Added in MySQL 5.6

The following features have been added to MySQL 5.6:
» Security improvements.  These security improvements were made:

« MySQL now provides a method for storing authentication credentials encrypted in an option file
named . nyl ogi n. cnf . To create the file, use the nysql confi g_edi t or utility. The file can
be read later by MySQL client programs to obtain authentication credentials for connecting to a
MySQL server. nysql _confi g editor writes the. nyl ogi n. cnf file using encryption so the
credentials are not stored as clear text, and its contents when decrypted by client programs are
used only in memory. In this way, passwords can be stored in a file in non-cleartext format and
used later without ever needing to be exposed on the command line or in an environment variable.
For more information, see Section 4.6.6, “mysql_config_editor — MySQL Configuration Utility”.

* MySQL now supports stronger encryption for user account passwords, available through an
authentication plugin named sha256_passwor d that implements SHA-256 password hashing.
This plugin is built in, so it is always available and need not be loaded explicitly. For more
information, including instructions for creating accounts that use SHA-256 passwords, see
Section 6.4.1.4, “SHA-256 Pluggable Authentication”.

e The nysql . user system table now has a passwor d_expi r ed column. Its default value is
"N, but can be setto ' Y' with the new ALTER USER statement. After an account's password
has been expired, all operations performed in subsequent connections to the server using the
account result in an error until the user issues a SET PASSWORD statement to establish a new
account password. For more information, see Section 13.7.1.1, “ALTER USER Statement”, and
Section 6.2.10, “Server Handling of Expired Passwords”.

« MySQL now has provision for checking password security:

 In statements that assign a password supplied as a cleartext value, the value is checked
against the current password policy and rejected if it is weak (the statement returns
an ER_NOT_VALI D PASSWORD error). This affects the CREATE USER, GRANT, and
SET PASSWORD statements. Passwords given as arguments to the PASSWORD( ) and
OLD PASSWORD() functions are checked as well.

» The strength of potential passwords can be assessed using the new
VALI DATE_PASSWORD STRENGTH() SQL function, which takes a password argument and
returns an integer from 0 (weak) to 100 (strong).

Both capabilities are implemented by the val i dat e_passwor d plugin. For more information, see
Section 6.4.3, “The Password Validation Plugin”.

e mysqgl _upgrade now produces a warning if it finds user accounts with passwords hashed
with the older pre-4.1 hashing method. Such accounts should be updated to use more secure
password hashing. See Section 6.1.2.4, “Password Hashing in MySQL”

¢ On Unix platforms, mysqgl _i nstal | _db supports a hew option, - - random passwor ds, that
provides for more secure MySQL installation. Invoking mysqgl _i nst al | _db with - - random
passwor ds causes it to assign a random password to the MySQL r oot accounts, set the
“password expired” flag for those accounts, and remove the anonymous-user MySQL accounts.
For additional details, see Section 4.4.3, “mysql_install_db — Initialize MySQL Data Directory”.

« Logging has been modified so that passwords do not appear in plain text in statements written
to the general query log, slow query log, and binary log. See Section 6.1.2.3, “Passwords and

Logging”.
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The nysql client no longer logs to its history file statements that refer to passwords. See
Section 4.5.1.3, “mysql Client Logging”.

« START SLAVE syntax has been modified to permit connection parameters to be specified
for connecting to the source. This provides an alternative to storing the password in the
mast er. i nf o file. See Section 13.4.2.5, “START SLAVE Statement”.

e MySQL now sets the access control granted to clients on the named pipe to the minimum
necessary for successful communication on Windows. Newer MySQL client software can open
named pipe connections without any additional configuration. If older client software cannot be
upgraded immediately, the new naned_pi pe_ful | _access_gr oup system variable can be
used to give a Windows group the necessary permissions to open a hamed pipe connection.
Membership in the full-access group should be restricted and temporary.

MySQL Enterprise.  The format of the file generated by the audit log plugin was changed for
better compatibility with Oracle Audit Vault. See Section 6.4.4, “MySQL Enterprise Audit”, and
Section 6.4.4.3, “Audit Log File Formats”.

The audit log plugin included in MySQL Enterprise Edition now has the capability of filtering audited
events based on user account and event status. Several new system variables provide DBAs with
filtering control. In addition, audit log plugin reporting capability has been improved by the addition
of several status variables. For more information, see Section 6.4.4.4, “Configuring Audit Logging
Characteristics”, and Audit Log Plugin Status Variables.

MySQL Enterprise Edition now includes a set of encryption functions based on the OpenSSL library
that expose OpenSSL capabilities at the SQL level. These functions enable Enterprise applications
to perform the following operations:

« Implement added data protection using public-key asymmetric cryptography

« Create public and private keys and digital signatures

« Perform asymmetric encryption and decryption

« Use cryptographic hashing for digital signing and data verification and validation
For more information, see Section 6.5, “MySQL Enterprise Encryption”.

MySQL Enterprise Edition now includes MySQL Enterprise Firewall, an application-level firewall that
enables database administrators to permit or deny SQL statement execution based on matching
against allowlists of accepted statement patterns. This helps harden MySQL Server against attacks
such as SQL injection or attempts to exploit applications by using them outside of their legitimate
query workload characteristics. For more information, see Section 6.4.5, “MySQL Enterprise
Firewall”.

Changes to server defaults.  Beginning with MySQL 5.6.6, several MySQL Server parameter
defaults differ from the defaults in previous releases. The motivation for these changes is to provide
better out-of-box performance and to reduce the need for database administrators to change settings
manually. For more information, see Section 5.1.2.1, “Changes to Server Defaults”.

InnoDB enhancements. These | nnoDB enhancements were added:

* You can create FULLTEXT indexes on | nnoDB tables, and query them using the MATCH( )
AGAI NST syntax. This feature includes a new proximity search operator (@ and several new
configuration options and | NFORMATI ON_SCHENA tables: See Section 14.6.2.3, “InnoDB Full-Text
Indexes” for more information.

» Several ALTER TABLE operations can be performed without copying the table, without blocking
inserts, updates, and deletes to the table, or both. These enhancements are known collectively as
online DDL. See Section 14.13, “InnoDB and Online DDL” for details.
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« | nnoDB now supports the DATA DI RECTORY="di rectory' clause of the CREATE TABLE
statement, which permits creating tables outside of the data directory. This enhancement provides
the flexibility to createtables in locations that better suit your server environment. For example, you
can place busy tables on an SSD device, or large tables on a high-capacity HDD device.

For more information, see Section 14.6.1.2, “Creating Tables Externally”.

< | nnoDB now supports the notion of “transportable tablespaces”, allowing file-per-table tablespaces
(. i bd files) to be exported from a running MySQL instance and imported into another running
instance without inconsistencies or mismatches caused by buffered data, in-progress transactions,
and internal bookkeeping details such as the space ID and LSN.

The FOR EXPORT clause of the FLUSH TABLE command writes any unsaved changes from

I nnoDB memory buffers to the . i bd file. After copying the . i bd file and a separate metadata file
to the other server, the DI SCARD TABLESPACE and | MPORT TABLESPACE clauses of the ALTER
TABLE statement are used to bring the table data into a different MySQL instance.

This enhancement provides the flexibility to move tables that reside in file-per-table tablespaces
around to better suit your server environment. For example, you could move busy tables to an
SSD device, or move large tables to a high-capacity HDD device. For more information, see
Section 14.6.1.3, “Importing InnoDB Tables”.

¢ You can now set the | nnoDB page size for uncompressed tables to 8KB or 4KB, as an alternative
to the default 16KB. This setting is controlled by the i nnodb_page_si ze configuration option.
You specify the size when creating the MySQL instance. All | nnoDB tablespaces within an
instance share the same page size. Smaller page sizes can help to avoid redundant or inefficient
I/O for certain combinations of workload and storage devices, particularly SSD devices with small
block sizes.

« Improvements to the algorithms for adaptive flushing make 1/0O operations more efficient and
consistent under a variety of workloads. The new algorithm and default configuration values are
expected to improve performance and concurrency for most users. Advanced users can fine-tune
their 1/0 responsiveness through several configuration options. See Section 14.8.3.4, “Configuring
Buffer Pool Flushing” for details.

« You can code MySQL applications that access | nnoDB tables through a NoSQL-style API. This
feature uses the popular nrenctached daemon to relay requests such as ADD, SET, and GET for
key-value pairs. These simple operations to store and retrieve data avoid the SQL overhead such
as parsing and constructing a query execution plan. You can access the same data through the
NoSQL API and SQL. For example, you might use the NoSQL API for fast updates and lookups,
and SQL for complex queries and compatibility with existing applications. See Section 14.20,
“InnoDB memcached Plugin” for details.

« Optimizer statistics for | nnoDB tables are gathered at more predictable intervals and can persist
across server restarts, for improved plan stability. You can also control the amount of sampling
done for | nnoDB indexes, to make the optimizer statistics more accurate and improve the query
execution plan. See Section 14.8.11.1, “Configuring Persistent Optimizer Statistics Parameters” for
details.

« New optimizations apply to read-only transactions, improving performance and concurrency for
ad-hoc queries and report-generating applications. These optimizations are applied automatically
when practical, or you can specify START TRANSACTI ON READ ONLY to ensure the transaction
is read-only. See Section 8.5.3, “Optimizing InnoDB Read-Only Transactions” for details.

« You can move the | nnoDB undo log out of the system tablespace into one or more separate
tablespaces. The I/O patterns for the undo log make these new tablespaces good candidates to
move to SSD storage, while keeping the system tablespace on hard disk storage. For details, see
Section 14.6.3.3, “Undo Tablespaces”.
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You can improve the efficiency of the | nnoDB checksum feature by specifying the configuration
option i nnodb_checksum al gori t hmecr ¢32, which turns on a faster checksum algorithm.
This option replaces the i nnodb_checksuns option. Data written using the old checksum
algorithm (option value i nnodb) is fully upward-compatible; tablespaces modified using the new
checksum algorithm (option value cr ¢32) cannot be downgraded to an earlier version of MySQL
that does not support the i nnodb_checksum al gori t hmoption.

The | nnoDB redo log files now have a maximum combined size of 512GB, increased from 4GB.
You can specify the larger values through the i nnodb_| og_fil e si ze option. The startup
behavior now automatically handles the situation where the size of the existing redo log files does
not match the size specified by i nnodb_| og file sizeandinnodb |og files in_group.

The - - i nnodb- r ead- onl y option lets you run a MySQL server in read-only mode. You can
access | nnoDB tables on read-only media such as a DVD or CD, or set up a data warehouse with
multiple instances all sharing the same data directory. See Section 14.8.2, “Configuring InnoDB for
Read-Only Operation” for usage details.

A new configuration option, i nnodb_conpr essi on_| evel , allows you to select a compression
level for | nnoDB compressed tables, from the familiar range of 0-9 used by zI| i b. You can

also control whether compressed pages in the buffer pool are stored in the redo log when an
update operation causes pages to be compressed again. This behavior is controlled by the

i nnodb_| og_conpressed_pages configuration option.

Data blocks in an | nnoDB compressed table contain a certain amount of empty space

(padding) to allow DML operations to modify the row data without re-compressing the new
values. Too much padding can increase the chance of a compression failure, requiring a

page split, when the data does need to be re-compressed after extensive changes. The

amount of padding can now be adjusted dynamically, so that DBAs can reduce the rate of
compression failures without re-creating the entire table with new parameters, or re-creating

the entire instance with a different page size. The associated new configuration options are

i nnodb_conpression_failure_threshol d_pct,innodb_conpressi on_pad_pct nax.

Several new | nnoDB-related | NFORVATI ON_SCHENA tables provide information about the

| nnoDB buffer pool, metadata about tables, indexes, and foreign keys from the | nnoDB data
dictionary, and low-level information about performance metrics that complements the information
from the Performance Schema tables.

To ease the memory load on systems with huge numbers of tables, | nnoDB now frees up the
memory associated with an opened table using an LRU algorithm to select tables that have gone
the longest without being accessed. To reserve more memory to hold metadata for open | nnoDB
tables, increase the value of the t abl e_def i ni ti on_cache configuration option. | nnoDB treats
this value as a “soft limit” for the number of open table instances in the | nnoDB data dictionary
cache. For additional information, refer to the t abl e_defi ni ti on_cache documentation.

| nnoDB has several internal performance enhancements, including reducing contention by
splitting the kernel mutex, moving flushing operations from the main thread to a separate thread,
enabling multiple purge threads, and reducing contention for the buffer pool on large-memory
systems.

I nnoDB uses a new, faster algorithm to detect deadlocks. Information about all | nnoDB deadlocks
can be written to the MySQL server error log, to help diagnose application issues.

To avoid a lengthy warmup period after restarting the server, particularly for instances with large

| nnoDB buffer pools, you can reload pages into the buffer pool immediately after a restart. MySQL
can dump a compact data file at shutdown, then consult that data file to find the pages to reload
on the next restart. You can also manually dump or reload the buffer pool at any time, for example
during benchmarking or after complex report-generation queries. See Section 14.8.3.5, “Saving
and Restoring the Buffer Pool State” for details.
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« As of MySQL 5.6.16, i nnochecksumprovides support for files greater than 2GB in size.
Previously, i nnochecksumonly supported files up to 2GB in size.

< As of MySQL 5.6.16, new global configuration parameters, i nnodb_st at us_out put and
i nnodb_st at us_out put _| ocks, allow you to dynamically enable and disable the standard
| nnoDB Monitor and | nnoDB Lock Monitor for periodic output. Enabling and disabling monitors
for periodic output by creating and dropping specially named tables is deprecated and may be
removed in a future release. For additional information, see Section 14.17, “InnoDB Monitors”.

* As of MySQL 5.6.17, Online DDL support is extended to the following operations for regular and
partitioned | nnoDB tables:

« OPTIM ZE TABLE
« ALTER TABLE ... FORCE

e ALTER TABLE ... ENG NE=I NNODB (when run on an | nnoDB table)

Online DDL support reduces table rebuild time and permits concurrent DML. See Section 14.13,
“InnoDB and Online DDL".

e As of MySQL 5.6.42, the zlib library version bundled with MySQL was raised from version 1.2.3 to
version 1.2.11. MySQL implements compression with the help of the zlib library.

If you use | nnoDB compressed tables, see Section 2.11.3, “Changes in MySQL 5.6 for related
upgrade implications.

» Partitioning.  These table-partitioning enhancements were added:

¢ The maximum number of partitions is increased to 8192. This number includes all partitions and all
subpartitions of the table.

It is now possible to exchange a partition of a partitioned table or a subpartition of a subpartitioned
table with a nonpartitioned table that otherwise has the same structure using the ALTER
TABLE ... EXCHANGE PARTI Tl ON statement. This can be used, for example, to import and
export partitions. For more information and examples, see Section 19.3.3, “Exchanging Partitions
and Subpartitions with Tables”.

< Explicit selection of one or more partitions or subpartitions is now supported for queries, as well as
for many data modification statements, that act on partitioned tables. For example, assume a table
t with some integer column ¢ has 4 partitions named p0, p1, p2, and p3. Then the query SELECT
* FROM t PARTITION (p0O, pl) WHERE c < 5 returns only those rows from partitions pO
and p1 for which c is less than 5.

The following statements support explicit partition selection:
e SELECT
 DELETE
e | NSERT
« REPLACE
» UPDATE

« LOAD DATA.
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e LOAD XM..

For syntax, see the descriptions of the individual statements. For additional information and
examples, see Section 19.5, “Partition Selection”.

« Partition lock pruning greatly improves performance of many DML and DDL statements acting
on tables with many partitions by helping to eliminate locks on partitions that are not affected by
these statements. Such statements include many SELECT, SELECT ... PARTI Tl ON, UPDATE,
REPLACE, | NSERT, as well as many other statements. For more information, including a complete
listing of the statements whose performance has thus been improved, see Section 19.6.4,
“Partitioning and Locking”.

Performance Schema. The Performance Schema includes several new features:

« Instrumentation for table input and output. Instrumented operations include row-level accesses to
persistent base tables or temporary tables. Operations that affect rows are fetch, insert, update,
and delete.

« Event filtering by table, based on schema and/or table names.

« Event filtering by thread. More information is collected for threads.
« Summary tables for table and index I/O, and for table locks.

¢ Instrumentation for statements and stages within statements.

« Configuration of instruments and consumers at server startup, which previously was possible only
at runtime.

MySQL NDB Cluster. MySQL NDB Cluster is released as a separate product; the most recent
GA releases are based on MySQL 5.6 and use version 7.3 of the NDB storage engine. Clustering
support is not available in mainline MySQL Server 5.6 releases. For more information about MySQL
NDB Cluster 7.3, see Chapter 18, MySQL NDB Cluster 7.3 and NDB Cluster 7.4. The latest current
development version is MySQL NDB Cluster 7.4, based on version 7.4 of the NDB storage engine
and MySQL Server 5.6. MySQL NDB Cluster 7.4 is currently available for testing and evaluation.
The most recent MySQL NDB Cluster 7.4 release can be obtained from https://dev.mysql.com/
downloads/cluster/.

For more information and an overview of improvements made in MySQL NDB Cluster 7.4, see
Section 18.2.4.2, “What is New in NDB Cluster 7.4".

MySQL NDB Cluster 7.2, the previous GA release, is based on MySQL Server 5.5, although we
recommend that new deployments use MySQL NDB Cluster 7.3.

Replication and logging.  These replication enhancements were added:

* MySQL now supports transaction-based replication using global transaction identifiers (also known
as “GTIDs"). This makes it possible to identify and track each transaction when it is committed on
the originating server and as it is applied by any replicas.

Enabling of GTIDs in a replication setup is done primarily using the new gt i d_node and
enforce_gtid_consi st ency system variables. For information about additional options and
variables introduced in support of GTIDs, see Section 17.1.4.5, “Global Transaction ID Options
and Variables”.

When using GTIDs it is not necessary to refer to log files or positions within those files when
starting a new replica or failing over to a new source, which greatly simplifies these tasks. For
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more information about provisioning servers for GTID replication with or without referring to binary
log files, see Section 17.1.3.3, “Using GTIDs for Failover and Scaleout”.

GTID-based replication is completely transaction-based, which makes it simple to check the
consistency of sources and replicas. If all transactions committed on a given source are also
committed on a given replica, consistency between the two servers is guaranteed.

For more complete information about the implementation and use of GTIDs in MySQL Replication,
see Section 17.1.3, “Replication with Global Transaction Identifiers”.

MySQL row-based replication now supports row image control. By logging only those columns
required for uniquely identifying and executing changes on each row (as opposed to all columns)
for each row change, it is possible to save disk space, network resources, and memory usage.
You can determine whether full or minimal rows are logged by setting the bi nl og_row i nage
server system variable to one of the values i ni mal (log required columns only), f ul | (log all
columns), or nobl ob (log all columns except for unneeded BLOB or TEXT columns). See System
Variables Used with Binary Logging, for more information.

Binary logs written and read by the MySQL Server are now crash-safe, because only complete
events (or transactions) are logged or read back. By default, the server logs the length of the event
as well as the event itself and uses this information to verify that the event was written correctly.
You can also cause the server to write checksums for the events using CRC32 checksums by
setting the bi nl og_checksumsystem variable. To cause the server to read checksums from the
binary log, use the mast er _veri fy_checksumsystem variable. The - - sl ave-sql -verify-
checksumsystem variable causes the replica SQL thread to read checksums from the relay log.

MySQL now supports logging of source connection information and of replica relay log
information to tables as well as files. Use of these tables can be controlled independently, by the
master _info repositoryandrelay | og info repository system variable system
variables. Setting mast er _i nf o_reposi t ory to TABLE causes connection information logging
to the sl ave _mmast er i nfo table. Settingrel ay | og info_repository to TABLE causes
relay log information logging to the sl ave _rel ay | og i nf o table. Both tables are created
automatically in the nysql system database.

In order for replication to be resilient to unexpected halts, the sl ave_nast er i nf o and

sl ave_rel ay_ | og i nf o tables must each use a transactional storage engine, and beginning
with MySQL 5.6.6, these tables are created using | nnoDB for this reason. (Bug #13538891) If you
are using a previous MySQL 5.6 release in which both of these tables use Myl SAM this means
that, prior to starting replication, you must convert both of them to a transactional storage engine
(such as | nnoDB) if you wish for replication to be resilient to unexpected halts. You can do this

in such cases by means of the appropriate ALTER TABLE ... ENG NE=. .. statements. You
should not attempt to change the storage engine used by either of these tables while replication is
actually running.

See Section 17.3.2, “Handling an Unexpected Halt of a Replica Server”, for more information.

nysql bi nl og now has the capability to back up a binary log in its original binary format. When
invoked with the - - r ead- f rom r enot e- ser ver and - - r aw options, nysql bi nl og connects
to a server, requests the log files, and writes output files in the same format as the originals. See
Section 4.6.8.3, “Using mysglbinlog to Back Up Binary Log Files”.

MySQL now supports delayed replication such that a replica server deliberately lags behind
the source by at least a specified amount of time. The default delay is 0 seconds. Use the new
MASTER DELAY option for CHANGE MASTER TOto set the delay.

Delayed replication can be used for purposes such as protecting against user mistakes on the
source (a DBA can roll back a delayed replica to the time just before the disaster) or testing how
the system behaves when there is a lag. See Section 17.3.10, “Delayed Replication”.
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« Areplica having multiple network interfaces can now be caused to use only one of these (to the
exclusion of the others) by using the MASTER_BI ND option when issuing a CHANGE MASTER TO
statement.

« Thel og_bi n_basenane system variable has been added. This variable contains the complete
filename and path to the binary log file. Whereas the | og_bi n system variable shows only
whether or not binary logging is enabled, | og_bi n_basenane reflects the name set with the - -
| 0g- bi n server option.

Similarly, the r el ay_| og_basenane system variable shows the filename and complete path to
the relay log file.

* MySQL Replication now supports parallel execution of transactions with multithreading on the
replica. When parallel execution is enabled, the replica SQL thread acts as the coordinator for a
number of replica worker threads as determined by the value of the sl ave paral | el _workers
server system variable. The current implementation of multithreading on the replica assumes
that data and updates are partitioned on a per-database basis, and that updates within a
given database occur in the same relative order as they do on the source. However, it is not
necessary to coordinate transactions between different databases. Transactions can then also be
distributed per database, which means that a worker thread on the replica can process successive
transactions on a given database without waiting for updates to other databases to complete.

Since transactions on different databases can occur in a different order on the replica than on
the source, simply checking for the most recently executed transaction is not a guarantee that all
previous transactions on the source have been executed on the replica. This has implications for
logging and recovery when using a multithreaded replica. For information about how to interpret
binary logging information when using multithreading on the replica, see Section 13.7.5.35,
“SHOW SLAVE STATUS Statement”.

» Optimizer enhancements.  These query optimizer improvements were implemented:

* The optimizer now more efficiently handles queries (and subqueries) of the following form:

SELECT ... FROM single_table ... ORDER BY non_index_colum [DESC] LIMT [M]N;

That type of query is common in web applications that display only a few rows from a larger result
set. For example:

SELECT col1, ... FROMt1l ... ORDER BY name LIMT 10;
SELECT col1, ... FROMt1l ... ORDER BY RAND() LIMT 15;

The sort buffer has a size of sort _buf f er _si ze. If the sort elements for N rows are small
enough to fit in the sort buffer (M+N rows if Mwas specified), the server can avoid using a merge
file and perform the sort entirely in memory. For details, see Section 8.2.1.16, “LIMIT Query
Optimization”.

» The optimizer implements Disk-Sweep Multi-Range Read. Reading rows using a range scan on
a secondary index can result in many random disk accesses to the base table when the table
is large and not stored in the storage engine's cache. With the Disk-Sweep Multi-Range Read
(MRR) optimization, MySQL tries to reduce the number of random disk access for range scans
by first scanning the index only and collecting the keys for the relevant rows. Then the keys
are sorted and finally the rows are retrieved from the base table using the order of the primary
key. The motivation for Disk-sweep MRR is to reduce the number of random disk accesses
and instead achieve a more sequential scan of the base table data. For more information, see
Section 8.2.1.10, “Multi-Range Read Optimization”.

e The optimizer implements Index Condition Pushdown (ICP), an optimization for the case where
MySQL retrieves rows from a table using an index. Without ICP, the storage engine traverses
the index to locate rows in the base table and returns them to the MySQL server which evaluates
the WHERE condition for the rows. With ICP enabled, and if parts of the WHERE condition can be
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evaluated by using only fields from the index, the MySQL server pushes this part of the WHERE
condition down to the storage engine. The storage engine then evaluates the pushed index
condition by using the index entry and only if this is satisfied is base row be read. ICP can reduce
the number of accesses the storage engine has to do against the base table and the number of
accesses the MySQL server has to do against the storage engine. For more information, see
Section 8.2.1.5, “Index Condition Pushdown Optimization”.

* The EXPLAI N statement now provides execution plan information for DELETE, | NSERT, REPLACE,
and UPDATE statements. Previously, EXPLAI N provided information only for SELECT statements.
In addition, the EXPLAI N statement now can produce output in JSON format. See Section 13.8.2,
“EXPLAIN Statement”.

« The optimizer more efficiently handles subqueries in the FROMclause (that is, derived tables).
Materialization of subqueries in the FROMclause is postponed until their contents are needed
during query execution, which improves performance. In addition, during query execution,
the optimizer may add an index to a derived table to speed up row retrieval from it. For more
information, see Section 8.2.2.4, “Optimizing Derived Tables”.

« The optimizer uses semijoin and materialization strategies to optimize subquery execution. See
Section 8.2.2.1, “Optimizing Subqueries with Semijoin Transformations”, and Section 8.2.2.2,
“Optimizing Subqueries with Materialization”.

« A Batched Key Access (BKA) join algorithm is now available that uses both index access to the
joined table and a join buffer. The BKA algorithm supports inner join, outer join, and semijoin
operations, including nested outer joins and nested semijoins. Benefits of BKA include improved
join performance due to more efficient table scanning. For more information, see Section 8.2.1.11,
“Block Nested-Loop and Batched Key Access Joins”.

« The optimizer now has a tracing capability, primarily for use by developers. The interface is
provided by a set of opt i m zer _trace_xxx system variables and the Information Schema
OPTI M ZER_TRACE table. For details, see MySQL Internals: Tracing the Optimizer.

Condition handling.  MySQL now supports the GET DI AGNOSTI CS statement. GET

DI AGNOSTI CS provides applications a standardized way to obtain information from the diagnostics
area, such as whether the previous SQL statement produced an exception and what it was. For more
information, see Section 13.6.7.3, “GET DIAGNOSTICS Statement”.

In addition, several deficiencies in condition handler processing rules were corrected so that MySQL
behavior is more like standard SQL.:

« Block scope is used in determining which handler to select. Previously, a stored program was
treated as having a single scope for handler selection.

« Condition precedence is more accurately resolved.

« Diagnostics area clearing has changed. Bug #55843 caused handled conditions to be cleared from
the diagnostics area before activating the handler. This made condition information unavailable
within the handler. Now condition information is available to the handler, which can inspect it with
the GET DI AGNOSTI CS statement. The condition information is cleared when the handler exits, if
it has not already been cleared during handler execution.

» Previously, handlers were activated as soon as a condition occurred. Now they are not activated
until the statement in which the condition occurred finishes execution, at which point the most
appropriate handler is chosen. This can make a difference for statements that raise multiple
conditions, if a condition raised later during statement execution has higher precedence than an
earlier condition and there are handlers in the same scope for both conditions. Previously, the
handler for the first condition raised would be chosen, even if it had a lower precedence than other
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handlers. Now the handler for the condition with highest precedence is chosen, even if it is not the
first condition raised by the statement.

For more information, see Section 13.6.7.6, “Scope Rules for Handlers”.
» Datatypes. These data type changes have been implemented:

* MySQL now permits fractional seconds for Tl VE, DATETI ME, and TI MESTANMP values, with up to
microseconds (6 digits) precision. See Section 11.2.7, “Fractional Seconds in Time Values”.

« Previously, at most one TI MESTAMP column per table could be automatically initialized or
updated to the current date and time. This restriction has been lifted. Any TI VESTANMP column
definition can have any combination of DEFAULT CURRENT_TI MESTAMP and ON UPDATE
CURRENT _TI MESTAMP clauses. In addition, these clauses now can be used with DATETI ME
column definitions. For more information, see Section 11.2.6, “Automatic Initialization and
Updating for TIMESTAMP and DATETIME".

e In MySQL, the TI MESTANP data type differs in nonstandard ways from other data types in
terms of default value and assignment of automatic initialization and update attributes. These
behaviors remain the default but now are deprecated, and can be turned off by enabling the
explicit_defaults for_tinmestanp system variable at server startup. See Section 11.2.6,
“Automatic Initialization and Updating for TIMESTAMP and DATETIME”, and Section 5.1.7,
“Server System Variables”.

» Host cache. MySQL now provides more information about the causes of errors that occur when
clients connect to the server, as well as improved access to the host cache, which contains client IP
address and host name information and is used to avoid DNS lookups. These changes have been
implemented:

« New Connecti on_errors_xxx status variables provide information about connection errors that
do not apply to specific client IP addresses.

< Counters have been added to the host cache to track errors that do apply to specific IP addresses,
and a new host _cache Performance Schema table exposes the contents of the host cache
so that it can be examined using SELECT statements. Access to host cache contents makes it
possible to answer questions such as how many hosts are cached, what kinds of connection
errors are occurring for which hosts, or how close host error counts are to reaching the
max_connect _errors system variable limit.

e The host cache size now is configurable using the host _cache_si ze system variable.

For more information, see Section 5.1.11.2, “DNS Lookups and the Host Cache”, and
Section 22.12.10.1, “The host_cache Table”.

e OpenGIS. The OpenGIS specification defines functions that test the relationship between
two geometry values. MySQL originally implemented these functions such that they used object
bounding rectangles and returned the same result as the corresponding MBR-based functions.
Corresponding versions are now available that use precise object shapes. These versions are
named with an ST_ prefix. For example, Cont ai ns() uses object bounding rectangles, whereas
ST _Cont ai ns() uses object shapes. For more information, see Section 12.17.9, “Functions That
Test Spatial Relations Between Geometry Objects”.

Features Deprecated in MySQL 5.6

The following features are deprecated in MySQL 5.6; you should expect them to be removed in a future
series. Where alternatives are shown, applications should be updated to use them.

For applications that use features deprecated in MySQL 5.6 that have been removed in a higher
MySQL series, statements may fail when replicated from a MySQL 5.6 source to a higher-series
replica, or may have different effects on source and replica. To avoid such problems, applications that
use features deprecated in 5.6 should be revised to avoid them and use alternatives when possible.
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e The ERROR_FOR_DI VI SI ON_BY_ZERO, NO_ZERO DATE, and NO_ZERO | N_DATE SQL modes are
deprecated and setting the sql _node value to include any of them generates a warning. In MySQL
5.7, these modes do nothing. Instead, their effects are included in the effects of strict SQL mode
(STRI CT_ALL_TABLES or STRI CT_TRANS_TABLES). The mativation for the change in MySQL 5.7
is to reduce the number of SQL modes with an effect dependent on strict mode and make them part
of strict mode itself.

To make advance preparation for an upgrade to MySQL 5.7, see SQL Mode Changes in MySQL 5.7.
That discussion provides guidelines to assess whether your applications are affected by the SQL
mode changes in MySQL 5.7.

» Relying on implicit GROUP BY sorting in MySQL 5.6 is deprecated. To achieve a specific sort order of
grouped results, it is preferable to use an explicit ORDER BY clause. GROUP BY sorting is a MySQL
extension that may change in a future release; for example, to make it possible for the optimizer to
order groupings in whatever manner it deems most efficient and to avoid the sorting overhead.

» Pre-4.1 passwords and the nysqgl ol d_passwor d authentication plugin. Passwords stored
in the older hash format used before MySQL 4.1 are less secure than passwords that use
the native password hashing method and should be avoided. Pre-4.1 passwords and the
nysql ol d_passwor d authentication plugin are now deprecated. To prevent connections using
accounts that have pre-4.1 password hashes, the secur e_aut h system variable is now enabled by
default. (To permit connections for accounts that have such password hashes, start the server with
--secur e_aut h=0. However, because pre-4.1 passwords are deprecated, disabling secure_aut h
is also deprecated.)

DBAs are advised to convert accounts that use the nysql _ol d_passwor d authentication plugin
touse nysql _native_password instead. For account upgrade instructions, see Section 6.4.1.3,
“Migrating Away from Pre-4.1 Password Hashing and the mysqgl_old_password Plugin”.

The OLD_PASSWORD( ) function generates pre-4.1 password hashes, as does PASSWORD( ) if
the ol d_passwor ds system variable is setto 1. OLD _PASSWORD( ) and ol d_passwor ds=1 are
deprecated.

The - - ski p-i nnodb option and its synonyms (- - i nnodb=0FF, - - di sabl e-i nnodb, and so
forth).

* Theinnodb_ | ocks_unsafe_ for_binl og system variable.

e Thedate format,datetine_fornmat,andtine_format system variables, which are unused.
* The have_profiling,profiling,andprofiling_history_size system variables.

e Theinnodb _use_sys nall oc andi nnodb_addi ti onal _nem pool _si ze system variables.

e Theti ned_nut exes system variable. It does nothing and has no effect.

The - - | anguage option. Use the - - | c- nessages-di r and - - | c- nessages options instead.

» The | GNORE clause for ALTER TABLE. ALTER | GNORE TABLE causes problems for replication,
prevents online ALTER TABLE for unique index creation, and causes problems with foreign keys
(rows removed in the parent table).

The nsql 2nysql , mysql _convert _table format, nysql _find rows,
nysql _fix_extensions, nysql _setperm ssion,nysql _waitpid,nysql_zap,
nysql access, and nysql bug utilities.

» The mysqgl hot copy utility. Alternatives include nysql dunp and MySQL Enterprise Backup.
Features Removed in MySQL 5.6

The following items are obsolete and have been removed in MySQL 5.6. Where alternatives are
shown, applications should be updated to use them.
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For MySQL 5.5 applications that use features removed in MySQL 5.6, statements may fail when
replicated from a MySQL 5.5 source to a MySQL 5.6 replica, or may have different effects on source
and replica. To avoid such problems, applications that use features removed in MySQL 5.6 should be
revised to avoid them and use alternatives when possible.

The - - | og server option and the | og system variable. Instead, use the gener al _| og system
variable to enable the general query log and the general | og _fi | e system variable to set the
general query log file name.

The | og_sl ow _queri es system variable. Instead, use the sl ow_query | og system variable to
enable the slow query log and the sl ow_query | og_fi | e system variable to set the slow query
log file name.

The - - one- t hr ead server option. Use - - t hr ead_handl i ng=no- t hr eads instead.

The - - saf e- node server option.

The - - ski p-t hread- priority server option.

The - - t abl e- cache server option. Use the t abl e_open_cache system variable instead.

The--init-rpl-roleand--rpl-recovery-rank options, therpl recovery_ rank system
variable, and the Rpl _st at us status variable.

The engi ne_condi ti on_pushdown system variable. Use the engi ne_condi ti on_pushdown
flag of the opt i m zer _swi t ch variable instead.

The have_csv, have_i nnodb, have ndbcl ust er, and have partiti oni ng system variables.
Use SHOW PLUG NS or query the PLUG NS table in the | NFORVATI ON_SCHENA database instead.

The sqgl _bi g_t abl es system variable. Use bi g_t abl es instead.

The sql | ow priority updates system variable. Use | ow priority updat es instead.
The sqgl _max_j oi n_si ze system variable. Use nmax_j oi n_si ze instead.

The max_| ong_dat a_si ze system variable. Use nax_al | owed _packet instead.

The FLUSH MASTER and FLUSH SLAVE statements. Use the RESET MASTER and RESET SLAVE
statements instead.

The SLAVE START and SLAVE STOP statements. Use The START SLAVE and STOP SLAVE
statements.

The SHOW AUTHORS and SHOW CONTRI BUTORS statements.
The OPTI ON and ONE_SHOT modifiers for the SET statement.

It is explicitly disallowed to assign the value DEFAULT to stored procedure or function parameters
or stored program local variables (for example with a SET var _nanme = DEFAULT statement). It
remains permissible to assign DEFAULT to system variables, as before.

Most SHOW ENG NE | NNOCDB MUTEX output is removed in 5.6.14. SHOV ENG NE | NNODB MUTEX
output is removed entirely in MySQL 5.7.2. Comparable information can be generated by creating
views on Performance Schema tables.

1.4 Server and Status Variables and Options Added, Deprecated,
or Removed in MySQL 5.6

Options and Variables Introduced in MySQL 5.6

Options and Variables Deprecated in MySQL 5.6
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Options and Variables Removed in MySQL 5.6

This section lists server variables, status variables, and options that were added for the first time, have
been deprecated, or have been removed in MySQL 5.6.

Options and Variables Introduced in MySQL 5.6

The following system variables, status variables, and server options have been added in MySQL 5.6.

Audit | og current _si ze: Audit log file current size. Added in MySQL 5.6.20.

Audit | og event nax_drop_si ze: Size of largest dropped audited event. Added in MySQL
5.6.20.

Audi t _| og_event s: Number of handled audited events. Added in MySQL 5.6.20.

Audit | og events filtered: Number of filtered audited events. Added in MySQL 5.6.20.
Audit _| og_events_| ost: Number of dropped audited events. Added in MySQL 5.6.20.
Audit | og _events_written: Number of written audited events. Added in MySQL 5.6.20.
Audit _| og_total _size: Combined size of written audited events. Added in MySQL 5.6.20.
Audit | og wite waits:Number of write-delayed audited events. Added in MySQL 5.6.20.

Bi nl og_st nt _cache_di sk_use: Number of nontransactional statements that used temporary file
instead of binary log statement cache. Added in MySQL 5.6.1.

Bi nl og_st nt _cache_use: Number of statements that used temporary binary log statement cache.
Added in MySQL 5.6.1.

Com al t er _user: Count of ALTER USER statements. Added in MySQL 5.6.6.
Com get _di agnhosti cs: Count of GET DIAGNOSTICS statements. Added in MySQL 5.6.4.

Connection_control _del ay_gener at ed: How many times server delayed connection request.
Added in MySQL 5.6.35.

Connection_errors_accept : Number of errors calling accept on listening port. Added in MySQL
5.6.5.

Connection_errors_internal : Number of connections refused due to internal errors. Added in
MySQL 5.6.5.

Connection_errors_nmax_connecti ons: Number of connections refused due to
max_connections limit. Added in MySQL 5.6.5.

Connection_errors_peer_address: Number of errors searching for connection client IP
addresses. Added in MySQL 5.6.5.

Connection_errors_sel ect: Number of errors calling select/poll on listening port. Added in
MySQL 5.6.5.

Connection_errors_t cpw ap: Number of connections refused by libwrap. Added in MySQL
5.6.5.

Firewal | _access_deni ed: Number of statements rejected by MySQL Enterprise Firewall. Added
in MySQL 5.6.24.

Fi rewal | _access_gr ant ed: Number of statements accepted by MySQL Enterprise Firewall.
Added in MySQL 5.6.24.

Firewal | _cached_entri es: Number of statements recorded by MySQL Enterprise Firewall.
Added in MySQL 5.6.24.
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Handl er _ext ernal _| ock: Number of locks started while statement executed. Added in MySQL
5.6.2.

Handl er _nrr _init: Number of times storage engine MRR implementation is used for table
access. Added in MySQL 5.6.1.

Handl er _read_| ast: Number of requests to read last index entry. Added in MySQL 5.6.1.

I nnodb_avai | abl e_undo_| ogs: Total number of InnoDB rollback segments; different from
innodb_rollback _segments, which displays number of active rollback segments. Added in MySQL
5.6.5.

I nnodb_buf fer_pool bytes_dat a: Number of bytes containing data (dirty or clean) in buffer
pool. Added in MySQL 5.6.10.

I nnodb_buf f er _pool _byt es_di rty: Number of bytes currently dirty in buffer pool. Added in
MySQL 5.6.10.

I nnodb_buf f er _pool _dunp_st at us: Display status of buffer pool recording operation triggered
by innodb_buffer_pool_dump_at_shutdown or innodb_buffer_pool_dump_now. Added in MySQL
5.6.3.

I nnodb_buf f er _pool _| oad_st at us: Display status of buffer pool warmup operation triggered
by innodb_buffer_pool_load_at_startup or innodb_buffer_pool_load_now. Added in MySQL 5.6.3.

I nnodb_num open_fi | es: Number of physical files currently opened by InnoDB. Added in MySQL
5.6.2.

Last _query_partial _pl ans: Number of iterations in execution plan construction for previous
statement. Added in MySQL 5.6.5.

Per f or mance_schenma_account s_| ost : How many accounts table rows could not be added.
Added in MySQL 5.6.3.

Per f or mance_schena_di gest | ost: How many digests could not be instrumented. Added in
MySQL 5.6.5.

Per f ormance_schema_host s_| ost : How many hosts table rows could not be added. Added in
MySQL 5.6.3.

Per f or mance_schenma_sessi on_connect _attrs_| ost: Number of connections for which
attribute strings could not be created. Added in MySQL 5.6.6.

Per f ormance_schenma_socket cl asses_| ost: How many socket instruments could not be
loaded. Added in MySQL 5.6.3.

Per f or mance_schenma_socket i nst ances_| ost : How many socket instrument instances could
not be created. Added in MySQL 5.6.3.

Per f or mance_schema_st age_cl asses_| ost : How many stage instruments could not be
loaded. Added in MySQL 5.6.3.

Per f or mance_schema_st at ement _cl asses_| ost : How many statement instruments could not
be loaded. Added in MySQL 5.6.3.

Per f ormance_schema_users_| ost : How many users table rows could not be added. Added in
MySQL 5.6.3.

Rsa_publ i c_key: sha256_ password authentication plugin RSA public key value. Added in MySQL
5.6.6.

Sl ave | ast _heart beat : Shows when latest heartbeat signal was received, in TIMESTAMP
format. Added in MySQL 5.6.1.

22



Options and Variables Introduced in MySQL 5.6

Sl ave_rows_| ast _search_al gorit hm used: Search algorithm most recently used by this
replica to locate rows for row-based replication (index, table, or hash scan). Added in MySQL 5.6.6.

Ssl _server _not _after: SSL certificate last valid date. Added in MySQL 5.6.3.
Ssl _server _not _bef or e: SSL certificate first valid date. Added in MySQL 5.6.3.
Tabl e_open_cache_hi t s: Number of hits for open tables cache lookups. Added in MySQL 5.6.6.

Tabl e_open_cache_ni sses: Number of misses for open tables cache lookups. Added in MySQL
5.6.6.

Tabl e_open_cache_over f| ows: Number of overflows for open tables cache. Added in MySQL
5.6.6.

audi t - | og: Whether to activate audit log plugin. Added in MySQL 5.6.10.
audi t _| og_buffer_si ze: Size of audit log buffer. Added in MySQL 5.6.10.

audit _| og_connection_pol i cy: Audit logging policy for connection-related events. Added in
MySQL 5.6.20.

audit _| og_current _sessi on: Whether to audit current session. Added in MySQL 5.6.20.
audi t _| og_excl ude_account s: Accounts not to audit. Added in MySQL 5.6.20.

audit _| og_fil e: Name of audit log file. Added in MySQL 5.6.10.

audi t _| og_f 1 ush: Close and reopen audit log file. Added in MySQL 5.6.10.

audi t _| og_f or mat : Audit log file format. Added in MySQL 5.6.14.

audit | og_i ncl ude_account s: Accounts to audit. Added in MySQL 5.6.20.

audi t _| og_pol i cy: Audit logging policy. Added in MySQL 5.6.10.

audit | og_rotate _on_size: Close and reopen audit log file at this size. Added in MySQL
5.6.10.

audit | og_statenment _pol i cy: Audit logging policy for statement-related events. Added in
MySQL 5.6.20.

audi t _| og_strat egy: Audit logging strategy. Added in MySQL 5.6.10.

aut henti cati on_w ndows_| og | evel : Windows authentication plugin logging level. Added in
MySQL 5.6.10.

aut henti cati on_wi ndows_use_pri nci pal _nane: Whether to use Windows authentication
plugin principal name. Added in MySQL 5.6.10.

avoi d_t enpor al _upgr ade: Whether ALTER TABLE should upgrade pre-5.6.4 temporal columns.
Added in MySQL 5.6.24.

bi nd_addr ess: IP address or host name to bind to. Added in MySQL 5.6.1.
bi nl og- checksum Enable/disable binary log checksums. Added in MySQL 5.6.2.
bi nl og_checksum Enable/disable binary log checksums. Added in MySQL 5.6.2.

bi nl og_error_acti on: Controls what happens when server cannot write to binary log. Added in
MySQL 5.6.22.

bi nl og_gti d_si npl e_recovery: Controls how binary logs are iterated during GTID recovery.
Added in MySQL 5.6.23.

bi nl og_nmax_fl ush_queue_ti ne: How long to read transactions before flushing to binary log.
Added in MySQL 5.6.6.
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bi nl og_or der _conmi t s: Whether to commit in same order as writes to binary log. Added in
MySQL 5.6.6.

bi nl og_r ow_i mage: Use full or minimal images when logging row changes. Added in MySQL
5.6.2.

bi nl og_rows_query_| og_event s: When enabled, enables logging of rows query log events
when using row-based logging. Disabled by default. Do not enable when producing logs for pre-5.6
replicas/readers. Added in MySQL 5.6.2.

bi nl og_stm _cache_si ze: Size of cache to hold nontransactional statements for binary log
during transaction. Added in MySQL 5.6.1.

bi nl oggi ng_i npossi bl e_node: Deprecated and later removed. Use binlog_error_action instead.
Added in MySQL 5.6.20.

bl ock_encrypti on_node: Mode for block-based encryption algorithms. Added in MySQL 5.6.17.

connection_control failed connections_threshol d: Consecutive failed connection
attempts before delays occur. Added in MySQL 5.6.35.

connection_control _max_connecti on_del ay: Maximum delay (milliseconds) for server
response to failed connection attempts. Added in MySQL 5.6.35.

connection_control _m n_connecti on_del ay: Minimum delay (milliseconds) for server
response to failed connection attempts. Added in MySQL 5.6.35.

core_fil e: Write core file on server crashes. Added in MySQL 5.6.2.
daenmon_nentached_enabl e_bi nl og: . Added in MySQL 5.6.6.

daenon_nentached_engi ne_l i b_nane: Shared library implementing InnoDB memcached
plugin. Added in MySQL 5.6.6.

daenon_mentached_engi ne_l i b_pat h: Directory which contains shared library implementing
InnoDB memcached plugin. Added in MySQL 5.6.6.

daenon_nentached_opti on: Space-separated options which are passed to underlying
memcached daemon on startup. Added in MySQL 5.6.6.

daenmon_mentached_r _bat ch_si ze: Specifies how many memcached read operations to perform
before doing COMMIT to start new transaction. Added in MySQL 5.6.6.

daenmon_nentached_w bat ch_si ze: Specifies how many memcached write operations to
perform before doing COMMIT to start new transaction. Added in MySQL 5.6.6.

def aul t - aut henti cati on- pl ugi n: Default authentication plugin. Added in MySQL 5.6.6.

defaul t _tnp_storage_engi ne: Default storage engine (table type) for TEMPORARY tables.
Added in MySQL 5.6.3.

di sabl e-gti d-unsaf e- st at enent s: Obsolete: Replaced by enforce_gtid_consistency in
MySQL 5.6.9. Added in MySQL 5.6.5.

di sabl e_gti d_unsaf e_st at enment s: Obsolete: Replaced by enforce_gtid_consistency in
MySQL 5.6.9. Added in MySQL 5.6.5.

di sconnect _on_expi red_passwor d: Whether server disconnects clients with expired
passwords if clients cannot handle such accounts. Added in MySQL 5.6.10.

end_mar kers_i n_j son: Whether optimizer JSON output should add end markers. Added in
MySQL 5.6.5.

enforce_gtid_consi st ency: Prevents execution of statements that cannot be logged in
transactionally safe manner. Added in MySQL 5.6.9.
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eq_range_i ndex_di ve_I| i m t: Cutoff for switching from index dives to index statistics. Added in
MySQL 5.6.5.

explicit_defaults_for_tinmestanp: Whether TIMESTAMP columns are nullable and have
DEFAULT NULL. Added in MySQL 5.6.6.

gti d_done: Obsolete: Replaced by gtid_executed in MySQL 5.6.9. Added in MySQL 5.6.5.

gti d_execut ed: Global: All GTIDs in binary log (global) or current transaction (session). Read-
only. Added in MySQL 5.6.9.

gtid_| ost: Obsolete: Replaced by gtid_purged in MySQL 5.6.9. Added in MySQL 5.6.5.

gti d_node: Controls whether GTID based logging is enabled and what type of transactions logs
can contain. Added in MySQL 5.6.5.

gti d_next : Specifies GTID for next statement to execute; see documentation for details. Added in
MySQL 5.6.5.

gti d_owned: Set of GTIDs owned by this client (session), or by all clients, together with thread ID of
owner (global). Read-only. Added in MySQL 5.6.5.

gti d_purged: Set of all GTIDs that have been purged from binary log. Added in MySQL 5.6.9.
host _cache_si ze: Size of host cache. Added in MySQL 5.6.5.

i gnor e- db- di r: Treat directory as nondatabase directory. Added in MySQL 5.6.3.

i gnor e_db_di rs: Directories treated as nondatabase directories. Added in MySQL 5.6.3.

i nnodb_adapti ve_fl ushi ng_| wn Low water mark representing percentage of redo log capacity
at which adaptive flushing is enabled. Added in MySQL 5.6.6.

i nnodb_adapti ve_max_sl eep_del ay: Allows InnoDB to adjust value of
innodb_thread_sleep_delay up or down automatically, according to current workload. Added in
MySQL 5.6.3.

i nnodb_api _bk_comm t _i nt erval : How often to auto-commit idle connections which use
InnoDB memcached interface, in seconds. Added in MySQL 5.6.7.

i nnodb_api _di sabl e_row ock: . Added in MySQL 5.6.6.

i nnodb_api _enabl e_bi nl og: Allows use of InnoDB memcached plugin with MySQL binary log.
Added in MySQL 5.6.6.

i nnodb_api _enabl e_ndl : Locks table used by InnoDB memcached plugin, so that it cannot be
dropped or altered by DDL through SQL interface. Added in MySQL 5.6.6.

i nnodb_api _trx_I| evel : Allows control of transaction isolation level on queries processed by
memcached interface. Added in MySQL 5.6.6.

i nnodb_buf fer pool dunp_at shut down: Specifies whether to record pages cached in
InnoDB buffer pool when MySQL server is shut down, to shorten warmup process at next restart.
Added in MySQL 5.6.3.

i nnodb_buf f er _pool _dunp_now: Immediately record pages cached in InnoDB buffer pool.
Added in MySQL 5.6.3.

i nnodb_buf fer _pool _fil enane: Specifies file containing list of page humbers produced by
innodb_Dbuffer_pool_dump_at_shutdown or innodb_buffer_pool_dump_now. Added in MySQL 5.6.3.

i nnodb_buf fer _pool | oad_abort : Interrupts process of restoring InnoDB buffer pool contents
triggered by innodb_buffer_pool_load_at_startup or innodb_buffer_pool_load_now. Added in MySQL
5.6.3.
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i nnodb_buf fer pool | oad_at st art up: Specifies that, on MySQL server startup, InnoDB
buffer pool is automatically "warmed up" by loading same pages it held at earlier time. Added in
MySQL 5.6.3.

i nnodb_buf f er _pool _| oad_now: Immediately "warms up" InnoDB buffer pool by loading set of
data pages, without waiting for server restart. Added in MySQL 5.6.3.

i nnodb_change_buf f er _max_si ze: Maximum size for InnoDB change buffer, as percentage of
total size of buffer pool. Added in MySQL 5.6.2.

i nnodb_checksum al gori t hm Specifies how to generate and verify checksum stored in each
disk block of each InnoDB tablespace. Added in MySQL 5.6.3.

i nnodb_cnp_per _i ndex_enabl ed: Enables per-index compression-related statistics in
INFORMATION_SCHEMA.INNODB_CMP_PER_INDEX table. Added in MySQL 5.6.7.

i nnodb_conpression_failure_threshol d_pct: Cutoff point at which MySQL begins adding
padding within compressed pages to avoid expensive compression failures. Added in MySQL 5.6.7.

i nnodb_conpr essi on_| evel : Level of zlib compression to use for InnoDB compressed tables
and indexes. Added in MySQL 5.6.7.

i nnodb_conpressi on_pad_pct _max: Maximum percentage that can be reserved as free
space within each compressed page, to avoid compression failures when tightly packed data is
recompressed. Added in MySQL 5.6.7.

i nnodb_di sabl e_sort_fil e_cache: Disable OS file system cache for merge-sort temporary
files. Added in MySQL 5.6.4.

innodb_fil _rake page_dirty_ debug: Dirties first page of specified tablespace. Added in
MySQL 5.6.17.

i nnodb_flush_| og _at_tineout: Write and flush logs every N seconds. Added in MySQL 5.6.6.

i nnodb_f 1 ush_nei ghbor s: Specifies whether or not flushing page from InnoDB buffer pool also
flushes other dirty pages in same extent. Added in MySQL 5.6.3.

i nnodb_f | ushi ng_avg_| oops: Number of iterations for which InnoDB keeps previously
calculated snapshot of flushing state, controlling how quickly adaptive flushing responds to changing
workloads. Added in MySQL 5.6.6.

i nnodb_f orce_| oad_cor rupt ed: Lets InnoDB load tables at startup that are marked as
corrupted; use only during troubleshooting. Added in MySQL 5.6.3.

i nnodb_ft _aux_tabl e: Qualified name of InnoDB table containing FULLTEXT index for
diagnostic purposes. Added in MySQL 5.6.4.

i nnodb_ft cache_si ze: Size of cache holding parsed document in memory while creating
InnoDB FULLTEXT index. Added in MySQL 5.6.4.

i nnodb_ft_enabl e_di ag_pri nt: Whether to enable additional full-text search diagnostic output.
Added in MySQL 5.6.4.

i nnodb_ft_enabl e_st opwor d: Omit stop words from search index during creation of InnoDB
FULLTEXT index. Added in MySQL 5.6.4.

i nnodb_ft_max_t oken_si ze: Maximum length of words that are stored in InnoDB FULLTEXT
index. Added in MySQL 5.6.4.

i nnodb_ft_nin_token_size: Minimum length of words that are stored in InnoDB FULLTEXT
index. Added in MySQL 5.6.4.

i nnodb_ft_num word_opti m ze: Number of words to process during each OPTIMIZE TABLE
operation on InnoDB FULLTEXT index. Added in MySQL 5.6.4.
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innodb ft result _cache |imt:InnoDB FULLTEXT search query result cache limit. Added in
MySQL 5.6.13.

i nnodb_ft_server_stopword_t abl e: Specifies table holding list of stopwords
for InnoDB FULLTEXT indexes, overriding default stopword list; can be overridden by
innodb_ft_user_stopword_table. Added in MySQL 5.6.4.

innodb_ft sort pll _degree: Number of threads used to create InnoDB FULLTEXT index in
parallel, when building search index for large table. Added in MySQL 5.6.4.

innodb_ft_total cache_si ze: Total memory allocated for InnoDB FULLTEXT search index
cache. Added in MySQL 5.6.13.

i nnodb_ft user_stopword_t abl e: Specifies table holding list of stopwords for InnoDB
FULLTEXT indexes, overriding default stopword list as well as innodb_ft_server_stopword_table.
Added in MySQL 5.6.4.

i nnodb_i o_capaci ty_nmax: Limit up to which InnoDB is allowed to extend innodb_io_capacity
setting in case of emergency. Added in MySQL 5.6.6.

i nnodb_I ar ge_pr ef i x: Enables longer keys for column prefix indexes. Added in MySQL 5.6.3.

i nnodb_| og_checkpoi nt _now. Debug option that forces InnoDB to write checkpoint. Added in
MySQL 5.6.12.

i nnodb_| og_conpr essed_pages: Specifies whether images of re-compressed pages are stored
in InnoDB redo logs. Added in MySQL 5.6.11.

i nnodb_| ru_scan_dept h: Influences algorithms and heuristics for flush operation for InnoDB
buffer pool. Added in MySQL 5.6.3.

i nnodb_nax_dirty pages_pct | wm Low water mark representing percentage of dirty pages
where preflushing is enabled to control dirty page ratio. Added in MySQL 5.6.6.

i nnodb_nmax_pur ge_| ag_del ay: Maximum delay in milliseconds for formula calculated using
innodb_max_purge_lag configuration option. Added in MySQL 5.6.5.

i nnodb_noni t or _di sabl e: Turns off one or more counters in
information_schema.innodb_metrics table. Added in MySQL 5.6.2.

i nnodb_noni t or _enabl e: Turns on one or more counters in information_schema.innodb_metrics
table. Added in MySQL 5.6.2.

i nnodb_noni t or _reset: Resets count value for one or more counters in
information_schema.innodb_metrics table to zero. Added in MySQL 5.6.2.

i nnodb_noni tor_reset _al | : Resets all values (minimum, maximum, and so on) for one or more
counters in information_schema.innodb_metrics table. Added in MySQL 5.6.2.

i nnodb_numa_i nt er| eave: Enables NUMA MPOL_INTERLEAVE memory policy for allocation of
InnoDB buffer pool. Added in MySQL 5.6.27.

i nnodb_online_al ter_| og_max_si ze: Upper limit on size of temporary log files used during
online DDL operations for InnoDB tables. Added in MySQL 5.6.6.

i nnodb_optim ze fulltext_only: Causes OPTIMIZE TABLE statement for InnoDB table
to process newly added, deleted, and updated token data for FULLTEXT index, rather than to
reorganize data in clustered index of table. Added in MySQL 5.6.4.

i nnodb_page_si ze: Specifies page size for all InnoDB tablespaces in instance. Added in MySQL
5.6.4.

i nnodb_print_all _deadl ocks: During shutdown, prints information about all InnoDB deadlocks
to server error log. Added in MySQL 5.6.2.
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i nnodb_random r ead_ahead: Enables random read-ahead technique for optimizing InnoDB 1/0.
Added in MySQL 5.6.3.

i nnodb_read_onl y: Starts server in read-only mode. Added in MySQL 5.6.7.

i nnodb_r ol | back_segnent s: Defines number of rollback segments in system tablespace for
InnoDB to use within transaction. Added in MySQL 5.6.2.

i nnodb_saved_page_nunber _debug: Saves page number. Added in MySQL 5.6.17.

i nnodb_sort _buf fer_si ze: Specifies size of buffer used for sorting data during creation of
InnoDB index. Added in MySQL 5.6.4.

i nnodb_st ats_aut o_r ecal c: Causes InnoDB to recalculate persistent statistics automatically
after table data is changed substantially. Added in MySQL 5.6.6.

i nnodb_stats_include_del et e_nmar ked: Include delete-marked records when calculating
persistent InnoDB statistics. Added in MySQL 5.6.35.

i nnodb_st at s_net hod: Specifies how InnoDB index statistics collection code should treat NULLSs.
Added in MySQL 5.6.2.

i nnodb_st ats_per si st ent: Turns on InnoDB persistent statistics feature. Added in MySQL
5.6.6.

i nnodb_stats_persistent _sanpl e_pages: Number of pages to sample in each InnoDB index,
when persistent statistics feature is also enabled. Added in MySQL 5.6.2.

i nnodb_stats_transi ent_sanpl e_pages: Number of pages to sample in each InnoDB index,
when persistent statistics feature is turned off (default). Added in MySQL 5.6.2.

i nnodb_st at us_out put : Used to enable or disable periodic output for standard InnoDB Monitor.
Also used in combination with innodb_status_output_locks to enable and disable periodic output for
InnoDB Lock Monitor. Added in MySQL 5.6.16.

i nnodb_st at us_out put _| ocks: Used to enable or disable periodic output for standard InnoDB
Lock Monitor. innodb_status_output must also be enabled to produce periodic output for InnoDB
Lock Monitor. Added in MySQL 5.6.16.

i nnodb_sync_array_si ze: Splits internal data structure used to coordinate threads, for higher
concurrency in workloads with large numbers of waiting threads. Added in MySQL 5.6.3.

i nnodb_t npdi r : Directory location for temporary table files created during online ALTER TABLE
operations. Added in MySQL 5.6.29.

i nnodb_undo_di r ect or y: Relative or absolute directory path where InnoDB creates separate
tablespaces for undo logs; typically used to place those logs on different storage device. Added in
MySQL 5.6.3.

i nnodb_undo_| ogs: Number of undo logs (rollback segments) used by InnoDB; alias for
innodb_rollback_segments. Added in MySQL 5.6.3.

i nnodb_undo_t abl espaces: Number of tablespace files that rollback segments are divided
between. Added in MySQL 5.6.3.

| og- r aw. Whether to log queries without rewriting. Added in MySQL 5.6.3.
| og_bi n_basenane: Path and base name for binary log files. Added in MySQL 5.6.2.

| og_bin_use_v1 row events: Whether server is using version 1 binary log row events. Added in
MySQL 5.6.6.

| og_sl ow adm n_st at enent s: Log slow OPTIMIZE, ANALYZE, ALTER and other administrative
statements to slow query log if it is open. Added in MySQL 5.6.11.
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| og_sl ow sl ave_st at enent s: Cause slow statements as executed by replica to be written to
slow query log. Added in MySQL 5.6.11.

log_throttle_queries_not_using_i ndexes: Throttle write rate to slow log for queries not
using indexes slow query log if it is open. Added in MySQL 5.6.5.

mast er _i nf o_reposi t ory: Whether to write connection metadata repository, containing source
information and replication 1/O thread location in source's binary log, to file or table. Added in MySQL
5.6.2.

mast er _verify_checksum Cause source to examine checksums when reading from binary log.
Added in MySQL 5.6.2.

max_bi nl og_stnt _cache_si ze: Can be used to restrict total size used to cache all
nontransactional statements during transaction. Added in MySQL 5.6.1.

max_di gest | engt h: Maximum digest size in bytes. Added in MySQL 5.6.24.
net adat a_| ocks_cache_si ze: Size of metadata locks cache. Added in MySQL 5.6.4.
met adat a_| ocks_hash_i nst ances: Number of metadata lock hashes. Added in MySQL 5.6.8.

mysqgl _firewal | _nax_query_si ze: Maximum size of recorded statements. Added in MySQL
5.6.24.

nysql _firewal | node: Whether MySQL Enterprise Firewall is operational. Added in MySQL
5.6.24.

nysql _firewal |l trace: Whether to enable firewall trace. Added in MySQL 5.6.24.

naned_pi pe_ful |l _access_gr oup: Name of Windows group granted full access to named pipe.
Added in MySQL 5.6.43.

optim zer _join_cache_ | evel : How join buffers are used. Added in MySQL 5.6.1.
optini zer _trace: Control optimizer tracing. Added in MySQL 5.6.3.

optim zer_trace_f eat ures: Control optimizer tracing. Added in MySQL 5.6.3.
optim zer_trace_limt: Control optimizer tracing. Added in MySQL 5.6.3.

optim zer _trace_max_nem si ze: Control optimizer tracing. Added in MySQL 5.6.3.
optinizer _trace_of f set: Control optimizer tracing. Added in MySQL 5.6.3.

per f or nance- schema- consuner - event s- st ages- cur r ent : Configure events-stages-current
consumer. Added in MySQL 5.6.4.

per f or mance- schema- consuner - event s- st ages- hi st or y: Configure events-stages-history
consumer. Added in MySQL 5.6.4.

per f or mance- schenma- consuner - event s- st ages- hi st ory- | ong: Configure events-stages-
history-long consumer. Added in MySQL 5.6.4.

per f or mance- schenma- consuner - event s- st at enment s- cur r ent : Configure events-
statements-current consumer. Added in MySQL 5.6.4.

per f or mance- schema- consuner - event s- st at ement s- hi st or y: Configure events-
statements-history consumer. Added in MySQL 5.6.4.

per f or mance- schema- consuner - event s- st at enent s- hi st or y- | ong: Configure events-
statements-history-long consumer. Added in MySQL 5.6.4.

per f or mance- schena- consuner - event s- wai t s- cur r ent : Configure events-waits-current
consumer. Added in MySQL 5.6.4.
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per f or mance- schenma- consuner - event s- wai t s- hi st or y: Configure events-waits-history
consumer. Added in MySQL 5.6.4.

per f or mance- schema- consumner - event s- wai t s- hi st ory- 1 ong: Configure events-waits-
history-long consumer. Added in MySQL 5.6.4.

per f or mance- schena- consuner - gl obal -i nstrunent ati on: Configure global-
instrumentation consumer. Added in MySQL 5.6.4.

per f or mance- schema- consuner - st at enent s- di gest : Configure statements-digest
consumer. Added in MySQL 5.6.5.

per f or mance- schenma- consuner -t hr ead- i nst runent at i on: Configure thread-
instrumentation consumer. Added in MySQL 5.6.4.

per f or mance- schema- i nst r unent : Configure Performance Schema instrument. Added in
MySQL 5.6.4.

performance_schenma_account s_si ze: Number of rows in accounts table. Added in MySQL
5.6.3.

performance_schema_di gests_si ze: Number of rows in
events_statements_summary_by_digest table. Added in MySQL 5.6.5.

performance_schenma_events_stages_hi story_ | ong_si ze: Number of rows in
events_stages_history long table. Added in MySQL 5.6.3.

performance_schema_event s_stages_hi story_si ze: Number of rows per thread in
events_stages_history table. Added in MySQL 5.6.3.

performance_schenma_events_statenments history | ong_si ze: Number of rows in
events_statements_history long table. Added in MySQL 5.6.3.

performance_schema_event s_stat ements_hi st ory_si ze: Number of rows per thread in
events_statements_history table. Added in MySQL 5.6.3.

performance_schema_host s_si ze: Number of rows in hosts table. Added in MySQL 5.6.3.

per formance_schema_max_di gest _| engt h: Maximum Performance Schema digest size in
bytes. Added in MySQL 5.6.26.

performance_schema_max_socket cl asses: Maximum number of socket instruments. Added
in MySQL 5.6.3.

performance_schenma_nmax_socket i nst ances: Maximum number of instrumented socket
objects. Added in MySQL 5.6.3.

performance_schema_max_st age_cl asses: Maximum number of stage instruments. Added in
MySQL 5.6.3.

performance_schena_max_st at enent _cl asses: Maximum number of statement instruments.
Added in MySQL 5.6.3.

performance_schema_sessi on_connect _attrs_si ze: Size of connection attribute strings
buffer per thread. Added in MySQL 5.6.6.

performance_schena_setup_actors_si ze: Number of rows in setup_actors table. Added in
MySQL 5.6.1.

performance_schema_set up_obj ect s_si ze: Number of rows in setup_objects table. Added in
MySQL 5.6.1.

performance_schenma_users_si ze: Number of rows in users table. Added in MySQL 5.6.3.

30



Options and Variables Introduced in MySQL 5.6

pl ugi n- | oad- add: Add to list of plugins to load at startup. Added in MySQL 5.6.3.
pseudo_sl ave_node: For internal server use. Added in MySQL 5.6.10.
rel ay_| og_basenamne: Complete path to relay log, including file name. Added in MySQL 5.6.2.

relay | og_i nfo_repository: Whether to write location of replication SQL thread in relay logs to
file or table. Added in MySQL 5.6.2.

rpl _stop_slave_tineout: Number of seconds that STOP REPLICA or STOP SLAVE waits
before timing out. Added in MySQL 5.6.13.

sha256_password_pri vat e_key_pat h: SHA256 authentication plugin private key path name.
Added in MySQL 5.6.6.

sha256_password_publ i c_key_ pat h: SHA256 authentication plugin public key path name.
Added in MySQL 5.6.6.

show ol d_t enpor al s: Whether SHOW CREATE TABLE should indicate pre-5.6.4 temporal
columns. Added in MySQL 5.6.24.

sinmplified binlog _gtid recovery: Renamed to binlog_gtid_simple_recovery. Added in
MySQL 5.6.21.

sl ave-sql -veri fy- checksum Cause replica to examine checksums when reading from relay
log. Added in MySQL 5.6.2.

sl ave_checkpoi nt _gr oup: Maximum number of transactions processed by multithreaded replica
before checkpoint operation is called to update progress status. Not supported by NDB Cluster.
Added in MySQL 5.6.3.

sl ave_checkpoi nt _peri od: Update progress status of multithreaded replica and flush relay log
info to disk after this number of milliseconds. Not supported by NDB Cluster. Added in MySQL 5.6.3.

sl ave_nmax_al | owed_packet : Maximum size, in bytes, of packet that can be sent from replication
source server to replica; overrides max_allowed_packet. Added in MySQL 5.6.6.

sl ave_paral | el _wor ker s: Number of applier threads for executing replication transactions in
parallel; O or 1 disables replica multithreading. NDB Cluster: see documentation. Added in MySQL
5.6.3.

sl ave_pendi ng_j obs_si ze_max: Maximum size of replica worker queues holding events not yet
applied. Added in MySQL 5.6.3.

sl ave_rows_search_al gorit hns: Determines search algorithms used for replica update
batching. Any 2 or 3 from this list: INDEX_SEARCH, TABLE_SCAN, HASH_SCAN. Added in MySQL
5.6.6.

sl ave_sql _verify_ checksum Cause replica to examine checksums when reading from relay
log. Added in MySQL 5.6.2.

sl ow st art-ti meout : Wait before trying to kill windows service at startup. Added in MySQL 5.6.5.
ssl _crl : File that contains certificate revocation lists. Added in MySQL 5.6.3.
ssl _cr| pat h: Directory that contains certificate revocation list files. Added in MySQL 5.6.3.

st or ed_pr ogram cache: Sets "soft" upper limit for number of cached stored routines per
connection. Stored procedures and stored functions are cached separately; this variable sets size for
both of these. Added in MySQL 5.6.5.

tabl e_open_cache_i nst ances: Number of open tables cache instances. Added in MySQL 5.6.6.

t hread_pool _al gorit hm Thread pool algorithm. Added in MySQL 5.6.10.
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e thread pool high_priority connecti on: Whether current session is high priority. Added in
MySQL 5.6.10.

» thread_pool max_unused_t hr eads: Maximum permissible number of unused threads. Added in
MySQL 5.6.10.

» thread_pool _prio_ki ckup_tinmer:How long before statement is moved to high-priority
execution. Added in MySQL 5.6.10.

» thread_pool _si ze: Number of thread groups in thread pool. Added in MySQL 5.6.10.

e thread_pool _stall _|imt:How long before statement is defined as stalled. Added in MySQL
5.6.10.

e transacti on-read- onl y: Default transaction access mode. Added in MySQL 5.6.5.
» tx_read_onl y: Default transaction access mode. Added in MySQL 5.6.5.
» val i dat e- passwor d: Whether to activate password validation plugin. Added in MySQL 5.6.6.

» val i dat e- user - pl ugi ns: Whether to perform additional validation of user plugins. Added in
MySQL 5.6.11.

» val i date_password_dictionary_fil e: validate password dictionary file. Added in MySQL
5.6.6.

e validate password dictionary file |ast_ parsed: When dictionary file was last parsed.
Added in MySQL 5.6.26.

» val i date_password_dictionary_fil e words_count: Number of words in dictionary file.
Added in MySQL 5.6.26.

» val i dat e_passwor d_| engt h: validate_password required password length. Added in MySQL
5.6.6.

» val i date_password_m xed_case_count : validate_password required number of uppercase/
lowercase characters. Added in MySQL 5.6.6.

» val i dat e_passwor d_numnber _count : validate_password required number of digit characters.
Added in MySQL 5.6.6.

e val i dat e_password_pol i cy: validate_password password policy. Added in MySQL 5.6.6.

» val i date_password_speci al _char _count : validate password required humber of special
characters. Added in MySQL 5.6.6.

Options and Variables Deprecated in MySQL 5.6

The following system variables, status variables, and options have been deprecated in MySQL 5.6.

* Del ayed_err ors: Number of rows written with INSERT DELAYED for which some error occurred.
Deprecated in MySQL 5.6.7.

e Del ayed_ i nsert _t hreads: Number of INSERT DELAYED thread handlers in use. Deprecated in
MySQL 5.6.7.

» Del ayed writes: Number of INSERT DELAYED rows written. Deprecated in MySQL 5.6.7.

* Not _flushed_del ayed_r ows: Number of rows waiting to be written in INSERT DELAY queues.
Deprecated in MySQL 5.6.7.

e avoi d_t enporal _upgr ade: Whether ALTER TABLE should upgrade pre-5.6.4 temporal columns.
Deprecated in MySQL 5.6.24.

32



Options and Variables Deprecated in MySQL 5.6

bi nl oggi ng_i npossi bl e_npde: Deprecated and later removed. Use binlog_error_action instead.
Deprecated in MySQL 5.6.22.

del ayed_insert _|init:After inserting delayed_insert_limit rows, INSERT DELAYED handler
checks whether there are any SELECT statements pending. If so, it allows these to execute before
continuing. Deprecated in MySQL 5.6.7.

del ayed_insert _tineout: How many seconds INSERT DELAYED thread should wait for
INSERT statements before terminating. Deprecated in MySQL 5.6.7.

del ayed_queue_si ze: What size queue (in rows) should be allocated for handling INSERT
DELAYED. Deprecated in MySQL 5.6.7.

explicit_defaults for_tinestanp: Whether TIMESTAMP columns are nullable and have
DEFAULT NULL. Deprecated in MySQL 5.6.6.

have_profil i ng: Whether statement profiling capability is available. Deprecated in MySQL 5.6.8.
i nnodb: Enable InnoDB (if this version of MySQL supports it). Deprecated in MySQL 5.6.21.

i nnodb_addi ti onal _nmem pool _si ze: Size of memory pool InnoDB uses to store data dictionary
information and other internal data structures. Deprecated in MySQL 5.6.3.

i nnodb_checksumns: Enable InnoDB checksums validation. Deprecated in MySQL 5.6.3.

i nnodb_| ocks_unsaf e _for_binl og: Force InnoDB not to use next-key locking. Instead use only
row-level locking. Deprecated in MySQL 5.6.3.

i nnodb_st at s_sanpl e_pages: Number of index pages to sample for index distribution statistics.
Deprecated in MySQL 5.6.3.

i nnodb_use_sys_nal | oc: Whether InnoDB uses OS or own memory allocator. Deprecated in
MySQL 5.6.3.

| anguage: Client error messages in given language. May be given as full path. Deprecated in
MySQL 5.6.1.

mast er - r et ry- count : Number of tries replica makes to connect to source before giving up.
Deprecated in MySQL 5.6.1.

max_del ayed_t hr eads: Do not start more than this number of threads to handle INSERT
DELAYED statements. If set to zero, which means INSERT DELAYED is not used. Deprecated in
MySQL 5.6.7.

max_insert _del ayed_t hreads: Synonym for max_delayed_threads. Deprecated in MySQL
5.6.7.

max_t np_t abl es: Unused. Deprecated in MySQL 5.6.7.

mul ti _range_count : Maximum number of ranges to send to table handler at once during range
selects. Deprecated in MySQL 5.6.7.

profiling: Enable or disable statement profiling. Deprecated in MySQL 5.6.8.

profiling_history_size: How many statements to maintain profiling information for.
Deprecated in MySQL 5.6.8.

show ol d_t enpor al s: Whether SHOW CREATE TABLE should indicate pre-5.6.4 temporal
columns. Deprecated in MySQL 5.6.24.

sinplified_binlog_gtid_recovery: Renamed to binlog_gtid_simple_recovery. Deprecated in
MySQL 5.6.23.

t hread_concurrency: Permits application to provide hint to threads system for desired number of
threads which should be run at one time. Deprecated in MySQL 5.6.1.

33



Options and Variables Removed in MySQL 5.6

e tinmed_nut exes: Specify whether to time mutexes (only InnoDB mutexes are currently supported).

Deprecated in MySQL 5.6.20.

Options and Variables Removed in MySQL 5.6

The following system variables, status variables, and options have been removed in MySQL 5.6.

Com show _new _mast er: Count of SHOW NEW MASTER statements. Removed in MySQL 5.6.2.
bi nd- addr ess: IP address or host name to bind to. Removed in MySQL 5.6.1.

di sabl e-gti d- unsaf e- st at ement s: Obsolete: Replaced by enforce_gtid_consistency in
MySQL 5.6.9. Removed in MySQL 5.6.9.

di sabl e_gti d_unsaf e_st at enment s: Obsolete: Replaced by enforce_gtid_consistency in
MySQL 5.6.9. Removed in MySQL 5.6.9.

engi ne_condi ti on_pushdown: Push supported query conditions to storage engine. Removed in
MySQL 5.6.1.

gti d_done: Obsolete: Replaced by gtid_executed in MySQL 5.6.9. Removed in MySQL 5.6.9.
gti d_I| ost: Obsolete: Replaced by gtid_purged in MySQL 5.6.9. Removed in MySQL 5.6.9.
have_csv: Whether mysqld supports csv tables. Removed in MySQL 5.6.1.

have_i nnodb: Whether mysqld supports InnoDB tables. Removed in MySQL 5.6.1.

have partiti oni ng: Whether mysqld supports partitioning. Removed in MySQL 5.6.1.

| 0g: Log connections and queries to file. Removed in MySQL 5.6.1.

| og- sl ow admi n- st at enent s: Log slow OPTIMIZE, ANALYZE, ALTER and other administrative
statements to slow query log if it is open. Removed in MySQL 5.6.11.

| og- sl ow sl ave- st at enent s: Cause slow statements as executed by replica to be written to
slow query log. Removed in MySQL 5.6.11.

| og_sl ow queri es: Whether to log slow queries. Logging defaults to hostname-slow.log file. Must
be enabled to activate other slow query log options. Removed in MySQL 5.6.1.

nysql _firewal | _nmax_query_si ze: Maximum size of recorded statements. Removed in MySQL
5.6.26.

one-t hr ead: Only use one thread (for debugging under Linux). Removed in MySQL 5.6.1.
optim zer_join_cache_I| evel : How join buffers are used. Removed in MySQL 5.6.3.
saf e- node: Skip some optimization stages (for testing). Removed in MySQL 5.6.6.

ski p-thread-priority: Do notgive threads different priorities. Removed in MySQL 5.6.1.

sql _bi g_t abl es: This variable is deprecated, and is mapped to big_tables. Removed in MySQL
5.6.1.

sql _low priority_updates: This variable is deprecated, and is mapped to
low_priority_updates. Removed in MySQL 5.6.1.

sql _max_j oi n_si ze: This variable is deprecated, and is mapped to max_join_size. Removed in
MySQL 5.6.1.

1.5 How to Report Bugs or Problems

Before posting a bug report about a problem, please try to verify that it is a bug and that it has not been
reported already:
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 Start by searching the MySQL online manual at https://dev.mysqgl.com/doc/. We try to keep the
manual up to date by updating it frequently with solutions to newly found problems. In addition, the
release notes accompanying the manual can be particularly useful since it is quite possible that a
newer version contains a solution to your problem. The release notes are available at the location
just given for the manual.

« If you get a parse error for an SQL statement, please check your syntax closely. If you cannot find
something wrong with it, it is extremely likely that your current version of MySQL Server doesn't
support the syntax you are using. If you are using the current version and the manual doesn't cover
the syntax that you are using, MySQL Server doesn't support your statement.

If the manual covers the syntax you are using, but you have an older version of MySQL Server, you
should check the MySQL change history to see when the syntax was implemented. In this case, you
have the option of upgrading to a newer version of MySQL Server.

» For solutions to some common problems, see Section B.3, “Problems and Common Errors”.

» Search the bugs database at http://bugs.mysgl.com/ to see whether the bug has been reported and
fixed.

* You can also use http://www.mysql.com/search/ to search all the Web pages (including the manual)
that are located at the MySQL website.

If you cannot find an answer in the manual, the bugs database, or the mailing list archives, check with
your local MySQL expert. If you still cannot find an answer to your question, please use the following
guidelines for reporting the bug.

The normal way to report bugs is to visit http://bugs.mysqgl.com/, which is the address for our bugs
database. This database is public and can be browsed and searched by anyone. If you log in to the
system, you can enter new reports.

Bugs posted in the bugs database at http://bugs.mysql.com/ that are corrected for a given release are
noted in the release notes.

If you find a security bug in MySQL Server, please let us know immediately by sending an email
message to <secal ert _us@r acl e. conm. Exception: Support customers should report all
problems, including security bugs, to Oracle Support at http://support.oracle.com/.

To discuss problems with other users, you can use the MySQL Community Slack.

Writing a good bug report takes patience, but doing it right the first time saves time both for us and for
yourself. A good bug report, containing a full test case for the bug, makes it very likely that we will fix
the bug in the next release. This section helps you write your report correctly so that you do not waste
your time doing things that may not help us much or at all. Please read this section carefully and make
sure that all the information described here is included in your report.

Preferably, you should test the problem using the latest production or development version of MySQL
Server before posting. Anyone should be able to repeat the bug by just using nysql test <
script_fil e onyourtestcase or by running the shell or Perl script that you include in the bug report.
Any bug that we are able to repeat has a high chance of being fixed in the next MySQL release.

It is most helpful when a good description of the problem is included in the bug report. That is, give a
good example of everything you did that led to the problem and describe, in exact detail, the problem
itself. The best reports are those that include a full example showing how to reproduce the bug or
problem. See Section 5.8, “Debugging MySQL".

Remember that it is possible for us to respond to a report containing too much information, but not to
one containing too little. People often omit facts because they think they know the cause of a problem
and assume that some details do not matter. A good principle to follow is that if you are in doubt about
stating something, state it. It is faster and less troublesome to write a couple more lines in your report
than to wait longer for the answer if we must ask you to provide information that was missing from the
initial report.
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The most common errors made in bug reports are (a) not including the version number of the MySQL
distribution that you use, and (b) not fully describing the platform on which the MySQL server is
installed (including the platform type and version number). These are highly relevant pieces of
information, and in 99 cases out of 100, the bug report is useless without them. Very often we get
guestions like, “Why doesn't this work for me?” Then we find that the feature requested wasn't
implemented in that MySQL version, or that a bug described in a report has been fixed in newer
MySQL versions. Errors often are platform-dependent. In such cases, it is next to impossible for us to
fix anything without knowing the operating system and the version number of the platform.

If you compiled MySQL from source, remember also to provide information about your compiler if

it is related to the problem. Often people find bugs in compilers and think the problem is MySQL-
related. Most compilers are under development all the time and become better version by version. To
determine whether your problem depends on your compiler, we need to know what compiler you used.
Note that every compiling problem should be regarded as a bug and reported accordingly.

If a program produces an error message, it is very important to include the message in your report. If
we try to search for something from the archives, it is better that the error message reported exactly
matches the one that the program produces. (Even the lettercase should be observed.) It is best

to copy and paste the entire error message into your report. You should never try to reproduce the
message from memory.

If you have a problem with Connector/ODBC (MyODBC), please try to generate a trace file and send it
with your report. See How to Report Connector/ODBC Problems or Bugs.

If your report includes long query output lines from test cases that you run with the nysql command-
line tool, you can make the output more readable by using the - - ver t i cal option or the \ G statement
terminator. The EXPLAI N SELECT example later in this section demonstrates the use of \ G

Please include the following information in your report:

» The version number of the MySQL distribution you are using (for example, MySQL 5.7.10). You can
find out which version you are running by executing mysql adni n ver si on. The nysqgl adni n
program can be found in the bi n directory under your MySQL installation directory.

» The manufacturer and model of the machine on which you experience the problem.

» The operating system name and version. If you work with Windows, you can usually get the name
and version number by double-clicking your My Computer icon and pulling down the “Help/About
Windows” menu. For most Unix-like operating systems, you can get this information by executing the
command unane - a.

» Sometimes the amount of memory (real and virtual) is relevant. If in doubt, include these values.

» The contents of the docs/ | NFO_BI Nfile from your MySQL installation. This file contains information
about how MySQL was configured and compiled.

« If you are using a source distribution of the MySQL software, include the name and version number
of the compiler that you used. If you have a binary distribution, include the distribution name.

* If the problem occurs during compilation, include the exact error messages and also a few lines of
context around the offending code in the file where the error occurs.

» If nysql d died, you should also report the statement that caused nysql d to unexpectedly exit. You
can usually get this information by running nysql d with query logging enabled, and then looking in
the log after nysql d exits. See Section 5.8, “Debugging MySQL".

« If a database table is related to the problem, include the output from the SHOW CREATE TABLE
db_nane. t bl _nane statement in the bug report. This is a very easy way to get the definition of
any table in a database. The information helps us create a situation matching the one that you have
experienced.
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» The SQL mode in effect when the problem occurred can be significant, so please report the value
of the sgl _node system variable. For stored procedure, stored function, and trigger objects, the
relevant sql _node value is the one in effect when the object was created. For a stored procedure
or function, the SHOW CREATE PROCEDURE or SHOW CREATE FUNCTI ON statement shows the
relevant SQL mode, or you can query | NFORVATI ON_SCHENA for the information:

SELECT ROUTI NE_SCHEMA, ROUTI NE_NAME, SQL_MODE
FROM | NFORVMATI ON_SCHENMA. ROUTI NES;

For triggers, you can use this statement:

SELECT EVENT_OBJECT_SCHEMA, EVENT_OBJECT TABLE, TRI GGER NAME, SQL_MODE
FROM | NFORMATI ON_SCHEMA. TRI GGERS;

» For performance-related bugs or problems with SELECT statements, you should always include
the output of EXPLAI N SELECT . . ., and at least the number of rows that the SELECT statement
produces. You should also include the output from SHOW CREATE TABLE t bl _nane for each
table that is involved. The more information you provide about your situation, the more likely it is that
someone can help you.

The following is an example of a very good bug report. The statements are run using the mysq|l
command-line tool. Note the use of the \ G statement terminator for statements that would otherwise
provide very long output lines that are difficult to read.

nysql > SHOW VARI ABLES;
nysql > SHOW COLUMNS FROM ...\ G
<out put from SHOW COLUWNS>
nmysql > EXPLAIN SELECT ...\G
<out put from EXPLAI N>
nmysql > FLUSH STATUS;
nmysql > SELECT .. .;
<A short version of the output from SELECT,
including the time taken to run the query>
nysql > SHOW STATUS;
<out put from SHOW STATUS>

« If a bug or problem occurs while running nysql d, try to provide an input script that reproduces the
anomaly. This script should include any necessary source files. The more closely the script can
reproduce your situation, the better. If you can make a reproducible test case, you should upload it to
be attached to the bug report.

If you cannot provide a script, you should at least include the output from nysql admi n vari abl es
ext ended- st at us processl i st inyour report to provide some information on how your system
is performing.

« If you cannot produce a test case with only a few rows, or if the test table is too big to be included in
the bug report (more than 10 rows), you should dump your tables using mysql dunp and create a
READIVE file that describes your problem. Create a compressed archive of your files using t ar and
gzi p or zi p. After you initiate a bug report for our bugs database at http://bugs.mysqgl.com/, click the
Files tab in the bug report for instructions on uploading the archive to the bugs database.

« If you believe that the MySQL server produces a strange result from a statement, include not only the
result, but also your opinion of what the result should be, and an explanation describing the basis for
your opinion.

» When you provide an example of the problem, it is better to use the table names, variable names,
and so forth that exist in your actual situation than to come up with new names. The problem could
be related to the name of a table or variable. These cases are rare, perhaps, but it is better to be
safe than sorry. After all, it should be easier for you to provide an example that uses your actual
situation, and it is by all means better for us. If you have data that you do not want to be visible
to others in the bug report, you can upload it using the Files tab as previously described. If the
information is really top secret and you do not want to show it even to us, go ahead and provide an
example using other names, but please regard this as the last choice.
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« Include all the options given to the relevant programs, if possible. For example, indicate the

options that you use when you start the nysql d server, as well as the options that you use to run
any MySQL client programs. The options to programs such as nysql d and nysql , and to the
conf i gur e script, are often key to resolving problems and are very relevant. It is never a bad idea
to include them. If your problem involves a program written in a language such as Perl or PHP,
please include the language processor's version number, as well as the version for any modules
that the program uses. For example, if you have a Perl script that uses the DBl and DBD: : nysq|l
modules, include the version numbers for Perl, DBl , and DBD: : nysql .

If your question is related to the privilege system, please include the output of mysql admi n

r el oad, and all the error messages you get when trying to connect. When you test your privileges,
you should execute mysql adni n rel oad ver si on and try to connect with the program that gives
you trouble.

If you have a patch for a bug, do include it. But do not assume that the patch is all we need, or that
we can use it, if you do not provide some necessary information such as test cases showing the bug
that your patch fixes. We might find problems with your patch or we might not understand it at all. If
S0, we cannot use it.

If we cannot verify the exact purpose of the patch, we will not use it. Test cases help us here. Show
that the patch handles all the situations that may occur. If we find a borderline case (even a rare one)
where the patch will not work, it may be useless.

Guesses about what the bug is, why it occurs, or what it depends on are usually wrong. Even the
MySQL team cannot guess such things without first using a debugger to determine the real cause of
a bug.

Indicate in your bug report that you have checked the reference manual and mail archive so that
others know you have tried to solve the problem yourself.

If your data appears corrupt or you get errors when you access a particular table, first check your
tables with CHECK TABLE. If that statement reports any errors:

« The | nnoDB crash recovery mechanism handles cleanup when the server is restarted after being
killed, so in typical operation there is no need to “repair” tables. If you encounter an error with
I nnoDB tables, restart the server and see whether the problem persists, or whether the error
affected only cached data in memory. If data is corrupted on disk, consider restarting with the
i nnodb_f orce_recovery option enabled so that you can dump the affected tables.

< For non-transactional tables, try to repair them with REPAI R TABLE or with nyi santhk. See
Chapter 5, MySQL Server Administration.

If you are running Windows, please verify the value of | ower _case_t abl e_nanes using the SHOW
VARI ABLES LI KE ' | ower case_tabl e _nanes' statement. This variable affects how the server
handles lettercase of database and table names. Its effect for a given value should be as described
in Section 9.2.3, “Identifier Case Sensitivity”.

If you often get corrupted tables, you should try to find out when and why this happens. In this case,
the error log in the MySQL data directory may contain some information about what happened. (This
is the file with the . er r suffix in the name.) See Section 5.4.2, “The Error Log”. Please include any
relevant information from this file in your bug report. Normally mysql d should never corrupt a table
if nothing killed it in the middle of an update. If you can find the cause of nysql d dying, it is much
easier for us to provide you with a fix for the problem. See Section B.3.1, “How to Determine What Is
Causing a Problem”.

If possible, download and install the most recent version of MySQL Server and check whether it
solves your problem. All versions of the MySQL software are thoroughly tested and should work
without problems. We believe in making everything as backward-compatible as possible, and you
should be able to switch MySQL versions without difficulty. See Section 2.1.2, “Which MySQL
Version and Distribution to Install”.
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1.6 MySQL Standards Compliance

This section describes how MySQL relates to the ANSI/ISO SQL standards. MySQL Server has many
extensions to the SQL standard, and here you can find out what they are and how to use them. You
can also find information about functionality missing from MySQL Server, and how to work around
some of the differences.

The SQL standard has been evolving since 1986 and several versions exist. In this manual, “SQL-92"
refers to the standard released in 1992. “SQL:1999", “SQL:2003", “SQL:2008", and “SQL:2011" refer
to the versions of the standard released in the corresponding years, with the last being the most recent
version. We use the phrase “the SQL standard” or “standard SQL” to mean the current version of the
SQL Standard at any time.

One of our main goals with the product is to continue to work toward compliance with the SQL
standard, but without sacrificing speed or reliability. We are not afraid to add extensions to SQL

or support for non-SQL features if this greatly increases the usability of MySQL Server for a large
segment of our user base. The HANDLER interface is an example of this strategy. See Section 13.2.4,
“HANDLER Statement”.

We continue to support transactional and nontransactional databases to satisfy both mission-critical
24/7 usage and heavy Web or logging usage.

MySQL Server was originally designed to work with medium-sized databases (10-100 million rows,
or about 100MB per table) on small computer systems. Today MySQL Server handles terabyte-
sized databases, but the code can also be compiled in a reduced version suitable for hand-held and
embedded devices. The compact design of the MySQL server makes development in both directions
possible without any conflicts in the source tree.

We are not targeting real-time support, although MySQL replication capabilities offer significant
functionality.

MySQL supports ODBC levels 0 to 3.51.

MySQL supports high-availability database clustering using the NDBCLUSTER storage engine. See
Chapter 18, MySQL NDB Cluster 7.3 and NDB Cluster 7.4.

We implement XML functionality which supports most of the W3C XPath standard. See Section 12.12,
“XML Functions”.

Selecting SQL Modes

The MySQL server can operate in different SQL modes, and can apply these modes differently for
different clients, depending on the value of the sgql _node system variable. DBAs can set the global
SQL mode to match site server operating requirements, and each application can set its session SQL
mode to its own requirements.

Modes affect the SQL syntax MySQL supports and the data validation checks it performs. This makes
it easier to use MySQL in different environments and to use MySQL together with other database
servers.

For more information on setting the SQL mode, see Section 5.1.10, “Server SQL Modes”.

Running MySQL in ANSI Mode

To run MySQL Server in ANSI mode, start nysql d with the - - ansi option. Running the server in
ANSI mode is the same as starting it with the following options:

--transaction-isol ati on=SERI ALI ZABLE - - sql - nrode=ANSI

To achieve the same effect at runtime, execute these two statements:

SET GLOBAL TRANSACTI ON | SOLATI ON LEVEL SERI AL| ZABLE;
SET GLOBAL sql _npde = ' ANS|';
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You can see that setting the sql _nobde system variable to ' ANSI ' enables all SQL mode options that
are relevant for ANSI mode as follows:

nmysqgl > SET GLOBAL sql _npde=' ANS| ' ;

nysql > SELECT @aBELOBAL. sql _node;
-> ' REAL_AS FLQAT, Pl PES_AS_CONCAT, ANSI _QUOTES, | GNORE_SPACE, ANS| '

Running the server in ANSI mode with - - ansi is not quite the same as setting the SQL mode to
" ANSI " because the - - ansi option also sets the transaction isolation level.

See Section 5.1.6, “Server Command Options”.

1.6.1 MySQL Extensions to Standard SQL

MySQL Server supports some extensions that you are not likely to find in other SQL DBMSs. Be
warned that if you use them, your code may not be portable to other SQL servers. In some cases, you
can write code that includes MySQL extensions, but is still portable, by using comments of the following
form:

/*! MySQL-specific code */

In this case, MySQL Server parses and executes the code within the comment as it would any other
SQL statement, but other SQL servers should ignore the extensions. For example, MySQL Server
recognizes the STRAI GHT_JO N keyword in the following statement, but other servers do not:

SELECT /*! STRAIGHT_JO N */ col1 FROM tabl el, t abl e2 WHERE . ..

If you add a version number after the ! character, the syntax within the comment is executed only if the
MySQL version is greater than or equal to the specified version number. The KEY_BLOCK_SI ZE clause
in the following comment is executed only by servers from MySQL 5.1.10 or higher:

CREATE TABLE t1(a INT, KEY (a)) /*!50110 KEY_BLOCK Sl ZE=1024 */;
The following descriptions list MySQL extensions, organized by category.
« Organization of data on disk

MySQL Server maps each database to a directory under the MySQL data directory, and maps tables
within a database to file names in the database directory. This has a few implications:

« Database and table names are case-sensitive in MySQL Server on operating systems that
have case-sensitive file names (such as most Unix systems). See Section 9.2.3, “Identifier Case
Sensitivity”.

< You can use standard system commands to back up, rename, move, delete, and copy tables that
are managed by the My| SAMstorage engine. For example, it is possible to rename a Myl SAMtable
by renaming the . MYD, . Myl , and . f r mfiles to which the table corresponds. (Nevertheless, it is
preferable to use RENAME TABLE or ALTER TABLE ... RENAME and let the server rename the
files.)

» General language syntax

< By default, strings can be enclosed by " as well as ' . If the ANSI _ QUOTES SQL mode is enabled,
strings can be enclosed only by ' and the server interprets strings enclosed by " as identifiers.

¢ \ is the escape character in strings.

¢ In SQL statements, you can access tables from different databases with the db_nan®e. t bl _nane
syntax. Some SQL servers provide the same functionality but call this User space. MySQL
Server doesn't support tablespaces such as used in statements like this;: CREATE TABLE
ral ph.my_table ... IN nmy_tabl espace.

¢ SQL statement syntax
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The ANALYZE TABLE, CHECK TABLE, OPTI M ZE TABLE, and REPAI R TABLE statements.

The CREATE DATABASE, DROP DATABASE, and ALTER DATABASE statements. See
Section 13.1.10, “CREATE DATABASE Statement”, Section 13.1.21, “DROP DATABASE
Statement”, and Section 13.1.1, “ALTER DATABASE Statement”.

The DO statement.

EXPLAI N SELECT to obtain a description of how tables are processed by the query optimizer.
The FLUSH and RESET statements.

The SET statement. See Section 13.7.4.1, “SET Syntax for Variable Assignment”.

The SHOWSstatement. See Section 13.7.5, “SHOW Statements”. The information produced by
many of the MySQL-specific SHOWstatements can be obtained in more standard fashion by using
SELECT to query | NFORMVATI ON_SCHEMA. See Chapter 21, INFORMATION_SCHEMA Tables.

Use of LOAD DATA. In many cases, this syntax is compatible with Oracle LOAD DATA. See
Section 13.2.6, “LOAD DATA Statement”.

Use of RENAVE TABLE. See Section 13.1.32, “RENAME TABLE Statement”.
Use of REPLACE instead of DELETE plus | NSERT. See Section 13.2.8, “REPLACE Statement”.

Use of CHANGE col _nane, DROP col nane, or DROP | NDEX, | GNORE or RENAME in ALTER
TABLE statements. Use of multiple ADD, ALTER, DROP, or CHANGE clauses in an ALTER TABLE
statement. See Section 13.1.7, “ALTER TABLE Statement”.

Use of index names, indexes on a prefix of a column, and use of | NDEX or KEY in CREATE TABLE
statements. See Section 13.1.17, “CREATE TABLE Statement”.

Use of TEMPORARY or | F NOT EXI STS with CREATE TABLE.

Use of | F EXI STS with DROP TABLE and DROP DATABASE.

The capability of dropping multiple tables with a single DROP TABLE statement.

The ORDER BY and LI M T clauses of the UPDATE and DELETE statements.

I NSERT | NTO tbl _nane SET col _nane = ... syntax.

The DELAYED clause of the | NSERT and REPLACE statements.

The LOW PRI ORI TY clause of the | NSERT, REPLACE, DELETE, and UPDATE statements.

Use of | NTO OUTFI LE or | NTO DUMPFI LE in SELECT statements. See Section 13.2.9, “SELECT
Statement”.

Options such as STRAI GHT_JO Nor SQL_SVALL_RESULT in SELECT statements.

You don't need to name all selected columns in the GROUP BY clause. This gives better
performance for some very specific, but quite normal queries. See Section 12.19, “Aggregate
Functions”.

You can specify ASC and DESC with GROUP BY, not just with ORDER BY.

The ability to set variables in a statement with the : = assignment operator. See Section 9.4, “User-
Defined Variables”.
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» Data types

The MVEDI UM NT, SET, and ENUMdata types, and the various BLOB and TEXT data types.

The AUTO | NCRENMENT, BI NARY, NULL, UNSI GNED, and ZEROFI LL data type attributes.

» Functions and operators

To make it easier for users who migrate from other SQL environments, MySQL Server supports
aliases for many functions. For example, all string functions support both standard SQL syntax and
ODBC syntax.

MySQL Server understands the | | and && operators to mean logical OR and AND, as in the C
programming language. In MySQL Server, | | and OR are synonyms, as are &% and AND. Because
of this nice syntax, MySQL Server doesn't support the standard SQL | | operator for string
concatenation; use CONCAT( ) instead. Because CONCAT( ) takes any number of arguments, it is
easy to convert use of the | | operator to MySQL Server.

Use of COUNT( DI STI NCT val ue_| i st) where val ue | i st has more than one element.

String comparisons are case-insensitive by default, with sort ordering determined by the collation
of the current character set, which is | at i n1 (cp1252 West European) by default. To perform
case-sensitive comparisons instead, you should declare your columns with the Bl NARY attribute or
use the Bl NARY cast, which causes comparisons to be done using the underlying character code
values rather than a lexical ordering.

The %operator is a synonym for MOD( ) . That is, N % Mis equivalent to MOD( N, M) . %is
supported for C programmers and for compatibility with PostgreSQL.

The =, <>, <=, <, >=, >, <<, >>, <=>, AND, OR, or LI KE operators may be used in expressions in
the output column list (to the left of the FROM) in SELECT statements. For example:

nmysqgl > SELECT col 1=1 AND col 2=2 FROM ny_t abl e;

The LAST | NSERT | D() function returns the most recent AUTO | NCREMENT value. See
Section 12.16, “Information Functions”.

LI KE is permitted on numeric values.
The REGEXP and NOT REGEXP extended regular expression operators.

CONCAT() or CHAR() with one argument or more than two arguments. (In MySQL Server, these
functions can take a variable number of arguments.)

The BI T_COUNT( ), CASE, ELT(), FROM DAYS(), FORVAT(), | F(), PASSWORD( ) , ENCRYPT()
VD5 () , ENCODE( ) , DECODE( ) , PERI OD_ADIY ) , PERI OD DI FF(), TO DAYS(), and WEEKDAY( )
functions.

Use of TRI M) to trim substrings. Standard SQL supports removal of single characters only.

The GROUP BY functions STD(), BI T_OR(), BI T_AND(), Bl T_XOR(), and GROUP_CONCAT() .
See Section 12.19, “Aggregate Functions”.

1.6.2 MySQL Differences from Standard SQL

We try to make MySQL Server follow the ANSI SQL standard and the ODBC SQL standard, but
MySQL Server performs operations differently in some cases:

» There are several differences between the MySQL and standard SQL privilege systems. For
example, in MySQL, privileges for a table are not automatically revoked when you delete a table.
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You must explicitly issue a REVOKE statement to revoke privileges for a table. For more information,
see Section 13.7.1.6, “REVOKE Statement”.

» The CAST() function does not support cast to REAL or Bl G NT. See Section 12.11, “Cast Functions
and Operators”.

1.6.2.1 SELECT INTO TABLE Differences

MySQL Server doesn't support the SELECT ... | NTO TABLE Sybase SQL extension. Instead,
MySQL Server supports the | NSERT | NTO ... SELECT standard SQL syntax, which is basically the
same thing. See Section 13.2.5.1, “INSERT ... SELECT Statement”. For example:

I NSERT I NTO thl _tenmp2 (fld_id)
SELECT tbl _tenpl.fld_order_id
FROM t bl _tenpl WHERE tbl _tenpl.fld_order_id > 100;

Alternatively, you can use SELECT ... | NTO OUTFI LE or CREATE TABLE ... SELECT.

You can use SELECT ... | NTOwith user-defined variables. The same syntax can also be used
inside stored routines using cursors and local variables. See Section 13.2.9.1, “SELECT ... INTO
Statement”.

1.6.2.2 UPDATE Differences

If you access a column from the table to be updated in an expression, UPDATE uses the current value
of the column. The second assignment in the following statement sets col 2 to the current (updated)
col 1 value, not the original col 1 value. The result is that col 1 and col 2 have the same value. This
behavior differs from standard SQL.

UPDATE t1 SET coll = coll + 1, col2 = col 1;

1.6.2.3 FOREIGN KEY Constraint Differences

The MySQL implementation of foreign key constraints differs from the SQL standard in the following
key respects:

« If there are several rows in the parent table with the same referenced key value, | nnoDB performs
a foreign key check as if the other parent rows with the same key value do not exist. For example, if
you define a RESTRI CT type constraint, and there is a child row with several parent rows, | nnoDB
does not permit the deletion of any of the parent rows.

» If ON UPDATE CASCADE or ON UPDATE SET NULL recurses to update the same table it has
previously updated during the same cascade, it acts like RESTRI CT. This means that you cannot
use self-referential ON UPDATE CASCADE or ON UPDATE SET NULL operations. This is to prevent
infinite loops resulting from cascaded updates. A self-referential ON DELETE SET NULL, on the
other hand, is possible, as is a self-referential ON DELETE CASCADE. Cascading operations may not
be nested more than 15 levels deep.

* In an SQL statement that inserts, deletes, or updates many rows, foreign key constraints (like unique
constraints) are checked row-by-row. When performing foreign key checks, | nnoDB sets shared row-
level locks on child or parent records that it must examine. MySQL checks foreign key constraints
immediately; the check is not deferred to transaction commit. According to the SQL standard, the
default behavior should be deferred checking. That is, constraints are only checked after the entire
SQL statement has been processed. This means that it is not possible to delete a row that refers to
itself using a foreign key.

» No storage engine, including | nnoDB, recognizes or enforces the MATCH clause used in referential-
integrity constraint definitions. Use of an explicit MATCH clause does not have the specified effect,
and it causes ON DELETE and ON UPDATE clauses to be ignored. Specifying the MATCH should be
avoided.
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The MATCH clause in the SQL standard controls how NULL values in a composite (multiple-column)
foreign key are handled when comparing to a primary key in the referenced table. MySQL essentially
implements the semantics defined by MATCH SI MPLE, which permits a foreign key to be all or
partially NULL. In that case, a (child table) row containing such a foreign key can be inserted even
though it does not match any row in the referenced (parent) table. (It is possible to implement other
semantics using triggers.)

MySQL requires that the referenced columns be indexed for performance reasons. However, MySQL
does not enforce a requirement that the referenced columns be UNI QUE or be declared NOT NULL.

A FOREI GN KEY constraint that references a non-UNI QUE key is not standard SQL but rather an
I nnoDB extension. The NDB storage engine, on the other hand, requires an explicit unique key (or
primary key) on any column referenced as a foreign key.

The handling of foreign key references to nonunique keys or keys that contain NULL values is not
well defined for operations such as UPDATE or DELETE CASCADE. You are advised to use foreign
keys that reference only UNI QUE (including PRI MARY) and NOT NULL keys.

For storage engines that do not support foreign keys (such as Myl SAM), MySQL Server parses and
ignores foreign key specifications.

MySQL parses but ignores “inline REFERENCES specifications” (as defined in the SQL standard)
where the references are defined as part of the column specification. MySQL accepts REFERENCES
clauses only when specified as part of a separate FORElI GN KEY specification.

Defining a column to use a REFERENCES t bl _nane(col _nane) clause has no actual effect
and serves only as a memo or comment to you that the column which you are currently defining is
intended to refer to a column in another table. It is important to realize when using this syntax that:

* MySQL does not perform any sort of check to make sure that col _nane actually exists in
t bl _nane (or even thatt bl _nane itself exists).

* MySQL does not perform any sort of action on t bl _nane such as deleting rows in response to
actions taken on rows in the table which you are defining; in other words, this syntax induces no
ON DELETE or ON UPDATE behavior whatsoever. (Although you can write an ON DELETE or ON
UPDATE clause as part of the REFERENCES clause, it is also ignored.)

¢ This syntax creates a column; it does not create any sort of index or key.

You can use a column so created as a join column, as shown here:

CREATE TABLE person (
id SMALLI NT UNSI GNED NOT NULL AUTO_| NCREMENT,
name CHAR(60) NOT NULL,
PRI MARY KEY (i d)

DE

CREATE TABLE shirt (
id SMALLI NT UNSI GNED NOT NULL AUTO_| NCREMENT,
style ENUM't-shirt', 'polo', 'dress') NOT NULL,
color ENUM'red', 'blue', 'orange', 'white', 'black') NOT NULL,
owner SMALLI NT UNSI GNED NOT NULL REFERENCES person(id),
PRI MARY KEY (i d)
DE

I NSERT | NTO person VALUES (NULL, 'Antonio Paz');
SELECT @ast := LAST_I NSERT_ID();

I NSERT | NTO shirt VALUES

(NULL, 'polo', 'blue', @ast),

(NULL, 'dress', 'white', @ast),
(NULL, "t-shirt', 'blue', @ast);
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I NSERT | NTO person VALUES (NULL, ‘Lilliana Angel ovska');
SELECT @ast := LAST_|I NSERT_ | D();

I NSERT | NTO shirt VALUES

(NULL, 'dress', 'orange', @ast),
(NULL, 'polo', 'red', @ast),
(NULL, 'dress', 'blue', @ast),
(NULL, "t-shirt', '"white', @ast);

SELECT * FROM per son;

o e e e e m e e e e e e e +
| id | name |
o e e e e m e e e e e e e +
| 1| Antonio Paz |
| 2| Lilliana Angel ovska |
o e e e e m e e e e e e e +

- et e e e e e +---ee- oo +---e-- +
| id | style | color | owner |
- et e e e e e +---ee- oo +---e-- +
| 1| polo | blue | 1|
| 2| dress | white | 1|
| 3| t-shirt | blue | 1|
| 4 | dress | orange | 2 |
| 5| polo | red | 2 |
| 6 | dress | blue | 2 |
| 7] t-shirt | white | 2 |
- et e e e e e +---ee- oo +---e-- +

SELECT s.* FROM person p INNER JON shirt s
ON s.owner = p.id

WHERE p. nanme LIKE 'Lilliana%
AND s.color <> 'white';

o ee e e e e +---ee- oo +---e-- +
| id| style | color | owner |
o ee e e e e +---ee- oo +---e-- +
| 4 | dress | orange | 2 |
| 5| polo | red | 2 |
| 6 | dress | blue | 2 |
o ee e e e e +---ee- oo +---e-- +

When used in this fashion, the REFERENCES clause is not displayed in the output of SHOWV CREATE
TABLE or DESCRI BE:

SHOW CREATE TABLE shirt\ G

ARKKK KKK RRKK KKK R KKK Kk hkkk** ] [ QWY % % % % o ok ok ok ok ok ok kK ok ok ok ok kR kK ok ok kK

Tabl e: shirt

Create Tabl e: CREATE TABLE “shirt™ (

“id smallint(5) unsigned NOT NULL auto_i ncrenent,

“style’ enun{'t-shirt','polo','dress') NOT NULL,

“color® enun{'red','blue','orange','white','black') NOT NULL,
“owner® smallint(5) unsigned NOT NULL,

PRI MARY KEY ('id")

) ENG NE=My| SAM DEFAULT CHARSET=| ati nl

For information about foreign key constraints, see Section 13.1.17.5, “FOREIGN KEY Constraints”.
1.6.2.4'--" as the Start of a Comment

Standard SQL uses the Csyntax/* this is a coment */ for comments, and MySQL Server
supports this syntax as well. MySQL also support extensions to this syntax that enable MySQL-specific
SQL to be embedded in the comment, as described in Section 9.6, “Comments”.

Standard SQL uses “- - " as a start-comment sequence. MySQL Server uses # as the start comment
character. MySQL Server also supports a variant of the - - comment style. That is, the - - start-
comment sequence must be followed by a space (or by a control character such as a newline). The
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space is required to prevent problems with automatically generated SQL queries that use constructs
such as the following, where we automatically insert the value of the payment for paynent :

UPDATE account SET credit=credit-paynent

Consider about what happens if paynent has a negative value such as - 1:

UPDATE account SET credit=credit--1

credit--1isavalid expression in SQL, but - - is interpreted as the start of a comment, part of
the expression is discarded. The result is a statement that has a completely different meaning than
intended:

UPDATE account SET credit=credit

The statement produces no change in value at all. This illustrates that permitting comments to start with
- - can have serious consequences.

Using our implementation requires a space following the - - for it to be recognized as a start-comment
sequence in MySQL Server. Therefore, credi t - - 1 is safe to use.

1.6.3 How MySQL Deals with Constraints

MySQL enables you to work both with transactional tables that permit rollback and with
nontransactional tables that do not. Because of this, constraint handling is a bit different in MySQL
than in other DBMSs. We must handle the case when you have inserted or updated a lot of rows in a
nontransactional table for which changes cannot be rolled back when an error occurs.

The basic philosophy is that MySQL Server tries to produce an error for anything that it can detect
while parsing a statement to be executed, and tries to recover from any errors that occur while
executing the statement. We do this in most cases, but not yet for all.

The options MySQL has when an error occurs are to stop the statement in the middle or to recover as
well as possible from the problem and continue. By default, the server follows the latter course. This
means, for example, that the server may coerce invalid values to the closest valid values.

Several SQL mode options are available to provide greater control over handling of bad data values
and whether to continue statement execution or abort when errors occur. Using these options, you
can configure MySQL Server to act in a more traditional fashion that is like other DBMSs that reject
improper input. The SQL mode can be set globally at server startup to affect all clients. Individual
clients can set the SQL mode at runtime, which enables each client to select the behavior most
appropriate for its requirements. See Section 5.1.10, “Server SQL Modes”.

The following sections describe how MySQL Server handles different types of constraints.

1.6.3.1 PRIMARY KEY and UNIQUE Index Constraints

Normally, errors occur for data-change statements (such as | NSERT or UPDATE) that would violate

primary-key, unique-key, or foreign-key constraints. If you are using a transactional storage engine

such as | nnoDB, MySQL automatically rolls back the statement. If you are using a nontransactional
storage engine, MySQL stops processing the statement at the row for which the error occurred and
leaves any remaining rows unprocessed.

MySQL supports an | GNORE keyword for | NSERT, UPDATE, and so forth. If you use it, MySQL ignores
primary-key or unique-key violations and continues processing with the next row. See the section for
the statement that you are using (Section 13.2.5, “INSERT Statement”, Section 13.2.11, “UPDATE
Statement”, and so forth).

You can get information about the number of rows actually inserted or updated with the
nysqgl i nfo() C API function. You can also use the SHOW WARNI NGS statement. See mysql_info(),
and Section 13.7.5.41, “SHOW WARNINGS Statement”.
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Only | nnoDB tables support foreign keys. See Section 13.1.17.5, “FOREIGN KEY Constraints”.
1.6.3.2 FOREIGN KEY Constraints

Foreign keys let you cross-reference related data across tables, and foreign key constraints help keep
this spread-out data consistent.

MySQL supports ON UPDATE and ON DELETE foreign key references in CREATE TABLE and ALTER
TABLE statements. The available referential actions are RESTRI CT (the default), CASCADE, SET NULL,
and NO ACTI ON.

Note
@ NDB does not support ON UPDATE CASCADE actions where the referenced
column is the parent table's primary key.

SET DEFAULT is also supported by the MySQL Server but is currently rejected as invalid by | nnoDB
and NDB. Since MySQL does not support deferred constraint checking, NO ACTI ONis treated as
RESTRI CT. For the exact syntax supported by MySQL for foreign keys, see Section 13.1.17.5,
“FOREIGN KEY Constraints”.

MATCH FULL, MATCH PARTI AL, and MATCH SI MPLE are allowed, but their use should be avoided,
as they cause the MySQL Server to ignore any ON DELETE or ON UPDATE clause used in the same
statement. MATCH options do not have any other effect in MySQL, which in effect enforces MATCH

SI MPLE semantics full-time.

MySQL requires that foreign key columns be indexed; if you create a table with a foreign key constraint
but no index on a given column, an index is created. Exception: NDB Cluster requires an explicit
unique key (or primary key) on the foreign key column.

You can obtain information about foreign keys from the Information Schema KEY _COLUMN_USAGE
table. An example of a query against this table is shown here:

nysql > SELECT TABLE _SCHEMA, TABLE NAME, COLUMN_NAME, CONSTRAI NT_NANVE
> FROM | NFORVATI ON_SCHENA. KEY_COLUMN_USAGE
> WHERE REFERENCED TABLE SCHEMA | S NOT NULL;

LT T feccmmmosoooon R E LT +
| TABLE_SCHEMA | TABLE NAVE | COLUMN NAME | CONSTRAI NT_NAME |
LT T feccmmmosoooon R E LT +
| fki | myuser | nmyuser_id | f |
| fki | product _order | custoner_id | f2

| fki | product _order | product_id | f1

LT T feccmmmosoooon R E LT +

3 rows in set (0.01 sec)

Information about foreign keys on | nnoDB tables can also be found in the | NNODB_SYS FOREI GN and
| NNCDB_SYS FOREI GN_COLS tables, in the | NFORVATI ON_SCHENA database.

1.6.3.3 Constraints on Invalid Data

By default, MySQL is forgiving of invalid or improper data values and coerces them to valid values for
data entry. However, you can enable strict SQL mode such that the server rejects invalid values and
aborts the statement in which they occur. See Section 5.1.10, “Server SQL Modes”.

This section describes the default (forgiving) behavior of MySQL, as well as the strict SQL mode and
how it differs.

If you are not using strict mode, then whenever you insert an “incorrect” value into a column, such as
a NULL into a NOT NULL column or a too-large numeric value into a numeric column, MySQL sets the
column to the “best possible value” instead of producing an error: The following rules describe in more
detail how this works:

* If you try to store an out of range value into a numeric column, MySQL Server instead stores zero,
the smallest possible value, or the largest possible value, whichever is closest to the invalid value.
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 For strings, MySQL stores either the empty string or as much of the string as can be stored in the
column.

* If you try to store a string that does not start with a number into a numeric column, MySQL Server
stores 0.

» |nvalid values for ENUMand SET columns are handled as described in Section 1.6.3.4, “ENUM and
SET Constraints”.

* MySQL permits you to store certain incorrect date values into DATE and DATETI ME columns (such
as' 2000- 02- 31" or' 2000- 02-00'"). In this case, when an application has not enabled strict
SQL mode, it up to the application to validate the dates before storing them. If MySQL can store a
date value and retrieve exactly the same value, MySQL stores it as given. If the date is totally wrong
(outside the server's ability to store it), the special “zero” date value ' 0000- 00- 00" is stored in the
column instead.

* If you try to store NULL into a column that doesn't take NULL values, an error occurs for single-
row | NSERT statements. For multiple-row | NSERT statements or for | NSERT | NTO ... SELECT
statements, MySQL Server stores the implicit default value for the column data type. In general, this
is 0 for numeric types, the empty string (' ' ) for string types, and the “zero” value for date and time
types. Implicit default values are discussed in Section 11.5, “Data Type Default Values”.

 If an | NSERT statement specifies no value for a column, MySQL inserts its default value if the
column definition includes an explicit DEFAULT clause. If the definition has no such DEFAULT clause,
MySQL inserts the implicit default value for the column data type.

The reason for using the preceding rules when strict mode is not in effect is that we cannot check
these conditions until the statement has begun executing. We cannot just roll back if we encounter a
problem after updating a few rows, because the storage engine may not support rollback. The option

of terminating the statement is not that good; in this case, the update would be “half done,” which is
probably the worst possible scenario. In this case, it is better to “do the best you can” and then continue
as if nothing happened.

You can select stricter treatment of input values by using the STRI CT_TRANS TABLES or
STRI CT_ALL_TABLES SQL modes:

SET sql _node
SET sql _node

' STRI CT_TRANS_TABLES' ;
' STRI CT_ALL_TABLES' ;

STRI CT_TRANS_TABLES enables strict mode for transactional storage engines, and also to some
extent for nontransactional engines. It works like this:

» For transactional storage engines, bad data values occurring anywhere in a statement cause the
statement to abort and roll back.

» For nontransactional storage engines, a statement aborts if the error occurs in the first row to be
inserted or updated. (When the error occurs in the first row, the statement can be aborted to leave
the table unchanged, just as for a transactional table.) Errors in rows after the first do not abort the
statement, because the table has already been changed by the first row. Instead, bad data values
are adjusted and result in warnings rather than errors. In other words, with STRI CT_TRANS TABLES,
a wrong value causes MySQL to roll back all updates done so far, if that can be done without
changing the table. But once the table has been changed, further errors result in adjustments and
warnings.

For even stricter checking, enable STRI CT_ALL_TABLES. This is the same as

STRI CT_TRANS_TABLES except that for nontransactional storage engines, errors abort the statement
even for bad data in rows following the first row. This means that if an error occurs partway through

a multiple-row insert or update for a nontransactional table, a partial update results. Earlier rows are
inserted or updated, but those from the point of the error on are not. To avoid this for nontransactional
tables, either use single-row statements or else use STRI CT_TRANS TABLES if conversion warnings
rather than errors are acceptable. To avoid problems in the first place, do not use MySQL to check
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column content. It is safest (and often faster) to let the application ensure that it passes only valid
values to the database.

With either of the strict mode options, you can cause errors to be treated as warnings by using | NSERT
| GNORE or UPDATE | GNORE rather than | NSERT or UPDATE without | GNORE.

1.6.3.4 ENUM and SET Constraints

ENUMand SET columns provide an efficient way to define columns that can contain only a given set of
values. See Section 11.3.5, “The ENUM Type”, and Section 11.3.6, “The SET Type”.

With strict mode enabled (see Section 5.1.10, “Server SQL Modes”), the definition of a ENUMor SET
column acts as a constraint on values entered into the column. An error occurs for values that do not
satisfy these conditions:

« An ENUMvalue must be one of those listed in the column definition, or the internal numeric equivalent
thereof. The value cannot be the error value (that is, 0 or the empty string). For a column defined as
ENUM"a','b'","c'"),valuessuchas'','d',or'ax' areinvalid and are rejected.

» A SET value must be the empty string or a value consisting only of the values listed in the column
definition separated by commas. For a column defined as SET('a','b','c¢'), valuessuchas' d'
or'a, b, c,d areinvalid and are rejected.

Errors for invalid values can be suppressed in strict mode if you use | NSERT | GNORE or UPDATE

| GNORE. In this case, a warning is generated rather than an error. For ENUM the value is inserted as
the error member (0). For SET, the value is inserted as given except that any invalid substrings are
deleted. For example, ' a, x, b, y' resultsinavalue of' a, b' .

1.7 Credits

The following sections list developers, contributors, and supporters that have helped to make MySQL
what it is today.

1.7.1 Contributors to MySQL

Although Oracle Corporation and/or its affiliates own all copyrights in the MySQL ser ver and the
MySQL manual , we wish to recognize those who have made contributions of one kind or another to
the MySQL di stri buti on. Contributors are listed here, in somewhat random order:

» Gianmassimo Vigazzola <gwer g@rbox. vol . it>or<gqwerg@in.it>
The initial port to Win32/NT.
» Per Eric Olsson
For constructive criticism and real testing of the dynamic record format.
 Irena Pancirov <i rena@mi | . yacc.it>
Win32 port with Borland compiler. mysql shut down. exe and nysql wat ch. exe.
» David J. Hughes

For the effort to make a shareware SQL database. At TcX, the predecessor of MySQL AB, we
started with n5QL, but found that it couldn't satisfy our purposes so instead we wrote an SQL
interface to our application builder Unireg. mysql adm n and nysql client are programs that were
largely influenced by their nSQL counterparts. We have put a lot of effort into making the MySQL
syntax a superset of nS5QL. Many of the API's ideas are borrowed from nSQL to make it easy to port
free n5QL programs to the MySQL API. The MySQL software doesn't contain any code from nSQL.
Two files in the distribution (cl i ent/insert _test.candclient/select test.c)arebased
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on the corresponding (noncopyrighted) files in the nSQL distribution, but are modified as examples
showing the changes necessary to convert code from nSQL to MySQL Server. (m5QL is copyrighted
David J. Hughes.)

Patrick Lynch
For helping us acquire http://www.mysgl.com/.
Fred Lindberg

For setting up gmail to handle the MySQL mailing list and for the incredible help we got in managing
the MySQL mailing lists.

Igor Romanenko <i gor @ r og. ki ev. ua>

nysql dunp (previously nsql dunp, but ported and enhanced by Monty).
Yuri Dario

For keeping up and extending the MySQL OS/2 port.

Tim Bunce

Author of nysql hot copy.

Zarko Mocnik <zar ko. nocni k@em si >

Sorting for Slovenian language.

"TAMITO" <t ormy @al | ey. ne. j p>

The _MB character set macros and the ujis and sjis character sets.
Joshua Chamas <j oshua@hanas. con

Base for concurrent insert, extended date syntax, debugging on NT, and answering on the MySQL
mailing list.

Yves Carlier <Yves. Car | i er @ ug. ac. be>

nysql access, a program to show the access rights for a user.
Rhys Jones <r hys@wal es. con> (And GWE Technologies Limited)
For one of the early JDBC drivers.

Dr Xiaokun Kelvin ZHU <X. Zhu@r ad. ac. uk>

Further development of one of the early JDBC drivers and other MySQL-related Java tools.
James Cooper <pi xel @r gani c. conp

For setting up a searchable mailing list archive at his site.

Rick Mehalick <Ri ck_Mehal i ck@ - 0. con®

For xmysql , a graphical X client for MySQL Server.

Doug Sisk <si sk@u x. conw

For providing RPM packages of MySQL for Red Hat Linux.

Diemand Alexander V. <axel d@i al . et hz. ch>
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For providing RPM packages of MySQL for Red Hat Linux-Alpha.
Antoni Pamies Olive <t oni @ eadysoft. es>

For providing RPM versions of a lot of MySQL clients for Intel and SPARC.
Jay Bloodworth <j ay @at hways. sde. st ate. sc. us>

For providing RPM versions for MySQL 3.21.

David Sacerdote <davi ds@ecnet . con>

Ideas for secure checking of DNS host names.

Wei-Jou Chen <j ou@enatic. i eo. nctu. edu. t w>

Some support for Chinese(BIG5) characters.

Wei He <hewei @i | . i ed. ac. cn>

A lot of functionality for the Chinese(GBK) character set.

Jan Pazdziora <adel ton@i . muni . cz>

Czech sorting order.

Zeev Suraski <bour bon@et vi si on. net.il >

FROM UNI XTI ME() time formatting, ENCRYPT( ) functions, and bi son advisor. Active mailing list
member.

Luuk de Boer <l uuk@uxs. nl >

Ported (and extended) the benchmark suite to DBI /DBD. Have been of great help with cr ash- ne
and running benchmarks. Some new date functions. The nysql _set per m ssi on script.

Alexis Mikhailov <r oot @redi nf . chuvashi a. su>

Loadable functions; CREATE FUNCTI ON and DROP FUNCTI ON.
Andreas F. Bobak <bobak@ el og. ch>

The AGGREGATE extension to loadable functions.

Ross Wakelin <R. Wakel i n@rar ch. co. uk>

Help to set up InstallShield for MySQL-Win32.

Jethro Wright lll <j et man@1i . net >

The | i bnysqgl . dl | library.

James Pereria <j perei ra@afri ca. conp

Mysglmanager, a Win32 GUI tool for administering MySQL Servers.
Curt Sampson <cj s@ortal . ca>

Porting of MIT-pthreads to NetBSD/Alpha and NetBSD 1.3/i386.
Martin Ramsch <m r ansch@onput er. or g>

Examples in the MySQL Tutorial.
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» Steve Harvey
For making mysql access more secure.
» Konark IA-64 Centre of Persistent Systems Private Limited
Help with the Win64 port of the MySQL server.
 Albert Chin-A-Young.
Configure updates for Tru64, large file support and better TCP wrappers support.
» John Birrell
Emulation of pt hr ead_nut ex() for OS/2.
* Benjamin Pflugmann
Extended MERCE tables to handle | NSERTS. Active member on the MySQL mailing lists.
» Jocelyn Fournier
Excellent spotting and reporting innumerable bugs (especially in the MySQL 4.1 subquery code).
* Marc Liyanage
Maintaining the OS X packages and providing invaluable feedback on how to create OS X packages.
* Robert Rutherford
Providing invaluable information and feedback about the QNX port.
 Previous developers of NDB Cluster

Lots of people were involved in various ways summer students, master thesis students, employees.
In total more than 100 people so too many to mention here. Notable name is Ataullah Dabaghi who
up until 1999 contributed around a third of the code base. A special thanks also to developers of

the AXE system which provided much of the architectural foundations for NDB Cluster with blocks,
signals and crash tracing functionality. Also credit should be given to those who believed in the ideas
enough to allocate of their budgets for its development from 1992 to present time.

» Google Inc.

We wish to recognize Google Inc. for contributions to the MySQL distribution: Mark Callaghan's SMP
Performance patches and other patches.

Other contributors, bugfinders, and testers: James H. Thompson, Maurizio Menghini, Wojciech

Tryc, Luca Berra, Zarko Mocnik, Wim Bonis, Elmar Haneke, <j ehanby@ i ght si de>,

<psm t h@ayNet wor ks. conP, <duane@onnect . com au>, Ted Deppner <t ed@syber . conp,
Mike Simons, Jaakko Hyvatti.

And lots of bug report/patches from the folks on the mailing list.
A big tribute goes to those that help us answer questions on the MySQL mailing lists:
» Daniel Koch <dkoch@nctity. cone
Irix setup.
* Luuk de Boer <l uuk@wxs. nl >
Benchmark questions.

» Tim Sailer <t ps@iser s. buoy. conp

52



Documenters and translators

DBD: : nysql questions.

Boyd Lynn Gerber <ger ber b@enez. cone

SCO-related questions.

Richard Mehalick <RML86061@hel | us. conw

xnysql -related questions and basic installation questions.
Zeev Suraski <bour bon@net vi si on. net . il >

Apache module configuration questions (log & auth), PHP-related questions, SQL syntax-related
questions and other general questions.

Francesc Guasch <f ranki e@i tel . upc. es>
General questions.
Jonathan J Smith <j smi t h@w p. net >

Questions pertaining to OS-specifics with Linux, SQL syntax, and other things that might need some
work.

David Sklar <skl ar @t udent . net >

Using MySQL from PHP and Perl.

Alistair MacDonald <A. MacDonal d@el . ac. uk>
Is flexible and can handle Linux and perhaps HP-UX.
John Lyon <j | yon@ nmag. net >

Questions about installing MySQL on Linux systems, using either . r pmfiles or compiling from
source.

Lorvid Ltd. <| or vi d@\OLFENET. con®

Simple billing/license/support/copyright issues.

Patrick Sherrill <pat ri ck@oconet. cone

ODBC and VisualC++ interface questions.

Randy Harmon <r j har non@upt i neconput er s. con

DBD, Linux, some SQL syntax questions.

1.7.2 Documenters and translators

The following people have helped us with writing the MySQL documentation and translating the
documentation or error messages in MySQL.

Kim Aldale
Helped to rewrite Monty's and David's early attempts at English into English.
Michael J. Miller Jr. <nke@ errapi n.turbolift.conm

For the first MySQL manual. And a lot of spelling/language fixes for the FAQ (that turned into the
MySQL manual a long time ago).
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Yan Cailin

First translator of the MySQL Reference Manual into simplified Chinese in early 2000 on which the
Big5 and HK coded versions were based.

Jay Flaherty <f t y@redi apul se. con

Big parts of the Perl DBI /DBD section in the manual.

Paul Southworth <paul s@t ext . or g>, Ray Loyzaga <yar @s. su. 0z. au>
Proof-reading of the Reference Manual.

Therrien Gilbert <gi | bert @ can. net >, Jean-Marc Pouyot <j np@cal aire. fr>
French error messages.

Petr Snajdr, <snaj dr @vt . net >

Czech error messages.

Jaroslaw Lewandowski <j ot el @t net. com pl >

Polish error messages.

Miguel Angel Fernandez Roiz

Spanish error messages.

Roy-Magne Mo <r nro@ww. hi vol da. no>

Norwegian error messages and testing of MySQL 3.21.xx.

Timur |. Bakeyev <r oot @i nur . t at ar st an. ru>

Russian error messages.

<brenno@ewi nt er. con® & Filippo Grassilli <phi | @yppo. con>
Italian error messages.

Dirk Munzinger <di rk@ri ni ty. saar. de>

German error messages.

Billik Stefan <bi | | i k@un. uni ag. sk>

Slovak error messages.

Stefan Saroiu <t zoonpy@s. washi ngt on. edu>

Romanian error messages.

Peter Feher

Hungarian error messages.

Roberto M. Serqueira

Portuguese error messages.

Carsten H. Pedersen

Danish error messages.
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» Arjen Lentz

Dutch error messages, completing earlier partial translation (also work on consistency and spelling).

1.7.3 Packages that support MySQL

The following is a list of creators/maintainers of some of the most important APIl/packages/applications
that a lot of people use with MySQL.

We cannot list every possible package here because the list would then be way to hard to maintain. For
other packages, please refer to the software portal at http://solutions.mysqgl.com/software/.

« Tim Bunce, Alligator Descartes
For the DBD (Perl) interface.
» Andreas Koenig <a. koeni g@ri nd. de>
For the Perl interface for MySQL Server.
» Jochen Wiedmann <wi edmann@eckar - al b. de>
For maintaining the Perl DBD: : nysql module.
» Eugene Chan <eugene@cenet . com sg>
For porting PHP for MySQL Server.
» Georg Richter

MySQL 4.1 testing and bug hunting. New PHP 5.0 nysql i extension (API) for use with MySQL 4.1
and up.

» Giovanni Maruzzelli<maruzz@mtrice.it>
For porting iODBC (Unix ODBC).
o Xavier Leroy <Xavi er. Leroy@nria.fr>

The author of LinuxThreads (used by the MySQL Server on Linux).

1.7.4 Tools that were used to create MySQL

The following is a list of some of the tools we have used to create MySQL. We use this to express our
thanks to those that has created them as without these we could not have made MySQL what it is
today.

* Free Software Foundation

From whom we got an excellent compiler (gcc), an excellent debugger (gdb and the | i bc library
(from which we have borrowed st rt o. ¢ to get some code working in Linux).

» Free Software Foundation & The XEmacs development team
For a really great editor/environment.
* Julian Seward

Author of val gri nd, an excellent memory checker tool that has helped us find a lot of otherwise
hard to find bugs in MySQL.

» Dorothea Liutkehaus and Andreas Zeller
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For DDD (The Data Display Debugger) which is an excellent graphical front end to gdb).

1.7.5 Supporters of MySQL

Although Oracle Corporation and/or its affiliates own all copyrights in the MySQL ser ver and

the MySQL manual , we wish to recognize the following companies, which helped us finance the
development of the MySQL ser ver, such as by paying us for developing a new feature or giving us
hardware for development of the MySQL ser ver.

VA Linux / Andover.net

Funded replication.

NuSphere

Editing of the MySQL manual.

Stork Design studio

The MySQL website in use between 1998-2000.
Intel

Contributed to development on Windows and Linux platforms.
Compagq

Contributed to Development on Linux/Alpha.
SWSoft

Development on the embedded mysql d version.
FutureQuest

The - - ski p- show dat abase option.
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This chapter describes how to obtain and install MySQL. A summary of the procedure follows and later
sections provide the details. If you plan to upgrade an existing version of MySQL to a hewer version
rather than install MySQL for the first time, see Section 2.11, “Upgrading MySQL”, for information about
upgrade procedures and about issues that you should consider before upgrading.

If you are interested in migrating to MySQL from another database system, see Section A.8, “MySQL
5.6 FAQ: Migration”, which contains answers to some common questions concerning migration issues.

Installation of MySQL generally follows the steps outlined here:

1. Determine whether MySQL runs and is supported on your platform.

Please note that not all platforms are equally suitable for running MySQL, and that not all
platforms on which MySQL is known to run are officially supported by Oracle Corporation. For
information about those platforms that are officially supported, see https://www.mysql.com/support/
supportedplatforms/database.html on the MySQL website.

2. Choose which distribution to install.

Several versions of MySQL are available, and most are available in several distribution formats.
You can choose from pre-packaged distributions containing binary (precompiled) programs or
source code. When in doubt, use a binary distribution. Oracle also provides access to the MySQL
source code for those who want to see recent developments and test new code. To determine
which version and type of distribution you should use, see Section 2.1.2, “Which MySQL Version
and Distribution to Install”.

3. Download the distribution that you want to install.
For instructions, see Section 2.1.3, “How to Get MySQL". To verify the integrity of the distribution,
use the instructions in Section 2.1.4, “Verifying Package Integrity Using MD5 Checksums or
GnuPG”.

4. Install the distribution.

To install MySQL from a binary distribution, use the instructions in Section 2.2, “Installing MySQL
on Unix/Linux Using Generic Binaries”.
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To install MySQL from a source distribution or from the current development source tree, use the
instructions in Section 2.9, “Installing MySQL from Source”.

5. Perform any necessary postinstallation setup.

After installing MySQL, see Section 2.10, “Postinstallation Setup and Testing” for information
about making sure the MySQL server is working properly. Also refer to the information provided in
Section 2.10.4, “Securing the Initial MySQL Accounts”. This section describes how to secure the
initial MySQL user accounts, which have no passwords until you assign passwords. The section
applies whether you install MySQL using a binary or source distribution.

6. If you want to run the MySQL benchmark scripts, Perl support for MySQL must be available. See
Section 2.13, “Perl Installation Notes”.

Instructions for installing MySQL on different platforms and environments is available on a platform by
platform basis:

* Unix, Linux, FreeBSD

For instructions on installing MySQL on most Linux and Unix platforms using a generic binary (for
example, a. t ar . gz package), see Section 2.2, “Installing MySQL on Unix/Linux Using Generic
Binaries”.

For information on building MySQL entirely from the source code distributions or the source code
repositories, see Section 2.9, “Installing MySQL from Source”

For specific platform help on installation, configuration, and building from source see the
corresponding platform section:

¢ Linux, including notes on distribution specific methods, see Section 2.5, “Installing MySQL on
Linux”.

« Solaris, including PKG and IPS formats, see Section 2.7, “Installing MySQL on Solaris”.
« IBM AIX, see Section 2.7, “Installing MySQL on Solaris”.
* FreeBSD, see Section 2.8, “Installing MySQL on FreeBSD".

* Microsoft Windows

For instructions on installing MySQL on Microsoft Windows, using either the MySQL Installer or
Zipped binary, see Section 2.3, “Installing MySQL on Microsoft Windows”.

For details and instructions on building MySQL from source code using Microsoft Visual Studio, see
Section 2.9, “Installing MySQL from Source”.

e macOS

For installation on macOS, including using both the binary package and native PKG formats, see
Section 2.4, “Installing MySQL on macOS”.

For information on making use of an macOS Launch Daemon to automatically start and stop MySQL,
see Section 2.4.3, “Installing a MySQL Launch Daemon”.

For information on the MySQL Preference Pane, see Section 2.4.4, “Installing and Using the MySQL
Preference Pane”.

2.1 General Installation Guidance

The immediately following sections contain the information necessary to choose, download, and verify
your distribution. The instructions in later sections of the chapter describe how to install the distribution
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that you choose. For binary distributions, see the instructions at Section 2.2, “Installing MySQL on
Unix/Linux Using Generic Binaries” or the corresponding section for your platform if available. To build
MySQL from source, use the instructions in Section 2.9, “Installing MySQL from Source”.

2.1.1 Supported Platforms

MySQL platform support evolves over time; please refer to https://www.mysql.com/support/
supportedplatforms/database.html for the latest updates.

2.1.2 Which MySQL Version and Distribution to Install

When preparing to install MySQL, decide which version and distribution format (binary or source) to
use.

First, decide whether to install a development release or a General Availability (GA) release.
Development releases have the newest features, but are not recommended for production use. GA
releases, also called production or stable releases, are meant for production use. We recommend
using the most recent GA release.

The naming scheme in MySQL 5.6 uses release names that consist of three numbers and an optional
suffix; for example, mysql-5.6.1-m1. The numbers within the release name are interpreted as follows:

» The first number (5) is the major version number.

e The second number (6) is the minor version number. Taken together, the major and minor numbers
constitute the release series number. The series number describes the stable feature set.

» The third number (1) is the version number within the release series. This is incremented for each
new bugfix release. In most cases, the most recent version within a series is the best choice.

Release names can also include a suffix to indicate the stability level of the release. Releases within
a series progress through a set of suffixes to indicate how the stability level improves. The possible
suffixes are:

* mN (for example, m1, m2, m3, ...) indicates a milestone number. MySQL development uses a
milestone model, in which each milestone introduces a small subset of thoroughly tested features.
Following the releases for one milestone, development proceeds with another small number of
releases that focuses on the next set of features. From one milestone to the next, feature interfaces
may change or features may even be removed, based on feedback provided by community members
who try these early releases. Features within milestone releases may be considered to be of pre-
production quality.

 rc indicates a Release Candidate (RC). Release candidates are believed to be stable, having passed
all of MySQL's internal testing. New features may still be introduced in RC releases, but the focus
shifts to fixing bugs to stabilize features introduced earlier within the series.

» Absence of a suffix indicates a General Availability (GA) or Production release. GA releases are
stable, having successfully passed through the earlier release stages, and are believed to be
reliable, free of serious bugs, and suitable for use in production systems.

Development within a series begins with milestone releases, followed by RC releases, and finally
reaches GA status releases.

After choosing which MySQL version to install, decide which distribution format to install for your
operating system. For most use cases, a binary distribution is the right choice. Binary distributions are
available in native format for many platforms, such as RPM packages for Linux or DMG packages for
macOS. Distributions are also available in more generic formats such as Zip archives or compressed
t ar files. On Windows, you can use the MySQL Installer to install a binary distribution.

Under some circumstances, it may be preferable to install MySQL from a source distribution:
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* You want to install MySQL at some explicit location. The standard binary distributions are ready
to run at any installation location, but you might require even more flexibility to place MySQL
components where you want.

» You want to configure nysql d with features that might not be included in the standard binary
distributions. Here is a list of the most common extra options used to ensure feature availability:

e - DW TH_LI BWRAP=1 for TCP wrappers support.

e -DW TH ZLI B={ syst eni bundl ed} for features that depend on compression

e - DW TH _DEBUG=1 for debugging support

For additional information, see Section 2.9.7, “MySQL Source-Configuration Options”.

» You want to configure nysql d without some features that are included in the standard binary
distributions. For example, distributions normally are compiled with support for all character sets. If

you want a smaller MySQL server, you can recompile it with support for only the character sets you

need.

* You want to read or modify the C and C++ code that makes up MySQL. For this purpose, obtain a
source distribution.

» Source distributions contain more tests and examples than binary distributions.

2.1.3 How to Get MySQL

Check our downloads page at https://dev.mysql.com/downloads/ for information about the current
version of MySQL and for downloading instructions.

For RPM-based Linux platforms that use Yum as their package management system, MySQL can be
installed using the MySQL Yum Repository. See Section 2.5.1, “Installing MySQL on Linux Using the
MySQL Yum Repository” for details.

For Debian-based Linux platforms, MySQL can be installed using the MySQL APT Repository. See
Section 2.5.3, “Installing MySQL on Linux Using the MySQL APT Repository” for details.

For SUSE Linux Enterprise Server (SLES) platforms, MySQL can be installed using the MySQL SLES

Repository. See Section 2.5.4, “Installing MySQL on Linux Using the MySQL SLES Repository” for
details.

To obtain the latest development source, see Section 2.9.5, “Installing MySQL Using a Development
Source Tree”.

2.1.4 Verifying Package Integrity Using MD5 Checksums or GnuPG

After downloading the MySQL package that suits your needs and before attempting to install it, make
sure that it is intact and has not been tampered with. There are three means of integrity checking:

» MD5 checksums

» Cryptographic signatures using GhuPG, the GNU Privacy Guard

» For RPM packages, the built-in RPM integrity verification mechanism
The following sections describe how to use these methods.

If you notice that the MD5 checksum or GPG signatures do not match, first try to download the
respective package one more time, perhaps from another mirror site.

2.1.4.1 Verifying the MD5 Checksum

After you have downloaded a MySQL package, you should make sure that its MD5 checksum matches

the one provided on the MySQL download pages. Each package has an individual checksum that
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you can verify against the package that you downloaded. The correct MD5 checksum is listed on the
downloads page for each MySQL product, and you compare it against the MD5 checksum of the file
(product) that you download.

Each operating system and setup offers its own version of tools for checking the MD5 checksum.
Typically the command is named nd5sum or it may be named nd5, and some operating systems do
not ship it at all. On Linux, it is part of the GNU Text Utilities package, which is available for a wide
range of platforms. You can also download the source code from http://www.gnu.org/software/textutils/.
If you have OpenSSL installed, you can use the command openss| nd5 package_ nane instead.

A Windows implementation of the nd5 command line utility is available from http://www.fourmilab.ch/
md5/. wi nMd5Sumis a graphical MD5 checking tool that can be obtained from http://www.nullriver.com/
index/products/winmd5sum. Our Microsoft Windows examples assume the name nd5. exe.

Linux and Microsoft Windows examples:

$> nd5sum nysql - st andard-5. 6. 51-1i nux-i 686. tar. gz
aaab65abbec64d5e907dcd41b8699945 nysql - st andard-5. 6. 51-11 nux-i 686.tar. gz

$> nd5. exe nysqgl -install er-community-5.6.51. nsi
aaab65abbec64d5e907dcd41b8699945 nysql -install er-community-5.6.51. nsi

You should verify that the resulting checksum (the string of hexadecimal digits) matches the one
displayed on the download page immediately below the respective package.

.tar.gz,or.nsi file)and not of the files that are contained inside of the

Note
@ Make sure to verify the checksum of the archive file (for example, the . zi p,
archive. In other words, verify the file before extracting its contents.

2.1.4.2 Signature Checking Using GnuPG

Another method of verifying the integrity and authenticity of a package is to use cryptographic
signatures. This is more reliable than using MD5 checksums, but requires more work.

We sign MySQL downloadable packages with GhuPG (GNU Privacy Guard). GhuPGis an Open Source
alternative to the well-known Pretty Good Privacy (PGP) by Phil Zimmermann. Most Linux distributions
ship with GhuPGinstalled by default. Otherwise, see http://www.gnupg.org/ for more information about
GnuPGand how to obtain and install it.

To verify the signature for a specific package, you first need to obtain a copy of our public GPG build
key, which you can download from http://pgp.mit.edu/. The key that you want to obtain is named

nmysqgl - bui | d@ss. or acl e. com After obtaining this key, you should compare it with the key shown
following, before using it verify MySQL packages. Alternatively, you can copy and paste the key directly
from the text shown here:

----- BEG N PGP PUBLI C KEY BLOCK- - - - -
Version: SKS 1.1.6
Comment: Host name: pgp.mt.edu

G BD4+owwRBAC14G f Uf CyEDSI e PvEWBSAFUdJ Bt oQHH nJKZy QT7h9bPl UWC3ROD] QRey
Cl TRr dwyr KUGku2FmeVGmn2u2WDVNABL nppr WPk BdCk 96+0OnBSLNIbr Zf w2v OUgCmyv 2hWh
yDHuvYl Q& BThQoADgj 8AWS/ 0Lo7V1W/ 8VuHPOgQWCgvz V3BgOx RznNCRCRx AuAuVzt HRcE
AJooK1+i Si unZMYD1IWIf eXf shc57S/ +yeJkegNWhxwRIpRW/Ar NYJdDRT+r f 2RUe3vpquKN
QU hnEl UHIRQqYHo8g TxvxXNQec 7f JYLVK2Ht kr PbP72vws EKMYhhr 0eKCbt LG | s9kr j J6sB
gACyP/ Vb7hi Pawxh6r DZ71 TnEK YpXBACMAHP8NJI TkanEnPCi a2Z0OHODANWpUKP431 7 sDngt
0bZX9qgnr AXw+uNDlI QIEXMBFShi OLLt Zci NI Ysaf wAPEOVDKpMJAKEI yi sNt PvalLd8l HObPAN
Wjcyef epr vOsxxqUEM: MBo7wwgf NB3POk DasDbs3pj wPhxvhz6/ / 62zQ17Q2TX TUUwgUmVs
ZWFzZSBFbndpbnVl cml uZy ABbXI zcWit YnVpbGRAb3Nz LBy YWNs ZS5j b20+i EYEEBECAAYF
Al | dBJ4ACgk Quvec Mmpx2wBa2MYQCgga9wXf wOe/ 52xg0RTkhsbDGhvdAAn30nj wolL BhKdDBxk
hVmvZQvzdYYNi GYEEx ECACYCGy M30wk | BMVICBBUCCAMEFgI DAQ eAQl XgAUCTnc+KgUJE/ sC
FQAKCRCM: YO7UHLh9SbMAJ 4l 1+qBz2BZNSGCZwWwwAB YbhGPC7FwWCgp8z5Tz| wAYQULENGI/ sy
0oSazqm ZgQTEQ AJgUCTnc9dgl bl wUJEPPzpwYLCQyHAW EFQ | AMQAAgMBAh4BAhe AAA0J
El xxj Tt QcuHLUt 4A0l Kj hdf 70899d+7JFq3LD7zeeyl 0AJ9Z+YyE1HZSnzYi 73br Sci | bl V6
s YhpBBVRAgApAhsj BgsJCAc DAgQVAggDBBYCAWECHg ECF4ACGQEFAl GUk ToFCRU31 aoACgkQ
j HGNOL By 4f W.QACS V6WP8ppZgqMz2Z/ gPZbPP7sDHE7EAn2k DDat XTZI ROpMgcnNOcf f 1t sX6
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i GKEExECACK CGy MaCwk | BWMMCBBUCCAMEFg! DAQI e AQ XgAl ZAQUCUWHUZgUJ Grb Ly wAKCRCM
cYO07UHLh9V+DAKC S1gGmgVI / eut +5L+ 2v3ybl +ZgCcD7ZoA341Ht or oV3U6x RDO9f Ugeql
bAQTEQ ALAI bl wi eAQ XgAl ZAQYLCQyHAW GFQoJ CAl DBRYCAWEABQI YpXs| BQkeKT7NAAoJ
El xxj Tt QcuHLw MANRGUZVbr i MRO77KTGAVhIF2uKJi PAJ9r CpXYFve2l dxST2i 7w8nygef V
a4hs BBMRAgAs Ahsj Ah4BAhe AAhk BBgsJCAc DAgYVCgkl AgMFFgl DAQAFAI i nBSAFCRAqy RQA
CgkQ HGNOLBy4f VXBQCeOgVM Xf AWIq+QgaTAt bZskN3Hk YAn1T8LI bl kt FREeVI Kr QEA7f g
6Hr Q GNVEEX ECACWCGy MCHg ECF4 ACGQEGCWK | BWMCBh UKCQy CAWUWAG MBAAUCXEBY+WUJ | 87e
5AAKCRCME YO7UHLhORZPAJQuvnDz| zf CN+DHxHVaoFLFj dVYTQCE bor sC9t mEZYawhhogj eB
kZkor by JARWVMEEAECAAYFAI AS6+UACgk@Bal C+GoXHi vr Waf / dt Lk/ x+NC2VMDI g+vCeM)qgG
11 | hXZf i NsEi svvGaz4n8f SFRGe+1bvvf DoKRhxi GXU48Rusj i xzvBb6KTMuY6JIpOVf z9Dj 3
HIspYri Ha+i 6r YySXZI pOhf Li MaTy7NH20vYCyNz SS/ ci | UACI f H 2NH8zNT5CNF1uPNRs 7H
SsHzzz7pA Tj t TW F4cq/ | j 6Z6CNr ndj +Si Mrj YNQu6SAEKG oNt pycgD5HGKR+1 7Nd/ 7v56y
haUe4FpuvsNXi g86K9t | 6MUFS8CUyy 7Hj 3k VBZOUW/BMI53knGdALSygQr 50DA3j MGKVI 4Zn
H e2RVWRnFTr 5YWRTIMK USQPM_pBNI k BHAQQAQ ABgUCUL B+v QAKCRAohbc DOz ¢ c 8dVWWCACW
XXVDXI ¢ AWRUWHj 3ph8dr 9u3SI t | j n3wBc7cl pcl KWPuLvTz7] Ggzl VBOs8hHAXgkSA+zLzl 6
u56nmpUzskFl 7f 11 3Ac9GGMAONMBY MmROhW D1HAZt &f bD+wkj | qgi t NLoRc GdRf / +U7x09Ch
SS7Bf 339sunl X6sMyXSC4AL32D3zDj F5i cGdb0Okj +31 Cr Rnp853dGy A3f f 9y Ui BkxcKNawpi 7
Vz3D2ddUpOF3BP+8NKPg4P2+sr KgkFbd4Hi dcl SQCt 3r YAvaTkEkLKgOnNA6U4r 0YgOa7wl T
SsxFl nt MVzaRg53Q KO+YkHOKuZR3GY8B7pi +t | gycyVR7m Fo7r i QEc BBABAGAGBQIc SESc
AA0JENwpi / UWTW 2X/ YH 0JLr/ qBW/cDI x9adnmk5+vj PoUl 6U6SGzCkl | f K24j 90kUO0JxDn
FVnc 9t cxG xKBNBAEC5Q0FQzj uXeYQLSAHXquZ9CeqG i dnsr RLVKXwO cFZPBnf S9JBzdHa9
WLb9INVWHOehWMy | | TVZ1KeBLbl 7uoy XkvZgVpOREd37XWsg YEhTOJWAXnk40bH6dj Y3T/ Hf
D70pi uvFU7w841 RAgevUcaDppU 1Q ubi OnVi q6MAki 85Z+uoMsoj UZt wigXDSYI PzRHct f x
Vdv3HS423RUvcf pMJGR4r 7t TOSXhHS9r cs6l zLnKl 84J0xz| 5bW5/ Fw+5h40Gpd4HTR/ ki E
Xu2J ARWEEAEI AAYFAI aBV3QACgk QRn7hv+CThQqTOW 9Ge3s Rxw+NI kLkKsHYBTkt j YOyv49
48] a5s9awR0bzapKOWval uEgf wt KD8/ NCgYel VYyaZl YnS1FP51yAt uzdvZXAl ODAl Ty MAd1S
RCES] CCi Z028el EcoeM j +UXr wo4+| 7/ abFhi SakzsFZ/ eQHnsMhkJOLf 8kug3vMXj Soi z+n
T14++f BK2mCVt ulSf t c877X8R7xUf OKYAG bnY+RAi 7E2JVTM W dt Jaqt 3| 5y6ouTr LOVBd
3ZeEMIYL1PCiXr wZ4+u70TNC26yL SbpL+weAReqH8) GsVI UmMWAMXV kmii xmr nN66WW SLgQEK
P5] Whowv9+KEhNnWBCaT4Il u8r YkBI gQQAQ ADAUCTndBLgUDABJ1AAAKCRCXELI byl et f Anx
B/ 9t 79Q72ap+hzawz KHAy k3j 990FbB8uQDXYVdAMBAY/ Af Oey YSOd9SBgpexyFI GL404dd7U
[ uXwbZpAu5uEGKB/ 16 MJ9EVPCEYXCROI r 70qi 6XE gh+Qly/ d3X&07ZbudvnLFyl UE+t F8YU
Z5snBl r nwPKY! 2Dl a0BToA7Pi 95082Yj b4YgNCx]j rr 61gO9n4LHDNLi 74cNXOeasl 9zp14zS
acd t JGOr PEK+ChNCGKFNg/ gr 9Hn/ ank29D8f zg6BLoaO x82zZ25QPM / +SF4xEp/ O71 ol 4
dA+0mii Pz76B+keORTsgNRf VK| dz2f Q92| 4&@yWwW\ul Gecl 3FBZTi YG 3i QEi BBABAGAMBQIO
i LYZBQVAENUAAA0JEJcQuIVvKV618t KAH 2hG HA0L3x RAP/ CXEJHK3O+L8y4+duBB@scRgn
XS28SLf dL8f / ENH+1wah9j hy MC+j ny Rl dd5ar 3cC/ s8AJRvOSDRf R5Kvagvr DLr r F+i / vYDB
K5f 6JQr r ygOpoupEuKOz TbLx01FX+CAq+3t Qy8aY6+znl t pi WhvK8ZoUL YKV+Q063Yy VW Bk
KadgELA6S08aQTGK7bJkyJ9xgbFBykcpUUbn0p4XZwz Z3j FgzwengRIl YZbf TosVWLJI5HAL7B
u22AukPl sz9PZvd8X8nf nt 0JI wt | 5qt FOr xr KA+X5czswzZ5H3j pr DgOY6y AOESt u+8h1CPo
u50BnP7y KZx dXYqJ ASI EEAECAAWFAK 622 d EFAWASA QAACgK Q x CAnBpXr XwC8ggAgQXVkn5H
Lt Y500Xmh5D/ KdphSKDVB3Z9b/ 3MHz KSCWeCQUkaJ 1gxt y LWLHWLO hUkWsxHdm eoA8Yr 9
JS1r 1j opYu&Zzt zI ScQeSW 8190xnZzZVI j KReVy2r DSxt v 7PV5wR3gby 72 PmKWUw7 UHf gt Br
JgA+h5ct f x1j hXI Ut UZpDTSt ZAFgVnmunDXoBNZt YYk/ f f Y1I8KTj Nnt gRcRbTur Sy3dgGAAA
Z01Dl R5kJr h3i kFFJf r X20gODoYCOchx gl 4Xoc708uv19GUuvk5sKBT4b2 ASF+J XAMRX0T7v 8
G al hn3CGEQGPZDN2| dMLMzbi 50SETTU@B7nNAI 7bXi r qYk Bl gQQAQ ADAUCTqumMAQUDABJ 1
AAAKCRCXEL. byl et f MCHB/ 9/ 0733PXr dj kMl Uy F7THKpdD8xy3240e5cRWIEVhsD] 11AsPhLv
¢37MBuCf 2MV5BWG j DypVRX3hT+1r 9VsuR201ETKmJ8zhdj xgTl Z931t / KDer U9s SIWOT33m
WEX7b50 31hgqy2Bc+qOUf SNR8TI OZ7E6P6GynxFzr eS+Q Hf pUFr g41FgV58YCEoMyKAvZg
CFzVSQa2QZQ4uaUl bAhXgWHl NkPdE! / nf vI UnMoe/ t 5d/ BDELAT4HEbcJRGUN GN\r ExOYW |
AbauEOnmhNQS+oNg1uSj | TFg6at KCBXgXNf Cp6sSVel SRTNKHSmmt HEc H WULEQz s PUXWGWA
VC40i QEi BBABAgAVBQJ Ov Nk c BOVAENUAAACJEJcQuJvKV618xSkH i zTt 1ERQs gGc DUPqqvd
8exAk1nmpsC7l OMAYYt bG | QOz 7UkWUWWpr 4R4si j Xf zoZTYNgaYM_bencgHv25CEl 4PZnVN
xWDhwDr hJ8X8I dxr | yh5FKt 0CK53NT9yAsalcg/ 850VgZeB0zECGA sVt | c8InTIvTSnFVr z
7F4hUGCsr UcHImOhf L9JI r x TbpLY9Vnaj Xh9a8psnUCBr w3o(6Zj 8Pw aaLdEBuK5nmB/ OSYo
vmlOf / Bl p+cUp1QANOyx0Jz WK QZWI'ns Vhx Y6skBEd4/ +2ydvOTEOESW207t 7¢3Z7+st W TK
RUg7Tr qHPvFkr QUOFKnHeTegPhc8r j Ugf LaJASI EEAECAAWFAK 7 Co 7WFAWASAQAACgk Q x C4
mBpXr Xza3Af / G ONcvE3j me8h8SM_vl r 6L11 | uWpHy Wwevgak RIwUoj Rr SVPghUAhj ZEob4w
CzZ4ebRR8q7AazmONFN1CGoqt zr Wkj RABX3/ vOdj ONvXqCHf Tgn0Sc4qz98+Lzuu8qQHIDEI
ZLypt v96t GZb5wW82Nt HFMU9LKkKj AVYcDXgqJ4USmB0CApXgd+8l VOr WiVBNy cgDOI k3ZKZQXH
1DHdJFzohNt gbWGMAj gwKHoBSHES|j Z/ War XEf 0+0TLj ZSbr ynt GpPI nsi j HAD9QVOR55RWC
Dt PWJPPu5el Ldaurj PG j | 61 ol 8sNHekj nDZnRI 0ZMyj pr JI Tg4AG3yLU9z U+boCYkBI gQQ
AQ ADAUCTVI 8VgUDABJ 1AAAKCRCXELI byl et f Nel B/ OW d7SWBwW8z61g5Ywud nmBcnlZVQFo
vGnJFeb+Q ybEi cqr UYJ3f | Pj 8Usc27dl wLP+6SUBBt | dYj Q7p7Cr Q@ ax GSWYnmNaJ50f 6Eb
JpQ 31 WeW NEgF3ycFonoz 3y uWMvEdMXBa+NAVV/ gUt El Bmoe WHNWKST YN3OFYnkZe+v+Ckq
SYw gOr 9+191 FwKFvf k0j X1ZGk6GP27z Tw49y opVWk Fw/ AUZXI wQHOYAL3gns| wPz5Lwi TyJ
kxAYYvdByZk4G O +HzqGPspNl QeeUt eXzf bPz0f WEt 64t udegYu/ f NSQVLGS/ WHf kuFkuo
gWNBFcu5TPEYcwWGkUuE/ | ZZEni QEi BBABAgAMBQJI PBAk XBQVAENUAAA0JEJcQuJvKVE18AGBH
/ OLLr 1lyMosbLAhQzcKnD/ / j SOZ2FI BXGKUTK8/ onl u5sUc MivVPHNj UQ' nHi FMo YFCE55Di
r VUKI | Zb6sdx2E/ K+ZkZHPW F1BAaHUQ QGh3Zzc8l VIg9Kt FLAJknkc61VEF2M i aRl vl o
VPNr 50 v2THOPgVxdV3goBL6EdAdgdwCvy23Z244vCpO0QVNQ 4aJKg2f 49XQ) N1+CGd2nEr 7wX
aN9DZQu5z TU7uTRi f 3FI XHQ4bp8TWBK3Mu/ sLI qZYt F3z7GH4w3Qowy A2 CVk Gg TGMQwy USFh
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JQdr gXd@ 0woy6Jusj JWIWT1f X AGEi a3wr Sw2f 8R1LU6VOk0ZhsMu3s7i JASI EEAECAAWFAK 8V
INWFAWASAQAACgKQ xCAnBpXr Xzi j Af 7Bn+4ul 7NedLGKB4f WKDvZARcys13kNUcl | 2KDdu
j 4rliaY3vXT+bnP7r dcpQRal 3r +SdqMbuBy ROHNZ+014r VJI VAY+ahhk/ ORmdJTsv791JSkT
FuPzj Ybkt hqCsLI wa2XFHLBYSZuLvZMoL8k4r SMul 529XL48et | K7 QNNVDt wnHUGY+xv Pv PP
Gzwj mX7sHsrt Edker j ntMughpvANpy PsFe8Er QCOr PhDI kZBSNcLur 7zwj 6mD+85eUTntj 8
1ul | k4wj p39t Y3Ur Bi sLzRImAVr Cd9AVW JRoPDJFq6f 4r eQSOLbBd5yr 71 y Yt QSnTVIVhx R4
4vnQcPgEcf Tt b4k Bl gQQAQ ADAUCTzI| t OWUDABJ 1AAAKCRCXEL. byl et f Ao9CACWRt SxOvue
Sr 6Fo6TSMyl od YRt EWQYYSEj c XsTSEM/pX/ zLgn2f TgRgNzwaBkwFqHEY6B4g2r f Ly NExhXm
NWLI e/ YxZgVRy My RUEp6qGL+k YSOZR2Z23c OU+/ dn58xMkGYChwj 3zWj +C woU+D/ 6et Hpw
Ur bHGc 5 Hx Npy KQKEV5J +SQ6 CDWOPOON / UHI kgSSmmvemXl gEKEGr t vl i FN1j pi TRLPQnzAR
198t Jo3G G5Yut GFbNI Tun1sXN9v/ s4dzbVOntHvAg/ | W2 AT6QIDD204pp/ n-xKBFi 4XqF6
74HbnBz| S7zyW j T2Znuj FDQEMKF ske/ OHSuGZI 34gJ3i QEi BBABAGAVBQIPSpCt BQVAENUA
AA0JEIJcQuIVKVE18LI1QH i j aCAl gzQ vESK/ QZTxQo6Hf 7/ CbUMBt B7i Rj al KOXWrlJodBpOC
3kWABEI VgJdxW t bMoP8WebG dHW/AuX6RIGXDI 8+egj 8BYBLL807gKXkgeOxKax ONSk5vBn
gpi Xx2KVI Ht W n7azBOAi CdcFTCuVEIl Hsl r hMAgt N6i dGBVKt XHxWB/ / z9xi Pvcl ur yhj 8or S
1eJCt LG ji 7KF2l UgCyyPJef r/ YT7DTOC897ELl 01E4AdDymNur 41Ny obAogaxp6PdRNHBDum
y8pf PzLvF30Y4Cv+SEa/ EHMCOTHTanKaN6Jr y/ r pof gt uei MkwCi 81RLgQd0ee6W i ui 8Lwp
/ 2KIASI EEAECAAWFAK 9V2x 0 FAWASAd QAACgK Q' x CAnBpXr Xy 9UQyAs Ve 8HNwA7VKdBgs EvPJg
xVI nbY+9JcqdQc A77gSMCl ¢8n60VF1Rpl 2y FnFUpj 1nmvJuWi i X98t RGBQKWII M EPovgZcS
bhVhgKXi U87dt Wwurc YhMs XBAYczbs SaNVhOl PWKHUQ+r YRevdOxGDOO 3P7pocZJR850t Mbe
58™bzdsRYZpFWsMkr D7Ai t y5GoD65x YmAkbBwWTj NdeNl pOnHVASbVf 4Fsj ve6J Coyz KOG-B
VULTt AR2uPK6xxpn8f f zCNTALVKXEMBHgj yg4LWSdDTBI evuAgkz4T2eGILXi mhGoTXy7vz+
wnYx@Q@edADr nf cgLbf z8s/ wrCoHAGIAFNI kBl g QQAQI ADAUCT2e DAWUDABJ 1AAAKCRCXELI b
yl et f FBEB/ 9RMASSk UmPW b2EhHPUBL6Xt i 9NopLOrj 5MFzHc Lt goonmKvpOuwr 1xv0cZMej

ZenU3cWLAvVY2870Jwrk FRFU9LJvi LSGub9hxt QLhj d5gNaGRFLeJV8YOVt z+se2FW.PSv pj

mMAFdf XppWRQ' k1 gVZoXcGIQr QM et mLLgU9pxRcLASQ e5/ wynFXmgSaj xWWHhMrehvJTOg
si YW Qxg T/ XaWQTy JHk pYJoXx4XKXnocvc8+X3kx AFf OHOWY1 +7CN8znDgx YuX/ / PKf DG
2Un0JHP1za8r ponwNG7c58E03VKI RWO0TKeSWOc 1¢c Suf nFcr Penmi h2p70EvNRAI Ni QEi BBAB
AgAVBQI Pe KdGBQVAENUAAA0JEJcQuIVKVE18Ywol AM3uqSB4Ge1D61nmDpl XJf OcC6BhCZvM
mV3xTp4ZJCdCQzj RV3r ZRkt ODwy OVYpLzLgDgvbRw Xj OznDob1Dv YHFA7DnGTGUs BLDX/ xZ
5gRvDt kD6wBb/ +r 2/ eQ Su7ey/ ri YwB6dnBGz KR7FEbI K6bEuPOUBW V2t YKZRgTYqXq7NBL
uNv7c80GMC/ PgdvdhFn4KAVLOPj VI gr 5+mdXyvi KqGruvguYBDt DUMX1ggZpi +f b7EsbJ Yf

EkBR63j GQn04unqT1EXWIs17gj +yp4l HokJnmEIMS8d2NI ZMPbI | HMiN+haTA73DwiNkbVDlat a
gSLi FI GXRyzy87f i kLVI | j QJASI EEAECAAWM-AK +Kd AUFAWASA QAACgk Q xCAnBpXr Xwl UQQA
mkFt xXv4k ExFK+ShRwBYQgl | / a6 D3 Mb Dk UHWwn3@BN58p Y1 gzl ONr J/ ZO8zme2r kMT1l Zpdu
Wjj Br vgWhmACqWEXngClj 0Gv6j | 8nl Lzj j CkCZYWVz02c@BVodCRD5t 0l i | FUL32XNgAk/ br

U dL5L1PZRAdV04kGBYi r Oxuzi WinNaydl 9Dguz PRo+p7j y2RTyHD6d+WL33i oj AO6WI+74
j +U s3PnMNj 3W xxdNGXaNXWb GApj DAJf HI HeP1/ JW GX7t Cept NZwl gJUUv665i k/ QeN2go
2qHVSCABRBAs4H2awdNd9r aEb7f ZI i DmM | XsYI er Qo7q7kK2PdMYk Bl gQQAQ ADAUCT5xA
QQUDABJ 1AAAKCRCXELI byl et f OLs CADHz AnMLOPt SWBOgasAr / 9i of t qt Kyxvf dd/j mkUcd

RUDj ngNd4G nmL7MS6j Tej KGECS/ f xzBIuRXqMBWYLY3QVI +nLi / t HEcot i vu2vqv4NG lvW
CJf nJvEKBj R8sDGTCxxZQoYoAFbGTP1v9t 4Rdo7asy37s MFR2k A4/ kULFDx Yt FYFwwZCJpNL
hhwOMCI 2St | / W wt A/ 7Ti FCNgHHAKAGe Sz KVy Kr Pdj n8yt 7Js2dMst 2NUOWXQ663S4s6JZdR
| XUV90Yh1lv+gFAuD57UHvi nn6r doXxgj 3uoBnk9r WIDNYgNf wt f 1BcQXJInea+r Mav GQW hx

eV40+BZPx9G6i QEi BBABAGAVBQI Pr g39BQVAENUAAACJEJcQuIVKVE18MAYI Al p9yNCVLG a
URSt hhmmgE/ sMI5h2Uga6a3mXq8GhGa3/ k4SGqv51bChi LI Ln2b0OK8I uSnménxqdZ8XNNVhiy9
E+yYTj PsST7cl OxUzbAj Kews63W EUr j / | E2NEt vAj 0S2gJB+kt xkn/ 91 Hhgwr gOgUof bwe T
hymURI +egyoDdBp91l QD8Uuq9l X+ +C1PPu+NCQyCt cAhQzh+8p7eJeQATEZe2aBlcdUWjqY
eVENYNNK8zv/ X30OWYI 67YyEgof KoSYKTqEUPHI | TnkAf n0qVsBA4/ Vt Lbz GVGy QECmbbA34s

51 bM.r YeERF5DnSKc| a665sr Q+pRCH Jhz6VQXGs W yW ASI EEAECAAWFAK +/ 2VUFAWAS QAA
CgkQ xCAnmBpXr XwDOAf +JEUUKLI qO+i qOLV+LvI 091 U4Aww7 Yf Xcqz4B9yNGOe5Vpr f SThQOP
t M 5dB7r J6t NgkuHdoCh+w0/ 31pPEi 7BFKXI 0SgOz 3f 5dVKBGo8GBs X+/ G/ TKSi TenovOPEU
7/ DI wwirs GEXngms SQQEWIA3y 1aVx c9EVCIXOFi / czcNN Spj 5Qec7Ee9L Oy X4snRL1dx30L
| u9h9puzgnBbl 5FLenPUv/ Ldr r LDg&dj 4n2dACS3TI N14cwi BAf / Nvx X3DEPOYTS6f wKgLY
nH OnKRCOW J6PAr pvdyj FUGNCS7r 4KoMCKY5t kv Dof 3Fhggr QAgnzuPl t Bk TBQ7s4s GCNww
60k Bl gQQAQ ADAUCT9G zWUDABJ 1AAAKCRCXELI byl et f Oj 1B/ 9NO1u6f aGLlD5x FZquz M7 Hw
EsSJb/ Ho9XIRC ndX/ Sq+Er QU SMz2FAIWDQOW6 OG0! 3oLLwpdsr 908+b0P82TodbAPU+i b
GCs| UMbLAYUI 5NH6WMpKnubConKbTAne| w+r v Ui bf VFRBTyd2Muur 1g5/ kVUvw29Zw4BTg

Tx3r wFuZUJALKkwy v T3TUUr Ar OdKF+nLt Vg3bn8EBKPx2G KcFhASupQOg4kHoKdOnF10vt 9Hh

KKuoBhl nDdd6oaEHLKOQc TXHs UxZYVi F022y cBWFgFt aoDMGzy UXO0I Oy Fp/ RVBT/ j PXSBW G
lct H+LGsKL4/ hwz 985CSp3qnCpaRpe3qi QEi BBABAGAMBQI P43EgBQVAENUAAACJEJcQuIVK
V618UEEI ALr 7RNCkNwlqo7E4bUpWj opi DOOI vynAOr 5E00r 83VX5YY!l Af uoMzBGg6f f Ki Cs

dr H Eh45al guu8cr Q7p2t LUOOzKYi FFKbZdsT/ yl i YRu4n28eHdv8VMKGZI A7t OONI p1YPd2
9pj yVKy4MO091Nf wXMb+t ¢l zbYL9g+DuhQoYDny8TW 7KKy Y/ gqZU1YB6kS491 ycQMWCi ne
FoeD1f b6aP9uOMFi vgn2QCAhj XueKCO1M200j ROWu7j doj N50Jgeo6U0el HTj 200nznh8wYG
MX20+1ybSTj j Hl p3X8l dYx01Sa3AqwKEBc| Ldg5yl yAl Hg2phROd2s/ gj gr W +uJASI EEAEC
AAWFAK/ 1PVUFAWASA QAACgK Q xCAnBpXr Xwn3AgAj Wh311 xsQcXo8pdF7Xni USI qnnKYx T+
UZOP71l xeaV/ yj Y+gwyZvf 8TWI4RI Rp51 Gg6aNLwiaDB3l ¢ XBGUXAANGUr +kbl ewi HNCY3Z
+PW ui usl e+of j bs8t FAr 3LN3Abj 70dME7GChLypl P2nmXl oAl nMDJ0Ayr Kx5EeA2j S8z CWCu

Zi i § 4ZwUZAes XchpSOOVI@B6Yi Pt p+i kVOhmYgZpl XRNcHOpxnVy EW 95MFwi 4gpG+VoN57
kWBXv6csf aco4BEl u9X/ 7y40LbNuvzci nnHaOPde5RnRI bEPQBBZy st 2YZvi WIFsbGBK2x ok

dot dZDabvr RGvhRz BUMQEOK Bl g QQAQI ADAUCUAZhawUDABJ 1 AAAKCRCXEL. byl et f DJUCAC+
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68SXr K4aSeJY6W4cS6x S/ / 7YYl GDgpX4gSl Wit M KCl WAhHkZgx KnWCl nmv g GhweVs Z2Nok
YdOnl r zEPW.7qpl ZRi E1GDY85dRXNWOSXaGG 7A8s6J9yZPAApTVpMS/ cvl JO+Hl veFaBRHbI

RRndS3QyZVXq48RH2A Hep307c964WIB/ 410ZPJ7i OKgsDLdpj C1kJRf O9i YOs/ 3Qrj L7nJq
5nml4uY16r bgal oL81C7i ycOUKU9sZGVEPV7HO0oO Ay206A3hYSr uyt Ot i C1Pnf VZj h14ek2C
g+Uc+4B8LQF 5Lphad4xuB9xvplX5G 3wi Pr MzcH89y CaxhR8490+0i QEi BBABAQAMBQIQGC19
BQVAENUAAA0JEJcQuIVKV618Chcl AJCXDbUt 96B3xGYghOx+cUb+x8zcy9l yNV8QC2xj d9M

02LITQHf Jf PTd6Lf uoRD7nQHOYJIKL/ | WE28t 9t | H71 +i 7uj YWA/ f War dRzqCul NXr gFEi QK
ZFaDj RYyM)j W& s A3/ Rq2CVBNhBe Cc TDuZ8Vv RdnmDx MPpy av P8 D2d MBVBBK PHO k4yAl | LVkr

hWir OUpOJhRoel f eyqcN 6Cl UgeRM yBYt hA55f k2X5+Cer omml pDf JJI FQOv64VSz S68NG3
j 9yf 66uuL3bB0CdzOMAG Yg/ POwsk CDI MoYmi UnHf BSwAuxWhDeAvt / u+vU4xqqEj kUQGp03b
Ovixl 79maSuJAS| EEgEKAAWFAI Wy3HI Fgwe GHAAACgk QSj Ps1Sbl / EsPUCQK / Z6Ht r j 7wDWJB
vLYv3Fw23ZuJ8t 8U/ ak SN\wbhg6UGgwgke+5MKCLf pk90ekzu5Q6N78XUl | 3Qg8Hnf dTW0Ii hYg
qd3A1QTMO6C&R2hEz5x0xR1j Jzi RCbb1J7gEWSN KzBc TkHB4+ag6bj FYQU4f 9xU3Tj Pl u7F2V
Bk1AX+cnDo8yzPj DnP4r 00Yabbg0@xzvakK/ 7pFRz+vL/ u/ | xW'i E7Tn6vXTi aY1Xnl t 5x AXX
dwf LYmMAeAgdcOKXFNI t 41 f ugr ETt NCHme+J1 +B2Tz2gHmWLHI DV59el COuU/ uVs OXEd26i b
JCAf 3KgY9kxuQrB25kNzxnlvki WWPCVzsEh71 sYp+Cok BMMQQAQAHRYhBADTXowDFG | EoOK
6k PAyg+7WPawBQl asi YMAA0JEEPAy q+7WPawoxOH/ i 96nkgll D61ux+i 20cChVZyl NJ770W
0zf XddWRN/ 67SuMVj LLi D/ W nDpweoweNM7 v EwbnmvolgeFF7r WATPLnb7uZf Tk73un3f balL
Ji DZyr USt QKK/ yhGAZmmwl OQq 7 XBmtu8@UcFi 4XQxuoc5l / v/ | UgbxXBAD x| f zpkl DnCaB
s23RDi MWZGcos Uk YHXI mBscUOt RANVLQ PHgt t | Ul 3x2PLzr dQr8YUDKUJ9+ynC2j N2s Ywt

| aSohj 4UbLng6pl 4CXWZR7XWQs +NX7P3R359FDt w7 Chy KoVul kRFZI j YOi 3wQgwl / Sm2DAg9
3l sZDVc/ avEUaOO+VuJuvJ+JATMEEAEI ABOW QQGFx4znGT7HFj puwT3i PLI bOAZf AUCXJ7Q
KWAKCRD3i PLI bONZf GoXB/ WNOP3nR27f Y/ 6UXTI 0Ua3H+24ueUdLi psvRBZTwEf nwkhLr bggE
OEnvVZuhzkzv7j 856gv/t CekYYgWEg1Clal D3y371LAGq1t j Y3k/ g2RW.xLXNdzgXEy FvaNQA
0Qa9aC2Q7FOy EMWkk Xr Ga4MVL7I Bkr t MISOQPKt f i pachPf 6t QOFc12zHR] XMZi 0eRW Que
OsLLi JZPn7N8bBAJyZ9l JEpkhNr KS+9J5D1Ref j ++DwBKDh04k QXZFEZZhxcungQ\boMBQgr

uM2hULTLei EV+C5160nwWW Oz 6 XKIpQIp8PYObCBpGgTod YHkoX2x 64y oRQuZas FDv7s FGX6
7Qxyi QEz BBABCAAdFi EEENOM MPATUAXI pz Aoi i OmODCOr wFAI v/ EJ1 ACgk Qoi i OmODCOr wg
UAF +I VXpOb2S3UQz W L SQy WE0WB 1go4| BVpHv6hKUhDFj 47YdUb YWO+cgGNBj C7FVz54PUM
Pl dx| mGHELINHH+DNR8hvVAI +YpnggqdT3g+0gZ6XoYevr et 5B2b5f RgN1/ HAYj aJ/ n5g6SMsC
+3Dr mdMu1FEDnKv/ 1HWQv OQXKt / U2r XE1l LOmVdMav RIEwkr k2SVinbdeass2El nZVs mAL+ot

9dUshr knmlLAl 6i HUoK6zF6WAl 1oi 7UU2kgUF2DNy ZG 5Aunms Nnx E608EAs 1zEdNBwi bXL48vq
Z4Ue9Gv| nokdl g/ r/ 4BMJdF1qLEZHBkbakl K1zXx| 7uM WBZI cqpg5HgwYk BMMQQAQAHRYh
BBTHGHD/ t HbAj AF4ANhhr ZPEl 5/ i CBQIZ+0/ 0AA0JEBhr ZPEl 5/ i Cyf MH/ 3YP3ND8j Fql WknG
Jal THP9GhAQda73g7BFI r BHeL033t cLt UbEHXvnl Zzul 07j i u90QBj QvgG&gl | 5AqHLn¥| HaD
i AL3VmuUFZ4wy s 7 SODHv SZUWLaPLEdCoL Kei G3J6el u0d/ xWzZnj 861 aHVHr UEntLi t MooOm+U
MWNLFNZr Aj Cn82Di S6sS0A52t A pg/ j RAVIAYF MZSnd1M.m CZaZpzWj6aqnief 7CDf sUvU
w7VsL3pls+Jgo6+8RMQLW2Lgt 5ORt hvpj PKE1z0qgDpoXTkPG 8M20t aD5UZbpBy z MZPJ XXr

+LBr Rbs48| cPVHx8sxHVWh1HsQCi XHDG TNSaJ1qJ ATMEEAEI ABOW QQaz Dgc UxAL9Vr KN9zD
LyvJ+r eoRgUCWMYZi AAKCRDDLYVJ+r eoRpt WCACo!l gFr vhbr 3c1W/g16LJ8UnQLk/ 6uFFZPN
C R6Zbvz(Od+a3gk1G3AhDEWRZzoNNFg9+! 7yqUBGon+B1nDZ6psyu8d5EoRUFTMBPghgEccy5
Ki xqoPxBTquzkKGON8PDLUYS5KvpTOLLI YZx| Hz SHMAr oPsU4r xZt xyu98s SWicmd7VPr 069p
91p9r CoHY8Fng7r 3w28t Vf vLUZ1SK4j t ykl vw+M pVBk9r QVCAJ0Jj kAHK TOpkHgsVBYht u7
nmesXf kQZkeuxdNx6X1f M bJof zHOGYTT8Knn75Lj hr 3hozr sL4Kz4J9gsLHC kD5XKz LWCFK
R6UnhZZr 7uhuf bgZl yTLi QEzBBABCAAdFi EELLeCvUf xyJIl 8qMjHHSPVZ6Jn8NcFAl t Zj FVA
Cgk QHSPVZ6JIn8Nf KSggApk065wWrr xq2ugk ZKf JGM2nds GeDVj Ggq9t MKUWe YV TNXj i Yl y8Dc
[j r OS3AUGQ7 X7t AAcmvaXoBf WBXEI XMSH73Gei nVG7wnl ab6 GKPDRKJ z Xf J88r FO7pX8R1pc
ZHt+ei ki FsN9bcnEycH82bonS7dzyo006yg2zBgNt smAYLDg2hcoTwd UHAPWIX6+n99nmB8Vz OgO
8ThQ 9hqpUYGrP5qy YahFf +39HSVi of +Kgq5KKhv Soi SONzFzYZ0Zsz Yt +2j 0zUpAMBXqt EGuU
TMz XHKE+/ VAy| 3hl svHNKkXKgDr qj wA+UmTI'1R4/ gBoi RhZ8r 4mm1gYIl 08dar Qnkppf 9MEbc Dz
U4k BMMQQAQAHRYhBC1hl xvZohEBM EUf 5vAD7 Yf f nHCBQJ cns2XAA0J EJvAD7 Yf f mHCCOUH
/ R8c5xY96nt Pl 2u6hwn5i 0BG 21 dO+VdnBUny E4k 9t 2f XKDRt 6LAR2PADOCehSe4qi R6hw
| daC8yi yg+zgpZusbCLGxbsBdYEqMATI eFsa8Dy PMANpJOXLKkGE 80C7+6RuAJvI n6DR ur r

U93/ Q GBM2SNs mPgSZWYVAY5/ G7Xxyj OFc3gN j j GGP61CBRO1WSr gNPn35sZ9GYCZcd QA
GG T8nBVoUhPgPCXKz2dZDz snmDHn7r ULB6bXcsH C/ nW wBpoVQO FI xNDOr b1SYyJzPdPt O
KéS+o+ancZct 8ed/ 4f UIPBGgr BsuFS1SKzvJf PXj H& ZBi t qOE7h57SJATMEEAEI ABOW QQX

9h/ 1MHY0z PQOK+NHN0962zf 0B AUCXK2 H5 QAKCRBHNO96zf 0080t B/ wKbQN4| j VNKkmAk SaBc
JABRu/ WEbNj oTo/ audV6l RUBpwR130i zMM239wssuuVW1phj Pg3Pdgl BaKKeQNdeRoi udyj d
hydON1cg2wh90073wWU2GHeZLi 48MopUNKksr hHf d/ XW// / OLc SpERsql BVI Ui +8DHwWFvpCz Cz
z| Rg9l CcQrEt JAFFUt kK FOFEeZg2NPC3f Ewkj KDeJ YUi B+nD9BI i yxhU8apUx/ c2zaFGQOCr

M | N/ gHzt AWDc| adK/ t uj qRARAWNJ0+ny/ HP+bWi18+Yj hc W UQBFyt G+DA3oyl QLdOwOent

qf n0zqgi FkJQd&Mqt | t IYEYH Yp&RyoQHec G QEz BBABCAAdFiI EERVX3f r Y8YaOOhcAG Zr N
Vi 2vl gUFAl nScGAACgkQ Zr Nvi 2vI gWsl OF 8DKj eoHF9ChDcb4T01uJJi AUu6l xewSRD7i wD
6M CsaxgM f TD7Bzvdemdf i noQul 2YAPt | Lf | f Vt VRt GO7R/ Ws3yj | 9NSzxkDGUUE7/ | 1

4dKI cKkvi j g7GBA8+MaXaQTwai CePl / 441 yGbyogKj no7L4h0f 3WguGznCRUJcgYnR3l saTh
Pvdg39ARyHAI r kOhXZ+Ogs YBr | WKLy Pr bPA3N+/ 2RkMz 6m+T8Zks Or EdF/ 90nCIRky4Wog4
SIGWONNSM gTOr QL2Qvne598FKm t r TJuwBt | r Seul/ dbKt +hkLgnRj nnt A5y Paf OgXvM f U
P9goQWAD+A2BU/ bXJ ok BMMQQAQYAHRYhBFBgHh7ZZZp@pg7f 1ToXvZvel/ LBQIbl egpAAoJ
EFToXvZveJd/ LSOYH j pcVpr nEGnhgl COMYG2M RgeK4T8Y6UnHE2zBPc125P4Qc Q¥ hgUJ 98
0B5Ukzl j r eFr 9Zebk3pE8r 4NBsam Jvi 8sGhZONTs X4D3oVWks0ei cKCcTZIgt XSRTENFh63
+EHbgTneK/ NTQ ugRSCQuf qCOH6QY1PVs| CBI FZUPM uxR O7 EwHKNI HPVBZN M7 AXxdj CMJ
kXvda8V14kAct b1w7NWWko5q4hk QRK3FsmbWKvz+YBhJ8FnRj dz\VWNUoW eggOD6u4H7 GuCg
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kCyXn1f VnbCyJIWs XQT9pol JRnl AJVAL ykc YVLNS/ | S65U+K1cMshcF+G | 9BuGyckbRuNaSJ
ATMEEAEI ABOW QRh2+06RdTFb7c Sl WE3d+z E2QBnv gUCWIJut AAKCRC3d+z E2Q6ni7r gJ B/ 9k
c+prnr nj sq/ Lt 6d90LgYoavvl eFkAoDhhWQe EQAD1wgy Hl pS6gqoMKgv Bl vda2r Obrmk 1k UL2
xQai Dj 36WB5y JHauONFX+3ZJ6QCYUaeoW qO2RCOHv Ti uy UdVKCE5Nt KaHpML/ | P/ j | / 1ZRWay
i dggH7EnwDM +900xD02n5J29Vp9uPOLG MVsVSi JCGc OxWNBgNi XX1BpZbN4bRnBF8DAG N
v4Z| 69QZFWpj 8WFVJ/ r VAouvCFPI ut VEAul | KpAj 35j oXDFJhM/PpnPj 84i oc GgYPZHKRSG]
a90+08dZw3hXChFowj cxsJuQUTVKPuhzqr 6kEulanpa@OGpXCZH QEz BBABCAAdFi EEZ/ nR
TQXCZj gl XUngzht KKg2evsFAI t bmAkACgk Qgzht KKg2evsdr AgAubf uGLVWK3TTGE VYYr f M
1aS1Roc034ePoJHK5r LTOQY TnnnCow38kJMLj uyu4Ebf ou+ZAl spi WWHad62R1B29Kys/ 6uC
g&Jvbf 716dadolLXeLYd9eb+| KVEi Sb2yf bsLt LLBOc/ kBdcHUp6A1zz0HV8| 1HW 1Wk8cFU
MV7aAQoCf nNBbnNW.zNXXLYGHN47/ Qnj i f E5V8r 6UJZGsyv/ 1hP4JHs @nqgcMBVf j +K+HEuu
nnxzgWAcQXP/ Ol hi | | VwoWhsJl HW4kwMD2DDopdBf LTz Ct zcdCkf Bc Cg8hs mC4AJ pxwws5eHm
saY6sl| B32keCpi kVOGM GDbRH7+da8knz ok BMVQQAQIAHRYhBGAVA/ | | WekLV/ VehhLcHkBr
mer sBQlaxX4N4AAoJEBLcHkBr mer sksUH 3MDcypXBnyd | / yE576MDa0GLxJvci upOELeyhj
48Y71 Ar 7Xi qDti Pt 8t | | i PFF8i aws6vJws5H6UKr aOcj ZHOH1 Swhr 5gAWI gMgngl FX/ DxVKi f
USt 81KX0t HN6t 60MESgnR2j RKvcW h6PVEZI | Ar xZG4l j r Er gW Jj UJR86xzkLyhRVTKUL/ Yk
uN 1i 013Al aD/ 0CGuANj r | uUUXy padt Nr 7/ qsBx8dG6B/ VMLWIoEDEon76b8BzL/ Cgr 0OeRyg
Qz6KW 3hns K+nE4+2VoDGMIHqUMIOROUS9IZ+7 L Unws 24mX5 QE7 z+AT9F5pt hd QzN9BTVgv Ge
kpl 2sz3PNvz BL5W ATMEEAEI ABOW QRO0X0/ mB27LBoNhwQL60s Mhs+nz QUCWY Y g AKCRAL
60sMhs+ne YgnB/ 9y+GLB/ 9t GDC+9pi t nVt CL2y CHGpGAg+TKhQsabXzz (¥ yykTgz CHhvgRQe
XHz5NSgROI 0+kbGVUUgCaen6d cORVXYI ui vZekJOAGHIKi qWRby Tv4aR6zvh8CbwCy Ehhyi
i fi 65PM7y9l D6i 22qTt / JoDnFkP5Ri 6Af / f Z9i al al uQKICUSxY1Lt / Bor G r GvX5Ki ZD8xc
Al hJRATZ0CJ21gbx| SSXELAf H42Kz GAvIw OhARr M| / eKOHVDpD47ntnCs5h/ &' H wPYi Ohn
xB+6/ nuwwt RgIVDBuUf NVOSt U43nj xCYn& 9/ | 1z5Vs+zhz8ypw xCr 1U7aAPZQdSSsf EVi QEz
BBABCAAdFi EEel RBOpSt CIs7bhr K1Tni JxBsvzsFAl v+8d0ACgkQLTni JxBsvzsi Fwf/ a3l t
QuSr Fs4M3YVp6LoCVbCOWZf veFl +6BOTAur O G a9l sNmbusSx0ad7bZy6/ kHDXH eqonmXeu
OAhkxxBv&K3gZzt 7i Qsr 9vsUSbbJnc1zMyOZKI hdxAOLOskt t gt Ps6hi J9kUHFGZe47V3c77G
Gwi / akl USPkxhK7+/ bbAsW)i K60aXCzZ5nAbW zTQLgJInYr | k4b920r zGe8nDTGzG1S5j | Ghb
YvuD9ZI 40DZRW/f 1t XqCY643AXFYoCOhRxj 54uHnM_YhcOl 65u2ZGaRi Tl 0g/ en5E8i 7Wbej A
/ sRO+cYs7! 11 Iwl NRwf qrmJIWRGREEHC J3N52k 3X7ay g3gnt 3K4k BMMQQAQYAHRYhBJ SRYHFB
cqf 4Tl 2vzE+YNALy8sn+BQlae/ KHAAOJEE+YN4ALYy8sn+5ckH j uc2h7bC40GTRHc ZBLAG2VW
VEMIc8dAr 92y JYXzR25WL/ Cz/ IXgJgM Sr E6mBpt ycpvWe6!l R r QM | gGrywYFPWNp3PYscO
1N33y C15W/DPRDTt JE+9y UbSY9FeYr aVAghxi BxD1cDwt d7DFNGNRv BDH7y QHMXBWIK8Xx 6y X
MM 1gj 2/ MrdFUKnz8LKku940m bDG 83cnAj UNbNL5W e7hWAI RALt 3P1Vusj VI XyzxvcSf f b
nt 3CgBCyKOCNy Er 27CVkhZ8pcabl Tx9af Mi1UTEi i 90+qzgcJwcR46bIPZBdavM 56kVCeCO
kA48 00k+CahKXzw4Ys pZMO04 69 YRKIATMEEAEI ABOW QSnbf cy EKLUWGFCNOZJ|I MIhNZ28
bgUCXTIMCQAKCRBJI MIhNZ28bsgCB/ 96PI BUdsKgnh/ RpnPB+pi FQF 60g+97L4f xHuQbzKCe
UNCSWNF7saVa5VaPxbV/ 9j DCTPZI 5vBt nJebXt knmLoWFSZaXCYb49Si j f vRsRAeX5QSgl Rd4
3KMuO7nAvbPVYt MChCO g1T3r i F2i cC6pgvmNZWrbNu4pk Lz RmQv8U33BAKL7EY! j ZZaCl 9h
04Sh4l / gLNI t OxMisD34sJIwBLVEi 1pQOalxNJ4kf QSRD 8uf akE5wf Si e/ s04w 2Cp7RDIHO
VI D+7FwWPOLH@BXJj ONvOzj 6uVdwCCsf cmbXbb2bbJ/ xe4YVL3x W 5m2w+k BSpaZ6VHNoc B
8S20n1 | Ppr 70 QEz BBABCAAdFi EEp6WZJr n5Z009671 / ht VRVZt QSYFAI gnk GEACgkQ' ht V
RVZt QSYV2Af 9E7FLI Ui 81 gOyYyZuX6skkNf 5r NSew+7i 5Nsi NoQzZMdscJh9eJzyLr ePLp7q
9HUChMF/ Fc0SgbhDt KSWbf Si dXkea@t wPj 4r P1xx YBcOOYOOX4f NVASQ pTl 9nx| VQCDTI j |
/ W Y+f nj 881 CkaKWRJI Taot j Fnivt +gbJMBn3MWYf 0VODel RozV7/ / Ndkz FXKm 3f s CDGXXF
CVWWLFn3MB1o1f h3FSgKd+0sexUDn5af wWACqj Ggi XDsE7f Edwsbnz1r DzWuqCoZy| h1RXC
Qvbi akpzf vt Dyt C3Vo6F2KzpZ9d69Adhf n2ydAYxL/ Xuvk 9pWIEBNF4T+Hf S9Z30Bok BMMQQ
AQJAHRYhBPJCF6TG7Rr ucA13q1ll kf neVsj ZHBQIawgLr AAoJEFI kf neVsj ZHgNs| Al aSJ3gF
t Bt f OWLXYI 05zhNcl XOnf gUUN] Gr XHmbNx ol 4Eul px9dQYCI++whMrFbxpZQTgFAUq8q342EZ
raLCWVALZEZk Zj v+FX6bk8sgqZESpUOLJAI gpobKpaawOQ7LS+XW00SchH1oLFAgDy Bel DZ
N Li Tl | dkJelxpDQDt gUHawksqMChl aBe60B5xvnilNkhnr mMLp+e3LUd4j +XxACdc Y5LSqV
zVT40y D1V Kz k8EAASUI 8xysNBEeX9/ 8/ EXaAci ECQb3MKYx TQZ4WJCLUOGCA 6Sx2f Y521 6
4Y1j / Sf n3JHi kJot s8eR1D/ Uxr XQuG5n9VUY/ 4t TaOUGPuCJAU4EEAEI ADgW QRLXddYAQ 0
69CGnwWUH+qS4a3H5y DGgUCX6xX | gBoUgAAAAAANAARY ZWLAZ251c Ccub3InYWsuaQAKCRCgS4a3
H5y DGKRf B/ 92/ 5SMUAW.WoRLJt nJQzEOWj sf zYpepL3ocT9t dGcs8j JTH3vh2x4Kp2d0Zaxx
Zs7R8ehZ06XJQ DWihH+7ci f oeXmAEqDnl KSXZQZY/ bQ054t M6zes3t FTH3dCr n7LF59f QOG
OaZHgbFRQIO6F++90M 9WAgeqGxy EhAI FI xFw4Cuul 8QZAUI f q7YI Snpkg2Tm QOSRRDJE4i
[ TWE/ HYMBORf 9KJI Xuk2BJI Rl pQz8Cf +Gvz5ad | XdMb8Qknpr nol | xoTKhr E74r AGHW nRD
x| xCoP8odi XbLzn// g2mL23usgnc CKWZONDdVupax3RQ7xs| uFc9Kx4CQt j wPQF t zi QFOBBAB
CAAAFi EE6hBKAgPby ggqOC7f Unpb DMFWEINMs FAI 8u+nBaFl AAAAAADQAEC mvt QGdudXBnLnBy
Z2Fubrk ACgk Qupb DMFWEIMs | vggAhRf d2Z5W.R6hGx OHu+A+y sj X6xKj cqshCyYr 8j RuOf | FN
vxugQQFMbpQr 15TyhokaU78abDUol bLnKexxmHLI 4hXxcRt g/ 9Y22Ti dOVN4j j Noc69Kv CCA
uANYuAJal 305f b1j v8Lx820 RDWht Rqy TdSGdU5/ / 8X5FXCt +HhhzpSNoNt pxy hs KPOPAWAO
zuETqgvxy7t OuyOf 10TbZLI 5nb52Dxj BdZl ThnJ2L9RWR2nSCGhxj hTFg8Lr ZWJWAt YSHGHV K9
qbCwaC60vNJO0GI8i ODM | by GChxa4Rv332n1xPf | / EPYWrNPI Mu0V3bSCqgxVa5u3et A5f w3r
gl nB33vgFl kBswQQAQoAHRYhBJI Tat FFgHAZYHK TwWOGCc RGDP/ Rl j gBQJa7LubAA0J EGc RGDP/
Rl j gNu8L/ j N8j 4HSggpnzJ0+3dFj Vg7FUHIF6BZ84t vOhuhmyr Byal r Ef Ff 9ARN8G zKgdpC
/[ WIT1+KXar vsxdnED YSat 3HS/ sEw3BnZj AeTwPi 0Shl oi Sj YgYRbg3i r DskqUHML4hhvMkO
x9nZl ag2XoSSH7kPEd5j Cb8cd7j JeoGy629291 MHuyqTG 0T/ Ebnhj QF VTxWk SkcDvdxbSuw
D96mvZr bRnr MebXKk| SbOuVUNn3/ 011i Uo9j Xs+Q 03Th9i OH3ed i P1kcB/ kggu9xbl | PM+J
VaK5Z+z AVLPKTQJi +sP/ ayEux0xZzf bZ96WERNnz T4AE7Ww 8MralLbybt | D280y9YoBBYv7Cr C
tyf r Hhlt 4v2AedRSZc TPKAa(BNt LAVI dexOkOvvof aG +7nngVO0vCZFBSXet vBMZk CapW)9
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vF7wecahaXpF+0Spl 9vE2Ji esST7uQobCUniLEj xJPOvMDcOLvI f JH bl hB/ f 3PE3r XZI zYTdL
s3Kb4OONaUf Ny9j Yt Yk CHAQQAQ ABgUCVJ gc UgAKCRB3MepTnaVyot 2+D/ 9wAQ+p03| VM YS
gMAMNLGj q3z7Q NONYNpxUXAonxEC) UzZKSUPGei +f PKxIl 3ZUenk+r uLgt gJnj mJOR6ulDov
BpDFzhf gbl pj gt MDr nY5sWjxJ+CH2Rb50k EEDI5qE9DWM MP5i Xbf 4xj nBOyPi g3sp983PLvy
8t ti dWe9FDf 8JuhW.HRIHODQ c6Luf cHSWKGOf LT L2KSPNI 696 MMR+NO5EKC vLL2PI G8c
f 08Xd8l WL S0cJLh/ 6 TEuZt AnVeoONUOGUXOPPYhTPP/ xhf LeKbkxj t mér g/ j Bal j uuQgUy NN
hKnP96/ GRWARHvi o6eBPal hUcv| mSr CHngLRpdy MknmK67Zz KZS3YsHOi x0zJ YEOnNevZ2hEY
wWB+O6H | gK22YwwInCLH2ZZWIu2TCUj GZP8hbo2nSoyEN xZi 094 / v4ypj dl gwr j nnZvxoM
yOFeuc47AuzP5Q ht | r W12C4hYi 3YLZvKkLVFDOCXAE/ CDuHk/ 4e FGAUCANDr 6+BXwWG7 NEI

4qQW AH LQ2/ sHVpsUqgY/ 5X7+St G 78PLPOHP+PI BCDDTa7W+6kf 0EaGVHKWA3I | kNI 2Ps
b44t TT+Xhc2nmHk44LuzL4Ax| yw +Cx P9Nc KLNFWK4Ck 1MBNp6c AKI u+Dwegj OYlaGHgt dsBQ
cl gZj / +ETD0+9Nk DXEoeDl k CHAQSAQ ABgUCUl i wpAAKCRCI KuTr QynFRXZdD/ 9vb+690GSR
t 456C6wWML_gBl +Ocv9XeaCTi Jj LgAL2GEbRH2g2VeNHNU/ VMITD2YLVuOeP7ubsi r Vr nR7nAgL
SQLMKKW/ TI +p5aAvn4sL3x3P8vznmGoDAI gZ458y GuVpVs Bk SPj JBMAK MDf mBkdWk Canz uKXS
b59I f Tg4Et cHPDzoSgABNnt ASgf i oVxP2TVPf r e282ci be YS+RDl aMIVH25y El r WDuF2U1CVW
SMAYOnskr 1+Xj PnoQ2j z0+j hKB7j yMM SmlqzgcBNgez Fbz X2f PniNnMZz Euc VFFHM hNVni2
r Onc/ s1t SHer GoYI dL3HQIek5xJl j zj zFf Dr dj mvM +n06n0O780ePoLNdgl QQSqnO0yWsgZv8
El | Q N1nSi / LEW50z8FFxzoO8Tgx MMXOQRLbVEGp+7C0nqol hZf 6UEI DI | m+Pi hF1vPFSV54
+7QoLObCshe2g4pbRGAPhI J4X3I LBQWFMZbn+cl uY3h3B/ UpbZE/ YSDgRFuUSTLt Cf BE/ | QKX
7ThJIknJhChJ+Dx+Y8h1Cx61Qr OKP5DnOkHYZf AQx dacgr gEr / qNen4QYRAKpOgTne8AV7svB
8el / 8PkzvUPaHr ax096ZSbeWbvEw6cznmDqUGIX7i M JSaul JPr bg vXT7qgl sagZRR USWKo+
mtj zK5qdeRhEl Unl JI / t U Rs Gok CMMQQAQIAHRYhBEWHV Uy VCr OFz w7 1wl Cg TQW7 ZRf y BQId

hy3eAA0JEFCGTQN7 ZRf yRf 4P/ 31 gs5dYnDf hposl 5i WBG N5SsxYTZG e2cZ+dXVenLwLl Zc

Ry1nDu/ SFXPUSOI QBj 7/ Bc2kl 8934+pUt t e+B5KZI 2s/ 28Gn98C2| j xxU+YZ1X1LbUkxOcPA
j FW Uh/ JSf u6H f 2JONAG3rey Snl npx| 60ZeToj eWb1t 39PF4AN ay7S2Tql j GSBf xvD1lpel U
bnzi KsyMoULbkMIgHssQvy Zvr VzQxacRzPK424) Xt KR6B2oA0wgM: P4c69UnVKEKI zJNYr n4
Kj s+An8vZvJYAVbi VVEyEse TTo3XJePdBNs 1xxK2vW.A5PeLk E8bnz Hr 8i QBhAONaY7j SJp3e
G hW dXV+nf cl r FUPghYr 5z+| j CSK5sow+aRi ED39qd1Y+0i UAy94cqY3MXay&gnB/ +YuSx

B5j Nj CBYJet FWABJ Xnkbi YRLj U88df | XCr TbhkSuCu3agQ sBJYUyg/ c1Z4eCQypTVB2cj YQ
OucKGCsW 8U6gs| 12qwYLr ORf cP2aCwTTnW xgl N9F6i Maf Os G+za8J Y+B8PDJIxx W\ 8v Cv X
ChTYr fi Fei 8oUgoHYTbwO7cxaxkDd2CgXs QWOcZSoXZZPAe8AhsUi bDl +BZs/ vLZT7Hr Xt t

/ 9ggz8LzVCcyQqwnCHur vgj auwj k61 cyZ5CzHFUTYW)j vFqYf AoN15xUZbvPYi Q zBBABCAAd

Fi EERsSRA TznkUU5TZu635z ONx KwpCk FAl X FLc AACgk @B5z ONx KwpCl Kvw/ +Pf r t | VHFs Odl

2cr WBSo5Hi f vx9Vn2nPi NKEr ygB+t PWDS4 Unwz VUnpZf XCM7 bKJ FFPeKbi t YxN3BI DmivhZMkc

1DZMAt | PSst CRoX7Tv/ COWDZPlI AVkp5nmDDPV3i GoGZj wiry 5wz 8f Nt aWxt cUeaEXY8j 151gm
W | 1ILM/gwnFsQ74xobnCpssLgnmogXf oLFONF/ VUf RveJ2Ci 8r aWAdXFBdAI r ej awAx5MhO
/| Ef QBWBf 9bqt JZ5Dz Lbx@BXt gs+RY1i hv1ly12| r 9vLpgKKGTZ92KDvj v2UXHd7XZ90aPM 7
RxOMQLd+5d/ t NQBr LIGuj 11 7NgHmLHVE67TvRt Pl 4aNP7Mss80Hi EKLY(q23k GgXN+6cj G3UM
i 290uJZaAnTno65Cgsyn7JFKy XDdTOnp3TSoyVsPFq92qgd/ j FBf 3dJj 8c+nmZEVXk UFee UEK
31EMGFCH+oE8un7nu+XWjFy FSwswn+PGYDXk Sd6z/ Nyl N5DXa326KV+gpUm WO cy rmv cniz4
KIQ 72gWCxh2DuWZ R Tj eQd8] w62V8t | OBokWP9Thes18Ck2CG0UeCnvczLdevT4l gr 8l zvV
nSwX/ LQyxmez 2/ dnPhz J6k A6 KQKGOSF6WhV/ WiD4k ESFKwt ABFi 6mYQ 1F6CynpVw nu535C
4f FAd+A5G6sKIx/ [ hj OCgml Aj MEEAEI ABOW QRGXEYhPCaRRTI Nn/r f nMA3Er CkKQUCXa6e
YgAKCRDf nVA3Er CkKf NXD/ Oc TEj vQ gyy3Ul 3xf hYt Rng8f sRXcAC] Maj nr vYCoRceWW6D+
Ekvh5hNQqr Zsxr D6noz Y+i JhkkaQ t | j 4qw7i 4KYO3f 0613Fj eLFXWf 4sf LTANSs RNxawEo
[ IxP1JeOToQyYTki kWOkgZWBs/ ngvHAXJ Zr Vg/ Zhz06CQugf OYVGMEZonU7z P12t oi wPar | Z9
hcz/ byxf NoXEt sQyUHOLTu8Fdy pnk0z YUgZK2kGniXsl f OF 5mDMbnf UuVWI5C5mA O 6ZngT
LPJ32t RWE26KI XXZMIcOPzr QqQvTFHEWRLdc3MAO 1guntz SE9f gl Bj vzBUvs665ChAVE7p2
BU6nx 1t C4Doj uwXVEECVM gLOHKj Coxvmi | 12ChseV7Da3411 0k5TcLRconkbkv8Il hcCl 5g08
1gUglYWZAM | i enJt 4zRPVSPy YKa4sf Pul zI PYxXB01l GEpuE5UKJI94| d+BJu04al QI6j Kz2
DUdH Vg/ 1L7YINALV2cHKsi s2z9JBaRg/ AsFGN139XqoCat J8yDs+Ft Sylt 12ulwaT33TqJ0
nHZ8nuAf y UnpdG74RC0t wov94EvCebnqVg2l JI xcxaRdU0Zi SDZINbXj cgVA4gvl RCYbadl 9
OTHPTKUYr OZ2hN1LUKVoLmMkps 043 2D1 T5wXgc SH5Df d ToMi88RGhk hH7 Yk CMAVQQAQYAHRYh

BH+P4y 27050 UXOVHZQXCW.G: 3v4UBQJ hr DYPAA0J EAXCW.Gt 3v4Uh20QAMS3s KOMENTPE+gu

71 Li 9r MoDJ 306nl AXBILX4MzLi 2xP1648YV5nq9WWM 6qy p+OvnDXef ne YNMyf U2/ uu/ W / o

XTHBJuU36! nFzhRWPj 2h/ vt f gDI YG2wi 00DNJyaUQM-Ei 6gqPnDAHhKS4t d69R+7qyQsbUl a
BFgoyt xFzxDb502hi cEOXa573minyf AdCx5ucYf g+j | XJVOWIwW7ERNF1vIx QDXi ur y XWFRdv

UOOW VPu9TOgPkc GBNABWOXS28Cc 7n9Al 9HVRFt DAKDOLI cml | 4ZEhFVqvGsH 966+Feul Cw
Caef Fht hQoi 3ycO+pkj 11 ePz/ Trmspl TvvZOXH+6 XEMPpPRQov T 51 ZKJyr vuzoU3vk XYY2h/

gJHi 9H SI | Q BVEpvp6U Xvl bNP1K31I | 88gx9Ef T/ t v434wW ZpC6V1FzE2Lt xyNcj / +OUvj

9hKQJ 71 KOVpsnBbG W)809s4sCl Z/ i f Lf WAKOJgxAEK/ GcRkkk CgG\x 7HA+cot eNHgXLa/ Lb

2/ r 8gGn6kHIYhQoot JsGhhSs Y+6 CWb TV E+Fh SRJI U7 MFHRp A9 4 N7 Hn 6 OFUK2 OXt Hy RnxE867

R+ChJazZXbt 0QIVNv2Rv9yoZr Bki 3RoQ6/ 6/ f cnR1x2nmo TMYg7K8AMW 7ZCf aP6A] PG TVnW
CpNy1Ao7smOz LAf KbbeXi Q zBBABCAAdFi EEj y2YV71 ZJ8NHv36cSr DG wg TaaEFANF9Xbs A
CgkQSr DG wgTaaFUGH / WBUCR22Csa60I1 6VNBy JQnf OwCo9si e WDXCdHZ+CB0+gu0l 3EMYR2a
gL8I qCd6M79f pP8DI LKQIvN9mhXCsj Yj TIQUsuNi 5kQ Ogwar Rsr 7Ej J7R8u8l pSh9YPI M5
yN6XXf Ca4Qy5HOWIi dJdb3owKAXS] uRdi / hUExj ABTW i yW f wi VDQ / aColLZ4b9p6Sf GR3Y
gE8UI ZLZt dWysPJIHkvdvnt TPi 4f wivsadBf a2f +miWg2 CAUSKSS Ys VpKAWSQL Cs dUZUK7g+Ui

jy/l ad7eZ+BAc75bl Hs7ua2i i F8Sc7MC55ZMb| dkv+0l qJ7t d5vOCT1LKIg5PKKUC7 YTThOU
PH ERJ/ SWEHNES1YhwivUC2VRA PNIHLQk PnEMBOCbpmYkNQyLBf Fwi 0J3i | pt YYOI UX5qBM
5UkwgygMsdyr L+20z1 Yc+/ ABKUnZXoz QA LP8gBESj BJSI kbgsi 9Funf 7Q63++g40j cYpQZ
F92X6k QMGgBvkvs8Uaj R5f / n6QHOj e4XFPj 41 41 VM PPf ZSShNGJOO 4| +Kwoz| CnQL+f hwh
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NOVGAeALSJ 6 XQEEf J18Pr BRS3sdC7OVEM_evEC80j SQeZE1l CLelgAUoEcgnXj sODaJn2t t
gNYYUxcFOycFnzgW.679C9FVp+DAg9j zDMKsqWp/ Lt 31 DNF19ZUc93W Aj MEEAEKABOW QSC
pi WOWP+f BOH/ 9bx9bbut 3FAu7gUCWBY gHQAKCRB9bbut 3FAuU7nCal/ 9QJ 1M yKvwor YqTvkU
OSDSLu88g6NP5R90zgGZegl nZ/ NzT8u5emyccf | nLl f vRQZPnT7YIl HA+h25CCGCQ6 Hz XUGENX
ndeuG4dnBB10A8hxv+abEMBVYDGYSI vF6z 1x CovENOpMyni nFdDi 909d6j FFy4Hd6/ BWej bU
4MBkf uD39RxaT10EW qv TVF 4CKi LgM71gl NB8W Tgxt 2t / Mo2h6UPCF7/ wPF/ i dMAbKENOye
b1WDCaZVXx AQETT No129hPb2qx PGoCWBM24y SpGr MbWe4Nd3bbdd t SZOmMATNML+mBFY9j 30
vpePFzzYGZ+23EcpxWH7) Whj Z42ssCWskx 2/ ERLVma7FuneEAqUC39Zr / 3ZdZOVM/seg8c0
n66D/ NRLgMcpOQK62qJf Sr xQ 6sJCCRY4dxAf dTZW cxu8Uvvcl Nezd ToQOy+Mc5LMLv M
sr XcaVnuJd Tf Wor CegnFecnCl c OnKNAKBXj EBbSANUBKI r wORI pye/ | i | r KEEMaYkP2nnnNZE
GPrmuntGkej Dst WaGmHi 51 ogN8i bzyywsbNs O+qDdl UFA2bnivhh2uK7MB5kyuMH3GhWbz 41 i Wk
Ry UVEy K8y KNEngOTLAW Jj ksP1j | Pf 3zt TEVWDIxy1gT3R36l sxd+CabnPQgi z1oFewKaur
aWK1eOE6eBW 95uf ook CMMQQAQuAHRYhBMBZz5nf kMvAXdpG bLAWsO0L0i 1gEBQICBM 7AA0J
ELdWSOLOi 1qEmxwP/ j DweTwTh1s+7Pp39L6aLB7nuQzdM eTksPGgnt guRBZi pbOYOr yEozK
9hl 3Hg/ ymV/ | ol Nv6GZhi eDoZvxr v9eEKgOR2eUEO! | et Sy7znl hV6MB7PBCOc29dbCM 5L4qo
xUG f +Xf HKRZEkj ZRWM i t | ERI DUSgHA@skLuT9bu3azk GdBgwoU5qj WGz Yxp2LFpNHXI f
Tr | N3SRZoDbRI +E9BPI LqZFI Zczp/ f xRRNkXyogkr GD+OPANFsj ySQKd/ r r 8/ Z4i sl 3AMBCZ7
s4t MAMAEVI20ygnr cMul EJdXVsROLN1gJLu@HpWehve0d7/ cl ZkN7a0f qgE7bM/ SPyxW.3m
yTA4Fwdbr ebBr 2y 7i x| XZ6W X/ r qTvo2HTDFLI e0Zwivbbf At oFXOMII Pt XTLmJAl 5w1G3N 8
bt hWINAKVFy OpgPt 70Xc/ GLYNLzcy YOXX5e8Uskmy400H5¢c QV5OFEGBqpx Tg53WANDIX XGz s
NUQe84Qkoyk75nwz Vf si 00/ OhTZnf | C48esXcsOkTr kSPr FcHkt SMoYPHf V3dTF17i fj z5a
C2SL22R+RokWiz GxxpvEaQAW yCt 6i zf 1a+Cj nXPD2Jw3yDC/ Ceg68XYi Sr beFdCRz QbSO YP
i pUFI | HIG NZeGg3r FL2N2JodXg2LGORIz1RKaz T7uAf Rr 52 7WLFt Dt Ne VNRTCBQYWAr YW
| HNpZ25pbntga2V5! Ch3d3cubXl zcWw Y29t KSA8YnVpbGRAbXI zcWw Y29t PohGBBARAgGAG
BQ / r OOvAA0JEK/ FI 0h4g3QP9pYAoNt SI SDDAAUZ2Haf yAYl LD/ yUCAhKAJOcz Vs BLboOM xP
aJ60Ox9BHMW2ul hGBBARAgAGBQ / t EN3AA0JEI WV 6swe05mks MANRag9X61Ygulkbf Bi gDk
u4czTd9pAJ4q5VBKZ0+2uj Tr EPNSS5NAW nXj 4YhGBBARAgAGBQI DW PqAA0JEI vYLnBwuUt ¢
f 3QANRCYy qFOCPMCTdI Gec7bDOB1 7CI MnTAJOUTGx0OLd/ ViwdDi KW 45N2t NbYI hGBBARAgAG
BQIEgGBNAA0JEAss GH MR+b1g3AANOLFZP1xoi ExchVUNy Ef 91r e86gTAKDYbKP3F/ FVH7Ng
c8T77xkt 8vuUPYhGBBARAgAGBQIFMI 7XAA0JEDI Qlei zQZW MhYAmAXMOYCI ot EUwy bHT Yr i
@BLvzT6hAJ4kqgvYk2i 44BR2W0s 1FPGq7FQye YhGBBARAgAGBQI FoaNr AAoJELVbt oQbsCq+
mA8An2u2Suj vl 5k9PEsr | OAXKGZyuC/ VAKCLloB7m N+c QWM miVE4f f HYhl P5SohGBBVRAgAG
BQIESTMMA0J EPZJx PRgk 1MVCnEAoIl n2pP0s| cVh9Yo0YYGAqORr TOL3AIW bcy+e8HVNSoN
V5u51Rnr VKi e34hMBBARAgAMBQIBgcsBBYMA t nlLAAoJEBhZ0B9ne6Hs QoOANA/ LCTQBP5kv
JvDhg1Dsf VTFnIxpAJ49WFj g/ kI caN5i P1Jf aBAlI TZI 3H4AhIVBBARAGAMBQIBgcsOBYMA t | Y
AAOJEI HC9+vi E7aS| i MANRVTWAF MXvJhV6ED5uHf Wee D046 TAJ4kj wP2bHyd6Dj Cyng+BdED
z63axohMBBARAgAMBQIBgct i BYMA t kgAA0JEG W7Nl dw Rz CaoAmMWAWB+R] 1zI| 4D/ Pl ys5n
W8Hgl 3hAJObLOBt hv96g+70Uy9Uj 09Uh41l F4hMBBARAgAMBQI BOJMKBYMF1BFoAA0J EHOI
ygr BKaf CYl UAol b1r 5D6gM-MPMOLkr Hk3MNbX5b5AJ4vr yx5f wei Jct C5GM +Y8yt Xab34hM
BBARAgAVBQI CK1u6BYMFeUj SAA0JEOYbpI kV67nT 8x MA0J My+UJ C0SsgXMPSxh3BUsdcnt FS+
AJ9+Z15LpoOnAi dTT/ K9i CDXGVi K6ohMBBI RAGAMBQIAKI k6BYMHekt SAA0JEDy hHz SU+vhh
JI wAnA/ gGdwOThj CBO+dFt dbpKul nf XJAJOTL53QKp92EzscZSz49| D2YkoEqohMBBI RAgGAM
BQIAPf q6BYMHZgqnSAA0J EPLXXGPj nGAEst 8AoLBMIWt t MNHDb! x Syz XhFGhRUBAJ4uk Rz f
NJgEl QHQO0ZM2WhCVNz OUI hIVBBI RAgAMBQIBDggEBYMA pol AAoJEDNKK/ @aopf / NOAni E2
f cCKOLWDI wusuGVI C+JvnnWhAKDDo USEYuNn5qz Rbr zW\6z Bno/ Nb4hIVBBI RAg AMBQJ CgKUO
BYMFI / 9YAA0J EAQNW VBg5+04y QAnA9QOFLV5POCddy UM B/ f nct u@eAJ4sIbLKP/ Z3SAI T
pKr No+XZRxaugl hMBBVMRAgAMBQ +PqPRBYMI ZgC7 AA0JEElI Q4SqycpHy JOEAn1nxHi j f t 00b
KXvuc So/ pECUnppi AJ41MBMVRV] 5VedH KN Kj Rt Wst HFPYhVBBMRAgAMBQ +Qol DBYMIYi KJ
AA0JELb1zU3Cui Q' | pEAol hpp6BozKI 8p6eaabzF5M JH58pAKCu/ ROof KBJEg2alos+5zEY
r B/ LsohMBBMRAgGAMBQ +TU2EBYMIV1c| AAOJEC27dr +t 1Mz BQVAOJ U+RUTVSN+TI +uMkUp T
82/ ds5NkAJ9bnNodf f yMWK7GyM v/ Tzi f i TD+4hMBBMRAgAVBQI B14B2BYM-z SQNAA0JEGhvV
28j Ngv0+P7wAn13uu8Ykhwf NMJJhWIpK2/ gM 4AQAJ40dr nKW2qJ5EEI Jwt xpwapgr zW YhM
BBVRAgGAMBQI CE EOBYMFj CN+AA0JEHbBAXYi MABhoO4AN0I t h3Kx5/ si xbj ZR9aEj 0ePGTNK
AJ949S| dLi ESaYaJx2l G | D9bbVoHQYhdBBMRAgAdBQ +PgMVBQk J Zg GABQs HCg MEAX UDAgMNV
AgECF4AACgk Q HGNOLBY 4f Vxj gCeKVTBNef wxq1A61 bRr 9s/ Gu8r +Al Ani i Kdl 11 FhOduUKH
AVpr @Bs8Xer M FOEEXECABOFAkes| LQFCQOW\Kg FOwe KAWQDFQVICAX YCAQI XgAAKCRCME YO7
UHLh9a6SAJ9/ PgZQSPNe Q6LvVVz CALEBJI OBt 7QCf f gs+vWP18Jut dZc7Xi awgANOvmm XQQT
EQ AHQUCR6Y Uz WUJ DTBYqAUL BWwo DBAMWAW DFgl BAhe AAA0JEI xxj Tt QcuH1dCoAoLCBRt sD
9K3N7NOxcp3PYOz H20gz AKCFHNOj Sgxk7E8by 3sh+Ay 8y Vv 0BYhd BBMRAgAd BQs HCg VEAX UD
AgMMgECF4AFAk equ SEFCQOuf RUACgk Q HGNOL By 4f Udt wCf RNcueXi kBMy 7t E2Bbf wEy TLB
TFAAni f QGbknt ARVS7ngauGhelED/ vdgi FOEEx ECABOFOwe KAWQDFQMICAX YCAQ XgAUCS3Au
ZQUJ EPPy WQAKCRCM: YO 7 UHLh9aA+AKCHDK OBKBr Gh8t Og9BI ub3LFhM/HQCel OCot 1hHHU s
Tl XAUr D8+ubl eZal ZQQTEQ AHQUCPj 6j DAUJ CWYBgAUL Bwo DBAMVAW DFgl BAhe AABI JEI xx
j Tt QcuH1B2VHUECAAQFXj gCeKVTBNef wxq1A61 bRr 9s/ Gu8r +Al Ani i Kdl 11 FhOduUKHAVpr
OBs8Xer M GUEEXECABOFAkes| LQFCQOW\Kg FOwe KAWQDFQVICAX YCAQI XgAASCRCME YO 7 UHLh
9Qd| R1BHAAEBTr pl An38+Bl Bl 815Dou9VXM As QEk4G3t AJ9+Cz69Y/ Xwrb11l zt eJr CAA32+
aYhl BBMRAgAdBQs HCg VEAx UDAgMAAGECF4AFAKt w.80FCRDz 86c AEgd! R1BHAAEBCRCME YO7
UHLh9bDbAJ4nmKWARgsvx4TJ8NLhPIF20Tj keSgCeMVJI j xnD+Jd4Sscj SvTgFGEQLWCI bwQw
EQ ALWUCTNnc9r Sgdl GJ1aWwkk QGL5¢c3FsLnm\vbSB3aWks| HNOb3Agd29ya2l uZyBzb29uAAoJ
El xxj Tt QcuHLlt TOAN3EM Sj EKUv290X05JKLi Vf Qr ODPAIwKt L1ycnLPv15pGW Szav8JyWN
31 h7BDARAgA7BQI Cdz X1NBOAT29wcy4uLi Bza®1bGQgaGF2ZSBi ZW/ul GxvY2Fs| SBJJ20g
KnNvKi BzdHVwaWQuLi 4ACgk QCcor 9D1qi | / vRMCdFo08f 660KLI uEAqz! f 9i DI PozEEAn2Eg
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VCYLCCHj f Gosr kr U3VK5NFVgi | SEMBECAESFAKWAL9I HQBTaG1bGQyaGr2ZSBi ZW/ul GEg
b&3j YWwyc2l nbnF0dXJI LCBvci Bzb21l dGhpbntgLSBXVEYgd2Fz| EkgdGhpbmnt pbnt/ AAoJ
EDnKK/ Qaopf oPsAn3BVgKGal JeFOxPSvLRIOPsRI nmGAJ440i sY7TI 3NJbPgZal 8\Wa2f bqg
bl kBHAQSAQ ABgUCS8I i AWAKCRDc90sew280Lx5CB/ 91LHRHOqW PPyl r v3DTQ06x2gl j QLr
QLMAZNuoeDf Rengbr Zxdi Bzf 5Md361 i Fi LnDl GLEX8vy T+QU/ Nf 1bRh/ AKFk Ox9PDSI NWY
bE6zCl 2PNKj SWrar zr +cQvf QqGXO0CEI LVcU1HDxZI i r InWhRcccnas MBFp52+koc6PNFj QL3
HpHbMBI cPHaaV8JD3ANy FYS4l 0C/ S4et DQAX37G uVb9DcvIXkC5TS2K|j DI BsEs89i sHr H2+
3ZI xdLSE7LxJ9DW.xbZANDOG i uThj AGK/ pYJb+hyLLul 0Cg852X81/ ZLgECKy| 55xuTvCql
t SPSUCb CuMAH+CagBdYSduxi QEi BBABAgAMBQIJKm gBQVAENUAAA0JEJcQuIvKV618U4AW
AKk/ 45VnuUf 9wl 7f vdzgWil j TOLk9dLQAGB13gEVZEVYqt YF5cEZzyx| 8c7NUTCTNX3gLI d
ul 114A4CQQADg5 U9bUmUKaUf GLaz380nt Kt MOVIA4T | 9H2GF sdunt 8RPDQ hf UUgj u+dOycd
ntUScj 48Nct xOxhCCWNj OFPERHI 9hj RQu7x6RKyFTLj Mbf t dl nHCo9S+nzyqz90+i MgX68Mn
+AVgdWBCIL6Y GhweHI7 GD280RMGVBTZ s nCy qf 91 3Yut H8mGXRot 3QbSID7/ AeZVh1BQwWoJn
CT8Eo1lpc/ OYZkRRndELt hr XOyj uFwTeOzvgeH gzEW Ft OCBWi ROWSJASI EEAECAAWM-AK 0z
TogFAWASAQAACgKQ xCAmBpXr XwXi Af +Ked6Myd98YyTyN LHhl | Pul boCnKgj 430j Lzkf gv
7yt VCulxM Kr RARW3f A9LC19nz NQX/ So/ o/ ywskOnUR2sf Es5Fi Mk+aC9571 ¢/ MDagmXgKap
ZRQJIbzbz/ KNy 9r PCAAKkXPGa9sUn6vk39nnv4hri 30t NKpMDf MkRhpcoNoCr Nl 4r s/ QTpdRpp
7KBuNaMEt DU7R7Q MDL4gT+BcCmYM YWAdI V7t maC0Vxt cszZcVCkxSi gRMPZHwx Sx 37 GdCx
9/ +Tql AdvCEL6NQSxZKv+Kga+WrgBngd 6 YGO6Fxdi XEl i NRpf 1maf ne6h8XgYXFGpehj uXln
601 zOBf f uWbpL4k Bl gQQAQ ADAUCSK Ry CgUDABJ 1 AAAKCRCXELI byl et f PaaB/ 9FCSmYwz 7m
vzOF HZA EAYelLnCS290XGN8904FYTbwOPBQul ygyqj 2TMCK68RCNU2KFs/ bXBHeS+dDzi t MA
f SaULYi 7LJuCCnr DMbSX5aLSj 6+Txk DQDR1LK1ZE3y6qd4Kx3VeeoN7Wi+oLj / 3Jj bbeOuYCQ
+/ Pni Rr a9f 0Z0neTExZ7CG& VBl sKS1CnKBTR26MZMOonRe TRZWGFUX1PzuW dbZ4Z0+J 6 XMl
T2t d70YYWPbV3nobl kUr xyj t G GBi p30e3z SCWHUFMaaEuXOMABt N51wy 6y bc PVAHOhG Bw
b3i CFJ/ 20QgaZEno6edYzkgf Opwr cTmi Pb+Vj Of nj BJi QEi BBABAGQAMBQI KVj 5HBQVAENUA
AA0JEJcQuIVKVE1845AH R3I kA GOB/ 7x3f | 0gOkOSOuFI j Dxysi MBFVO6Bf XbFpRgFMZxAh
NFUd KCDN98MDk FBd5S5aGkvhAHS7 PVW@B/ Bl yJaJe UGAXnT pFV/ c9kYn1+YWsOQQE7t Ku5l
5UQ 1Y/ weNt CO4u6Rh/ nr p6CvMBhH2nvhSBZ+2k CQRauqt FOhuK6+WUHG xt 5SEK8RAKs 3Sf 6n
kP2EJUHzy 1(Bec5YDi aV24AVKkPFBZMCkpD3Z+sel Gr L4z UkV7PPY4zd9g34Qgj 8Jvt nA4AD/
Z1vBLuj Li xcQdt 9ai eOy SA9DAVgHbe2wWS4zi 5nBURs nD5u96 CUOMNK1s OV+ACt dI v/ T5qSU
VineJASI EEAECAAWFAK po Co QFAWASA QAACgKQ xCAnBpXr Xysf OF +1 Jyl PhTphkOk GPQY3v9e
3znWB0VahyZxoL6q25eeQAGTWeTFl U4JThUEyzgYG p8i 9qBsFPJ9XgOL5bxTGv 7/ WOK7e X8
e+gXHB3A2QYbr MVGFZKN3BCk bA++Hmv I XU58t f +aBCBOChG+r Pn6QUNSPI bu4t p65TaPVPSV
Hj NTTI Cxu3sneHB+okJcc5z1ubnme8nAyt Kb6x0JM keNSXAev2ZN7zGm+Pgw7/ DQ gCogzG
M_1bul P2r Sh8bYpJPC3vAVUHTnxsbhRBg4l 7j 5Ki Hf 4qMBr VzRy+Yi Hhwpf 2p8JbCG-141+H
UD1VMeGe XnNQ' 9SO+dC20GUf 8W VAFI px| kBl gQQAQ ADAUCSnkuCgUDABJ1AAAKCRCXEL. b
yl et f Bj r CACDd/ zvoveoN Ni UUBazel cGXwax SvUVSROUQNkxkoMzf A+aFpYFHWEWDF Lgndp
0JTI kgkESd5f ODIT260LFekLvx3nmpzf Gz8l 39KzDMLi 6+7M g7DnA3kvf VI uZBNDwgoTS6hH
KcGaOMIDgzZQqJ9Ke/ 7T7eY+Hzkt UBLj zUY2kv5VV8Ji 0p6xY27j T73xi DovOOZbBFN+xBt x
2i Rnj jgnPtjt/zUssLi v9f UCA+Pb53gBT+mXM\x2t sg07Knmuz7vf j RsydoY7guyB3X1vUK9y
ATCWLGq67eRE34Suj ZFi kQ' 0ZUr wRr Qu2j j 5v8B7xwt cCFCdpZAl RabD4BTgl vPi QEi BBAB
AgAMBQIK] | +9BQVAENUAAA0JEJcQuIVKVE18DTWH 3Dz! | 1zwr 6TTt Tf TBHOFSDdhvaUEPKC
bLT3WZW | HREaL EENc 85¢c GoYoBeJ XVBI wBczZUpGy4pqFj YcWPRVKFN2Nt 1Nr s+v9t Kc+9G
ECHOY1a+9GDYgnepcN2Q' 3HLASCEpXFwGhVe01GH upGgqYf MyTERBY Tk Mz VXBIERSgi j GC
zj Tf | YAOFUx2eBBLYa3w ZZpT+nwRnEUaDpf wg06UPr zMZuhol 7SGPZUNz 4| z4p2NF8Td9bk
hQ J3+gORRohbgOHdaRdvSDoP/ aGsQ t f eF5pOKEcpl Hx5BO5HLt W KOGFTxyx3nTWjauEJy
2a+W 5ZBI 0hB2TqWAE9Z54KJASI EEAECAAWFAK qgEk c FAWASdQAACgK Q X CAnBpXr Xwy Xwf /
UPzz+D+n19JW vha7l aUxuDz MQCKTCcEj FCu4QVZ1r qcBFPoz 0Tt 74/ X75QdnxZi zgX1E6I bF
EsbVj L2M 5zZj edS1vbSbr m4hV4pHZr 08dbf | ZkNX10598ZI psqQ7Vy Ut 5Yt WCenOt G\n4B5
Eb6WWeqgxQ euj V3B7At MHCDOj a+A2/ pOr Hl pqScz8aupksBMCr YghoT+7/ gXNEVKj Nmcu2N
mHxf v6dL5Xy/ 0i Jj i e2unt uBWIf RTpYmmv2gEhbCdb/ zhFvG61GgTBIqvIM/BVGRxnJFd4l
Ngl ucsadD+UM7W V3v5VuN2r 9KDO9wocd/ s22ELCRA2wWKecv R/ nVBk| kBl gQQAQ ADAUCSqgQ
AAUDABJ 1AAAKCRCXEL. byl et f AT8B/ 9cPhH8DI Hoi v+cK8r AJMonZqVgOyy4BwsRr akycVl g
7/ yvMs74anynSoUf OLgs XADQR9HNT pf +z C5E5/ j PGWNK81x2VBVoB8nZk MSAnk Zf On+mAU9I
Al 2NLcsvt 9IYNMAG5R7Rr i r HsDQ2DI YxRgaE/ 5CVEVr y9YQE] 18A13/ SYyoB4FWDI 4f Rf UW
JbWr Ynf gOp+4zL0YS9F11UhsHUu+g1WLc83N540z| 1v0l 3HUWayz! | 4E/ YNr | kpCaO+08R
z9g6MBj Cg3mmn+CF | ZVIO++VO guJF5KzoZl | CMkXE3t 5hL87Kr oi 7Uk Nwmt+YHW3ZaLEBnDB
WAXwADs JZcpVi QEi BBABAgAVBQIKuceJ BOVAENUAAAOJEJcQuUIVKVE188KEH 24QK2LV1I 42
AW 3TIALIFRWMIUEK TpYIW6ss 72l qus9t 7BsoGaNLVHQz KAl ca9wl TqY826q4nv9anEquww\Z
+Di 8kE+UAMUg2BFTLOEVOMI6i 1Zy E8cUFVb1+09t pBW JS7t 3z00uMVMz nGuHz SmiMyCnGhA
sQgi uHdPWSI nHngNJa/ SB6UVQxt cDCagQ LI vhd2Hvgr OBRt ER3t d/ YgLO6HSx XpXt z8DBa2
NYQYSwAdI gJAPLBnBsLXwbCswul DVZZv8BIWUNBEJk ok OM/5CXxhPr P5SkxWyBvs| hTk8ph2
A h/ ZRVNDAs ChbuULEJBACpwaM cgwj Pt | 7/ KTgeZVSIASI EEAECAAWFAKT e CMYFAWASAQAA
CgkQ xCAnBpXr Xy OQ 7BvRmM 3PvFCCksyj BMEVBW z/ Ps/ kBK6bl E9QQ7f 7Q XFI cGGUI pA
r uf XWbV+HAa3Z8LFeFJTovNePf quwpFj neUZn1CG+oVS1Af ddvYhAsgkLhQgMoaNJ| J1y4D/
H3xvCna/ s7Teuf ud0JLXoLBedFXeB5Cg2Kl Eox| NgMo+l ml VG by kwgoRvxZLDf nbFag5zG
59+0OMATC8NzI | QYI Bn22Yi WRk5zsCIA400+KL1vwBi FDr REhALQc/ YBIKYr RX3ZVAU/ EeYD
KBONCBk 1\t XGCee3uhM)S5VFc1j 7Pg58ECunt H5xOy+KWNFI j i QwW baFTJvC FQS+Opl X
b4kBI g QQAQ ADAUCSu86VAUDABJ 1AAAKCRCXELI byl et f Gs8CACt el 2BnKs24GF80JeWTOQ)
cvHNCdV7hKZA t bNPBbDv6qTt 3i X2GVa10i Yhl 5Eg3Q t/ hKFITM f YZyl 1peFodG v7Lk5I
u7zaNBvT1pBCP+eJspi 6r GoSuht MSb406j Pcl RBnbY+wowct Ly Zf 1z G+s| Sdw8adc RXQNFqr
vVl ZYOnu2S8FunqLf xpj ew Fi DPz Az mbW MbO2PLCYFhwW6Eh2j CB830CGhv By HNFZBf X5F/ +
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ki yeT47Mehr f hyt J6Z0dpxt X8HvbvzPZcDLO 80Wsr PTG7/6KW6Zi Zr J81YCa6a7D01y 7BYy
W2Hoxz Ycuunj RkGF4ngK4aMwv+wef CpOH/ i QEi BBABAGAMBQI LAF3aBQVAENUAAAOJEJcQuIVK
V618/ qOH i bXDQERWNTC1LoT4H+ez Xj PgDg8ai uz6f 4xi bTnr O+L4ScMX+z KOKZVinp6Kau28
Nx+gQ0oAWMBMxhd+cl 0ZaY+7RI kxEvkooKKs Ar BniZzT+xr E6CgH As3D4Mc+14nf D0aZaUbE
i obW/ Xl YLI 27MELLcWeM gbeNoucc473JddvmHSRRVBF9Qp28CvWDEXYghgll aoaho8+cei

pvzyuG3O0Tw uACghef OHzAVFr Rl i 99M.8xzF1ZOvBct +36SuYxDXy| hkSd7a@Us0l Wb Si

JYt 4cDyl 0JDhbhZNOt zWYKc KMZMkf 8w3j WAsT QLOpr hHr ARggPi UBCTUH VNX5CJASI EEAEC
AAWFAK s Rgas FAWASA QAACgk Q xCAnBpXr Xydogf / a31of mYFMbE3p9SgQ& / v28i yQ0j 9A1Lm
gKwWEhJkxf f / X/ Qa7paf GQPJI90J kx YKMky dWPs pTbDFMec ZV\k BK132vZp9Q@BFHKpnDPDLK2S
25m TReeAAQNgMVFLeyy 7ZHi 5YsKwiLbKxcSo7/ nDj | i t NYI nt 94i nFNpg/ mHGsy60+r LeQTA
opul zP3VWN6I t L5gl FxgWenf / VOxh/ vxTwlLgJ66vECD8vyHr Hbl Uzgi XHgy YbZPxAa2SRRd3
4V38phaz/ s Tkss+Sd/ QeHChWU9d6KengWicr / nDO+K/ hhnmOb0Oqz 02 Upwy xr gi 6484 HQUN
/ Snf 44VBs SD1DBj aAKj M 4k Bl gQQAQ ADAUCSY NN1AUDABJ 1AAAKCRCXEL. byl et f CW B/ 9¢
EZt dFVcsxpE3hJzMsPBPf +1QKuJORve/ 7MgNEb3TMAFgBxy OF vD7uMpCly Or gg5AbUC Zf j 9
K7gmzWUMuoYced | bdmHFBIWt maFOBi yHaobgY/ 9RbdCNcbt zr WB4f ei WaDZyvCoLHEVKCC
QACSv3FwWdYVkkRB5ei hvpwlk5t pScdl A12YLgqznVTFdhr ZuYvt DAQH goLMOBB9s9kok7D2T
SpveVz XXPH68Z3JkVubhHT7cs+n+9PRvcaVJt s X2VTUY5e FVgmGuAUVr vp2aN8c KQ+nmve CQr

WWI hT908YB5925MUx2VIm 0yOnkBQuMzZyz MEOVGkuU/ G+pVr RmmAi QEi BBABAgGAMBQILJyaS
BQVAENUAAA0JEJcQuJvKV618eU0l AKnVheym d9C3ZqVyxwTnOB8RMX eJzwCLgk2RTOdPhN
5ZwUc QN71 Cp9hy mivut CBFAKRK/ ESK21vJF2/ 576PI n4f | eO bycBAEvqgr L14epATj 53uBi zo
NOTuwb1kxi nFERUMBMP4AXi FUJBOt Pws2vR5UU3t 6GoQIJwNol bz9DK2L6X/ Qz3Th9i f 6bPSK
U6JR1Yn3Hos90gg21vWCxgMIKUuPAYhmYj SvkgqH3Bi hXi +¢17MvE7WGIbQHuJ o+MySxu04
4qnvDHZpf 4Mzc30XcGlohj xef Nyei Y2bzdl 2yCaCt mMAOl CWLSc20i EOzwO6l D4hY5XnC2Xql

M_s KB5VNXJ GJ ASI EEAECAAWFAKk s 4Ze4FAWASAd QAACgKk Q xCAnBpXr Xy WKggAon2abi NvRzx9
7364M x41 | FvMLt VebzNoOkDwZS1ABqTDGgq/ f f ZA/ VZr U+h2elL97¢c Qy GxJEQBkkn v1i obE
ZEFMTOpvOWVET i dgzhdKdcpbbxdaEr | j D5f BACKdj azAUeH7zce2v+bBNOI 9LZoRi XbNugGd
38| kJ2E4ZTYYf vft L/ e4ARzOgqRIOVD/ A5Mzxf XFbCVhar Hbe T8OnZy 4Oz 2UDaDs z Hs NKoGLWN
pOSf 2HTMBPNcs OSY/ hl BRWAxnzd YOKW 71 aeLNniN1eUEwzk4J7Gnl anmbPI ct CdoEUr i MSaey
TkLZGej Knwi / PgARy DWLFs ReKNHD753ZMWi UnAsq2l kBl gQQAQ ADAUCSOoy JWUDABJ 1 AAAK
CRCXEL.i byl et f GodCAC5hj mxwguHSb8ZLORi f | L3j 3i UBU7gLKITQKk TqgELf UzeF9f 8NuNR
t xLnmeNK1T7YI 9i j i 6NAt nuy43v610Wvhgl kV8x69gNP360m 408wWXXEt 0s5Vi ZuVOZIAY0D75¢
YRhopgf mhkh4hbk AoKCLaj OROWJEES DHsqqj 8XLJuGRREURy8TJWAB/ cot Xsgi Jf 99gt +gl w
I N8t yb3+W/I UHW w2+Dr pd3nf cMjgeC64PePJoOBWY aar +wgC/ 76Se2861 HcYM i / Adnvx
Zal KmxZnk TnDMCf MhVj RYSKBG QQUu7dws 7SVsbbd34f 83t 9nyuRgMel 41 NAXt hWy/ S3Sdi |

i QEi BBABAgAMBQILW 5nmBQVAENUAAACJEJcQuJVvKV6181L8l AKq3ZOQHzgaCoz5wnvj 51YG3
NZoWBRG7HOb3nL1D9b+FTTzal xsLf 7STagPwKt M67r U/ 7ehH uQ' 9QONQBMudwl7Zi wDOl 5X
7i GB/ Af | Wic6bXf Tz18I pl RuqyVc0qQeJdZhT7MBpkl ¢ S4ZGZHPQdt Ah4AW5YXi hr bbg6j V7]

CzUnfFz4XcT8CkJIHI UGOFROVTHFgl At 2K1i mwGvh2| EanPQJ Ows ThBf Zbhnk BO3RTOE]j | i pGZ
Mt+Nt KS/ NL2RJ YWZ+FCCc EMbRg VIMATWABNnat gLVWWMNAZ6K4r GXONW / Owy FgxZpnj dHnj cXa
1 gz8Er oVsLbnaV/ 8y G7cgK5e6MFk1i JASI EEAECAAWFAKL t | f gFAWASAQAACgKQ xCAnmBpX
r Xy RBQgAksvAM qC+ACUEWSVAI epDFR1x1 45UnBa2UeBY7Kj OOCI ZI kGREvx 201 Ov1gExyPI

zNxDegmysl 2m eEoH6Q XaJRd8MkI Vf Anj At 8i zwU2df Dwf | TTWIGQYF 8q7qeAv1XC34yNge
0JaTD1C55Qpnt G61f 20j MsAi 36bBJOADr 59j hVYi Dj QADS/ d7FpAznl hHOSGUg6ek Yb2j xCS
rvt OWRt Myk6YGgt s4x EHcNOWCOVTobaXo9xvsght UK44Gdvpt qlcBFX8byzD6f N8nXp+v8gh
t | PYDgb4nmugTh2UXXi WM vPXo7kkZ@BCvI 3YbZ10F1I DLt 20VIWFZaJYL2f zyokCl gQQAQ A
DAUCQYHLhQWDBI LZBWAKCRCg4+bOzZgFEakKgvEACCEr naHGy UYaOWET] j 6DLEXsqeG Xad4i 9
aBQxnD35GJgcFof C/ nCY4XcnCMVENnd @ of UuU3OBJ6BNJ I bEusAabglLooebP/ 3KEai Cl i yh
HYU5j ar pZAh+Zopgs3Cc11nmlt | aS69i IJxr GTLodk As AJAe EUWTPq9f HFFz CleGBy soy FWj4
bljz/zd | +qyTbFA5g6t Roi XTo8ko7ChY2AA5UGEg+83Hdb6ak C04Z2QREr x KAqr phHzj 8Xp
j VOs QAdAI / qVKQeNKRA J+i q6+Yesnt W& zeb87dG\weVFDJ| GAOqY27pTh2l ExY] sRFNACh
13Nf odAbMTOxc AWZ7j APCXAPI HUGH+mHW hQXEToZnBFE4nbnC7v OBNgWj UgXcpk UCkop4b
17BFpR+k82Zt YLSS8p2LLz4uAeCcSn2/ nsJIxT7r G FvoH84280Hi ncgs2l Co9zQ' Ud4HmmO0O
+SsZdVKI | j i nGyOVWWb400zkAl nnhEZ306hAHc REI sBgPWEYVT| / 9ZdC0OAO44N 9cU7awaqgt

rnwwf r/ 04V2gl 8bLSkl t ZU27/ 29HeuCeFG | FeOYr Dd/ aRNsxbyb2028H4s GLCVZnTC5uKli Q
BDi SyA7Qbbdof CWQznbt W pKWhY8CeO0ub9XP5p/ sVf ck4FceWFHw +/ PCORz S| 331 Q6v M2
w kCl gQTAQ ADAUCQpr8 KHAWDBQWAC AAKCRDYWgoJW RXzy E+D/ Quc7z6f | sal f OYoLN60aj A
bQbl / uRKBFugyZ5Roal t usn9Z2r At n61W Fhu4uCSJt FN1ny2RERg40f 56pTghKr D+YEt +Nz
e6+FKQBAbA dFsR/ 2bUk+ZZRSt 83e14Lcb6i i / f Jf zkol ox9l t ki f QxqY7Tvk4noKu4oLSc8
OLWf ¢/ y0B9s YUUCTUf cng58DENG e9ovUs| nyt 5SNPnveXxp5UeaRc5Rqt 9t K2B4A+7/ cqEN
r dZJbAMsunt 2+2f kYi RunAFPKPBdJBsY1lsxelL/ A9aKeOvi KEXQdAWIdNZKNC 8r d/ oOP99/ 9
| MoFudAbX6nL2DSh10G2Z7NWEqg! Azj npwYYPCKeVz5@BR+i f 9/ f e5+STY/ 55Cal 33f J2H3v
+U435V] Ygbr er We36xJ1 t cJeqUzW 1f @ Xi 1CTEl 3w2ch7VF50j / Qyj abLnAl HgSl kSi 6p7B
y5C2MhbCHI Cf Pnl i nPhFoRCcRGPj Je9nFwGs+Ql vS/ Chzc2WK3s/ 2SWidgEUKRX4zsAJ5o0cy
fal vkxCkSxK/ er W CPf / J1T70+i 5waXDN/ E3enSet / W.7h94p(Kpj z8dGE.4J SBHUAVGA+a+
dkngnPFOKMKLhj r gV+L7C84FhbmAP7PXmBxm MPr i Xf +el 5f ZZequQol agf 8r dRHHhRIxQgl

OHNknkaOgs8dt r k CDQR+PqMIEAgA7+GIf xbMdY4ws| Pnj HOr FAN2qf WEN/ | xaZoJ Yc3a6M)
2WCnH 6ahT2/ t BK2wlQ 4YFt eR47gCvt gh60LJIHf f Co2Hf LnRDRi Rj d1DTCHgey X7CHhcghj

/ dNRI WVZ0l 5QFEcmVOU0Vhp3aFf WAU) f s3LU+hkAW E7zaD5cHIJ 7y v/ 6xuZVind11x0h4Ug
sTcWWuOi MLBz ELgX1DY7LwoPEb/ O9Rkbf 4f mLel1Ez| aCa4PgARXQZc4dhSi nM 6K3X4Br Rs
KTf 0zBu74F47D08I | bf 5vSYHbuE5p/ 10l Dznkg/ p8kW3FXuW ycci gFTcNz215yyX39LXFnl

LzKUb/ F5GNADBQF +Lwgqa8CGr Rf sOAIxi mb3CHf t y5mc5r USnTsl GYEI OCR1BeQauyPZbPD
sDDOMZ1ZaSaf anFvwrFGSLI x9xk U7t zg+vKLoWkmAu5xf 3vn55V] nSd1la@enUcXi L4cnBCGo
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ThOW 39Ecyzgs| zBdC++MPj cQTcA7p6J UVs P60AB3FQNg54t uUoOECc8bsMBb3Ev42LnuQr5N
dKHOMIS XTPt | Okl k4bk4Caj Hsi y1BMahpT27] W JI M Jc+l WOnghkKHt 926s/ ynf df 5Hkd
Qlcyvsz5tryVl 3Fx78XeSYf Qvuuwgp2H139pXGEKgON6KdUCet dZWhe70YGNPwlyj WIT1l hM
BBgRAgAMBQ +PgMIBQkJZgGAAAOJEI xxj Tt QcuHL7p4An3r 1QoVCOyhnW2c SAj g+kr 72GX0e
AJ4295k| 6Nx YEuFApnT 1+0uUg/ SI s YhMBBgRAgAVBQIHr JT8BQKNVF| f AA0JEI xxj Tt QcuHL
pc4An0l 965H3JY2GTr i zp+dCezxbhexaAJ48FhocFYvf hZt geUWh6aPvgQZHT4hUBBgRAgAM
BQ +PgMiBQkJZgGAABI JEI xxj Tt QcuH1B2VHUECc AAQHUNGCS evVCl UL3KGdbZx| COr 6SvvYZ
f R4ANnj b3nBXo3FgS4UCmayv X7 S5Sr 9KWki FQEGBECAAWFAk 53Pe0FCRP7AbgAEgdl R1BHAAEB
CRCMe YO7UHLh9RSbAJsFi vb5sESf 8v YESyf D1n9AVa6FEWCGpWAI Wbl 9p1DcB+L5RCUBWE NG
uck=

=yi a9

————— END PGP PUBLI C KEY BLOCK- - - --

To import the build key into your personal public GPG keyring, use gpg - -i nport . For example, if
you have saved the key in a file named nysql _pubkey. asc, the import command looks like this:

$> gpg --inport nysql _pubkey. asc

gpg: key 5072E1F5: public key "MySQL Rel ease Engi neering
<nysql - bui | d@ss. or acl e. con>" i nported

gpg: Total nunmber processed: 1

gpg: imported: 1
gpg: no ultimately trusted keys found

You can also download the key from the public keyserver using the public key id, 5072E1F5:

$> gpg --recv-keys 5072E1F5

gpg: requesting key 5072E1F5 from hkp server keys. gnupg. net

gpg: key 5072E1F5: "MySQ. Rel ease Engi neering <nysql - bui |l d@ss. oracl e. conp"
1 new user ID

gpg: key 5072E1F5: "MySQ. Rel ease Engi neering <nysql - bui |l d@ss. oracl e. conp"
53 new si gnat ures

gpg: no ultimately trusted keys found

gpg: Total nunmber processed: 1

gpg: new user IDs: 1

gpg: new si gnatures: 53

If you want to import the key into your RPM configuration to validate RPM install packages, you should
be able to import the key directly:

$> rpm --inport nysql _pubkey. asc

If you experience problems or require RPM specific information, see Section 2.1.4.4, “Signature
Checking Using RPM”.

After you have downloaded and imported the public build key, download your desired MySQL package
and the corresponding signature, which also is available from the download page. The signature file
has the same name as the distribution file with an . asc extension, as shown by the examples in the
following table.

Table 2.1 MySQL Package and Signature Files for Source files

File Type File Name

Distribution file nysql - standard-5. 6. 51-1 i nux-
i 686.tar.gz

Signature file nysql - standard-5. 6. 51-1 i nux-
i 686.tar.gz. asc

Make sure that both files are stored in the same directory and then run the following command to verify
the signature for the distribution file:

$> gpg --verify package_nane. asc

If the downloaded package is valid, you should see a Good si gnat ur e message similar to this one:

$> gpg --verify nysql-standard-5.6.51-1inux-i686.tar.gz.asc
gpg: Signature nade Tue 01 Feb 2011 02: 38: 30 AM CST usi ng DSA key | D 5072E1F5
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gpg: CGood signature from"MSQ Rel ease Engi neering <nysql - bui | d@ss. oracl e. conp>"

The Good si gnat ur e message indicates that the file signature is valid, when compared to the
signature listed on our site. But you might also see warnings, like so:

$> gpg --verify nysql -standard-5.6.51-1inux-i686.tar.gz. asc

gpg: Signature nade Wed 23 Jan 2013 02: 25: 45 AM PST usi ng DSA key | D 5072E1F5
gpg: checking the trustdb

gpg: no ultimately trusted keys found

gpg: CGood signature from"M/SQL Rel ease Engi neering <nysqgl -buil d@ss. oracl e. con>"
gpg: WARNING This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: A4A9 4068 76FC BD3C 4567 70C8 8C71 8D3B 5072 EL1F5

That is normal, as they depend on your setup and configuration. Here are explanations for these
warnings:

* gpg: no ultimately trusted keys found: This means that the specific key is not "ultimately trusted" by
you or your web of trust, which is okay for the purposes of verifying file signatures.

» This key is not certified with a trusted signature! There is no indication that the signature belongs
to the owner.: This refers to your level of trust in your belief that you possess our real public key.
This is a personal decision. Ideally, a MySQL developer would hand you the key in person, but more
commonly, you downloaded it. Was the download tampered with? Probably not, but this decision is
up to you. Setting up a web of trust is one method for trusting them.

See the GPG documentation for more information on how to work with public keys.

2.1.4.3 Signature Checking Using Gpg4win for Windows

The Section 2.1.4.2, “Signature Checking Using GnuPG” section describes how to verify MySQL
downloads using GPG. That guide also applies to Microsoft Windows, but another option is to use a
GUI tool like Gpg4win. You may use a different tool but our examples are based on Gpg4win, and
utilize its bundled KI eopat r a GUI.

Download and install Gpg4win, and then load Kleopatra. The dialog should look similar to:

Figure 2.1 Kleopatra: Initial Screen

Fe1 2 [ (%]

Import Cerificates  Export Certificates Redisplay Stop Operation Lookup Certificates on Server

Find: My Certificates

My Certificates | Trusted Certificates | Other Certificates |
E-Mail Valid From Valid Until Details Key-D

Next, add the MySQL Release Engineering certificate. Do this by clicking File, Lookup Certificates on
Server. Type "Mysql Release Engineering" into the search box and press Search.
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Figure 2.2 Kleopatra: Lookup Certificates on Server Wizard: Finding a Certificate
™ Certificateserver Certificate Lookup - L B 2 |
Find: mysql release engineering L x| Search

Name E-Mail Valid From Valid Until  Details  Fingerprint ~ Key-ID Select All
MySQL Release Engineering mysql-build@oss.oracle.com 2003-02-03 OpenPGP 5072E1F5 5072E1F5
Deselect All

Select the "MySQL Release Engineering" certificate. The Fingerprint and Key-ID must be "5072E1F5",
or choose Details... to confirm the certificate is valid. Now, import it by clicking Import. An import
dialog is displayed; choose Okay, and this certificate should now be listed under the Imported
Certificates tab.

Next, configure the trust level for our certificate. Select our certificate, then from the main menu select
Certificates, Change Owner Trust.... We suggest choosing | believe checks are very accurate for
our certificate, as otherwise you might not be able to verify our signature. Select | believe checks are
very accurate to enable "full trust" and then press OK.

Figure 2.3 Kleopatra: Change Trust level for MySQL Release Engineering

. (-3 Change Trust Level of MySQL Release Engineering <mysgl-build@oss.oracle.com:= (S072E1F5) I

How much do you trust cerifications made by My SQL Release Engineering (5072E1F3) to correctly
verify authenticity of certificates?

) I don't know (unknown frust) I

Choose this if you have no opinion about the trustworthyness of the cerificate’s owner.
Certifications at this trust level are ignored when checking the validity of OpenPGP certificates.

) | do MOT trust them (never trusi)

Choose this if you explicitly do mot trust the certificate owner, e.g. because you have knowledge of him cerifying without
checking or without the certificate owner's consent.
Certifications at this trust level are ignored when checking the validity of OpenPGP certificates.

) | believe checks are casual {marginal trusi)
Choose this if you trust cerifications are not done blindly, but not very accuratly, either.
Certificates will only become valid with multiple certifications (typically three) at this trust level. This is usually a good choice.

@ | believe checks are very accurate {full trust)

Cheoose this if you trust cerifications are done very accurately. l
Certificates will become valid with just a single certification at this trust level, so assign this much trust with care.

This i1s my certificate (ultimate trust)
Choose this if and only if this iz your certificate. This iz the default if the secret key is available, but if you imported this

certificate, you might need to adjust the trust level yourself.
Certificates will become valid with just a single certification at this trust level.

[ OK ] [ Cancel

Next, verify the downloaded MySQL package file. This requires files for both the packaged file, and
the signature. The signature file must have the same name as the packaged file but with an appended
. asc extension, as shown by the example in the following table. The signature is linked to on the
downloads page for each MySQL product. You must create the . asc file with this signature.
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Table 2.2 MySQL Package and Signature Files for MySQL Installer for Microsoft Windows

File Type File Name
Distribution file nysql -instal | er-comuni ty-5.6.51. nsi
Signature file mysql -i nstall er-

comunity-5.6.51. nmsi . asc

Make sure that both files are stored in the same directory and then run the following command to verify
the signature for the distribution file. Either drag and drop the signature (. asc) file into Kleopatra, or
load the dialog from File, Decrypt/Verify Files..., and then choose either the . nsi or. asc file.

Figure 2.4 Kleopatra: The Decrypt and Verify Files Dialog

™ Decrypt/Verify Files

Choose operations to be performed

Here you can check and, if needed, override the operations Kleopatra detected for the input
given.

Input file: C:/docs/mysgl-installer-community-5.6.10_0_msi.asc
Input file is a detached signature
Signed data: C:/docs/mysgl-installer-community-5.6.10.0.msi

Input file is an archive; unpack with: |TAR (PGP®-compatible) -

Create all output files in a single folder

Output folder: C:/docs

Back DecrprerifyH Cancel ]

Click Decrypt/Verify to check the file. The two most common results should look like the following,
and although the yellow warning looks problematic, the following means that the file check passed with
success. You may how run this installer.
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Figure 2.5 Kleopatra: the Decrypt and Verify Results Dialog: All operations completed

[ Decrypt/Verify Files (2] = ]

Results

All operations completed.

I

mysgl-installer-community-5.6.10.0.msi.asc: Not enough information to . .
check signature validity.

Signed on 2013-02-01 11:13 by mysal-build@oss.oracle.com (Key I1D: 0x5072E1F5).
The validity of the signature cannot be verified.

Keep open after operation completed

Back H W OK H Cancel

Seeing a red "The signature is bad" error means the file is invalid. Do not execute the MSI file if you
see this error.

Figure 2.6 Kleopatra: the Decrypt and Verify Results Dialog: Bad

™ Decrypt/Verify Files | ? J

Results

All operations completed.

R 1%

Keep open after operation completed

Back |I ¥ OK I| Cancel

The Section 2.1.4.2, “Signature Checking Using GnuPG” section explains why you probably don't see a
green Good si gnat ur e result.
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2.1.4.4 Signature Checking Using RPM

For RPM packages, there is no separate signature. RPM packages have a built-in GPG signature and
MD5 checksum. You can verify a package by running the following command:

$> rpm --checksi g package_name. rpm

Example:

$> rpm --checksig MySQL-server-5.6.51-0.1inux_glibc2.5.i386.rpm
M/SQL-server-5.6.51-0.inux_glibc2.5.i386.rpm nd5 gpg K

Note

@ If you are using RPM 4.1 and it complains about (GPG) NOT OK (M SSI NG
KEYS: GPG#5072elf5), even though you have imported the MySQL public
build key into your own GPG keyring, you need to import the key into the RPM
keyring first. RPM 4.1 no longer uses your personal GPG keyring (or GPG
itself). Rather, RPM maintains a separate keyring because it is a system-wide
application and a user's GPG public keyring is a user-specific file. To import the
MySQL public key into the RPM keyring, first obtain the key, then use r pm - -
i mport to import the key. For example:

$> gpg --export -a 5072elf5 > 5072elfb5. asc
$> rpm--inport 5072elfb5. asc

Alternatively, r pmalso supports loading the key directly from a URL, and you can use this manual
page:

$> rpm --inport https://dev.nysql.conm doc/refman/5. 6/ en/ checki ng- gpg- si gnat ure. ht n

If you need to obtain the MySQL public key, see Section 2.1.4.2, “Signature Checking Using GnuPG”.

2.1.5 Installation Layouts

The installation layout differs for different installation types (for example, native packages, binary
tarballs, and source tarballs), which can lead to confusion when managing different systems or using
different installation sources. The individual layouts are given in the corresponding installation type or
platform chapter, as described following. Note that the layout of installations from vendors other than
Oracle may differ from these layouts.

» Section 2.3.1, “MySQL Installation Layout on Microsoft Windows”

» Section 2.9.3, “MySQL Layout for Source Installation”

Table 2.3, “MySQL Installation Layout for Generic Unix/Linux Binary Package”

Table 2.11, “MySQL Installation Layout for Linux RPM Packages from the MySQL Developer Zone”

Table 2.7, “MySQL Installation Layout on macOS”

2.1.6 Compiler-Specific Build Characteristics

In some cases, the compiler used to build MySQL affects the features available for use. The notes in
this section apply for binary distributions provided by Oracle Corporation or that you compile yourself
from source.

i cc (Intel C++ Compiler) Builds
A server built with i cc has these characteristics:

» SSL support is not included.
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2.2 Installing MySQL on Unix/Linux Using Generic Binaries

Oracle provides a set of binary distributions of MySQL. These include generic binary distributions in the
form of compressed t ar files (files with a . t ar . gz extension) for a number of platforms, and binaries
in platform-specific package formats for selected platforms.

This section covers the installation of MySQL from a compressed t ar file binary distribution on Unix/

Linux platforms. For other platform-specific binary package formats, see the other platform-specific
sections in this manual. For example, for Windows distributions, see Section 2.3, “Installing MySQL

on Microsoft Windows”. See Section 2.1.3, “How to Get MySQL"” on how to obtain MySQL in different

distribution formats.

MySQL compressed t ar file binary distributions have names of the form
nysql - VERSI ON- CS. t ar . gz, where VERSI ONis a number (for example, 5. 6. 51), and CS indicates

the type of operating system for which the distribution is intended (for example, pc-1 i nux-i 686 or

Wi nx64).

Warnings
O « If you have previously installed MySQL using your operating system native

package management system, such as Yum or APT, you may experience
problems installing using a native binary. Make sure your previous MySQL
installation has been removed entirely (using your package management
system), and that any additional files, such as old versions of your data files,
have also been removed. You should also check for configuration files such
as/etc/ny.cnf orthe/etc/ nysql directory and delete them.

For information about replacing third-party packages with official MySQL
packages, see the related APT guide or Yum guide.

MySQL has a dependency on the | i bai o library. Data directory initialization
and subsequent server startup steps fail if this library is not installed locally. If
necessary, install it using the appropriate package manager. For example, on
Yum-based systems:

$> yum search libaio # search for info
$> yuminstall libaio # install library

Or, on APT-based systems:

$> apt-cache search |ibaio # search for info
$> apt-get install libaiol # install library

SLES 11: As of MySQL 5.6.37, the Linux Generic tarball package format is
EL6 instead of EL5. As a side effect, the MySQL client bi n/ nysgl needs
I'ibtinfo.so.5.

A workaround is to create a symlink, suchas|In -s
i bncurses.so0.5.6 /1ib64/1ibtinfo.so.5 on 64-bitsystemsorln
-s libncurses.so.5.6 /lib/libtinfo.so.5 on 32-bit systems.

To install a compressed t ar file binary distribution, unpack it at the installation location you choose
(typically / usr /1 ocal / mysql ). This creates the directories shown in the following table.

Table 2.3 MySQL Installation Layout for Generic Unix/Linux Binary Package

Directory

Contents of Directory

bin,scripts

nmysqgl d server, client and utility programs

dat a

Log files, databases

docs

MySQL manual in Info format

77


http://dev.mysql.com/doc/mysql-apt-repo-quick-guide/en/

Create a mysqgl User and Group

Create

Directory Contents of Directory

i ncl ude Include (header) files

lib Libraries

mysql -t est Test suite

man Unix manual pages

share Error messages, dictionary, and SQL for database
installation

sql - bench Benchmarks

support-files Miscellaneous support files, including sample
configuration files

Debug versions of the nmysql d binary are available as nysql d- debug. To compile your own debug
version of MySQL from a source distribution, use the appropriate configuration options to enable
debugging support. See Section 2.9, “Installing MySQL from Source”.

To install and use a MySQL binary distribution, the command sequence looks like this:

$> groupadd nysql

$> useradd -r -g nysql -s /bin/false nysql

$> cd /usr/local

$> tar zxvf /path/to/ mysql-VERSION-CS.tar. gz

$> In -s full-path-to-nysgl-VERSI ON-OS nysql

$> cd nysql

$> scripts/nysql _install_db --user=nysql

$> bin/nysql d_safe --user=nysqgl &

# Next command is optional

$> cp support-files/nysql.server /etc/init.d/ nysql.server

system. Alternatively, you can prefix each command using the sudo (Linux) or

Note
@ This procedure assumes that you have r oot (administrator) access to your
pf exec (Solaris) command.

Note
@ The procedure does not assign passwords to MySQL accounts. To do so, use
the instructions in Section 2.10.4, “Securing the Initial MySQL Accounts”.

nmysql i nstall _db creates a default option file named ny. cnf in the base installation directory.
This file is created from a template included in the distribution package named ny- def aul t . cnf . For
more information, see Section 5.1.2.2, “Using a Sample Default Server Configuration File”.

A more detailed version of the preceding description for installing a binary distribution follows.

a mysqgl User and Group

If your system does not already have a user and group to use for running nmysql d, you may need to
create them. The following commands add the nysql group and the mysql user. You might want to
call the user and group something else instead of nysql . If so, substitute the appropriate name in the
following instructions. The syntax for user add and gr oupadd may differ slightly on different versions
of Unix/Linux, or they may have different names such as adduser and addgr oup.

$> groupadd nysql
$> useradd -r -g nysql -s /bin/false nysql

Note
@ Because the user is required only for ownership purposes, not login purposes,
the user add command uses the -r and -s / bi n/ f al se options to create
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a user that does not have login permissions to your server host. Omit these
options if your user add does not support them.

Obtain and Unpack the Distribution

Pick the directory under which you want to unpack the distribution and change location into it. The
example here unpacks the distribution under / usr/ | ocal . The instructions, therefore, assume that
you have permission to create files and directories in / usr/ | ocal . If that directory is protected, you
must perform the installation as r oot .

$> cd /usr/l ocal

Obtain a distribution file using the instructions in Section 2.1.3, “How to Get MySQL". For a given
release, binary distributions for all platforms are built from the same MySQL source distribution.

Unpack the distribution, which creates the installation directory. t ar can uncompress and unpack the
distribution if it has z option support:

$> tar zxvf /path/to/nysql-VERSION-OS. tar. gz
The t ar command creates a directory named nysql - VERSI ON- CS.

To install MySQL from a compressed t ar file binary distribution, your system must have GNU gunzi p
to uncompress the distribution and a reasonable t ar to unpack it. If your t ar program supports the z
option, it can both uncompress and unpack the file.

GNU t ar is known to work. The standard t ar provided with some operating systems is not able to
unpack the long file names in the MySQL distribution. You should download and install GNU t ar , or if
available, use a preinstalled version of GNU tar. Usually this is available as gnut ar, gt ar, or ast ar
within a GNU or Free Software directory, such as/ usr/ sfw binor/usr/l ocal /bin.GNUtar is
available from http://www.gnu.org/software/tar/.

If your t ar does not have z option support, use gunzi p to unpack the distribution and t ar to unpack
it. Replace the preceding t ar command with the following alternative command to uncompress and
extract the distribution:

$> gunzip < /path/to/nmysqgl-VERSION-CS. tar.gz | tar xvf -

Next, create a symbolic link to the installation directory created by t ar :

$> In -s full-path-to-nysql - VERSI ON-OS nysql

The | n command makes a symbolic link to the installation directory. This enables you to refer more
easilytoitas/usr/ | ocal / mysql . To avoid having to type the path name of client programs always
when you are working with MySQL, you can add the / usr /| ocal / mysql / bi n directory to your PATH
variable:

$> export PATH=$PATH: /usr/| ocal / nysql /bin

Perform Postinstallation Setup

The remainder of the installation process involves setting distribution ownership and access
permissions, initializing the data directory, starting the MySQL server, and setting up the configuration
file. For instructions, see Section 2.10, “Postinstallation Setup and Testing”.

2.3 Installing MySQL on Microsoft Windows

Important

A MySQL Community 5.6 Server requires the Microsoft Visual C++ 2010
Redistributable Package to run on Windows platforms. Users should make sure
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the package has been installed on the system before installing the server. The
package is available at the Microsoft Download Center.

MySQL is available for Microsoft Windows, for both 32-bit and 64-bit versions. For supported Windows
platform information, see https://www.mysql.com/support/supportedplatforms/database.html.

There are different methods to install MySQL on Microsoft Windows.

MySQL Installer Method

The simplest and recommended method is to download MySQL Installer (for Windows) and let it install
and configure all of the MySQL products on your system. Here is how:

1. Download MySQL Installer from https://dev.mysqgl.com/downloads/installer/ and execute it.

does not bundle any MySQL applications but rather downloads the MySQL

Note
@ Unlike the standard MySQL Installer, the smaller "web-community" version
products you choose to install.

2. Choose the appropriate Setup Type for your system. Typically you should choose Developer
Default to install the MySQL server and other MySQL tools related to MySQL development, and
helpful tools like MySQL Workbench. Or, choose the Custom setup type to select the desired
MySQL products manually.

Note
@ Multiple versions of MySQL server can exist on a single system. You can
choose one or multiple versions.

3. Complete the installation process by following the instructions. This installs several MySQL
products and starts the MySQL server.

MySQL is now installed. If you configured MySQL as a service, then Windows automatically starts the
MySQL server every time you restart your system.

Workbench on your system. Consider loading Chapter 25, MySQL Workbench
to check your new MySQL server connection. By default, this program

Note
@ You probably also installed other helpful MySQL products like MySQL
automatically start after installing MySQL.

This process also installs the MySQL Installer application on your system, and later you can use
MySQL Installer to upgrade or reconfigure your MySQL products.

Additional Installation Information

It is possible to run MySQL as a standard application or as a Windows service. By using a service,
you can monitor and control the operation of the server through the standard Windows service
management tools. For more information, see Section 2.3.4.7, “Starting MySQL as a Windows
Service”.

Generally, you should install MySQL on Windows using an account that has administrator rights.
Otherwise, you may encounter problems with certain operations such as editing the PATH environment
variable or accessing the Servi ce Control Manager.When installed, MySQL does not need to be
executed using a user with Administrator privileges.

For a list of limitations on the use of MySQL on the Windows platform, see Section 2.3.7, “Windows
Platform Restrictions”.
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In addition to the MySQL Server package, you may need or want additional components to use MySQL
with your application or development environment. These include, but are not limited to:

» To connect to the MySQL server using ODBC, you must have a Connector/ODBC driver. For more
information, including installation and configuration instructions, see MySQL Connector/ODBC
Developer Guide.

Note
@ MySQL Installer installs and configures Connector/ODBC for you.

» To use MySQL server with .NET applications, you must have the Connector/NET driver. For more
information, including installation and configuration instructions, see MySQL Connector/NET
Developer Guide.

Note
@ MySQL Installer installs and configures MySQL Connector/NET for you.

MySQL distributions for Windows can be downloaded from https://dev.mysqgl.com/downloads/. See
Section 2.1.3, “How to Get MySQL".

MySQL for Windows is available in several distribution formats, detailed here. Generally speaking,

you should use MySQL Installer. It contains more features and MySQL products than the older MSI,

is simpler to use than the compressed file, and you need no additional tools to get MySQL up and
running. MySQL Installer automatically installs MySQL Server and additional MySQL products, creates
an options file, starts the server, and enables you to create default user accounts. For more information
on choosing a package, see Section 2.3.2, “Choosing an Installation Package”.

* A MySQL Installer distribution includes MySQL Server and additional MySQL products, including
MySQL Workbench. MySQL Installer can also be used to upgrade this product in the future.

For instructions on installing MySQL using MySQL Installer, see Section 2.3.3, “MySQL Installer for
Windows”.

» The standard binary distribution (packaged as a compressed file) contains all of the necessary files
that you unpack into your chosen location. This package contains all of the files in the full Windows
MSI Installer package, but does not include an installation program.

For instructions on installing MySQL using the compressed file, see Section 2.3.4, “Installing MySQL
on Microsoft Windows Using a noi nst al | ZIP Archive”.

» The source distribution format contains all the code and support files for building the executables
using the Visual Studio compiler system.

For instructions on building MySQL from source on Windows, see Section 2.9, “Installing MySQL
from Source”.

MySQL on Windows Considerations
» Large Table Support
If you need tables with a size larger than 4 GB, install MySQL on an NTFS or newer file system. Do

not forget to use MAX_ROWS and AVG_ROW LENGTH when you create tables. See Section 13.1.17,
“CREATE TABLE Statement”.

Note
@ InnoDB tablespace files cannot exceed 4 GB on Windows 32-bit systems.
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e MySQL and Virus Checking Software

Virus-scanning software such as Norton/Symantec Anti-Virus on directories containing MySQL data
and temporary tables can cause issues, both in terms of the performance of MySQL and the virus-
scanning software misidentifying the contents of the files as containing spam. This is due to the
fingerprinting mechanism used by the virus-scanning software, and the way in which MySQL rapidly
updates different files, which may be identified as a potential security risk.

After installing MySQL Server, it is recommended that you disable virus scanning on the main
directory (dat adi r) used to store your MySQL table data. There is usually a system built into the
virus-scanning software to enable specific directories to be ignored.

In addition, by default, MySQL creates temporary files in the standard Windows temporary directory.
To prevent the temporary files also being scanned, configure a separate temporary directory for
MySQL temporary files and add this directory to the virus scanning exclusion list. To do this, add
a configuration option for the t npdi r parameter to your ny. i ni configuration file. For more
information, see Section 2.3.4.2, “Creating an Option File”.

e Running MySQL on a 4K Sector Hard Drive

Running the MySQL server on a 4K sector hard drive on Windows is not supported with
i nnodb_f | ush_net hod=async_unbuf f er ed, which is the default setting. The workaround is to
use i nnodb_f I ush_net hod=nor nal .

2.3.1 MySQL Installation Layout on Microsoft Windows

For MySQL 5.6 on Windows, the default installation directory is C:. \ Progr am Fi | es\ My SQL\ My SQL
Server 5. 6 for installations performed with MySQL Installer. If you use the ZIP archive method

to install MySQL, you may prefer to install in C. \ mysql . However, the layout of the subdirectories
remains similar (exceptions are indicated).

All of the files are located within this parent directory, using the structure shown in the following table.

Table 2.4 Default MySQL Installation Layout for Microsoft Windows

Directory Contents of Directory Notes
bin,scripts mysql d server, client and utility
programs

Y%PROGRAMDATA% My SQL Log files, databases The Windows system variable

\MySQ Server 5.6\ Y%PROGRANDAT A%defaults to C:
\ Pr ogr anmDat a.

dat a Pristine templates

docs Release documentation With MySQL Installer, use the
Modi f y operation to select this
optional folder.

i ncl ude Include (header) files

lib Libraries

share Miscellaneous support files,

including error messages,

character set files, sample
configuration files, SQL for
database installation

mysql -test, scripts, and Debug binaries and test suite ZIP archive only.

sql - bench

The packages create and set up the data directory that the installed server uses and creates a pristine
“template” data directory named dat a under the installation directory. After an installation has been
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performed using this package, the template data directory can be copied to set up additional MySQL
instances. See Section 5.7, “Running Multiple MySQL Instances on One Machine”.

2.3.2 Choosing an Installation Package

For MySQL 5.6, there are multiple installation package formats to choose from when installing MySQL
on Windows. The package formats described in this section are:

* MySQL Installer
* MySQL noinstall ZIP Archives
» MySQL Docker Images

Program Database (PDB) files (with file name extension pdb) provide information for debugging your
MySQL installation in the event of a problem. These files are included in ZIP Archive distributions (but
not MSI distributions) of MySQL.

MySQL Installer

This package has a file name similar to nysql -i nstal | er-comuni ty-5.6.51. 0. nsi ornysql -
installer-comercial-5.6.51.0.nsi, and utilizes MSIs to automatically install MySQL server
and other products. MySQL Installer downloads and applies updates to itself, and for each of the
installed products. It also configures the installed MySQL server (including a sandbox InnoDB cluster
test setup) and MySQL Router. MySQL Installer is recommended for most users.

MySQL Installer can install and manage (add, modify, upgrade, and remove) many other MySQL
products, including:

» Applications — MySQL Workbench, MySQL for Visual Studio, MySQL Utilities, MySQL Shell, MySQL
Router

» Connectors — MySQL Connector/C++, MySQL Connector/NET, Connector/ODBC, MySQL
Connector/Python, MySQL Connector/J, MySQL Connector/Node.js

» Documentation — MySQL Manual (PDF format), samples and examples

MySQL Installer operates on all MySQL supported versions of Windows (see https://www.mysql.com/
support/supportedplatforms/database.html).

depends on .NET, it does not work on minimal installations like the Server Core

Note
@ Because MySQL Installer is not a native component of Microsoft Windows and
version of Windows Server.

For instructions on how to install MySQL using MySQL Installer, see Section 2.3.3, “MySQL Installer for
Windows”.

MySQL noinstall ZIP Archives

These packages contain the files found in the complete MySQL Server installation package, with the
exception of the GUI. This format does not include an automated installer, and must be manually
installed and configured.

The noi nst al | ZIP archives are split into two separate compressed files. The main package is
named nysql - VERSI ON-wi nx64. zi p for 64-bit and nysql - VERSI ON-wi n32. zi p for 32-bit. This
contains the components needed to use MySQL on your system. The optional MySQL test suite,
MySQL benchmark suite, and debugging binaries/information components (including PDB files) are
in a separate compressed file named nysql - VERSI ON- wi nx64- debug-t est . zi p for 64-bit and
nysql - VERSI ON- wi n32- debug-t est . zi p for 32-bit.
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If you choose to install a noi nst al | ZIP archive, see Section 2.3.4, “Installing MySQL on Microsoft

Windows Using a noi nst al | ZIP Archive”.

MySQL Docker Images

For information on using the MySQL Docker images provided by Oracle on Windows platform, see

Section 2.5.8.3, “Deploying MySQL on Windows and Other Non-Linux Platforms with Docker”.

platforms. Other platforms are not supported, and users running the MySQL

Warning
O The MySQL Docker images provided by Oracle are built specifically for Linux
Docker images from Oracle on them are doing so at their own risk.

2.3.3 MySQL Installer for Windows

MySQL Installer is a standalone application designed to ease the complexity of installing and
configuring MySQL products that run on Microsoft Windows. It is downloaded with and supports the

following MySQL products:

* MySQL Servers

MySQL Installer can install and manage multiple, separate MySQL server instances on the same
host at the same time. For example, MySQL Installer can install, configure, and upgrade a separate
instance of MySQL 5.6, MySQL 5.7, and MySQL 8.0 on the same host. MySQL Installer does not
permit server upgrades between major and minor version numbers, but does permit upgrades within
a release series (such as 8.0.21 to 8.0.22).

MySQL server on the same host. If you require both releases on the same
host, consider using the ZIP archive distribution to install one of the releases.

Note
@ MySQL Installer cannot install both Community and Commercial releases of
* MySQL Applications
MySQL Workbench, MySQL Shell, MySQL Router, and MySQL for Visual Studio.
* MySQL Connectors

MySQL Connector/NET, MySQL Connector/Python, MySQL Connector/ODBC, MySQL Connector/
J, and MySQL Connector/C++. To install MySQL Connector/Node.js, see https://dev.mysql.com/
downloads/connector/nodejs/.

Installation Requirements

MySQL Installer requires Microsoft .NET Framework 4.5.2 or later. If this version is not installed on the
host computer, you can download it by visiting the Microsoft website.

To invoke MySQL Installer after a successful installation:

1. Right-click Windows Start, select Run, and then click Browse. Navigate to Pr ogram Fi | es
(x86) > MySQL > MySQL Installer for Wndows toopen the program folder.

2. Select one of the following files:
« MySQLI nst al | er. exe to open the graphical application.
« MySQLI nst al | er Consol e. exe to open the command-line application.

3. Click Open and then click OK in the Run window. If you are prompted to allow the application to
make changes to the device, select Yes.
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Each time you invoke MySQL Installer, the initialization process looks for the presence of an internet
connection and prompts you to enable offline mode if it finds no internet access (and offline mode

is disabled). Select Yes to run MySQL Installer without internet-connection capabilities. MySQL
product availability is limited to only those products currently in the product cache when you enable
offline mode. To download MySQL products, click the offline mode Disable quick action shown on the
dashboard.

An internet connection is required to download a manifest containing metadata for the latest MySQL
products that are not part of a full bundle. MySQL Installer attempts to download the manifest when
you start the application for the first time and then periodically in configurable intervals (see MySQL
Installer options). Alternatively, you can retrieve an updated manifest manually by clicking Catalog in
the MySQL Installer dashboard.

is logged and you may have limited access to MySQL products during your
session. MySQL Installer attempts to download the manifest with each startup
until the initial manifest structure is updated. For help finding a product, see

Note
@ If the first-time or subsequent manifest download is unsuccessful, an error
Locating Products to Install.

MySQL Installer Community Release

Download software from https://dev.mysqgl.com/downloads/installer/ to install the Community release of
all MySQL products for Windows. Select one of the following MySQL Installer package options:

» Web: Contains MySQL Installer and configuration files only. The web package option downloads only
the MySQL products you select to install, but it requires an internet connection for each download.
The size of this file is approximately 2 MB. The file name has the form nysql -i nstal | er -
conmuni t y- web- VERSI ON. N. nsi in which VERSI ONis the MySQL server version number such
as 8.0 and Nis the package number, which begins at 0.

» Full or Current Bundle: Bundles all of the MySQL products for Windows (including the MySQL
server). The file size is over 300 MB, and the name has the form mysql -i nstal | er -
conmuni t y- VERSI ON. N. nsi in which VERSI ON is the MySQL Server version number such as 8.0
and Nis the package number, which begins at 0.

MySQL Installer Commercial Release

Download software from https://edelivery.oracle.com/ to install the Commercial release (Standard or
Enterprise Edition) of MySQL products for Windows. If you are logged in to your My Oracle Support
(MOS) account, the Commercial release includes all of the current and previous GA versions available
in the Community release, but it excludes development-milestone versions. When you are not logged
in, you see only the list of bundled products that you downloaded already.

The Commercial release also includes the following products:
* Workbench SE/EE

» MySQL Enterprise Backup

* MySQL Enterprise Firewall

The Commercial release integrates with your MOS account. For knowledge-base content and patches,
see My Oracle Support.

2.3.3.1 MySQL Installer Initial Setup
» Choosing a Setup Type
» Path Conflicts

» Check Requirements
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* MySQL Installer Configuration Files

When you download MySQL Installer for the first time, a setup wizard guides you through the initial
installation of MySQL products. As the following figure shows, the initial setup is a one-time activity in
the overall process. MySQL Installer detects existing MySQL products installed on the host during its
initial setup and adds them to the list of products to be managed.

Figure 2.7 MySQL Installer Process Overview

Install MySQL products

Download MySQL * Download products

installer Sl i * Run M files

initial setup

Manage products
and update the
MySQL Installer

{with MySQL products) * Configuration
* Install complete catalog

Non-Repeating

MySQL Installer extracts configuration files (described later) to the hard drive of the host during the
initial setup. Although MySQL Installer is a 32-bit application, it can install both 32-bit and 64-bit
binaries.

The initial setup adds a link to the Start menu under the MySQL folder group. Click Start, MySQL, and
MySQL Installer - [Community | Commercial] to open the community or commercial release of the
graphical tool.

Choosing a Setup Type

During the initial setup, you are prompted to select the MySQL products to be installed on the host.
One alternative is to use a predetermined setup type that matches your setup requirements. By default,
both GA and pre-release products are included in the download and installation with the Developer
Default, Client only, and Full setup types. Select the Only install GA products option to restrict the
product set to include GA products only when using these setup types.

available to select and install if you are using the Commercial version of MySQL

Note
S Commercial-only MySQL products, such as MySQL Enterprise Backup, are
Installer (see MySQL Installer Commercial Release).

Choosing one of the following setup types determines the initial installation only and does not limit your
ability to install or update MySQL products for Windows later:

» Developer Default: Install the following products that compliment application development with
MySQL:

* MySQL Server (Installs the version that you selected when you downloaded MySQL Installer.)
e MySQL Shell

 MySQL Router

* MySQL Workbench

¢ MySQL for Visual Studio

¢ MySQL Connectors (for .NET, Python, ODBC, Java, and C++)

¢ MySQL Documentation

« MySQL Samples and Examples
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e Server only: Only install the MySQL server. This setup type installs the general availability (GA) or
development release server that you selected when you downloaded MySQL Installer. It uses the
default installation and data paths.

 Client only: Only install the most recent MySQL applications and MySQL connectors. This setup
type is similar to the Devel oper Def aul t type, except that it does not include MySQL server or
the client programs typically bundled with the server, such as nysql or nysql admni n.

 Full: Install all available MySQL products.

» Custom: The custom setup type enables you to filter and select individual MySQL products from the
MySQL Installer catalog.

Note

@ For MySQL Server versions 8.0.20 (and earlier), 5.7, and 5.6, the account
you use to run MySQL Installer may not have adequate permission to install
the server data files and this can interrupt the installation because the
ExecSecur eObj ect s MSI action cannot be executed. To proceed, deselect
the Server data files feature before attempting to install the server again. For
help, see Product Features To Install).

The Server data files check box was removed from the feature tree for
MySQL Server 8.0.21 (and higher).

Use the Cust omsetup type to install:

* A product or product version that is not available from the usual download locations. The catalog
contains all product releases, including the other releases between pre-release (or development)
and GA.

¢ An instance of MySQL server using an alternative installation path, data path, or both. For
instructions on how to adjust the paths, see Section 2.3.3.2, “Setting Alternative Server Paths with
MySQL Installer”.

« Two or more MySQL server versions on the same host at the same time (for example, 5.6, 5.7,
and 8.0).

« A specific combination of products and features not offered as a predetermine setup type. For
example, you can install a single product, such as MySQL Workbench, instead of installing all
client applications for Windows.

Path Conflicts

When the default installation or data folder (required by MySQL server) for a product to be installed
already exists on the host, the wizard displays the Path Conflict step to identify each conflict and
enable you to take action to avoid having files in the existing folder overwritten by the new installation.
You see this step in the initial setup only when MySQL Installer detects a conflict.

To resolve the path conflict, do one of the following:

» Select a product from the list to display the conflict options. A warning symbol indicates which path is
in conflict. Use the browse button to choose a new path and then click Next.

» Click Back to choose a different setup type or product version, if applicable. The Cust omsetup type
enables you to select individual product versions.

» Click Next to ignore the conflict and overwrite files in the existing folder.

» Delete the existing product. Click Cancel to stop the initial setup and close MySQL Installer. Open
MySQL Installer again from the Start menu and delete the installed product from the host using the
Delete operation from the MySQL Installer dashboard.
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Check Requirements

MySQL Installer uses entries in the package-r ul es. xn file to determine whether the prerequisite
software for each product is installed on the host. When the requirements check fails, MySQL Installer
displays the Check Requirements step to help you update the host. Requirements are evaluated
each time you download a new product (or version) for installation. The following figure identifies and
describes the key areas of this step.

Figure 2.8 Check Requirements
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Description of Check Requirements Elements

1. Shows the current step in the initial setup. Steps in this list may change slightly depending on the
products already installed on the host, the availability of prerequisite software, and the products to
be installed on the host.

2. Lists all pending installation requirements by product and indicates the status as follows:

< A blank space in the Status column means that MySQL Installer can attempt to download and
install the required software for you.

* The word Manual in the Status column means that you must satisfy the requirement manually.
Select each product in the list to see its requirement details.

3. Describes the requirement in detail to assist you with each manual resolution. When possible, a

download URL is provided. After you download and install the required software, click Check to
verify that the requirement has been met.

4. Provides the following set operations to proceed:

« Back — Return to the previous step. This action enables you to select a different the setup type.

« Execute — Have MySQL Installer attempt to download and install the required software for all
items without a manual status. Manual requirements are resolved by you and verified by clicking
Check.

* Next — Do not execute the request to apply the requirements automatically and proceed to the
installation without including the products that fail the check requirements step.
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« Cancel — Stop the installation of MySQL products. Because MySQL Installer is already installed,
the initial setup begins again when you open MySQL Installer from the Start menu and click Add
from the dashboard. For a description of the available management operations, see Product
Catalog.

MySQL Installer Configuration Files

All MySQL Installer files are located within the C: \ Program Fi | es (x86) and C:\ Progr anDat a
folders. The following table describes the files and folders that define MySQL Installer as a standalone
application.

K

Table 2.5 MySQL Installer Configuration Files

Note

Installed MySQL products are neither altered nor removed when you update or
uninstall MySQL Installer.

File or Folder
MySQL Installer for

Description Folder Hierarchy

C.\Program Fi | es (x86)

This folder contains all

W ndows of the files needed to
run MySQL Installer and
MySQLI nst al | er Consol e. exe|
a command-line program with
similar functionality.
Tenpl at es The Tenpl at es folder has one |C: \ Pr ogr anDat a\ My SQL

file for each version of MySQL
server. Template files contain
keys and formulas to calculate
some values dynamically.

\MySQ Installer for
W ndows\ Mani f est

This file contains the
prerequisites for every product to
be installed.

package-rul es. xni C:\ ProgranDat a\ MySQL
\MySQL Installer for

W ndows\ Mani f est
C. \ Progr anDat a\ MySQL

produt s. xm The pr oduct s file (or product

catalog) contains a list of all
products available for download.

\MySQL Installer for
W ndows\ Mani f est

Pr oduct Cache

The Product Cache folder
contains all standalone . nsi
files bundled with the full
package or downloaded
afterward.

C:. \ Progr anDat a\ MySQL
\MySQL Installer for
W ndows

2.3.3.2 Setting Alternative Server Paths with MySQL Installer

You can change the default installation path, the data path, or both when you install MySQL server.
After you have installed the server, the paths cannot be altered without removing and reinstalling the

server instance.

S |

Note

To change paths for MySQL server

Starting with MySQL Installer 1.4.39, if you move the data directory of an
installed server manually, MySQL Installer identifies the change and can
process a reconfiguration operation without errors.

1. Identify the MySQL server to change and enable the Advanced Options link as follows:
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a. Navigate to the Select Products page by doing one of the following:
i. Ifthisis an initial setup of MySQL Installer, select the Cust omsetup type and click Next.
ii. If MySQL Installer is installed on your computer, click Add from the dashboard.

b. Click Edit to apply a filter on the product list shown in Available Products (see Locating
Products to Install).

c. With the server instance selected, use the arrow to move the selected server to the Products
To Be Installed list.

d. Click the server to select it. When you select the server, the Advanced Options link is
enabled below the list of products to be installed (see the following figure).

2. Click Advanced Options to open a dialog box where you can enter alternative path names. After

the path names are validated, click Next to continue with the configuration steps.
Figure 2.9 Change MySQL Server Path
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2.3.3.3 Installation Workflows with MySQL Installer

MySQL Installer provides a wizard-like tool to install and configure new MySQL products for Windows.
Unlike the initial setup, which runs only once, MySQL Installer invokes the wizard each time you
download or install a new product. For first-time installations, the steps of the initial setup proceed
directly into the steps of the installation. For assistance with product selection, see Locating Products to
Install.

generated files, such as nmy. i ni . This does not apply to files and directories for
specific products, such as the MySQL server data directory in %°r ogr anDat a%

Note
S Full permissions are granted to the user executing MySQL Installer to all
that is owned by SYSTEM

Products installed and configured on a host follow a general pattern that might require your input during
the various steps. If you attempt to install a product that is incompatible with the existing MySQL server
version (or a version selected for upgrade), you are alerted about the possible mismatch.
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MySQL Installer provides the following sequence of actions that apply to different workflows:

Select Products.  If you selected the Cust omsetup type during the initial setup or clicked Add
from the MySQL Installer dashboard, MySQL Installer includes this action in the sidebar. From
this page, you can apply a filter to modify the Available Products list and then select one or more
products to move (using arrow keys) to the Products To Be Installed list.

Select the check box on this page to activate the Select Features action where you can customize
the products features after the product is downloaded.

Download. If you installed the full (not web) MySQL Installer package, all . nsi files were loaded
to the Product Cache folder during the initial setup and are not downloaded again. Otherwise, click
Execute to begin the download. The status of each product changes from Ready t o Downl oad, to
Downl oadi ng, and then to Downl oaded.

To retry a single unsuccessful download, click the Try Again link.
To retry all unsuccessful downloads, click Try All.

Select Features To Install (disabled by default).  After MySQL Installer downloads a product's
. msi file, you can customize the features if you enabled the optional check box previously during the
Select Products action.

To customize product features after the installation, click Modify in the MySQL Installer dashboard.

Installation.  The status of each product in the list changes from Ready to I nstall,to
I nstal | ing,and lastly to Conpl et e. During the process, click Show Details to view the
installation actions.

If you cancel the installation at this point, the products are installed, but the server (if installed) is not
yet configured. To restart the server configuration, open MySQL Installer from the Start menu and
click Reconfigure next to the appropriate server in the dashboard.

Product configuration.  This step applies to MySQL Server, MySQL Router, and samples only.
The status for each item in the list should indicate Ready t o Confi gur e. Click Next to start the
configuration wizard for all items in the list. The configuration options presented during this step are
specific to the version of database or router that you selected to install.

Click Execute to begin applying the configuration options or click Back (repeatedly) to return to each
configuration page.

Installation complete.  This step finalizes the installation for products that do not require
configuration. It enables you to copy the log to a clipboard and to start certain applications, such as
MySQL Workbench and MySQL Shell. Click Finish to open the MySQL Installer dashboard.

MySQL Server Configuration with MySQL Installer

MySQL Installer performs the initial configuration of the MySQL server. For example:

It creates the configuration file (my. i ni ) that is used to configure the MySQL server. The values
written to this file are influenced by choices you make during the installation process. Some
definitions are host dependent. For example, query_cache is enabled if the host has fewer than three
cores.

Note
@ Query cache was deprecated in MySQL 5.7 and removed in MySQL 8.0 (and
later).

By default, a Windows service for the MySQL server is added.

Provides default installation and data paths for MySQL server. For instructions on how to change the
default paths, see Section 2.3.3.2, “Setting Alternative Server Paths with MySQL Installer”.
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« It can optionally create MySQL server user accounts with configurable permissions based on general
roles, such as DB Administrator, DB Designer, and Backup Admin. It optionally creates a Windows
user named Mysql Sys with limited privileges, which would then run the MySQL Server.

User accounts may also be added and configured in MySQL Workbench.

» Checking Show Advanced Options enables additional Logging Options to be set. This includes
defining custom file paths for the error log, general log, slow query log (including the configuration of
seconds it requires to execute a query), and the binary log.

During the configuration process, click Next to proceed to the next step or Back to return to the
previous step. Click Execute at the final step to apply the server configuration.

The sections that follow describe the server configuration options that apply to MySQL server on
Windows. The server version you installed will determine which steps and options you can configure.
Configuring MySQL server may include some or all of the steps.

Type and Networking

» Server Configuration Type

Choose the MySQL server configuration type that describes your setup. This setting defines the
amount of system resources (memory) to assign to your MySQL server instance.

« Development: A computer that hosts many other applications, and typically this is your personal
workstation. This setting configures MySQL to use the least amount of memory.

« Server: Several other applications are expected to run on this computer, such as a web server.
The Server setting configures MySQL to use a medium amount of memory.

< Dedicated: A computer that is dedicated to running the MySQL server. Because no other major
applications run on this server, this setting configures MySQL to use the majority of available
memory.

« Manual

Prevents MySQL Installer from attempting to optimize the server installation, and instead, sets the
default values to the server variables included in the my. i ni configuration file. With the Manual
type selected, MySQL Installer uses the default value of 16M for the t np_t abl e_si ze variable
assignment.

» Connectivity
Connectivity options control how the connection to MySQL is made. Options include:

e TCP/IP: This option is selected by default. You may disable TCP/IP Networking to permit local host
connections only. With the TCP/IP connection option selected, you can modify the following items:

 Port for classic MySQL protocol connections. The default value is 3306.
» X Protocol Port shown when configuring MySQL 8.0 server only. The default value is 33060

* Open Windows Firewall port for network access, which is selected by default for TCP/IP
connections.

If a port number is in use already, you will see the information icon ( =*) next to the default value
and Next is disabled until you provide a new port number.

« Named Pipe: Enable and define the pipe name, similar to setting the naned_pi pe system
variable. The default name is My SQL.
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When you select Named Pipe connectivity, and then proceed to the next step, you are prompted
to set the level of access control granted to client software on named-pipe connections. Some
clients require only minimum access control for communication, while other clients require full
access to the named pipe.

You can set the level of access control based on the Windows user (or users) running the client as
follows:

e Minimum access to all users (RECOMMENDED). This level is enabled by default because
it is the most secure.

* Full access to members of alocal group. If the minimum-access option is too restrictive
for the client software, use this option to reduce the number of users who have full access on
the named pipe. The group must be established on Windows before you can select it from the
list. Membership in this group should be limited and managed. Windows requires a newly added
member to first log out and then log in again to join a local group.

e Full access to all users (NOT RECOMMENDED). This option is less secure and should be
set only when other safeguards are implemented.

e Shared Memory: Enable and define the memory name, similar to setting the shar ed_nenory
system variable. The default name is My SQL.

» Advanced Configuration

Check Show Advanced and Logging Options to set custom logging and advanced options in later
steps. The Logging Options step enables you to define custom file paths for the error log, general
log, slow query log (including the configuration of seconds it requires to execute a query), and the
binary log. The Advanced Options step enables you to set the unique server ID required when binary
logging is enabled in a replication topology.

* MySQL Enterprise Firewall (Enterprise Edition only)

The Enable MySQL Enterprise Firewall check box is deselected by default. Select this option to
enable a security list that offers protection against certain types of attacks. Additional post-installation
configuration is required (see Section 6.4.5, “MySQL Enterprise Firewall”).

Important

A There is an issue for MySQL 8.0.19 that prevents the server from starting if
MySQL Enterprise Firewall is selected during the server configuration steps.
If the server startup operation fails, click Cancel to end the configuration
process and return to the dashboard. You must uninstall the server.

The workaround is to run MySQL Installer without MySQL Enterprise
Firewall selected. (That is, do not select the Enable MySQL Enterprise
Firewall check box.) Then install MySQL Enterprise Firewall afterward using
the instructions for manual installation (see Section 6.4.5.2, “Installing or
Uninstalling MySQL Enterprise Firewall”).

Authentication Method

The Authentication Method step is visible only during the installation or upgrade of MySQL 8.0.4
or higher. It introduces a choice between two server-side authentication options. The MySQL user
accounts that you create in the next step will use the authentication method that you select in this step.

MySQL 8.0 connectors and community drivers that use | i brrysqgl cl i ent 8.0 now support the
nysqgl native_ passwor d default authentication plugin. However, if you are unable to update your
clients and applications to support this new authentication method, you can configure the MySQL
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server to use nysql _nati ve passwor d for legacy authentication. For more information about the
implications of this change, see caching_sha2_password as the Preferred Authentication Plugin.

If you are installing or upgrading to MySQL 8.0.4 or higher, select one of the following authentication
methods:

» Use Strong Password Encryption for Authentication (RECOMMENDED)

MySQL 8.0 supports a hew authentication based on improved, stronger SHA256-based password
methods. It is recommended that all new MySQL server installations use this method going forward.

Important

new versions of connectors and clients, which add support for the new

A The cachi ng_sha2_passwor d authentication plugin on the server requires
MySQL 8.0 default authentication.
* Use Legacy Authentication Method (Retain MySQL 5.x Compatibility)

Using the old MySQL 5.x legacy authentication method should be considered only in the following
cases:

« Applications cannot be updated to use MySQL 8.0 connectors and drivers.
* Recompilation of an existing application is not feasible.

* An updated, language-specific connector or driver is not available yet.

Accounts and Roles

* Root Account Password

Assigning a root password is required and you will be asked for it when performing other MySQL
Installer operations. Password strength is evaluated when you repeat the password in the box
provided. For descriptive information regarding password requirements or status, move your mouse

1,
pointer over the information icon ( =** ) when it appears.
» MySQL User Accounts (Optional)

Click Add User or Edit User to create or modify MySQL user accounts with predefined roles. Next,
enter the required account credentials:

¢ User Name: MySQL user names can be up to 32 characters long.

* Host: Select | ocal host for local connections only or <Al | Hosts (% > when remote
connections to the server are required.

« Role: Each predefined role, such as DB Adni n, is configured with its own set of privileges. For
example, the DB Admi n role has more privileges than the DB Desi gner role. The Role drop-
down list contains a description of each role.

« Password: Password strength assessment is performed while you type the password. Passwords
must be confirmed. MySQL permits a blank or empty password (considered to be insecure).

MySQL Installer Commercial Release Only:  MySQL Enterprise Edition for Windows, a
commercial product, also supports an authentication method that performs external authentication on
Windows. Accounts authenticated by the Windows operating system can access the MySQL server
without providing an additional password.

To create a new MySQL account that uses Windows authentication, enter the user name
and then select a value for Host and Role. Click Windows authentication to enable the
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aut henti cati on_wi ndows plugin. In the Windows Security Tokens area, enter a token for each
Windows user (or group) who can authenticate with the MySQL user name. MySQL accounts can
include security tokens for both local Windows users and Windows users that belong to a domain.
Multiple security tokens are separated by the semicolon character (; ) and use the following format
for local and domain accounts:

¢ Local account

Enter the simple Windows user name as the security token for each local user or group; for
example, finl ey;jeffrey;admn.

* Domain account

Use standard Windows syntax (domai n\ donai nuser) or MySQL syntax (domai n\
\ donmai nuser) to enter Windows domain users and groups.

For domain accounts, you may need to use the credentials of an administrator within the domain
if the account running MySQL Installer lacks the permissions to query the Active Directory. If this
is the case, select Validate Active Directory users with to activate the domain administrator
credentials.

Windows authentication permits you to test all of the security tokens each time you add or modify
a token. Click Test Security Tokens to validate (or revalidate) each token. Invalid tokens generate
a descriptive error message along with a red X icon and red token text. When all tokens resolve as
valid (green text without an X icon), you can click OK to save the changes.

Windows Service

On the Windows platform, MySQL server can run as a named service managed by the operating
system and be configured to start up automatically when Windows starts. Alternatively, you can
configure MySQL server to run as an executable program that requires manual configuration.

e Configure MySQL server as a Windows service (Selected by default.)

When the default configuration option is selected, you can also select the following:

e Start the MySQL Server at System Startup

When selected (default), the service startup type is set to Automatic; otherwise, the startup type is
set to Manual.

* Run Windows Service as
When Standard System Account is selected (default), the service logs on as Network Service.

The Custom User option must have privileges to log on to Microsoft Windows as a service. The
Next button will be disabled until this user is configured with the required privileges.

A custom user account is configured in Windows by searching for "local security policy" in the Start
menu. In the Local Security Policy window, select Local Policies, User Rights Assignment,

and then Log On As A Service to open the property dialog. Click Add User or Group to add the
custom user and then click OK in each dialog to save the changes.

» Deselect the Windows Service option.
Server File Permissions
Optionally, permissions set on the folders and files located at C. \ Pr ogr anDat a\ My SQL\ My SQL

Server 8. 0\ Dat a can be managed during the server configuration operation. You have the following
options:
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» MySQL Installer can configure the folders and files with full control granted exclusively to the user
running the Windows service, if applicable, and to the Administrators group.

All other groups and users are denied access. This is the default option.

» Have MySQL Installer use a configuration option similar to the one just described, but also have
MySQL Installer show which users could have full control.

You are then able to decide if a group or user should be given full control. If not, you can move the
qualified members from this list to a second list that restricts all access.

» Have MySQL Installer skip making file-permission changes during the configuration operation.

If you select this option, you are responsible for securing the Dat a folder and its related files
manually after the server configuration finishes.

Logging Options

This step is available if the Show Advanced Configuration check box was selected during the Type
and Networking step. To enable this step now, click Back to return to the Type and Networking step
and select the check box.

Advanced configuration options are related to the following MySQL log files:
* Error Log

e General Log

» Slow Query Log

* Bin Log

Note
@ The binary log is enabled by default for MySQL 5.7 and higher.

Advanced Options

This step is available if the Show Advanced Configuration check box was selected during the Type
and Networking step. To enable this step now, click Back to return to the Type and Networking step
and select the check box.

The advanced-configuration options include:
» Server ID

Set the unique identifier used in a replication topology. If binary logging is enabled, you must specify
a server ID. The default ID value depends on the server version. For more information, see the
description of the ser ver _i d system variable.

» Table Names Case

You can set the following options during the initial and subsequent configuration the server. For the
MySQL 8.0 release series, these options apply only to the initial configuration of the server.

e Lower Case

Sets the | ower _case_t abl e_nanes option value to 1 (default), in which table names are stored
in lowercase on disk and comparisons are not case-sensitive.

* Preserve Given Case

Sets the | ower case_t abl e_nanes option value to 2, in which table names are stored as given
but compared in lowercase.
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Apply Server Configuration

All configuration settings are applied to the MySQL server when you click Execute. Use the
Configuration Steps tab to follow the progress of each action; the icon for each toggles from white to
green (with a check mark) on success. Otherwise, the process stops and displays an error message if
an individual action times out. Click the Log tab to view the log.

When the installation completes successfully and you click Finish, MySQL Installer and the installed
MySQL products are added to the Microsoft Windows Start menu under the My SQL group. Opening
MySQL Installer loads the dashboard where installed MySQL products are listed and other MySQL
Installer operations are available.

MySQL Router Configuration with MySQL Installer

MySQL Installer downloads and installs a suite of tools for developing and managing business-critical
applications on Windows. The suite consists of applications, connectors, documentation, and samples.

During the initial setup, choose any predetermined setup type, except Ser ver onl y, to install the
latest GA version of the tools. Use the Cust omsetup type to install an individual tool or specific
version. If MySQL Installer is installed on the host already, use the Add operation to select and install
tools from the MySQL Installer dashboard.

MySQL Router Configuration

MySQL Installer provides a configuration wizard that can bootstrap an installed instance of MySQL
Router 8.0 to direct traffic between MySQL applications and an InnoDB Cluster. When configured,
MySQL Router runs as a local Windows service.

when you reconfigure an installed router explicitly. In contrast, the upgrade

Note
@ You are prompted to configure MySQL Router after the initial installation and
operation does not require or prompt you to configure the upgraded product.

To configure MySQL Router, do the following:
1. Set up InnoDB Cluster.

2. Using MySQL Installer, download and install the MySQL Router application. After the installation
finishes, the configuration wizard prompts you for information. Select the Configure MySQL
Router for InnoDB Cluster check box to begin the configuration and provide the following
configuration values:

« Hostname: Host name of the primary (seed) server in the InnoDB Cluster (I ocal host by
default).

e Port: The port number of the primary (seed) server in the InnoDB Cluster (3306 by default).
« Management User: An administrative user with root-level privileges.
» Password: The password for the management user.

¢ Classic MySQL protocol connections to InnoDB Cluster

Read/Write: Set the first base port number to one that is unused (between 80 and 65532) and
the wizard will select the remaining ports for you.

The figure that follows shows an example of the MySQL Router configuration page, with the first
base port number specified as 6446 and the remaining ports set by the wizard to 6447, 6448, and
6449.
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Figure 2.10 MySQL Router Configuration
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Click Next and then Execute to apply the configuration. Click Finish to close MySQL Installer or
return to the MySQL Installer dashboard.

After configuring MySQL Router, the root account exists in the user table as r oot @ ocal host (local)
only, instead of r oot @b6(remote). Regardless of where the router and client are located, even if both
are located on the same host as the seed server, any connection that passes through the router is
viewed by server as being remote, not local. As a result, a connection made to the server using the
local host (see the example that follows), does not authenticate.

$> \c root @ocal host : 6446

2.3.3.4 MySQL Installer Product Catalog and Dashboard

This section describes the MySQL Installer product catalog, the dashboard, and other actions related to
product selection and upgrades.

Product Catalog

MySQL Installer Dashboard
Locating Products to Install
Upgrading MySQL Server
Removing MySQL Server

Upgrading MySQL Installer

Product Catalog

The product catalog stores the complete list of released MySQL products for Microsoft Windows that
are available to download from MySQL Downloads. By default, and when an Internet connection is
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present, MySQL Installer attempts to update the catalog at startup every seven days. You can also
update the catalog manually from the dashboard (described later).

An up-to-date catalog performs the following actions:

» Populates the Available Products pane of the Select Products page. This step appears when you
select:

e The Cust omsetup type during the initial setup.
e The Add operation from the dashboard.
« ldentifies when product updates are available for the installed products listed in the dashboard.

The catalog includes all development releases (Pre-Release), general releases (Current GA), and
minor releases (Other Releases). Products in the catalog will vary somewhat, depending on the
MySQL Installer release that you download.

MySQL Installer Dashboard

The MySQL Installer dashboard is the default view that you see when you start MySQL Installer after
the initial setup finishes. If you closed MySQL Installer before the setup was finished, MySQL Installer
resumes the initial setup before it displays the dashboard.

appear in the dashboard. These products, such as MySQL for Excel and

Note
@ Products covered under Oracle Lifetime Sustaining Support, if installed, may
MySQL Notifier, can be modified or removed only.

Figure 2.11 MySQL Installer Dashboard Elements
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Description of MySQL Installer Dashboard Elements

1. MySQL Installer dashboard operations provide a variety of actions that apply to installed products
or products listed in the catalog. To initiate the following operations, first click the operation link and
then select the product or products to manage:
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« Add: This operation opens the Select Products page. From there you can adjust the filter, select
one or more products to download (as needed), and begin the installation. For hints about using
the filter, see Locating Products to Install.

Use the directional arrows to move each product from the Available Products column to
the Products To Be Installed column. To enable the Product Features page where you can
customize features, click the related check box (disabled by default).

Note

g For MySQL Server versions 8.0.20 (and earlier), 5.7, and 5.6, the account
you use to run MySQL Installer may not have adequate permission to
install the server data files and this can interrupt the installation because
the ExecSecur ebj ect s MSI action cannot be executed. To proceed,
deselect the Server data files feature before attempting to install the
server again.

The Server data files check box was removed from the feature tree for
MySQL Server 8.0.21 (or higher).

« Modify: Use this operation to add or remove the features associated with installed products.
Features that you can modify vary in complexity by product. When the Program Shortcut check
box is selected, the product appears in the Start menu under the My SQL group.

* Upgrade: This operation loads the Select Products to Upgrade page and populates it with all
the upgrade candidates. An installed product can have more than one upgrade version and
the operation requires a current product catalog. MySQL Installer upgrades all of the selected
products in one action. Click Show Details to view the actions performed by MySQL Installer.

« Remove: This operation opens the Remove Products page and populates it with the MySQL
products installed on the host. Select the MySQL products you want to remove (uninstall) and
then click Execute to begin the removal process. During the operation, an indicator shows the
number of steps that are executed as a percentage of all steps.

To select products to remove, do one of the following:
 Select the check box for one or more products.
» Select the Product check box to select all products.

2. The Reconfigure link in the Quick Action column next to each installed server loads the current
configuration values for the server and then cycles through all configuration steps enabling you to
change the options and values. You must provide credentials with root privileges to reconfigure
these items. Click the Log tab to show the output of each configuration step performed by MySQL
Installer.

On completion, MySQL Installer stops the server, applies the configuration changes, and restarts
the server for you. For a description of each configuration option, see MySQL Server Configuration
with MySQL Installer. Installed Sanpl es and Exanpl es associated with a specific MySQL server
version can be also be reconfigured to apply new feature settings, if any.

3. The Catalog link enables you to download the latest catalog of MySQL products manually and
then to integrate those product changes with MySQL Installer. The catalog-download action does
not perform an upgrade of the products already installed on the host. Instead, it returns to the
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dashboard and adds an arrow icon to the Version column for each installed product that has a
newer version. Use the Upgrade operation to install the newer product version.

You can also use the Catalog link to display the current change history of each product without
downloading the new catalog. Select the Do not update at this time check box to view the change
history only.

4. N
The MySQL Installer About icon ('x_?/') shows the current version of MySQL Installer and general
information about MySQL. The version number is located above the Back button.

Tip
; Always include this version number when reporting a problem with MySQL
Installer.

In addition to the About MySQL information (), you can also select the following icons from the
side panel:

License icon ) for MySQL Installer.

This product may include third-party software, used under license. If you are using a Commercial
release of MySQL Installer, the icon opens the MySQL Installer Commercial License Information
User Manual for licensing information, including licensing information relating to third-party
software that may be included in this Commercial release. If you are using a Community release
of MySQL Installer, the icon opens the MySQL Installer Community License Information User
Manual for licensing information, including licensing information relating to third-party software
that may be included in this Community release.

é

Resource links icon (
more.

) to the latest MySQL product documentation, blogs, webinars, and

5. )
The MySQL Installer Options icon (\i'/’) includes the following tabs:

« General: Enables or disables the Offline mode option. If selected, this option configures
MySQL Installer to run without depending on internet-connection capabilities. When running
MySQL Installer in offline mode, you see a warning together with a Disable quick action on
the dashboard. The warning serves to remind you that running MySQL Installer in offline mode
prevents you from downloading the latest MySQL products and product catalog updates. Offline
mode persists until you disable the option.

At startup, MySQL Installer determines whether an internet connection is present, and, if not,
prompts you to enable offline mode to resume working without a connection.

< Product Catalog: Manages the automatic catalog updates. By default, MySQL Installer checks
for catalog updates at startup every seven days. When new products or product versions are

*

available, MySQL Installer adds them to the catalog and then inserts an arrow icon (
the version number of installed products listed in the dashboard.

) next to

Use the product catalog option to enable or disable automatic updates and to reset the number of
days between automatic catalog downloads. At startup, MySQL Installer uses the number of days
you set to determine whether a download should be attempted. This action is repeated during
next startup if MySQL Installer encounters an error downloading the catalog.

« Connectivity Settings: Several operations performed by MySQL Installer require internet
access. This option enables you to use a default value to validate the connection or to use
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a different URL, one selected from a list or added by you manually. With the Manual option
selected, new URLSs can be added and all URLs in the list can be moved or deleted. When the
Automatic option is selected, MySQL Installer attempts to connect to each default URL in the list
(in order) until a connection is made. If no connection can be made, it raises an error.

« Proxy: MySQL Installer provides multiple proxy modes that enable you to download MySQL
products, updates, or even the product catalog in most network environments. The mode are:

* No proxy

Select this mode to prevent MySQL Installer from looking for system settings. This mode
disables any proxy settings.

* Automatic

Select this mode to have MySQL Installer look for system settings and to use those settings if
found, or to use no proxy if nothing is found. This mode is the default.

 Manual

Select this mode to have MySQL Installer use your authentication details to configuration proxy
access to the internet. Specifically:

» A proxy-server address (ht t p: / / addr ess-t o- ser ver) and port number

» A user name and password for authentication

Locating Products to Install

MySQL products in the catalog are listed by category: MySQL Servers, Applications, MySQL
Connectors, and Documentation. Only the latest GA versions appear in the Available Products pane
by default. If you are looking for a pre-release or older version of a product, it may not be visible in the
default list.

Note
@ Keep the product catalog up-to-date. Click Catalog on the MySQL Installer
dashboard to download the latest manifest.

To change the default product list, click Add in the dashboard to open the Select Products page, and
then click Edit to open the dialog box shown in the figure that follows. Modify the settings and then click
Filter.

Figure 2.12 Filter Available Products

Text: |

Category: | All Software ~

Maturity: | Current GA& w [] Already Downloaded
Architecture: (@ Any () 32-bit ) 84-bit

Filter

Reset one or more of the following fields to modify the list of available products:
» Text: Filter by text.

» Category: All Software (default), MySQL Servers, Applications, MySQL Connectors, or
Documentation (for samples and documentation).
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» Maturity: Current Bundle (appears initially with the full package only), Pre-Release, Current GA, or
Other Releases. If you see a warning, confirm that you have the most recent product manifest by
clicking Catalog on the MySQL Installer dashboard. If MySQL Installer is unable to download the
manifest, the range of products you see is limited to bundled products, standalone product MSls
located in the Product Cache folder already, or both.

products when you select the Pre-Release maturity filter. Products in
development are available from the Community release of MySQL Installer

Note
@ The Commercial release of MySQL Installer does not display any MySQL
only.

» Already Downloaded (the check box is deselected by default). Permits you to view and manage
downloaded products only.

 Architecture: Any (default), 32-bit, or 64-bit.
Upgrading MySQL Server

Important server upgrade conditions:

* MySQL Installer does not permit server upgrades between major release versions or minor release
versions, but does permit upgrades within a release series, such as an upgrade from 5.7.18 to
5.7.19.

» Upgrades between milestone releases (or from a milestone release to a GA release) are not
supported. Significant development changes take place in milestone releases and you may
encounter compatibility issues or problems starting the server.

» For upgrades to MySQL 8.0.16 server and higher, a check box enables you to skip the upgrade
check and process for system tables, while checking and processing data dictionary tables normally.
MySQL Installer does not prompt you with the check box when the previous server upgrade was
skipped or when the server was configured as a sandbox InnoDB Cluster. This behavior represents
a change in how MySQL Server performs an upgrade (see What the MySQL Upgrade Process
Upgrades) and it alters the sequence of steps that MySQL Installer applies to the configuration
process.

If you select Skip system tables upgrade check and process. (Not recommended), MySQL
Installer starts the upgraded server with the - - upgr ade=M NI MAL server option, which upgrades
the data dictionary only. If you stop and then restart the server without the - - upgr ade=M NI MAL
option, the server upgrades the system tables automatically, if needed.

The following information appears in the Log tab and log file after the upgrade configuration (with
system tables skipped) is complete:

WARNI NG The system tabl es upgrade was ski pped after upgrading M/SQL Server. The
server will be started now with the --upgrade=M NI MAL option, but then each
time the server is started it will attenpt to upgrade the systemtables, unless
you nodi fy the Wndows service (conmand line) to add --upgrade=M NI MAL to bypass
t he upgrade.

FOR THE BEST RESULTS: Run nysql d. exe --upgrade=FORCE on the command |ine to upgrade
the systemtables nanually.

To choose a new server version:

1. Click Upgrade. Confirm that the check box next to product name in the Upgradeable Products
pane has a check mark. Deselect the products that you do not intend to upgrade at this time.
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Note

@ For server milestone releases in the same release series, MySQL Installer
deselects the server upgrade and displays a warning to indicate that the
upgrade is not supported, identifies the risks of continuing, and provides
a summary of the steps to perform a logical upgrade manually. You can
reselect server upgrade at your own risk. For instructions on how to perform
a logical upgrade with a milestone release, see Logical Upgrade.

2. Click a product in the list to highlight it. This action populates the Upgradeable Versions pane with
the details of each available version for the selected product: version number, published date, and
a Changes link to open the release notes for that version.

Removing MySQL Server
To remove a local MySQL server:

1. Determine whether the local data directory should be removed. If you retain the data directory,
another server installation can reuse the data. This option is enabled by default (removes the data
directory).

2. Click Execute to begin uninstalling the local server. Note that all products that you selected to
remove are also uninstalled at this time.

3. (Optional) Click the Log tab to display the current actions performed by MySQL Installer.
Upgrading MySQL Installer

MySQL Installer remains installed on your computer, and like other software, MySQL Installer can

be upgraded from the previous version. In some cases, other MySQL software may require that you
upgrade MySQL Installer for compatibility. This section describes how to identify the current version of
MySQL Installer and how to upgrade MySQL Installer manually.

To locate the installed version of MySQL Installer:
1. Start MySQL Installer from the search menu. The MySQL Installer dashboard opens.

2. 7
Click the MySQL Installer About icon (kr_‘}/). The version number is located above the Back button.

To initiate an on-demand upgrade of MySQL Installer:

1. Connect the computer with MySQL Installer installed to the internet.

2. Start MySQL Installer from the search menu. The MySQL Installer dashboard opens.
3. Click Catalog on the bottom of the dashboard to open the Update Catalog window.
4

Click Execute to begin the process. If the installed version of MySQL Installer can be upgraded,
you will be prompted to start the upgrade.

5. Click Next to review all changes to the catalog and then click Finish to return to the dashboard.

(o]

. Verify the (new) installed version of MySQL Installer (see the previous procedure).

2.3.3.5 MySQL Installer Console Reference

MySQLI nst al | er Consol e. exe provides command-line functionality that is similar to MySQL
Installer. This reference includes:

* MySQL Product Names

» Command Syntax

104



MySQL Installer for Windows

e« Command Actions

The console is installed when MySQL Installer is initially executed and then available within the My SQL
Install er for W ndows directory. By default, the directory location is C: \ Program Fi | es
(x86)\ MySQL\ MySQL I nstaller for Wndows. You must run the console as administrator.

To use the console:

1. Open a command prompt with administrative privileges by selecting Windows System from Start,
then right-click Command Prompt, select More, and select Run as administrator.

2. From the command line, optionally change the directory to where the
MySQLI nst al | er Consol e. exe command is located. For example, to use the default installation
location:

cd Program Files (x86)\ MSQ\MSQ Installer for W ndows

3. Type \ySQLI nst al | er Consol e. exe (or mysql i nstal | er consol e) followed by a command
action to perform a task. For example, to show the console's help:

MySQLI nst al | er Consol e. exe --help

Start Initialization
MySQ Installer is running in Conmunity nobde

Attenpting to update nanifest.
Initializing product requirenents.
Loadi ng product cat al og.

Checki ng for product packages in the bundle.

Cat egori zi ng product catal og.

Finding all installed packages.

Your product catal og was | ast updated at 23/08/2022 12:41:05 p. m
Your product catal og has version nunber 671.

End Initialization

The foll owing actions are avail abl e:

Configure - Configures one or nobre of your installed prograns.

Hel p - Provides list of available command acti ons.

I nstal | - Installs and configures one or nore avail able MySQL prograns.
Li st - Lists all available MySQL products.

Modi fy - Mdifies the features of installed products.

Renmove - Renpves one or nore products from your system

Set - Configures the general options of MyYSQL Installer.

St at us - Shows the status of all installed products.

Updat e - Updates the current product catal og.

Upgr ade - Upgrades one or nore of your installed prograns.

The basic syntax for using MySQL Installer command actions. Brackets denote optional entities.
Curly braces denote a list of possible entities.

MySQL Product Names

Many of the MySQLI nst al | er Consol e command actions accept one or more abbreviated phrases
that can match a MySQL product (or products) in the catalog. The current set of valid short phrases for
use with commands is shown in the following table.

Table 2.6 MySQL Product Phrases for use with the MySQLInstallerConsole.exe command

Phrase MySQL Product
server MySQL Server

wor kbench MySQL Workbench
shel | MySQL Shell

vi sual MySQL for Visual Studio
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Phrase MySQL Product

router MySQL Router

backup MySQL Enterprise Backup (requires the
commercial release)

net MySQL Connector/NET

odbc MySQL Connector/ODBC

c++ MySQL Connector/C++

pyt hon MySQL Connector/Python

j MySQL Connector/J

docunent ati on MySQL Server Documentation

sanpl es MySQL Samples (sakila and world databases)

Command Syntax

The MySQLI nst al | er Consol e. exe command can be issued with or without the file extension
(. exe) and the command is not case-sensitive.

nysqgl i nst al | erconsol e[. exe] [[[--]acti on] [acti on_bl ocks_list][options_Ilist]]
Description:

action One of the permitted operational actions. If omitted, the default
action is equivalent to the - - st at us action. Using the - - prefix is
optional for all actions.

Possible actions are: [--Jconfi gur e, [--]hel p, [--]i nstal |,
[--]l i st, [--]nodi fy, [--]renove, [--]set, [--]st at us, [--]Jupdat e,
and [--Jupgr ade.

action_bl ocks_li st A list of blocks in which each represents a different item depending
on the selected action. Blocks are separated by commas.

The - - renpve and - - upgr ade actions permit specifying an
asterisk character (*) to indicate all products. If the * character is
detected at the start of this block, it is assumed all products are to
be processed and the remainder of the block is ignored.

Syntax: *| acti on_bl ock[, acti on_bl ock]
[,action_block]...

act i on_bl ock: Contains a product selector followed by an
indefinite number of argument blocks that behave differently
depending on the selected action (see Command Actions).

options_|ist Zero or more options with possible values separated by spaces.
See Command Actions to identify the options permitted for the
corresponding action.

Syntax: opti on_val ue_pair[ option_value_pair][
option_value_pair]...

opt i on_val ue_pai r: A single option (for example, - - si | ent)
or a tuple of a key and a corresponding value with an options prefix.
The key-value pair is in the form of - - key[ =val ue] .

Command Actions

MySQLI nst al | er Consol e. exe supports the following command actions:
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(: ) must be wrapped in quotation marks. For example, i nstal | _dir="C

\ MySQL\ MySQL Server 8.0".

e [--]configure [productl]:[configuration_argunent]=[value], [product?2]:
[configuration_argunment]=[value], [...]

Note
@ Configuration block (or arguments_block) values that contain a colon character

Configures one or more MySQL products on your system. Multiple
confi guration_argunent =val ue pairs can be configured for each product.

Options:

--continue Continues processing the next product when an error is caught
while processing the action blocks containing arguments for each
product. If not specified the whole operation is aborted in case of
an error.

--help Shows the options and available arguments for the corresponding
action. If present the action is not executed, only the help is
shown, so other action-related options are ignored as well.

--showsettings Displays the available options for the selected product by passing
in the product name after - - show setti ngs.

--silent Disables confirmation prompts.

Examples:

MySQLI nst al | er Consol e --configure --show settings server
nysqgl i nst al | erconsol e. exe --configure server: port=3307
e [--]help

Displays a help message with usage examples and then exits. Pass in an additional command action
to receive help specific to that action.

Options:

--action=[action] Shows the help for a specific action. Same as using the - - hel p
option with an action.

Permitted values are: al | , confi gur e, hel p (default),
install,list,nodify,renove, status, updat e, upgr ade,
and set .

--help Shows the options and available arguments for the corresponding
action. If present the action is not executed, only the help is
shown, so other action-related options are ignored as well.

Examples:

MySQLI nst al | er Consol e hel p

MySQ.I nst al | er Consol e hel p --action=install

e [--]install [productl]:[features]:[config block]:[config block],
[ product2]:[config block], [...]

Installs one or more MySQL products on your system. If pre-release products are available, both GA
and pre-release products are installed when the value of the - - t ype option value is Devel oper,
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Client,orFull.Usethe--only ga products option to restrict the product set to GA products
only when using these setup types.

Description:

[ product]

[ features]

[config bl ock]

Options:

- -aut o- handl e- prereqs

--conti nue

--help

- - NDS- passwor d=passwor d

--NDS-User =user _nane

Each product can be specified by a product phrase with or without
a semicolon-separated version qualifier. Passing in a product
keyword alone selects the latest version of the product. If multiple
architectures are available for that version of the product, the
command returns the first one in the manifest list for interactive
confirmation. Alternatively, you can pass in the exact version and
architecture ( x86 or x64) after the product keyword using the - -
si | ent option.

All features associated with a MySQL product are installed by
default. The feature block is a semicolon-separated list of features
or an asterisk character (*) that selects all features. To remove a
feature, use the nodi f y command.

One or more configuration blocks can be specified. Each
configuration block is a semicolon-separated list of key-value
pairs. A block can include either a confi g or user type key;
confi g is the default type if one is not defined.

Configuration block values that contain a colon character (: ) must
be wrapped in quotation marks. For example, i nstal | di r =" C:

\ MySQL\ MySQL Server 8. 0". Only one configuration type
block can be defined for each product. A user block should be
defined for each user to be created during the product installation.

Note

S The user type key is not supported when
a product is being reconfigured.

If present, MySQL Installer attempts to download and install some
software prerequisites, not currently present. that can be resolved
with minimal intervention. If the - - si | ent option is not present,
you are presented with installation pages for each prerequisite. If
the - - aut o- handl e- pr er eqs options is omitted, packages with
missing prerequisites are not installed.

Continues processing the next product when an error is caught
while processing the action blocks containing arguments for each
product. If not specified the whole operation is aborted in case of
an error.

Shows the options and available arguments for the corresponding
action. If present the action is not executed, only the help is
shown, so other action-related options are ignored as well.

Sets the My Oracle Support (MOS) user's password for
commercial versions of the MySQL Installer.

Specifies the My Oracle Support (MOS) user name for access to
the commercial version of MySQL Installer. If not present, only the
products in the bundle, if any, are available to be installed.
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--onl y-ga-products Restricts the product set to include GA products only.

--setup-type=setup_type Installs a predefined set of software. The setup type can be one of
the following:

» Devel oper : Installs a complete development environment.
e Server: Installs a single MySQL server

e O i ent: Installs client programs and libraries

e Ful | : Installs everything

e Cust om Installs user-selected products. This is the default
option.

Note
g Non-custom setup types are valid only

when no other MySQL products are
installed.

--show settings Displays the available options for the selected product, by passing
in the product name after - showset ti ngs.

--silent Disable confirmation prompts.
Examples:
nysql i nstal | erconsol e. exe --install j;8.0.29, net;8.0.28 --silent

MySQLI nst al | er Consol e install server;8.0.30:*: port=3307; server _i d=2: t ype=user ; user =f 00

An example that passes in additional configuration blocks, separated by ” to fit:

MySQLI nst al | er Consol e --install server;8.0.30;x64: *:type=config; open_wi n_firewall=true;
general _| og=true; bi n_| og=true; server _i d=3306; t cp_i p=true; port =3306; r oot _passwd=pass; *
install _dir="C\MSQ\MSQ Server 8.0":type=user;user_nane=fo00; passwor d=bar ; r ol e=DBMVanager
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[--]1ist

When this action is used without options, it activates an interactive list from which all of the available
MySQL products can be searched. Enter MySQLI nst al | er Consol e --11i st and specify a
substring to search.

Options:

--all Lists all available products. If this option is used, all other options
are ignored.

--arch=architecture Lists that contain the specified architecture. Permitted values are:
x86, x64, and any (default). This option can be combined with
the - - nane and - - ver si on options.

--help Shows the options and available arguments for the corresponding
action. If present the action is not executed, only the help is
shown, so other action-related options are ignored as well.

- - nane=package_nane Lists products that contain the specified name (see product
phrase), This option can be combined with the - - ver si on and
- - ar ch options.

--version=version Lists products that contain the specified version, such as 8.0 or
5.7. This option can be combined with the - - nane and - - ar ch
options.

Examples:

MySQLI nst al | er Consol e --1ist --name=net --version=8.0

[--]rodi fy [productl:-renovelist]|+addlist], [product?2:-renovelist]|
+addlist] [...]

Modifies or displays features of a previously installed MySQL product. To display the features of a
product, append the product keyword to the command, for example:

MySQLI nst al | er Consol e --nodi fy server

Options:

--help Shows the options and available arguments for the corresponding
action. If present the action is not executed, only the help is
shown, so other action-related options are ignored as well.

--silent Disable confirmation prompts.

Examples:

MySQLI nst al | er Consol e --nodi fy server: +docunent ati on

MySQLI nst al | er Consol e nodi fy server: -debug
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e [--]renove [productl], [product2] [...]

Removes one ore more products from your system. An asterisk character (*) can be passed in to
remove all MySQL products with one command.

Options:

--continue Continue the operation even if an error occurs.

--help Shows the options and available arguments for the corresponding
action. If present the action is not executed, only the help is
shown, so other action-related options are ignored as well.

--keep-datadir Skips the removal of the data directory when removing MySQL
Server products.

--silent Disable confirmation prompts.

Examples:

nysql i nstal | erconsol e. exe renove *
MySQLI nst al | er Consol e --renbve server --continue
[--]set

Sets one or more configurable options that affect how the MySQL Installer program connects to the
internet and whether the automatic products-catalog updates feature is activated.

Options:

--catal og- Enables (t r ue, default) or disables (f al se) the automatic

updat e=bool _val ue products catalog update. This option requires an active
connection to the internet.

- - cat al og- updat e- Accepts an integer between 1 (default) and 365 to indicate the

days=i nt _val ue number of days between checks for a new catalog update when
MySQL Installer is started. If - - cat al og- updat e is f al se, this
option is ignored.

--connecti on- Sets how MySQL Installer performs the check for an internet

val i dat i on=val i dati on_t ypeconnection. Permitted values are aut onat i ¢ (default) and

manual .

--connection-validation- A double-quote enclosed and comma-separated string that
url s=url _list defines the list of URLSs to use for checking the internet
connection when - - connecti on-val i dati on is setto
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manual . Checks are made in the same order provided. If the first
URL falls, the next URL in the list is used and so on.

--of fline- Enables MySQL Installer to run with or without internet
node=bool _val ue capabilities. Valid modes are:

e Tr ue to enable offline mode (run without an internet
connection).

» Fal se (default) to disable offline mode (run with an internet
connection). Set this mode before downloading the product
catalog or any products to install.

- - pr oxy- node Specifies the proxy mode. Valid modes are:

e Aut ormat i c to automatically identify the proxy based on the
system settings.

« None to ensure that no proxy is configured.

* Manual to set the proxy details manually (- - pr oxy- server,
- - proxy-port,--proxy-usernane, - - proxy- passwor d).

- - pr oxy- password The password used to authenticate to the proxy server.

- - proxy-port The port used for the proxy server.

- - proxy-server The URL that point to the proxy server.

- - pr oxy-user name The user name used to authenticate to the proxy server.
--reset-defaults Resets the MySQL Installer options associated with the - - set

action to the default values.

Examples:

MySQLI nt al | er Consol e. exe set --reset-defaults
nysqlintal |l erconsol e. exe --set --catal og-updat e=f al se
MySQLI nt al | er Consol e --set --catal og-updat e-days=3

nmysqlintal |l erconsol e --set --connection-validati on=nanual
--connection-validation-urls="https://ww. bing.com http://ww. googl e. cont'

e [--]status

Provides a quick overview of the MySQL products that are installed on the system. Information
includes product name and version, architecture, date installed, and install location.

Options:

--help Shows the options and available arguments for the corresponding
action. If present the action is not executed, only the help is
shown, so other action-related options are ignored as well.

Examples:

MySQLI nst al | er Consol e st at us
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e [--]update

Downloads the latest MySQL product catalog to your system. On success, the catalog is applied the
next time either MySQLI nst al [ er or MySQLI nst al | er Consol e. exe is executed.

MySQL Installer automatically checks for product catalog updates when it is started if n days
have passed since the last check. Starting with MySQL Installer 1.6.4, the default value is 1 day.
Previously, the default value was 7 days.

Options:

--help Shows the options and available arguments for the corresponding
action. If present the action is not executed, only the help is
shown, so other action-related options are ignored as well.

Examples:

MySQLI nst al | er Consol e updat e
* [--]upgrade [productl:version], [product2:version] [...]

Upgrades one or more products on your system. The following characters are permitted for this

action:

* Pass in * to upgrade all products to the latest version, or pass in
specific products.

! Pass in ! as a version number to upgrade the MySQL product to
its latest version.

Options:

--continue Continue the operation even if an error occurs.

--help Shows the options and available arguments for the corresponding

action. If present the action is not executed, only the help is
shown, so other action-related options are ignored as well.

- - nDs- passwor d=password  Sets the My Oracle Support (MOS) user's password for
commercial versions of the MySQL Installer.

- - NDS- User =user _name Specifies the My Oracle Support (MOS) user name for access to
the commercial version of MySQL Installer. If not present, only the
products in the bundle, if any, are available to be installed.

--silent Disable confirmation prompts.
Examples:

MySQLI nst al | er Consol e upgr ade *

MySQLI nst al | er Consol e upgrade wor kbench: 8. 0. 31
MySQLI nst al | er Consol e upgr ade wor kbench:
MySQLI nst al | er Consol e --upgrade server;8.0.30:!, j;8.0.29:!

2.3.4 Installing MySQL on Microsoft Windows Using a noi nstal | ZIP
Archive

Users who are installing from the noi nst al | package can use the instructions in this section to
manually install MySQL. The process for installing MySQL from a ZIP Archive package is as follows:
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Extract the archive to the desired install directory
Create an option file

Choose a MySQL server type

Start the MySQL server

a M w0 D oRE

Secure the default user accounts

This process is described in the sections that follow.

2.3.4.1 Extracting the Install Archive

To install MySQL manually, do the following:

1. If you are upgrading from a previous version please refer to Section 2.11.8, “Upgrading MySQL on
Windows”, before beginning the upgrade process.

2. Make sure that you are logged in as a user with administrator privileges.

3. Choose an installation location. Traditionally, the MySQL server is installed in C: \ mysql . If you do
not install MySQL at C: \ nysql , you must specify the path to the install directory during startup or
in an option file. See Section 2.3.4.2, “Creating an Option File”.

Note
@ The MySQL Installer installs MySQL under C: \ Program Fi | es\ MySQL.

4. Extract the install archive to the chosen installation location using your preferred file-compression
tool. Some tools may extract the archive to a folder within your chosen installation location. If this
occurs, you can move the contents of the subfolder into the chosen installation location.

2.3.4.2 Creating an Option File

If you need to specify startup options when you run the server, you can indicate them on the command
line or place them in an option file. For options that are used every time the server starts, you may find
it most convenient to use an option file to specify your MySQL configuration. This is particularly true
under the following circumstances:

» The installation or data directory locations are different from the default locations (C: \ Pr ogr am
Fil es\ MySQL\ MySQL Server 5.6 and C.\Program Fil es\ MySQ.\ M\ySQ. Ser ver
5. 6\ dat a).

* You need to tune the server settings, such as memory, cache, or InnoDB configuration information.

When the MySQL server starts on Windows, it looks for option files in several locations, such as

the Windows directory, C: \ , and the MySQL installation directory (for the full list of locations, see
Section 4.2.2.2, “Using Option Files”). The Windows directory typically is named something like C:

\ W NDOWE. You can determine its exact location from the value of the W NDI R environment variable
using the following command:

C.\> echo %N NDI R%

MySQL looks for options in each location first in the my. i ni file, and then in the ny. cnf file. However,
to avoid confusion, it is best if you use only one file. If your PC uses a boot loader where C: is not the
boot drive, your only option is to use the ny. i ni file. Whichever option file you use, it must be a plain
text file.

the default location. As of MySQL 5.5.27, the user running MySQL Installer is

Note
@ When using the MySQL Installer to install MySQL Server, it creates ny. i ni at
granted full permissions to this new my. i ni .
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In other words, be sure that the MySQL Server user has permission to read the
nmy.ini file.

You can also make use of the example option files included with your MySQL distribution; see
Section 5.1.2, “Server Configuration Defaults”.

An option file can be created and modified with any text editor, such as Notepad. For example, if
MySQL is installed in E: \ nysql and the data directory is in E: \ mydat a\ dat a, you can create an
option file containing a [ mysql d] section to specify values for the basedi r and dat adi r options:

[nysgl d]

# set basedir to your installation path

basedi r =E: / nysql

# set datadir to the |ocation of your data directory
dat adi r =E: / nydat a/ dat a

Microsoft Windows path names are specified in option files using (forward) slashes rather than
backslashes. If you do use backslashes, double them:

[ mysql d]

# set basedir to your installation path

basedi r =E: \\ nysql

# set datadir to the |location of your data directory
dat adi r=E: \\ nydat a\\ dat a

The rules for use of backslash in option file values are given in Section 4.2.2.2, “Using Option Files”.
The data directory is located within the AppDat a directory for the user running MySQL.

If you would like to use a data directory in a different location, you should copy the entire contents
of the dat a directory to the new location. For example, if you want to use E: \ nydat a as the data

directory instead, you must do two things:

1. Move the entire dat a directory and all of its contents from the default location (for example C:
\ Program Fi | es\ MySQL\ MySQL Server 5. 6\data)toE:\nydat a.

2. Use a--datadir option to specify the new data directory location each time you start the server.
2.3.4.3 Selecting a MySQL Server Type

The following table shows the available servers for Windows in MySQL 5.6.

Binary Description

mysql d Optimized binary with named-pipe support

mysql d- debug Like mysql d, but compiled with full debugging
and automatic memory allocation checking

All of the preceding binaries are optimized for modern Intel processors, but should work on any Intel
i386-class or higher processor.

Each of the servers in a distribution support the same set of storage engines. The SHON ENG NES
statement displays which engines a given server supports.

All Windows MySQL 5.6 servers have support for symbolic linking of database directories.

MySQL supports TCP/IP on all Windows platforms. MySQL servers on Windows also support named
pipes, if you start the server with the naned_pi pe system variable enabled. It is necessary to enable
this variable explicitly because some users have experienced problems with shutting down the MySQL
server when named pipes were used. The default is to use TCP/IP regardless of platform because
named pipes are slower than TCP/IP in many Windows configurations.
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2.3.4.4 Starting the Server for the First Time

This section gives a general overview of starting the MySQL server. The following sections provide
more specific information for starting the MySQL server from the command line or as a Windows
service.

The information here applies primarily if you installed MySQL using the noi nst al | version, or if you
wish to configure and test MySQL manually rather than with the GUI tools.

Note
@ MySQL server starts automatically after using MySQL Installer.

The examples in these sections assume that MySQL is installed under the default location of C.
\ Program Fi | es\ MySQL\ \ySQL Server 5. 6. Adjust the path names shown in the examples if
you have MySQL installed in a different location.

Clients have two options. They can use TCP/IP, or they can use a named pipe if the server supports
named-pipe connections.

MySQL for Windows also supports shared-memory connections if the server is started with the
shar ed_nenory system variable enabled. Clients can connect through shared memory by using the
- - pr ot ocol =IVEMORY option.

For information about which server binary to run, see Section 2.3.4.3, “Selecting a MySQL Server
Type”.

Testing is best done from a command prompt in a console window (or “DOS window”). In this way you
can have the server display status messages in the window where they are easy to see. If something is
wrong with your configuration, these messages make it easier for you to identify and fix any problems.

To start the server, enter this command:

C\> "C \Program Fi | es\ MySQL\ MySQL Server 5.6\bin\nysqgld" --console

For a server that includes | nnoDB support, you should see the messages similar to those following as
it starts (the path names and sizes may differ):

I nnoDB: The first specified datafile c:\ibdata\ibdatal did not exist:

I nnoDB: a new dat abase to be created

I nnoDB: Setting file c:\ibdata\ibdatal size to 209715200

I nnoDB: Dat abase physically wites the file full: wait...

I nnoDB: Log file c:\iblogs\ib_logfileO did not exist: new to be created
InnoDB: Setting log file c:\iblogs\ib_|ogfileO size to 31457280

I nnoDB: Log file c:\iblogs\ib_logfilel did not exist: new to be created
I nnoDB: Setting log file c:\iblogs\ib_logfilel size to 31457280

I nnoDB: Log file c:\iblogs\ib_logfile2 did not exist: new to be created
I nnoDB: Setting log file c:\iblogs\ib_logfile2 size to 31457280

I nnoDB: Doubl ewrite buffer not found: creating new

| nnoDB: Doubl ewrite buffer created

I nnoDB: creating foreign key constraint systemtables

I nnoDB: foreign key constraint systemtables created

011024 10:58:25 |nnoDB: Started

When the server finishes its startup sequence, you should see something like this, which indicates that
the server is ready to service client connections:

nysql d: ready for connections
Version: '5.6.51' socket: '' port: 3306

The server continues to write to the console any further diagnostic output it produces. You can open a
new console window in which to run client programs.
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If you omit the - - consol e option, the server writes diagnostic output to the error log in the data
directory (C: \ Program Fi | es\ M\ySQL\ MySQL Server 5. 6\ dat a by default). The error log is the
file with the . er r extension, and may be set using the - - | og- er r or option.

passwords. After starting the server, you should set up passwords for them

Note
@ The accounts that are listed in the MySQL grant tables initially have no
using the instructions in Section 2.10.4, “Securing the Initial MySQL Accounts”.

2.3.4.5 Starting MySQL from the Windows Command Line

The MySQL server can be started manually from the command line. This can be done on any version
of Windows.

To start the nysql d server from the command line, you should start a console window (or “DOS
window”) and enter this command:

C\> "C \Program Fi | es\ MySQL\ M\ySQ. Server 5. 6\bin\nysqld"
The path to mysql d may vary depending on the install location of MySQL on your system.

You can stop the MySQL server by executing this command:

C\> "C \Program Fi |l es\ MySQL\ MySQL Server 5.6\bin\nysqgladm n" -u root shutdown

Note
@ If the MySQL r oot user account has a password, you need to invoke
nysql admi n with the - p option and supply the password when prompted.

This command invokes the MySQL administrative utility mysql adm n to connect to the server and tell
it to shut down. The command connects as the MySQL r oot user, which is the default administrative
account in the MySQL grant system.

Note
@ Users in the MySQL grant system are wholly independent from any operating
system users under Microsoft Windows.

If mnysql d doesn't start, check the error log to see whether the server wrote any messages there to
indicate the cause of the problem. By default, the error log is located in the C. \ Program Fi | es

\ MySQL\ MySQL Server 5. 6\ dat a directory. It is the file with a suffix of . er r, or may be specified
by passing in the - - | og- er r or option. Alternatively, you can try to start the server with the - -
consol e option; in this case, the server may display some useful information on the screen that may
help solve the problem.

The last option is to start nysql d with the - - st andal one and - - debug options. In this case, nysql d
writes a log file C: \ mysql d. t r ace that should contain the reason why nysql d doesn't start. See
Section 5.8.3, “The DBUG Package”.

Use nysqgl d --verbose --hel p todisplay all the options that nysql d supports.
2.3.4.6 Customizing the PATH for MySQL Tools

accidental deletion or modification of any portion of the existing PATH value can

Warning
O You must exercise great care when editing your system PATH by hand;
leave you with a malfunctioning or even unusable system.

To make it easier to invoke MySQL programs, you can add the path name of the MySQL bi n directory
to your Windows system PATH environment variable:
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On the Windows desktop, right-click the My Computer icon, and select Properties.

* Next select the Advanced tab from the System Properties menu that appears, and click the
Environment Variables button.

» Under System Variables, select Path, and then click the Edit button. The Edit System Variable
dialogue should appear.

» Place your cursor at the end of the text appearing in the space marked Variable Value. (Use the
End key to ensure that your cursor is positioned at the very end of the text in this space.) Then enter
the complete path name of your MySQL bi n directory (for example, C. \ Program Fi | es\ MySQL
\MySQL Server 5.6\bin)

Note
@ There must be a semicolon separating this path from any values present in
this field.

Dismiss this dialogue, and each dialogue in turn, by clicking OK until all of the dialogues that were
opened have been dismissed. The new PATH value should now be available to any new command
shell you open, allowing you to invoke any MySQL executable program by typing its name at the
DOS prompt from any directory on the system, without having to supply the path. This includes
the servers, the nysql client, and all MySQL command-line utilities such as mysql adnmi n and

nmysql dunp.

You should not add the MySQL bi n directory to your Windows PATH if you are running multiple
MySQL servers on the same machine.

2.3.4.7 Starting MySQL as a Windows Service

On Windows, the recommended way to run MySQL is to install it as a Windows service, so that MySQL
starts and stops automatically when Windows starts and stops. A MySQL server installed as a service
can also be controlled from the command line using NET commands, or with the graphical Ser vi ces
utility. Generally, to install MySQL as a Windows service you should be logged in using an account that
has administrator rights.

The Ser vi ces utility (the Windows Ser vi ce Control Manager) can be found in the Windows
Control Panel. To avoid conflicts, it is advisable to close the Ser vi ces utility while performing server
installation or removal operations from the command line.

Installing the service

Before installing MySQL as a Windows service, you should first stop the current server if it is running
by using the following command:

C\> "C \Program Fi | es\ \ySQL\ MySQL Server 5. 6\ bi n\ nysql adm n"
-u root shutdown

Note
@ If the MySQL r oot user account has a password, you need to invoke
nysql admi n with the - p option and supply the password when prompted.

This command invokes the MySQL administrative utility mysql admni n to connect to the server and tell
it to shut down. The command connects as the MySQL r oot user, which is the default administrative
account in the MySQL grant system.

Note
@ Users in the MySQL grant system are wholly independent from any operating
system users under Windows.
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Install the server as a service using this command:

C\> "C \Program Fi | es\ \ySQ.\ M\ySQ. Server 5.6\bin\nysqgld" --install

The service-installation command does not start the server. Instructions for that are given later in this
section.

To make it easier to invoke MySQL programs, you can add the path name of the MySQL bi n directory
to your Windows system PATH environment variable:

» On the Windows desktop, right-click the My Computer icon, and select Properties.

» Next select the Advanced tab from the System Properties menu that appears, and click the
Environment Variables button.

* Under System Variables, select Path, and then click the Edit button. The Edit System Variable
dialogue should appear.

» Place your cursor at the end of the text appearing in the space marked Variable Value. (Use the
End key to ensure that your cursor is positioned at the very end of the text in this space.) Then enter
the complete path name of your MySQL bi n directory (for example, C: \ Program Fi | es\ MySQL
\ MySQL Server 5.6\ bin), and there should be a semicolon separating this path from any values
present in this field. Dismiss this dialogue, and each dialogue in turn, by clicking OK until all of the
dialogues that were opened have been dismissed. You should now be able to invoke any MySQL
executable program by typing its name at the DOS prompt from any directory on the system, without
having to supply the path. This includes the servers, the nysql client, and all MySQL command-line
utilities such as nysql adm n and nysql dunp.

You should not add the MySQL bi n directory to your Windows PATH if you are running multiple
MySQL servers on the same machine.

accidental deletion or modification of any portion of the existing PATH value can

Warning
O You must exercise great care when editing your system PATH by hand;
leave you with a malfunctioning or even unusable system.

The following additional arguments can be used when installing the service:

* You can specify a service name immediately following the - - i nst al | option. The default service
name is My SQL.

« If a service name is given, it can be followed by a single option. By convention, this should be - -
defaul ts-file=file_namne to specify the name of an option file from which the server should
read options when it starts.

The use of a single option other than - - def aul t s-fi | e is possible but discouraged. - -
defaul ts-fil eis more flexible because it enables you to specify multiple startup options for the
server by placing them in the named option file.

» You can also specify a - - | ocal - ser vi ce option following the service name. This causes the
server to run using the Local Ser vi ce Windows account that has limited system privileges. If both
--defaults-fileand--1ocal -service are given following the service name, they can be in
any order.

For a MySQL server that is installed as a Windows service, the following rules determine the service
name and option files that the server uses:

« If the service-installation command specifies no service name or the default service name (MySQL)
following the - - i nst al | option, the server uses the service name of My SQL and reads options from
the [ nysqgl d] group in the standard option files.
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« If the service-installation command specifies a service name other than My SQL following the - -
i nst al | option, the server uses that service name. It reads options from the [ nysql d] group
and the group that has the same name as the service in the standard option files. This enables you
to use the [ nysql d] group for options that should be used by all MySQL services, and an option
group with the service name for use by the server installed with that service name.

« If the service-installation command specifies a - - def aul t s- f i | e option after the service name,
the server reads options the same way as described in the previous item, except that it reads options
only from the named file and ignores the standard option files.

As a more complex example, consider the following command:

C\> "C \Program Fi | es\ MySQL\ MySQL Server 5.6\ bin\nysqld"
--install MySQL --defaults-file=C \ny-opts.cnf

Here, the default service name (MySQL) is given after the - - i nst al | option. If no - - def aul t s-

fi | e option had been given, this command would have the effect of causing the server to read the

[ mysqgl d] group from the standard option files. However, because the - - def aul t s-fi | e option is
present, the server reads options from the [ nysql d] option group, and only from the named file.

Note

@ On Windows, if the server is started with the - - def aul ts-fil e and - -
i nstal | options, --i nstal | must be first. Otherwise, nysql d. exe attempts
to start the MySQL server.

You can also specify options as Start parameters in the Windows Ser vi ces utility before you start the
MySQL service.

Finally, before trying to start the MySQL service, make sure the user variables %aEMP%and % MP%
(and also %'MPDI R% if it has ever been set) for the operating system user who is to run the service are
pointing to a folder to which the user has write access. The default user for running the MySQL service
is Local Syst em and the default value for its %' EMP%and %a MP%is C. \ W ndows\ Tenp, a directory
Local Syst emhas write access to by default. However, if there are any changes to that default setup
(for example, changes to the user who runs the service or to the mentioned user variables, or the - -

t npdi r option has been used to put the temporary directory somewhere else), the MySQL service
might fail to run because write access to the temporary directory has not been granted to the proper
user.

Starting the service

After a MySQL server instance has been installed as a service, Windows starts the service
automatically whenever Windows starts. The service also can be started immediately from
the Ser vi ces utility, or by usingan sc start nysql d_servi ce_nane or NET START
nysgl d_servi ce_nanme command. SC and NET commands are not case-sensitive.

When run as a service, nysql d has no access to a console window, so no messages can be seen
there. If mysql d does not start, check the error log to see whether the server wrote any messages
there to indicate the cause of the problem. The error log is located in the MySQL data directory (for
example, C: \ Program Fi | es\ M\ySQL\ MySQL Server 5.6\ dat a). Itis the file with a suffix of
.err.

When a MySQL server has been installed as a service, and the service is running, Windows stops
the service automatically when Windows shuts down. The server also can be stopped manually
using the Ser vi ces utility, the sc st op nysgl d_servi ce_nanme command, the NET STOP
mysql d_servi ce_nane command, or the nysqgl adm n shut down command.

You also have the choice of installing the server as a manual service if you do not wish for the service
to be started automatically during the boot process. To do this, use the - - i nst al | - nanual option
rather than the - - i nst al | option:
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C\> "C \Program Fi | es\ \ySQL\ M\ySQ. Server 5.6\bin\nysqgld" --install-manual
Removing the service

To remove a server that is installed as a service, first stop it if it is running by executing SC STOP
nmysql d_servi ce_nane or NET STOP nysql d_servi ce_name. Then use SC DELETE
mysql d_servi ce_nane to remove it;

C.\> SC DELETE nysql

Alternatively, use the nysql d - - r enove option to remove the service.

C\> "C \Program Fil es\ My/SQL\ MySQL Server 5.6\bin\nysqgld" --renove

If mysqgl d is not running as a service, you can start it from the command line. For instructions, see
Section 2.3.4.5, “Starting MySQL from the Windows Command Line”.

If you encounter difficulties during installation, see Section 2.3.5, “Troubleshooting a Microsoft
Windows MySQL Server Installation”.

For more information about stopping or removing a Windows service, see Section 5.7.2.2, “Starting
Multiple MySQL Instances as Windows Services”.

2.3.4.8 Testing The MySQL Installation

You can test whether the MySQL server is working by executing any of the following commands:

C\> "C \Program Fi | es\ \ySQ.\ M\ySQ. Server 5. 6\ bi n\ nysqgl show"

C\> "C \Program Fi | es\ \ySQ.\ M\ySQ. Server 5. 6\bi n\ nysgl show' -u root nysql

C\> "C \Program Fi | es\ \ySQ.\ M\ySQ. Server 5. 6\bi n\ nysqgl adn n" version status proc
C\> "C\Program Fi | es\ \ySQL\ M\ySQ. Server 5.6\bin\nysqgl" test

If mysql d is slow to respond to TCP/IP connections from client programs, there is probably a problem
with your DNS. In this case, start nysql d with the ski p_nane_r esol ve system variable enabled and
use only | ocal host and IP addresses in the Host column of the MySQL grant tables. (Be sure that
an account exists that specifies an IP address or you may not be able to connect.)

You can force a MySQL client to use a named-pipe connection rather than TCP/IP by specifying the - -
pi pe or - - pr ot ocol =PI PE option, or by specifying . (period) as the host name. Use the - - socket
option to specify the name of the pipe if you do not want to use the default pipe name.

If you have set a password for the r oot account, deleted the anonymous account, or created a new
user account, then to connect to the MySQL server you must use the appropriate - u and - p options
with the commands shown previously. See Section 4.2.4, “Connecting to the MySQL Server Using
Command Options”.

For more information about mysql show, see Section 4.5.6, “mysqlshow — Display Database, Table,
and Column Information”.

2.3.5 Troubleshooting a Microsoft Windows MySQL Server Installation

When installing and running MySQL for the first time, you may encounter certain errors that prevent the
MySQL server from starting. This section helps you diagnose and correct some of these errors.

Your first resource when troubleshooting server issues is the error log. The MySQL server uses the
error log to record information relevant to the error that prevents the server from starting. The error log
is located in the data directory specified in your nmy. i ni file. The default data directory location is C:

\ Program Fi | es\ MySQL\ MySQL Server 5.6\ data, orC:\ProgranbDat a\ Mysql on Windows
7 and Windows Server 2008. The C: \ Pr ogr anDat a directory is hidden by default. You need to
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change your folder options to see the directory and contents. For more information on the error log and
understanding the content, see Section 5.4.2, “The Error Log".

For information regarding possible errors, also consult the console messages displayed when

the MySQL service is starting. Use the SC START nysql d_servi ce_nane or NET START

nysgl d_servi ce_nanme command from the command line after installing mnysql d as a service to
see any error messages regarding the starting of the MySQL server as a service. See Section 2.3.4.7,
“Starting MySQL as a Windows Service”.

The following examples show other common error messages you might encounter when installing
MySQL and starting the server for the first time:

« If the MySQL server cannot find the mysql privileges database or other critical files, it displays these
messages:

System error 1067 has occurred.
Fatal error: Can't open and |ock privilege tables:
Tabl e ' nmysql .user' doesn't exist

These messages often occur when the MySQL base or data directories are installed in different
locations than the default locations (C. \ Program Fi | es\ MySQL\ MySQL Server 5.6 andC.
\ Program Fi | es\ MySQL\ MySQL Server 5. 6\ dat a, respectively).

This situation can occur when MySQL is upgraded and installed to a new location, but the
configuration file is not updated to reflect the new location. In addition, old and new configuration files
might conflict. Be sure to delete or rename any old configuration files when upgrading MySQL.

If you have installed MySQL to a directory other than C. \ Pr ogr am Fi | es\ MySQL\ MySQL Ser ver
5. 6, ensure that the MySQL server is aware of this through the use of a configuration (ny. i ni)

file. Put the ny. i ni file in your Windows directory, typically C. \ W NDOAS. To determine its exact
location from the value of the W NDI R environment variable, issue the following command from the
command prompt:

C.\> echo %N NDI R%

You can create or modify an option file with any text editor, such as Notepad. For example, if MySQL
is installed in E: \ mysqgl and the data directory is D: \ My SQLdat a, you can create the option file and
setup a[ nysql d] section to specify values for the basedi r and dat adi r options:

[ nysal d]

# set basedir to your installation path

basedi r =E: / nysql

# set datadir to the location of your data directory
dat adi r =D: / M\ySQLdat a

Microsoft Windows path names are specified in option files using (forward) slashes rather than
backslashes. If you do use backslashes, double them:

[ mysql d]

# set basedir to your installation path

basedi r=C:\\ Program Fi | es\\ M\ySQ.\\ M\ySQL Server 5.6

# set datadir to the location of your data directory
dat adi r=D: \\ M\ySQLdat a

The rules for use of backslash in option file values are given in Section 4.2.2.2, “Using Option Files”.

If you change the dat adi r value in your MySQL configuration file, you must move the contents of
the existing MySQL data directory before restarting the MySQL server.

See Section 2.3.4.2, “Creating an Option File”.

« If you reinstall or upgrade MySQL without first stopping and removing the existing MySQL service
and install MySQL using the MySQL Installer, you might see this error:
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Error: Cannot create Wndows service for MySql. Error: O

This occurs when the Configuration Wizard tries to install the service and finds an existing service
with the same name.

One solution to this problem is to choose a service name other than nmysql when using the
configuration wizard. This enables the new service to be installed correctly, but leaves the outdated
service in place. Although this is harmless, it is best to remove old services that are no longer in use.

To permanently remove the old nysql service, execute the following command as a user with
administrative privileges, on the command line:

C.\> SC DELETE nysql
[ SC] Del et eServi ce SUCCESS

If the SC utility is not available for your version of Windows, download the del sr v utility from http://
www.microsoft.com/windows2000/techinfo/reskit/tools/existing/delsrv-o.asp and use the del srv
mysql syntax.

2.3.6 Windows Postinstallation Procedures

GUI tools exist that perform most of the tasks described in this section, including:
» MySQL Installer: Used to install and upgrade MySQL products.
* MySQL Workbench: Manages the MySQL server and edits SQL statements.

On Windows, you need not create the data directory and the grant tables. MySQL distributions for
Windows include the grant tables with a set of preinitialized accounts in the mysql database under the
data directory.

Regarding passwords, if you installed MySQL using the MySQL Installer, you may have already
assigned passwords to the accounts. (See Section 2.3.3, “MySQL Installer for Windows”.) Otherwise,
use the password-assignment procedure given in Section 2.10.4, “Securing the Initial MySQL
Accounts”.

Before assigning passwords, you might want to try running some client programs to make sure that
you can connect to the server and that it is operating properly. Make sure that the server is running
(see Section 2.3.4.4, “Starting the Server for the First Time”). You can also set up a MySQL service
that runs automatically when Windows starts (see Section 2.3.4.7, “Starting MySQL as a Windows

Service”).

These instructions assume that your current location is the MySQL installation directory and that it has
a bi n subdirectory containing the MySQL programs used here. If that is not true, adjust the command
path names accordingly.

If you installed MySQL using MySQL Installer (see Section 2.3.3, “MySQL Installer for Windows”), the
default installation directory is C: \ Program Fi | es\ MySQL\ MySQL Server 5. 6:

C\> cd "C\Program Fi | es\ MySQL\ M\ySQL Server 5.6"

A common installation location for installation from a ZIP archive is C. \ nysql :

C\> cd C\nysql

Alternatively, add the bi n directory to your PATH environment variable setting. That enables your
command interpreter to find MySQL programs properly, so that you can run a program by typing only
its name, not its path name. See Section 2.3.4.6, “Customizing the PATH for MySQL Tools”.

With the server running, issue the following commands to verify that you can retrieve information from
the server. The output should be similar to that shown here.

Use nysqgl showto see what databases exist:
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C:.\ > bi n\ nysqgl show

| information_schenma

| nysql I
| performance_schenma

| test

The list of installed databases may vary, but always includes at a minimum nmysql and
i nformati on_schenma.

The preceding command (and commands for other MySQL programs such as nysql ) may not work if
the correct MySQL account does not exist. For example, the program may fail with an error, or you may
not be able to view all databases. If you installed MySQL using MySQL Installer, the r oot user was
created automatically with the password you supplied. In this case, you should use the - u r oot and -
p options. (You must use those options if you have already secured the initial MySQL accounts.) With -
p, the client program prompts you for the r oot password. For example:

C.\> bin\nysqgl show -u root -p
Enter password: (enter root password here)

| informati on_schenma

| nysql I
| performance_schena

| test

If you specify a database name, nysql showdisplays a list of the tables within the database:

C.\> bi n\ nysqgl show nysq
Dat abase: nysq

fmocsosc-coco-——ccoco-ccooo=--o +
| Tabl es |
fmocsosc-coco-——ccoco-ccooo=--o +

col ums_priv

db

event

func

general _| og

hel p_cat egory

hel p_keyword

hel p_rel ation

hel p_topic

i nnodb_i ndex_stats
innodb_tabl e_stats
ndb_bi nl og_i ndex

pl ugin

proc

procs_priv

proxi es_priv

servers

sl ave_master _i nfo
slave_relay_| og_i nfo
sl ave_wor ker _i nfo

sl ow_| og

tables_priv

ti me_zone
time_zone_| eap_second
ti me_zone_nane
time_zone_transition
tinme_zone_transition_type
user

Use the nysql program to select information from a table in the mysql database:
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C\> bin\nysqgl -e "SELECT User, Host, plugin FROM nysql.user" nysql

doocooo doocoocoooao doocococcoocooocococoooao +
| User | Host | plugin |
doocooo doocoocoooao doocococcoocooocococoooao +
| root | localhost | nysql _native_password |
doocooo doocoocoooao doocococcoocooocococoooao +

For more information about mysql and nysql show, see Section 4.5.1, “mysgl — The MySQL
Command-Line Client”, and Section 4.5.6, “mysglshow — Display Database, Table, and Column
Information”.

2.3.7 Windows Platform Restrictions

The following restrictions apply to use of MySQL on the Windows platform:

Process memory

On Windows 32-bit platforms, it is not possible by default to use more than 2GB of RAM within a
single process, including MySQL. This is because the physical address limit on Windows 32-bit
is 4GB and the default setting within Windows is to split the virtual address space between kernel
(2GB) and user/applications (2GB).

Some versions of Windows have a boot time setting to enable larger applications by reducing the
kernel application. Alternatively, to use more than 2GB, use a 64-bit version of Windows.

File system aliases

When using My| SAMtables, you cannot use aliases within Windows link to the data files on another
volume and then link back to the main MySQL dat adi r location.

This facility is often used to move the data and index files to a RAID or other fast solution, while
retaining the main . f r mfiles in the default data directory configured with the dat adi r option.

Limited number of ports

Windows systems have about 4,000 ports available for client connections, and after a connection on
a port closes, it takes two to four minutes before the port can be reused. In situations where clients
connect to and disconnect from the server at a high rate, it is possible for all available ports to be
used up before closed ports become available again. If this happens, the MySQL server appears to
be unresponsive even though it is running. Ports may be used by other applications running on the
machine as well, in which case the number of ports available to MySQL is lower.

For more information about this problem, see https://support.microsoft.com/kb/196271.
DATA DI RECTORY and | NDEX DI RECTORY

The DATA DI RECTORY clause of the CREATE TABLE statement is supported on Windows for

| nnoDB tables only, as described in Section 14.6.1.2, “Creating Tables Externally”. For My| SAMand
other storage engines, the DATA DI RECTORY and | NDEX DI RECTORY clauses for CREATE TABLE
are ignored on Windows and any other platforms with a nonfunctional r eal pat h() call.

DROP DATABASE
You cannot drop a database that is in use by another session.
Case-insensitive names

File names are not case-sensitive on Windows, so MySQL database and table names are also not
case-sensitive on Windows. The only restriction is that database and table names must be specified
using the same case throughout a given statement. See Section 9.2.3, “Identifier Case Sensitivity”.

Directory and file names
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On Windows, MySQL Server supports only directory and file names that are compatible with the
current ANSI code pages. For example, the following Japanese directory name does not work in the
Western locale (code page 1252):

datadi r="C /#EE507O2 IV hODF—&"

The same limitation applies to directory and file names referred to in SQL statements, such as the
data file path name in LOAD DATA.

The\ path name separator character

Path name components in Windows are separated by the \ character, which is also the escape
character in MySQL. If you are using LOAD DATA or SELECT ... | NTO OUTFI LE, use Unix-style
file names with / characters:

nysql > LOAD DATA INFILE ' C:./tnp/skr.txt' | NTO TABLE skr;
nysql > SELECT * | NTO OUTFI LE ' C:./tnp/skr.txt' FROM skr;

Alternatively, you must double the \ character:

nysqgl > LOAD DATA INFILE ' C:\\tnp\\skr.txt"' |NTO TABLE skr;
nysql > SELECT * | NTO OUTFI LE ' C:\\tnp\\skr.txt' FROM skr

Problems with pipes

Pipes do not work reliably from the Windows command-line prompt. If the pipe includes the character
NZ | CHAR( 24) , Windows thinks that it has encountered end-of-file and aborts the program.

This is mainly a problem when you try to apply a binary log as follows:
C:\> nysqgl binlog binary_log_ file | nmysql --user=root

If you have a problem applying the log and suspect that it is because of a *Z / CHAR( 24) character,
you can use the following workaround:

C.\> nysqgl binlog binary log file --result-file=/tnp/bin.sql
C. \> nysqgl --user=root --execute "source /tnp/bin.sqgl"

The latter command also can be used to reliably read any SQL file that may contain binary data.

2.4 Installing MySQL on macOS

For a list of macOS versions that the MySQL server supports, see https://www.mysql.com/support/
supportedplatforms/database.html.

MySQL for macOS is available in a number of different forms:

» Native Package Installer, which uses the native macOS installer (DMG) to walk you through the

installation of MySQL. For more information, see Section 2.4.2, “Installing MySQL on macOS Using
Native Packages”. You can use the package installer with macOS. The user you use to perform the
installation must have administrator privileges.

Compressed TAR archive, which uses a file packaged using the Unix t ar and gzi p commands.
To use this method, you must open a Ter m nal window. You do not need administrator privileges
using this method, as you can install the MySQL server anywhere using this method. For more
information on using this method, you can use the generic instructions for using a tarball,

Section 2.2, “Installing MySQL on Unix/Linux Using Generic Binaries”.

In addition to the core installation, the Package Installer also includes Section 2.4.3, “Installing a
MySQL Launch Daemon” and Section 2.4.4, “Installing and Using the MySQL Preference Pane”,
both of which simplify the management of your installation.
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For additional information on using MySQL on macOS, see Section 2.4.1, “General Notes on Installing
MySQL on macOS”.

2.4.1 General Notes on Installing MySQL on macOS

You should keep the following issues and notes in mind:

» As of MySQL server 5.6.26, the DMG bundles a launchd daemon instead of the deprecated startup
item. Startup items do not function as of macOS 10.10 (Yosemite), so using launchd is preferred.
The available MySQL preference pane under macOS System Preferences was also updated to use
launchd.

* You may need (or want) to create a specific nysql user to own the MySQL directory and data. You
can do this through the Di rectory Utility, andthe mysqgl user should already exist. For use in
single user mode, an entry for _nysql (note the underscore prefix) should already exist within the
system / et ¢/ passwd file.

» Because the MySQL package installer installs the MySQL contents into a version and platform
specific directory, you can use this to upgrade and migrate your database between versions. You
must either copy the dat a directory from the old version to the new version, or alternatively specify
an alternative dat adi r value to set location of the data directory. By default, the MySQL directories
are installed under / usr/ | ocal /.

» You might want to add aliases to your shell's resource file to make it easier to access commonly
used programs such as nysql and mysql adni n from the command line. The syntax for bash is:

al i as nysql =/ usr/ | ocal / mysql / bi n/ mysql
al i as nysql admi n=/usr /| ocal / mysql / bi n/ mysqgl adm n

For t csh, use:

alias mysql /usr/local/nysql/bin/mysql
alias mnmysqgl adm n /usr/|ocal/nysql/bin/nmysqgl adm n

Even better, add / usr/ | ocal / mysqgl / bi n to your PATH environment variable. You can do this
by modifying the appropriate startup file for your shell. For more information, see Section 4.2.1,
“Invoking MySQL Programs”.

 After you have copied over the MySQL database files from the previous installation and have
successfully started the new server, you should consider removing the old installation files to save
disk space. Additionally, you should also remove older versions of the Package Receipt directories
located in/ Li brary/ Recei pt s/ mysqgl - VERSI ON. pkg.

2.4.2 Installing MySQL on macOS Using Native Packages

Note

@ Before proceeding with the installation, be sure to stop all running MySQL
server instances by using either the MySQL Manager Application (on macOS
Server), the preference pane, or nysql adn n shut down on the command
line.

To install MySQL using the package installer:

1. Download the disk image (. dnp) file (the community version is available here) that contains the
MySQL package installer. Double-click the file to mount the disk image and see its contents.
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Figure 2.13 MySQL Package Installer: DMG Contents

® O @ - mysql-5.6.26-0sx10.8-x86_64

-
mysql-5.6.26-08x10.8-
xB6_B4.pkg

. mysgl-5.6.26-0sx10.8-x86_64

2. Double-click the MySQL installer package. It is named according to the MySQL version and the
macOS version you have chosen. For example, if you have downloaded the package for MySQL
5.6.51 and macOS 10.8, double-click nysql - 5. 6. 51- macos- 10. 8- x86_64. pkg.

3. You are presented with the opening installer dialog. Click Continue to begin installation.

Figure 2.14 MySQL Package Installer: Introduction

@ C e Install MySQL 5.6.26-community o)

Welcome to the MySQL 5.6.26-community Installer

Thank you for choosing MySQL Server, the popular open

¢ Introduction source database system by Oracle. This package will
NPT install the MySQL Server software on your system.
Destination Select Online resources:

« MySQOL Reference Manual
«  www.MySQL.com
Installation »  www.Oracle.com
Summary

Installation Type

4. If you have downloaded the community version of MySQL, you are shown a copy of the relevant
GNU General Public License. Click Continue and then Agree to continue.
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5. From the Installation Type page you can either click Install to execute the installation wizard using
all defaults, click Customize to alter which components to install (MySQL server, Preference Pane,
Launchd Support -- all enabled by default).

Note
@ Although the Change Install Location option is visible, the installation
location cannot be changed.

Figure 2.15 MySQL Package Installer: Installation Type

[ ] e Install MySQL 5.6.26-community [}
Standard Install on "My HD"

Introduction This will take 690.5 MB of space on your computer.

License Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will

Destination Select be able to use this software.

Installation Type
Installation

Summary

Change Install Location...

My l ) L ) Customize Go Back Install
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Figure 2.16 MySQL Package Installer: Customize

| JON®] e Install MySQL 5.6.26-community
Custom Install on "My HD"
Package Name Action Size
® Introduction MySQL Server Upgrade  690.4 MB
X Preference Pane Upgrade 161 KB
@ License Launchd Support Upgrade 2 KB
© Destination Select
+ Installation Type
Installation
Summary
Space Required: 690.5 MB Remaining: 18.08 GB
m
My SQ I_ Standard Install Go Back Install

6. Click Install to begin the installation process.
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7. Once the installation has been completed successfully, you are shown an Install Succeeded
message with a short summary. Now, Close the wizard and begin using the MySQL server.

Figure 2.17 MySQL Package Installer: Summary

Introduction
License
Destination Select
Installation Type
Installation

Summary

My

Online resources:

MySQL Reference Manual
www.MySQOL.com
www.Oracle.com

« Install MySQL 5.6.26-community )

The installation was completed successfully.

Thank you for installing MySQL Server.

MySQL server is now installed, but it is not loaded (or started) by default. Use either launchctl from the
command line, or start MySQL by clicking "Start" using the MySQL preference pane. For additional
information, see Section 2.4.3, “Installing a MySQL Launch Daemon”, and Section 2.4.4, “Installing and
Using the MySQL Preference Pane”. Use the MySQL Preference Pane or launchd to configure MySQL

to automatically start at bootup.

When installing using the package installer, the files are installed into a directory within / usr/
I ocal matching the name of the installation version and platform. For example, the installer file
nysql - 5. 6. 51- macos10. 12- x86_64. dny installs MySQL into / usr /| ocal / mysql -5. 6. 51-

nmacos10. 12- x86_64/
Table 2.7 MySQL Installation Layout on macOS

. The following table shows the layout of the installation directory.

Directory

Contents of Directory

bin,scripts

nmysql d server, client and utility programs

dat a Log files, databases

docs Helper documents, like the Release Notes and
build information

i ncl ude Include (header) files

lib Libraries

man Unix manual pages

nmysql -t est MySQL test suite

share Miscellaneous support files, including error

messages, sample configuration files, SQL for
database installation
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Directory Contents of Directory

sql - bench Benchmarks

support-files Scripts and sample configuration files
/ tmp/ nysql . sock Location of the MySQL Unix socket

During the package installer process, a symbolic link from / usr/ | ocal / mysql to the version/platform
specific directory created during installation is created automatically.

2.4.3 Installing a MySQL Launch Daemon

macOS uses launch daemons to automatically start, stop, and manage processes and applications
such as MySQL.

launchd daemons. However, startup items do not function as of OS X 10.10

Note
@ Before MySQL 5.6.26, the macOS builds installed startup items instead of
(Yosemite). The macOS builds now install launchd daemons.

By default, the installation package (DMG) on macOS installs a launchd file named / Li brary/
LaunchDaenons/ com or acl e. oss. nysql . mysqgl d. pl i st that contains a plist definition similar
to:

<?xm version="1.0" encodi ng="utf-8"?>
<! DOCTYPE plist PUBLIC "-//Apple Conputer//DTD PLI ST 1.0//EN"' "http://ww. appl e. coml DTDs/ PropertyLi st-1.0. c
<plist version="1.0">

<di ct >
<key>Label </ key> <string>com oracl e. 0oss. nysql . nysqgl d</ stri ng>
<key>Pr ocessType</ key> <string>l nteractive</string>
<key>Di sabl ed</ key> <f al se/ >
<key>RunAt Load</ key> <true/>
<key>KeepAl i ve</ key> <true/>
<key>Sessi onCr eat e</ key> <true/>
<key>LaunchOnl yOnce</ key> <f al se/ >
<key>User Nane</ key> <string>_nysql </string>
<key>G oupNane</ key> <string>_nysql </string>
<key>Exi t Ti meQut </ key> <i nt eger >600</ i nt eger >
<key>Pr ogr anx/ key> <string>/usr/local /nysql/bin/ nysqgl d</string>
<key>Pr ogr amAr gunent s</ key>
<array>
<string>/usr/local /nysql/bin/ nysqgl d</string>
<string>--user=_nysqgl </string>
<string>--basedir=/usr/local /nysqgl </string>
<string>--datadir=/usr/local/nysqgl/data</string>
<string>--plugin-dir=/usr/local/nysql/lib/plugin</string>
<string>--log-error=/usr/local /nysql /datal/nysql d.|ocal .err</string>
<string>--pid-file=/usr/local/nysql/datal/nmysqld.|ocal.pid</string>
</ array>
<key>Wbr ki ngDi r ect ory</ key> <string>/usr/|ocal/nmysql </string>
</dict>
</plist>
Note
@ Some users report that adding a plist DOCTYPE declaration causes the
launchd operation to fail, despite it passing the lint check. We suspect it's a
copy-n-paste error. The md5 checksum of a file containing the above snippet is
60d7963a0bb2994b69b8b9c123db09df.

To enable the launchd service, you can either:

 Click Start MySQL Server from the MySQL preference pane.
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Figure 2.18 MySQL Preference Pane: Location

@00 System Preferences
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Figure 2.19 MySQL Preference Pane: Usage

] < FEH MySQL Q %)

MySQL Server Status
ﬁ The MySQL Database Server is currently stopped.

';!}
% I / To start it, use the "Start MySQL Server® button.

The MySQL Server Instance is stopped Start MySQL Server

Automatically Start MySQL Server on Startup
You may select to have the MySQL server start .
autematically whenever your computer starts up.

My

» Or, manually load the launchd file.

$> cd /Library/LaunchDaenpns
$> sudo | aunchct!l |oad -F com oracl e. oss. nysql . nysql d. pl i st

» To configure MySQL to automatically start at bootup, you can:

$> sudo | aunchct!l |oad -w com oracl e. oss. nysql . nysql d. pl i st

Note
@ When upgrading MySQL server, the launchd installation process removes the
old startup items that were installed with MySQL server 5.6.25 and earlier.

2.4.4 Installing and Using the MySQL Preference Pane

The MySQL Installation Package includes a MySQL preference pane that enables you to start, stop,
and control automated startup during boot of your MySQL installation.

This preference pane is installed by default, and is listed under your system's System Preferences
window.
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Figure 2.20 MySQL Preference Pane: Location

'O 80 System Preferences

To install the MySQL Preference Pane:

1. Download the disk image (. dng) file (the community version is available here) that contains the
MySQL package installer. Double-click the file to mount the disk image and see its contents.
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Figure 2.21 MySQL Package Installer: DMG Contents

® O @ - mysql-5.6.26-0sx10.8-x86_64

mysql-5.6.26-08x10.8-
xB6_B4.pkg

mysaql-5.6.26-08x10.8-x86_54

items instead of launchd daemons, and the preference pane managed that

Note
@ Before MySQL 5.6.26, macOS packages included the deprecated startup
instead of launchd.

2. Go through the process of installing the MySQL server, as described in the documentation at
Section 2.4.2, “Installing MySQL on macOS Using Native Packages”.
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3. Click Customize at the Installation Type step. The "Preference Pane" option is listed there and
enabled by default; make sure it is not deselected.

Figure 2.22 MySQL Installer on macOS: Customize

® « Install MySQL 5.6.26-community =}

Custom Install on “My HD"

Package Mame Action Size
Introduction @ MySQaL Server Upgrade 690.4 MB
. Preference Pane Upgrade 161 KB
License )
@ Launchd Support Upgrade 2KB
Destination Select
Installation Type
Space Required: 690.5 MB Remaining: 18.08 GB

My Standard Install Go Back Install

4. Complete the MySQL server installation process.

Note

@ The MySQL preference pane only starts and stops MySQL installation installed
from the MySQL package installation that have been installed in the default
location.

Once the MySQL preference pane has been installed, you can control your MySQL server instance

using the preference pane. To use the preference pane, open the System Preferences... from the

Apple menu. Select the MySQL preference pane by clicking the MySQL icon within the preference

panes list.
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Figure 2.23 MySQL Preference Pane: Location

'O 8 6 System Preferences

138



Installing MySQL on Linux

Figure 2.24 MySQL Preference Pane: Usage

&

MySQL

MySQL Server Status

The MySQL Database Server is currently stopped.
To start it, use the "Start MySQL Server® button.

The MySQL Server Instance is stopped

Automatically Start MySQL Server on Startup

You may select to have the MySQL server start

automatically whenever your computer starts up.

Q o

Start MySQL Server

AN

My

The MySQL Preference Pane shows the current status of the MySQL server, showing stopped (in
red) if the server is not running and running (in green) if the server has already been started. The
preference pane also shows the current setting for whether the MySQL server has been set to start

automatically.

e To start the MySQL server using the preference pane:

Click Start MySQL Server. You may be prompted for the username and password of a user with
administrator privileges to start the MySQL server.

* To stop the MySQL server using the preference pane:

Click Stop MySQL Server. You may be prompted for the username and password of a user with
administrator privileges to stop the MySQL server.

» To automatically start the MySQL server when the system boots:

Check the check box next to Automatically Start MySQL Server on Startup.

e To disable automatic MySQL server startup when the system boots:

Uncheck the check box next to Automatically Start MySQL Server on Startup.

You can close the Syst em Pref erences. .

2.5 Installing MySQL on Linux

Linux supports a number of different solutions for installing MySQL. We recommend that you use one
of the distributions from Oracle, for which several methods for installation are available:

Table 2.8 Linux Installation Methods and Information

. window once you have completed your settings.

Type Setup Method Additional Information

Apt Enable the MySQL Apt Documentation
repository

Yum Enable the MySQL Yum Documentation
repository
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Type Setup Method Additional Information
Zypper Enable the MySQL SLES Documentation
repository

RPM Download a specific package Documentation

DEB Download a specific package Documentation

Generic Download a generic package Documentation

Source Compile from source Documentation

Docker Use Docker Hub Documentation

Oracle Unbreakable Linux Use ULN channels Documentation
Network

As an alternative, you can use the package manager on your system to automatically download and
install MySQL with packages from the native software repositories of your Linux distribution. These
native packages are often several versions behind the currently available release. You are also
normally unable to install development milestone releases (DMRS), as these are not usually made
available in the native repositories. For more information on using the native package installers, see
Section 2.5.7, “Installing MySQL on Linux from the Native Software Repositories”.

Note

@ For many Linux installations, you may want to set up MySQL to be started
automatically when your machine starts. Many of the native package
installations perform this operation for you, but for source, binary and RPM
solutions you may need to set this up separately. The required script,
nysql . server, can be found in the support-fil es directory under the
MySQL installation directory or in a MySQL source tree. You can install it
as/etc/init.d/ mysqgl forautomatic MySQL startup and shutdown. See
Section 4.3.3, “mysqgl.server — MySQL Server Startup Script”.

2.5.1 Installing MySQL on Linux Using the MySQL Yum Repository

The MySQL Yum repository for Oracle Linux, Red Hat Enterprise Linux, and CentOS provides RPM
packages for installing the MySQL server, client, MySQL Workbench, MySQL Utilities, MySQL Router,
MySQL Shell, Connector/ODBC, Connector/Python and so on (not all packages are available for all the
distributions; see Installing Additional MySQL Products and Components with Yum for details).

Before You Start

As a popular, open-source software, MySQL, in its original or re-packaged form, is widely installed on
many systems from various sources, including different software download sites, software repositories,
and so on. The following instructions assume that MySQL is not already installed on your system
using a third-party-distributed RPM package; if that is not the case, follow the instructions given in
Section 2.11.5, “Upgrading MySQL with the MySQL Yum Repository” or Section 2.5.2, “Replacing a
Third-Party Distribution of MySQL Using the MySQL Yum Repository”.

Steps for a Fresh Installation of MySQL

Follow the steps below to install the latest GA release of MySQL (from the MySQL 5.7 series currently)
with the MySQL Yum repository:

Adding the MySQL Yum Repository

First, add the MySQL Yum repository to your system's repository list. This is a one-time operation,
which can be performed by installing an RPM provided by MySQL. Follow these steps:

a. Go to the Download MySQL Yum Repository page (https://dev.mysql.com/downloads/repo/
yum/) in the MySQL Developer Zone.
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b. Select and download the release package for your platform.

c. Install the downloaded release package with the following command, replacing pl at f or m
and- ver si on- speci f i c- package- name with the name of the downloaded RPM package:

$> sudo yum | ocal instal | platform and-version-specific-package-nane.rpm

For an EL6-based system, the command is in the form of:

$> sudo yum | ocal install nysgl 57-communi ty-rel ease-el 6-{version-nunber}. noarch.rpm

For an EL7-based system:

$> sudo yum | ocal install nysgl 57-comunity-rel ease-el 7-{versi on-nunber}. noarch. rpm

The installation command adds the MySQL Yum repository to your system's repository list and
downloads the GnuPG key to check the integrity of the software packages. See Section 2.1.4.2,
“Signature Checking Using GnuPG” for details on GnuPG key checking.

You can check that the MySQL Yum repository has been successfully added by the following
command:

$> yumrepolist enabled | grep "nysqgl.*-community.*"

Note

@ Once the MySQL Yum repository is enabled on your system, any system-
wide update by the yum updat e command upgrades MySQL packages on
your system and also replace any native third-party packages, if Yum finds
replacements for them in the MySQL Yum repository; see Section 2.11.5,
“Upgrading MySQL with the MySQL Yum Repository” and, for a discussion
on some possible effects of that on your system, see Upgrading the Shared
Client Libraries.

Selecting.a Release Series

When using the MySQL Yum repository, the latest GA series (currently MySQL 5.7) is selected for
installation by default. If this is what you want, you can skip to the next step, Installing MySQL.

Within the MySQL Yum repository, different release series of the MySQL Community Server are
hosted in different subrepositories. The subrepository for the latest GA series (currently MySQL
5.7) is enabled by default, and the subrepositories for all other series (for example, the MySQL 5.6
series) are disabled by default. Use this command to see all the subrepositories in the MySQL Yum
repository, and see which of them are enabled or disabled:

$> yumrepolist all | grep nysq

To install the latest release from the latest GA series, no configuration is needed. To install the
latest release from a specific series other than the latest GA series, disable the subrepository

for the latest GA series and enable the subrepository for the specific series before running the
installation command. If your platform supports yum conf i g- nanager , you can do that by issuing
these commands, which disable the subrepository for the 5.7 series and enable the one for the 5.6
series:

$> sudo yum confi g- manager --disable nysql 57-community
$> sudo yum confi g- manager --enable nysql 56-conmunity

Besides using yum conf i g- manager command, you can also select a release series by editing
manually the / et ¢/ yum r epos. d/ nysql - conmruni t y. r epo file. This is a typical entry for a
release series' subrepository in the file:

[ mysql 57- conmuni t y]
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name=MySQL 5.7 Community Server

baseur| =htt p://repo. nysql . conl yuni nysql - 5. 7- conmuni ty/ el / 6/ $basear ch/
enabl ed=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm gpg/ RPM GPG KEY- nysq

Find the entry for the subrepository you want to configure, and edit the enabl ed option. Specify
enabl ed=0 to disable a subrepository, or enabl ed=1 to enable a subrepository. For example, to
install MySQL 5.6, make sure you have enabl ed=0 for the above subrepository entry for MySQL
5.7, and have enabl ed=1 for the entry for the 5.6 series:

# Enable to use MySQL 5.6

[ mysql 56- communi ty]

name=MySQL 5.6 Community Server

baseur| =http://repo. nysql . conl yuni nysql - 5. 6- conmuni ty/ el / 6/ $basear ch/
enabl ed=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm gpg/ RPM GPG KEY- nysq

You should only enable subrepository for one release series at any time. When subrepositories for
more than one release series are enabled, the latest series is used by Yum.

Verify that the correct subrepositories have been enabled and disabled by running the following
command and checking its output:

$> yumrepolist enabled | grep nysq

Disabling-the Default MySQL Module

(EL8 systems only) EL8-based systems such as RHEL8 and Oracle Linux 8 include a MySQL
module that is enabled by default. Unless this module is disabled, it masks packages provided by
MySQL repositories. To disable the included module and make the MySQL repository packages
visible, use the following command (for dnf-enabled systems, replace yumin the command with
dnf):

$> sudo yum nodul e di sabl e nysq

Installing-MySQL

Install MySQL by the following command:

$> sudo yuminstall mysql-comunity-server

This installs the package for MySQL server (nysql - conmruni t y- ser ver) and also packages for
the components required to run the server, including packages for the client (mysql - communi t y-
cl i ent), the common error messages and character sets for client and server (nysql -

conmuni t y- common), and the shared client libraries (mysql - conmuni ty-1i bs).

Starting he MySQL Server

Start the MySQL server with the following command:

$> sudo service nysqld start

This is a sample output of the above command:

Starting nmysqgld:[ OK]

You can check the status of the MySQL server with the following command:

$> sudo service nysqld status

This is a sample output of the above command:

nysqgld (pid 3066) is running
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Securinggthe MySQL Installation

The program nmysql _secure_i nstal | ati on allows you to perform important operations like
setting the root password, removing anonymous users, and so on. Always run it to secure your
MySQL installation:

$> nysql _secure_installation

It is important to remember the root password you set. See Section 4.4.5,
“mysql_secure_installation — Improve MySQL Installation Security” for details.

For more information on the postinstallation procedures, see Section 2.10, “Postinstallation Setup and
Testing”.

Note

@ Compatibility Information for EL7-based platforms: The following RPM packages
from the native software repositories of the platforms are incompatible with the
package from the MySQL Yum repository that installs the MySQL server. Once
you have installed MySQL using the MySQL Yum repository, you cannot install
these packages (and vice versa).

¢ akonadi-mysq|
Installing Additional MySQL Products and Components with Yum

You can use Yum to install and manage individual components of MySQL. Some of these components
are hosted in sub-repositories of the MySQL Yum repository: for example, the MySQL Connectors

are to be found in the MySQL Connectors Community sub-repository, and the MySQL Workbench in
MySQL Tools Community. You can use the following command to list the packages for all the MySQL
components available for your platform from the MySQL Yum repository:

$> sudo yum --di sabl erepo=\* --enabl erepo='nysqgl *-comuni ty*' |ist avail able

Install any packages of your choice with the following command, replacing package- nane with name
of the package:

$> sudo yuminstall package-nanme
For example, to install MySQL Workbench:
$> sudo yuminstall nysql-workbench-comunity

To install the shared client libraries:

$> sudo yuminstall nysql-comunity-Iibs
Updating MySQL with Yum

Besides installation, you can also perform updates for MySQL products and components using the
MySQL Yum repository. See Section 2.11.5, “Upgrading MySQL with the MySQL Yum Repository” for
details.

2.5.2 Replacing a Third-Party Distribution of MySQL Using the MySQL Yum
Repository

For supported Yum-based platforms (see Section 2.5.1, “Installing MySQL on Linux Using the MySQL
Yum Repository”, for a list), you can replace a third-party distribution of MySQL with the latest GA
release (from the MySQL 5.7 series currently) from the MySQL Yum repository. According to how your
third-party distribution of MySQL was installed, there are different steps to follow:
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Replacing a Native Third-Party Distribution of MySQL

If you have installed a third-party distribution of MySQL from a native software repository (that is, a
software repository provided by your own Linux distribution), follow these steps:

Backing LJp Your Database

To avoid loss of data, always back up your database before trying to replace your MySQL
installation using the MySQL Yum repository. See Chapter 7, Backup and Recovery, on how to
back up your database.

Adding the MySQL Yum Repository

Add the MySQL Yum repository to your system's repository list by following the instructions given in
Adding the MySQL Yum Repository.

Replacingy the Native Third-Party Distribution by a Yum Update

By design, the MySQL Yum repository replaces your native third-party MySQL with the latest GA
release (from the MySQL 5.7 series currently) from the MySQL Yum repository when you perform a
yum updat e command on the system, or ayum updat e nysql - server.

After updating MySQL using the Yum repository, applications compiled with older versions of the
shared client libraries should continue to work. However, if you want to recompile applications and
dynamically link them with the updated libraries, see Upgrading the Shared Client Libraries, for some
special considerations.

Replacing a Nonnative Third-Party Distribution of MySQL

If you have installed a third-party distribution of MySQL from a nonnative software repository (that is, a
software repository not provided by your own Linux distribution), follow these steps:

Backing LJp Your Database

To avoid loss of data, always back up your database before trying to replace your MySQL
installation using the MySQL Yum repository. See Chapter 7, Backup and Recovery, on how to
back up your database.

Stopping-Yum from Receiving MySQL Packages from Third-Party, Nonnative
Repositories

Before you can use the MySQL Yum repository for installing MySQL, you must stop your system
from receiving MySQL packages from any third-party, nonnative Yum repositories.

For example, if you have installed MariaDB using their own software repository, get a list of the
installed MariaDB packages using the following command:

$> yum list installed mariadb\*

This is a sample output for the command:

Mar i aDB- conmon. i 686 10.0.4-1 @rar i adb
Mar i aDB- conpat . i 686 10.0.4-1 @rar i adb
Mar i aDB- server. i 686 10.0.4-1 @rar i adb

From the command output, we can identify the installed packages (Var i aDB- conmon, Mar i aDB-
conpat, and Mar i aDB- ser ver ) and the source of them (a nonnative software repository named
mar i adb).

As another example, if you have installed Percona using their own software repository, get a list of
the installed Percona packages using the following command:
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$> yum list installed Percona\*

This is a sample output for the command:

Per cona- Server-client-55.i686 5.5.39-rel 36.0. el 6 @er cona-r el ease-i 386
Per cona- Ser ver - server-55. i 686 5.5.39-rel 36.0.¢el 6 @er cona-r el ease-i 386
Per cona- Ser ver - shar ed- 55. i 686 5.5.39-rel 36.0. el 6 @er cona-r el ease-i 386
per cona-r el ease. noar ch 0.1-3 @ percona-rel ease-0. 1- 3. noar ch

From the command output, we can identify the installed packages (Per cona- Server-cli ent,
Per cona- Server - server, Per cona- Server - shar ed, and per cona- r el ease. noar ch) and
the source of them (a nonnative software repository named per cona-r el ease).

If you are not sure which third-party MySQL fork you have installed, this command should reveal
it and list the RPM packages installed for it, as well as the third-party repository that supplies the
packages:

$> yum - - di sabl erepo=\* provides nysql\*

The next step is to stop Yum from receiving packages from the nonnative repository. If the yum
confi g- manager utility is supported on your platform, you can, for example, use this command
for stopping delivery from MariaDB:

$> sudo yum confi g- manager --disable nmariadb
And use this command for stopping delivery from Percona:
$> sudo yum confi g- nanager --di sabl e percona-rel ease

You can perform the same task by removing the entry for the software repository existing in one of
the repository files under the / et ¢/ yum r epos. d/ directory. This is how the entry typically looks
like for MariaDB:

[mari adb] nane = Mari aDB

baseur| = [base URL for repository]
gpgkey = [URL for GPG key]
gpgcheck =1

The entry is usually found in the file / et ¢/ yum r epos. d/ Mar i aDB. r epo for MariaDB—delete
the file, or remove entry from it (or from the file in which you find the entry).

repository release package (like Percona) if you are going to remove the
release package (per cona-r el ease. noar ch for Percona), as shown in

Note
@ This step is not necessary for an installation that was configured with a Yum
the uninstall command for Percona in Step 3 below.

UninstalBng the Nonnative Third-Party MySQL Distribution of MySQL

The nonnative third-party MySQL distribution must first be uninstalled before you can use the
MySQL Yum repository to install MySQL. For the MariaDB packages found in Step 2 above,
uninstall them with the following command:

$> sudo yum renove MariaDB-common Mari aDB- conpat Mari aDB- server
For the Percona packages we found in Step 2 above:

$> sudo yum renove Percona- Server-client-55 Percona-Server-server-55 \
Per cona- Server - shar ed- 55. i 686 percona-rel ease
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Installing-MySQL with the MySQL Yum Repository

Then, install MySQL with the MySQL Yum repository by following the instructions given in
Section 2.5.1, “Installing MySQL on Linux Using the MySQL Yum Repository”: .

Important

A « If you have chosen to replace your third-party MySQL distribution with a
newer version of MySQL from the MySQL Yum repository, remember to
run mysql _upgr ade after the server starts, to check and possibly resolve
any incompatibilities between the old data and the upgraded software.
mysql _upgr ade also performs other functions; see Section 4.4.7,
“mysql_upgrade — Check and Upgrade MySQL Tables” for details.

» For EL7-based platforms: See Compatibility Information for EL7-based
platforms [143].

2.5.3 Installing MySQL on Linux Using the MySQL APT Repository

The MySQL APT repository provides deb packages for installing and managing the MySQL server,
client, and other components on Debian and Ubuntu platforms.

Instructions for using the MySQL APT Repository are available in A Quick Guide to Using the MySQL
APT Repository.

2.5.4 Installing MySQL on Linux Using the MySQL SLES Repository

The MySQL SLES repository provides RPM packages for installing and managing the MySQL server,
client, and other components on SUSE Enterprise Linux Server.

Instructions for using the MySQL SLES repository are available in A Quick Guide to Using the MySQL
SLES Repository.

you to try it and provide us with feedback. Please report any bugs or

Note
@ The MySQL SLES repository is now in development release. We encourage
inconsistencies you observe to our Bugs Database.

2.5.5 Installing MySQL on Linux Using RPM Packages from Oracle

The recommended way to install MySQL on RPM-based Linux distributions is by using the RPM
packages provided by Oracle. There are two sources for obtaining them, for the Community Edition of
MySQL:

* From the MySQL software repositories:

e The MySQL Yum repository (see Section 2.5.1, “Installing MySQL on Linux Using the MySQL Yum
Repository” for details).

e The MySQL SLES repository (see Section 2.5.4, “Installing MySQL on Linux Using the MySQL
SLES Repository” for details).

* From the MySQL Downloads page in the MySQL Developer Zone.

Note
@ RPM distributions of MySQL are also provided by other vendors. Be aware
that they may differ from those built by Oracle in features, capabilities,
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and conventions (including communication setup), and that the installation
instructions in this manual do not necessarily apply to them. The vendor's
instructions should be consulted instead.

If you have such a third-party distribution of MySQL running on your system
and now want to migrate to Oracle's distribution using the RPM packages
downloaded from the MySQL Developer Zone, see Compatibility with RPM
Packages from Other Vendors below. The preferred method of migration,
however, is to use the MySQL Yum repository or MySQL SLES repository.

There are two kinds of RPM packages for installing MySQL 5.6 :

» The older kind: Their package names started with MYSQL- . They are available from the MySQL
Downloads page in the MySQL Developer Zone. The instructions given in this section are for using
these packages.

» The newer kind: Their package names started with mysql - conmuni ty- or nysql - commer ci al -.
They are available from the MySQL Yum repository and MySQL SLES repository. If, instead
of configuring your system to install these RPM directly from the MySQL repositories (which is
recommended), you are downloading the packages from the repositories and then installing them
manually in separate steps, use the installation commands given for the MySQL 5.7 RPMs in
Installing MySQL on Linux Using RPM Packages from Oracle, but consult this section for information
like installation layout, server initialization, root password, and so on.

RPM packages for MySQL are listed in the following tables:

Table 2.9 RPM Packages for MySQL Community Edition

Package Name Summary

MySQL- server Database server and related tools

MySQL-cl i ent MySQL client applications and tools

My SQL- devel Development header files and libraries for MySQL
database client applications

My SQ.- shar ed Shared libraries for MySQL database client
applications

My SQL- shar ed- conpat Shared compatibility libraries for previous MySQL
installations

MySQL- enbedded MySQL embedded library

MySQL-t est Test suite for the MySQL server

Dependency relationships exist among some of the packages. If you plan to install many of the
packages, you may wish to download the RPM bundle t ar file instead, which contains all the RPM
packages listed above, so that you need not download them separately.

The full names for the RPMs have the following syntax:

packagenane- ver si on-di stri bution-arch. rpm

The di st ri buti on and ar ch values indicate the Linux distribution and the processor type for which
the package was built. See the table below for lists of the distribution identifiers:

Table 2.10 MySQL Linux RPM Package Distribution Identifiers

di stribution Value Intended Use
el 6,el 7 Red Hat Enterprise Linux/Oracle Linux/CentOS 5,
6,0r7
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di stribution Value Intended Use

sl esll, slesl2 SUSE Linux Enterprise Server 11 or 12

linux_glibc2.5 Distribution independent; run on any RPM-based
Linux distribution

To see all files in an RPM package (for example, MySQL- ser ver ), use the following command:

$> rpm -gpl MySQ.- server-version-distribution-arch.rpm

In most cases, you need to install the MySQL- server and MySQL- cl i ent to get a functional,
standard MySQL installation. To perform such a standard, minimal installation, go to the folder that
contains all those packages (and, preferably, no other RPM packages with similar names), and issue
the following command (replace yumwith zypper for SLES systems):

$> yuminstall MySQL-{server,client}-*

While it is much preferable to use a high-level package management tool like yumto install the
packages, users who prefer direct r pmcommands can replace the yum i nst al | command with the

r pm - Uvh command; however, using r pm - Uvh instead makes the installation process more prone to
failure, due to potential dependency issues the installation process might run into.

To install only the client programs, you can skip installing the MySQL- ser ver package; issue the
following command (replace yumwith zypper for SLES systems):

$> yuminstall MySQ.-client-*

A standard installation of MySQL using the RPM packages result in files and resources created under
the system directories, shown in the following table.

Table 2.11 MySQL Installation Layout for Linux RPM Packages from the MySQL Developer Zone

Files or Resources Location

Client programs and scripts /usr/bin

mysql d server /usr/sbin

Data directory /var/lib/nysql

Error log file For RHEL, Oracle Linux, or CentOS: /var/ | i b/

nysql / host _nane. err

For SLES: /var /1 og/ nmysql / nysql d. | og

System V init script /[etcl/init.dl mysql

Systemd service nysql

Pid file /var/lib/mnmysqgl/host nane. pid
Unix manual pages [ usr/ shar e/ man

Include (header) files [usr/includel/ nysql

Libraries lusr/lib/nmysql

Socket [var/lib/nysql/nmysqgl.sock
Miscellaneous support files (for example, error [ usr/sharel/ nysql

messages, and character set files)

The installation also creates a user named nmysql and a group named nmysql on the system.

MySQL is not automatically started at the end of the installation process. Use the following command to
start MySQL.:
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$> service nysqgl start

At the initial start up of the server, the server is initialized if the data directory of the server is empty.
mysql _i nstal |l _db is invoked with the - - r andom passwor ds option, which assigns a random
password to the MySQL r oot accounts and sets the “password expired” flag for those accounts. It
is necessary after installation to start the server, connect as r oot using the initial random password,
and assign a new r oot password. Until this is done, r oot cannot do anything else. This must be
done for each r oot account you intend to use. To change the password, you can use the SET
PASSWORD statement (for example, with the nysqgl client). You can also use nysql admi n or

mysql _secure_install ati on. For additional details (including where to find the assigned random
r oot password), see Section 4.4.3, “mysql_install_db — Initialize MySQL Data Directory”. (Install
operations using RPMs for Unbreakable Linux Network are unaffected because they do not run
mysql _install _db.)

During an upgrade installation using RPM packages, if the MySQL server is running when the upgrade
occurs then the MySQL server is stopped, the upgrade occurs, and the MySQL server is restarted. One
exception: if the edition also changes during an upgrade (such as community to commercial, or vice-
versa), then MySQL server is not restarted.

If something goes wrong during installation, you might find debug information in the error log file / var /
[ib/mysql/host nane.err.

Compatibility with RPM Packages from Other Vendors. If you have installed packages for
MySQL from your Linux distribution's local software repository, it is much preferable to install the new,
directly-downloaded packages from Oracle using the package management system of your platform
(yumor zypper ), as described above. The command replaces old packages with new ones to ensure
compatibility of old applications with the new installation; for example, the old My SQL- shar ed package
is replaced with the MySQL- shar ed- conpat package, which provides a replacement-compatible
client library for applications that were using your older MySQL installation. If there was an older
version of MySQL- shar ed- conpat on the system, it also gets replaced.

If you have installed third-party packages for MySQL that are NOT from your Linux distribution's local
software repository (for example, packages directly downloaded from a vendor other than Oracle),
you should uninstall all those packages before installing the new, directly-downloaded packages from
Oracle. This is because conflicts may arise between those vendor's RPM packages and Oracle's: for
example, a vendor's convention about which files belong with the server and which belong with the
client library may differ from that used for Oracle packages. Attempts to install an Oracle RPM may
then result in messages saying that files in the RPM to be installed conflict with files from an installed
package.

Debug Package. A special variant of MySQL Server compiled with the debug package has been
included in the server RPM packages. It performs debugging and memory allocation checks and
produces a trace file when the server is running. To use that debug version, start MySQL with /
usr/ shi n/ nysql d- debug, instead of starting it as a service or with / usr/ sbi n/ nysqgl d. See
Section 5.8.3, “The DBUG Package” for the debug options you can use.

nysql / pluginto/usr/1ib64/ nmysql/plugi n/ debug in 5.6.39.
Previously, it was necessary to change pl ugi n_dir to/ usr/ i b64/ nmysql /

Note
@ The default plugin directory for debug builds changed from / usr /| i b64/
pl ugi n/ debug for debug builds.

Rebuilding RPMs from source SRPMs.  Source code SRPM packages for MySQL are available for
download. They can be used as-is to rebuild the MySQL RPMs with the standard r pnbui | d tool chain.

Important

A RPMs for NDB Cluster.  Standard MySQL server RPMs built by MySQL do
not provide support for the NDBCLUSTER storage engine. For more information
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about installing NDB Cluster from RPMs, see Section 18.3, “NDB Cluster
Installation”.

2.5.6 Installing MySQL on Linux Using Debian Packages from Oracle

Oracle provides Debian packages for installing MySQL on Debian or Debian-like Linux systems. The
packages are available through two different channels:

» The MySQL APT Repository, supporting Debian and Ubuntu platforms. For details, see
Section 2.5.3, “Installing MySQL on Linux Using the MySQL APT Repository”.

» The MySQL Developer Zone's Download Area. For details, see Section 2.1.3, “How to Get MySQL".
The following are some information on the Debian packages available there and the instructions for
installing them:

* You may also need to install the | i bai o library if it is not already present on your system:

$> sudo apt-get install Iibaiol

Various Debian packages are provided in the MySQL Developer Zone for installing different
components of MySQL. The preferred method is to use the tarball bundle, which contains the
packages needed for a basic setup of MySQL. The tarball bundles have names in the format of
nysql - server _MWER- DVER_CPU. deb- bundl e. t ar . \ER s the MySQL version and DVER is
the Linux distribution version. The CPU value indicates the processor type or family for which the
package is built, as shown in the following table:

Table 2.12 MySQL Debian and Ubuntu Installation Package CPU Identifiers

CPUValue Intended Processor Type or Family
i 386 Pentium processor or better, 32 bit
and64 64-bit x86 processor

After downloading the tarball, unpack it with the following command:

$> tar -xvf nysql -server MWER- DVER _CPU. deb- bundl e. t ar

In general, install the deb packages unpacked from the tarball with the command (see
explanations below for the extra steps required for installing the server package):

$> sudo dpkg -i package- nane. deb

There are four packages to install:

» The database common files (install this package before the other ones):
$> sudo dpkg -i nysql - coomon_MER- DVER CPU. deb

e The MySQL server:

Install first the package for the database common files (see the last bullet), and then pre-
configure your server installation by the following command:

$> sudo dpkg- preconfigure nysql - conmuni ty-server MER- DVER CPU. deb

You are asked to provide a password for the r oot user for your MySQL installation. You might
also be asked other questions regarding the installation.

set a password later can leave the password field blank in the dialogue

Important
A Make sure you remember the root password you set. Users who want to
box and just press OK. However, it is very important that you set the
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password soon using the program mysql_secure_installation, as people
can gain anonymous access to your MySQL server until you have
secured the database's root account with a password.

Next, install the server package with the following command:

$> sudo dpkg -i nysql - communi ty-server_MER- DVER _CPU. deb

* The MySQL client:

$> sudo dpkg -i nysql -comuni ty-client_ MER- DVER CPU. deb

e The MySQL shared client library:

$> sudo dpkg -i libnysqglclient18 MER-DVER CPU. deb
Here are where the files are installed on the system:
* All configuration files (like my. cnf ) are under / et c
« All binaries, libraries, headers, etc., are under / usr

e The data directory is under / var

Note

@ Debian distributions of MySQL are also provided by other vendors. Be aware
that they may differ from those built by Oracle in features, capabilities, and
conventions (including communication setup), and that the instructions in this
manual do not necessarily apply to installing them. The vendor's instructions
should be consulted instead.

2.5.7 Installing MySQL on Linux from the Native Software Repositories

Many Linux distributions include a version of the MySQL server, client tools, and development
components in their native software repositories and can be installed with the platforms' standard
package management systems. This section provides basic instructions for installing MySQL using
those package management systems.

Important

A Native packages are often several versions behind the currently available
release. You are also normally unable to install development milestone releases
(DMRs), as these are not usually made available in the native repositories.
Before proceeding, we recommend that you check out the other installation
options described in Section 2.5, “Installing MySQL on Linux”.

Distribution specific instructions are shown below:

* Red Hat Linux, Fedora, CentOS

Yum repository instead of the platform’'s native software repository. See
Section 2.5.1, “Installing MySQL on Linux Using the MySQL Yum Repository”

Note
@ For a number of Linux distributions, you can install MySQL using the MySQL
for details.

For Red Hat and similar distributions, the MySQL distribution is divided into a number of separate
packages, nysql for the client tools, nysql - server for the server and associated tools, and
nysql - | i bs for the libraries. The libraries are required if you want to provide connectivity from
different languages and environments such as Perl, Python and others.
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To install, use the yumcommand to specify the packages that you want to install. For example:

#> yuminstall nysqgl nysql-server nysql-libs mysqgl-server

Loaded pl ugins: presto, refresh-packagekit

Setting up Install Process

Resol vi ng Dependenci es

--> Runni ng transacti on check

---> Package mnysql .x86_64 0:5.1.48-2.fcl13 set to be updated

---> Package nysql -1ibs.x86_64 0:5.1.48-2.fcl3 set to be updated
---> Package mysql -server.x86_64 0:5.1.48-2.fcl13 set to be updated
--> Processi ng Dependency: perl-DBD-MSQL for package: nysql-server-5.1.48-2.fcl13.x86_64
--> Runni ng transacti on check

---> Package perl-DBD- MySQL. x86_64 0:4.017-1.fcl13 set to be updated
--> Fini shed Dependency Resol ution

Dependenci es Resol ved

Package Arch Ver si on Reposi tory Si ze
Instal ling

mysql x86_64 5.1.48-2.fcl13 updat es 889 k
nmysql -1i bs x86_64 5.1.48-2.fcl13 updat es 1.2 M
nmysql - server x86_64 5.1.48-2.fcl3 updat es 8.1 M
Installing for dependencies

per| - DBD- My SQL x86_64 4.017-1.fc13 updat es 136 k

Transaction Sunmary

I nstal | 4 Package(s)
Upgr ade 0 Package(s)

Total downl oad size: 10 M

Installed size: 30 M

Is this ok [y/N: y

Downl oadi ng Packages:

Setting up and readi ng Presto delta netadata
Processi ng del ta netadata

Package(s) data still to downl oad: 10 M

(1/4): mysql-5.1.48-2.fcl13.x86_64.rpm | 889 kB 00: 04
(2/4): mysql-1libs-5.1.48-2.fc13.x86_64.rpm | 1.2 MB 00: 06
(3/4): mysql-server-5.1.48-2.fcl13.x86_64.rpm | 8.1 MB 00: 40
(4/4): perl-DBD- \ySQ.-4.017-1.fc13.x86_64.rpm | 136 kB 00: 00
Tot al 201 kB/s | 10 MB 00: 52
Runni ng rpm check_debug
Runni ng Transacti on Test
Transaction Test Succeeded
Runni ng Transacti on
Instal ling : mysql-1ibs-5.1.48-2.fcl13. x86_64 1/ 4
Instal ling : mysql-5.1.48-2.fcl3. x86_64 2/ 4
Instal ling : perl-DBD MySQL-4.017-1.fc13. x86_64 3/4
Instal ling : mysql -server-5.1.48-2.fcl13. x86_64 4/ 4
I nstall ed:
mysql . x86_64 0:5.1.48-2.fcl3 nmysql -1ibs.x86_64 0:5.1.48-2.fcl3

nmysql -server.x86_64 0:5.1.48-2.fcl13

Dependency Installed
per| - DBD- \ySQL. x86_64 0: 4.017-1.fc13
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Conpl et e

MySQL and the MySQL server should now be installed. A sample configuration file is installed into /
etc/ny.cnf.Aninit script, to start and stop the server, is installed into / et ¢/ i ni t. d/ nmysql d.
To start the MySQL server use ser vi ce:

#> service nmysqld start

To enable the server to be started and stopped automatically during boot, use chkconf i g:

#> chkconfig --levels 235 nysqld on

Which enables the MySQL server to be started (and stopped) automatically at the specified the run
levels.

The database tables are automatically created for you, if they do not already exist. You should,
however, run nysql secure_instal |l ati on to set the root passwords on your server.

» Debian, Ubuntu, Kubuntu

APT Repository instead of the platform's native software repository. See
Section 2.5.3, “Installing MySQL on Linux Using the MySQL APT Repository”

Note
@ For Debian, Ubuntu, and Kubuntu, MySQL can be installed using the MySQL
for details.

On Debian and related distributions, there are two packages for MySQL in their software
repositories, nysql - cl i ent and nysql - server, for the client and server components
respectively. You should specify an explicit version, for example nysql - cl i ent - 5. 1, to ensure
that you install the version of MySQL that you want.

To download and install, including any dependencies, use the apt - get command, specifying the
packages that you want to install.

Note
@ Before installing, make sure that you update your apt - get index files to
ensure you are downloading the latest available version.

A sample installation of the MySQL packages might look like this (some sections trimmed for clarity):

#> apt-get install nysql-client-5.1 nysql-server-5.1

Readi ng package |ists... Done

Bui | di ng dependency tree

Readi ng state information... Done

The fol |l owi ng packages were autonmatically installed and are no | onger required
| i nux- headers-2.6.28-11 |inux- headers-2.6.28-11-generic

Use 'apt-get autorenpve' to renpve them

The fol |l owi ng extra packages will be installed
bsd- mai | x |i bdbd-nysql -perl 1ibdbi-perl Iibhtn-tenplate-perl
|'i bnysqgl cli ent 150ff |ibnysqlclient16 |ibnet-daenon-perl |ibplrpc-perl mailx
nysql - conmon postfi x

Suggest ed packages:
dbi shel | 1ibipc-sharedcache-perl tinyca procmail postfix-mysgl postfix-pgsq
postfi x-1dap postfix-pcre sasl 2-bin resol vconf postfix-cdb

The fol | owi ng NEW packages wi |l be installed
bsd- mai | x |i bdbd-nysql -perl 1ibdbi-perl Iibhtn-tenplate-perl
|'i bnysqgl cli ent 150ff |ibnysqlclient16 |ibnet-daenon-perl |ibplrpc-perl mailx
nysql -client-5.1 nysql-common nysql -server-5.1 postfix

0 upgraded, 13 newy installed, 0 to renove and 182 not upgraded

Need to get 1907kB/ 25.3MB of archives

After this operation, 59.5MB of additional disk space will be used

Do you want to continue [Y/n]? Y

Get: 1 http://gb.archive.ubuntu.com jaunty-updates/ main nysql-comon 5. 1. 30real | y5.0.75-0ubuntul0.5 [
o htto://ab archive ubuntyu. c i_aun updat e i glcli - Oubunt
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Fet ched 1907kB in 9s (205kB/s)

Preconfi guring packages ...

Sel ecting previously desel ected package nysqgl - conmon

(Readi ng database ... 121260 files and directories currently installed.)

Processing 1 added doc-base file(s)...

Regi stering documents with scroll keeper. ..

Setting up |ibnet-daenon-perl (0.43-1)

Setting up |libplrpc-perl (0.2020-1)

Setting up |ibdbi-perl (1.607-1)

Setting up |ibmysqglclient150ff (5.1.30really5.0.75-0ubuntul0.5)

Setting up |ibdbd-nmnmysqgl-perl (4.008-1)
Setting up |ibmysqglclient16 (5.1.31- 1ubuntu2)

Setting up nysql-client-5.1 (5.1.31- 1ubunt u2)

Setting up nysql-server-5.1 (5. 1. 31- 1lubunt u2)
* Stopping M/SQL dat abase server nysqld
...done
100825 11:46:15 |InnoDB: Started; |og sequence nunber 0 46409
100825 11:46:15 |InnoDB: Starting shutdown. .
100825 11:46:17 |nnoDB: Shutdown conpl eted; |og sequence number 0 46409
100825 11:46: 17 [Warni ng] Forcing shutdown of 1 plugins
* Starting MySQL dat abase server nysqld
...done
* Checking for corrupt, not cleanly closed and upgrade needing tabl es

Processing triggers for libc6 ...
I dconfi g deferred processing now taking place

Note
E The apt - get command installs a number of packages, including the MySQL
server, in order to provide the typical tools and application environment. This
can mean that you install a large number of packages in addition to the main
MySQL package.
During installation, the initial database is created, and you are prompted for the MySQL r oot
password (and confirmation). A configuration file is created in / et ¢/ nysql / my. cnf. Ani ni t script
iscreatedin/etc/init.d/ nmysql.

The server is already started. You can manually start and stop the server using:

#> service nmysql [start]|stop]

The service is automatically added to run levels 2, 3 and 4,, with stop scripts in the single, shutdown
and restart levels.

Gentoo Linux

As a source-based distribution, installing MySQL on Gentoo involves downloading the source,
patching the Gentoo specifics, and then compiling the MySQL server and installing it. This process is
handled automatically by the ener ge command.

The MySQL server and client tools are provided within a single package, dev- db/ mysql . You can
obtain a list of the versions available to install by looking at the portage directory for the package:

#> |s [usr/portage/ dev-db/ nysql / mysqgl - 5. 6*
nysql -5. 6. 27. ebui | d
nysql -5.6.27-r1. ebuild
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mysql -5. 6. 28. ebui I d
To install a specific MySQL version, you must specify the entire atom. For example:
#> enmerge =dev-db/nysql-5.6.27-r1

After installation, you should initialize the data directory and set the password for the MySQL r oot
user (see Section 2.10.1, “Initializing the Data Directory”). Alternatively, use the configuration
interface to perform those tasks:

#> energe --config =dev-db/nysql-5.6.27-r1

During installation, a sample configuration file is created for you in/ et ¢/ nysql / ny. cnf , and an
init script is created in/ etc/init.d/ mysql .

To enable MySQL to start automatically at the normal (default) run levels, use this command:

#> rc-update add nmysql default

2.5.8 Deploying MySQL on Linux with Docker

The Docker deployment framework supports easy installation and configuration of MySQL Server. This
section explains how to use a MySQL Server Docker image.

You need to have Docker installed on your system before you can use a MySQL Server Docker image.
See Install Docker for instructions.

Warning
O Beware of the security concerns with running Docker containers. See Docker
security for details.

The instructions for using the MySQL Docker container are divided into two sections.

2.5.8.1 Basic Steps for MySQL Server Deployment with Docker

specifically for Linux platforms. Other platforms are not supported, and users
using these MySQL Docker images on them are doing so at their own risk. See
the discussion here for some known limitations for running these containers on
non-Linux operating systems.

Warning
O | The MySQL Docker images maintained by the MySQL team are built
» Downloading a MySQL Server Docker Image
 Starting a MySQL Server Instance
» Connecting to MySQL Server from within the Container
» Container Shell Access
» Stopping and Deleting a MySQL Container
» More Topics on Deploying MySQL Server with Docker
Downloading a MySQL Server Docker Image

Downloading the server image in a separate step is not strictly necessary; however, performing this
step before you create your Docker container ensures your local image is up to date. To download the
MySQL Community Server image, run this command:

docker pull mysql/nysql -server:tag
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The t ag is the label for the image version you want to pull (for example, 5. 5,5. 6, 5. 7, 8. 0, or

| at est). If : t ag is omitted, the | at est label is used, and the image for the latest GA version of
MySQL Community Server is downloaded. Refer to the list of tags for available versions on the mysql/
mysql-server page in the Docker Hub.

You can list downloaded Docker images with this command:

$> docker images
REPCSI TORY TAG | MAGE | D CREATED S| ZE
nysql / nysql - server | at est 3157d7f 55f 8d 4 weeks ago 241MB

Starting a MySQL Server Instance

Start a new Docker container for the MySQL Server with this command:

docker run --nane=nysqll -d nysql/nysql-server:tag

The - - nane option, for supplying a custom name for your server container (nmysql 1 in the example),
is optional; if no container name is supplied, a random one is generated. If the Docker image of the
specified name and tag has not been downloaded by an earlier docker pul | ordocker run
command, the image is now downloaded. After download completes, initialization for the container
begins, and the container appears in the list of running containers when you run the docker ps
command; for example:

$> docker ps
CONTAI NER | D | MAGE COVIVAND CREATED STATUS

a24888f 0d6f4  nysql / nysql - server "/entrypoint.sh nmy..." 14 seconds ago Up 13 seconds (health

The container initialization might take some time. When the server is ready for use, the STATUS of
the container in the output of the docker ps command changes from (heal th: starting) to
(heal t hy).

The - d option used in the docker run command above makes the container run in the background.
Use this command to monitor the output from the container:

docker |ogs nysql 1

Once initialization is finished, the command's output is going to contain the random password
generated for the root user; check the password with, for example, this command:

$> docker logs nysqll 2>&1 | grep GENERATED
GENERATED ROOT PASSWORD: Axegh3kAJyDLaRuBeneci s&EShCs

Connecting to MySQL Server from within the Container

Once the server is ready, you can run the mysql client within the MySQL Server container you just
started, and connect it to the MySQL Server. Use the docker exec -it command to start a nysql
client inside the Docker container you have started, like the following:

docker exec -it nysqgll nysqgl -uroot -p

When asked, enter the generated root password (see the last step in Starting a MySQL Server
Instance above on how to find the password). Because the MYSQL_ONETI ME_PASSWORD option is
true by default, after you have connected a mysqgl client to the server, you must reset the server root
password by issuing this statement:

nmysqgl > ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' newpasswor d'

Substitute newpasswor d with the password of your choice. Once the password is reset, the server is
ready for use.

Container Shell Access

To have shell access to your MySQL Server container, use the docker exec -it command to start
a bash shell inside the container:
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$> docker exec -it nysql 1l bash
bash- 4. 2#

You can then run Linux commands inside the container. For example, to view contents in the server's
data directory inside the container, use this command:

bash-4.2# |s /var/lib/nysq
aut o. cnf ca. pem client-key.pem ib_logfile0O ibdatal nmnysql nysql . sock. | ock private_ke
ca-key.pem client-cert.pem ib_buffer_pool ib_logfilel ibtnpl nysql . sock performance_schema pub

Stopping and Deleting a MySQL Container

To stop the MySQL Server container we have created, use this command:

docker stop nysql 1

docker st op sends a SIGTERM signal to the mysql d process, so that the server is shut down
gracefully.

Also notice that when the main process of a container (mysql d in the case of a MySQL Server
container) is stopped, the Docker container stops automatically.

To start the MySQL Server container again:

docker start mysql 1l

To stop and start again the MySQL Server container with a single command:

docker restart nysqgl1l

To delete the MySQL container, stop it first, and then use the docker r mcommand:
docker stop nmysql 1

docker rm nysql 1

If you want the Docker volume for the server's data directory to be deleted at the same time, add the -
v option to the docker r mcommand.

More Topics on Deploying MySQL Server with Docker

For more topics on deploying MySQL Server with Docker like server configuration, persisting data and
configuration, server error log, and container environment variables, see Section 2.5.8.2, “More Topics
on Deploying MySQL Server with Docker”.

2.5.8.2 More Topics on Deploying MySQL Server with Docker
» The Optimized MySQL Installation for Docker
» Configuring the MySQL Server
* Persisting Data and Configuration Changes
* Running Additional Initialization Scripts
» Connect to MySQL from an Application in Another Docker Container
» Server Error Log
* Known Issues

» Docker Environment Variables
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The Optimized MySQL Installation for Docker

Docker images for MySQL are optimized for code size, which means they only include crucial
components that are expected to be relevant for the majority of users who run MySQL instances in
Docker containers. A MySQL Docker installation is different from a common, non-Docker installation in
the following aspects:

* Included binaries are limited to:
¢ Jusr/bin/my_print_defaults
* [usr/bin/mysq|
« [usr/bin/mysql_config
 Jusr/bin/mysqgl_install_db
 Jusr/bin/mysql_tzinfo_to_sql
« [usr/bin/mysql_upgrade
¢ Jusr/bin/mysgladmin
« [usr/bin/mysglcheck
« [usr/bin/mysgldump
* Jusr/sbin/mysqgld

» All binaries are stripped; they contain no debug information.

Configuring the MySQL Server

When you start the MySQL Docker container, you can pass configuration options to the server through
the docker run command; for example, for the MySQL Server:

docker run --nane nysqll -d nysql/nysql-server --character-set-server=utf8nb4 --collation-server=utf8nb4_cc

The command starts your MySQL Server with ut f 8nb4 as the default character set and
ut f 8mb4_col as the default collation for your databases.

Another way to configure the MySQL Server is to prepare a configuration file and mount it at the
location of the server configuration file inside the container. See Persisting Data and Configuration
Changes for details.

Persisting Data and Configuration Changes

Docker containers are in principle ephemeral, and any data or configuration are expected to be lost

if the container is deleted or corrupted (see discussions here). Docker volumes, however, provides a
mechanism to persist data created inside a Docker container. At its initialization, the MySQL Server
container creates a Docker volume for the server data directory. The JSON output for running the
docker inspect command on the container has a Mount key, whose value provides information on
the data directory volume:

$> docker inspect nysqll

"Mounts": [
{
"Type": "vol ume",
“"Nane": "4f2d463cfc4bdd4baebcb098c97d7da3337195ed2¢c6572bc0b89f 7€845d27652",
"Source": "/var/lib/docker/vol unes/ 4f 2d463cf c4bdd4baebcbh098c97d7da3337195ed2c6572bc0b89f 7e¢
"Destination": "/var/lib/mysqgl",
“Driver": "local",
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"Mode": ""
"RW: true,
"Propagation": ""

The output shows that the source folder /var/|i b/ docker/

vol unes/ 4f 2d463cf c4bdd4baebcb098c97d7da3337195ed2¢c6572bc0b89f 7€845d27652/
_dat a, in which data is persisted on the host, has been mounted at/ var/ | i b/ nysql , the server
data directory inside the container.

Another way to preserve data is to bind-mount a host directory using the - - nount option when
creating the container. The same technique can be used to persist the configuration of the server. The
following command creates a MySQL Server container and bind-mounts both the data directory and
the server configuration file:

docker run --nane=nysql 1 \

--mount type=bi nd, src=/ pat h- on- host - machi ne/ ny. cnf, dst=/etc/ my. cnf \
--mount type=bi nd, src=/ pat h- on- host - machi ne/ dat adi r, dst=/var /| i b/ mysql \
-d nysql / nysqgl -server:tag

The command mounts pat h- on- host - machi ne/ my. cnf at/ et c/ my. cnf (the server configuration
file inside the container), and pat h- on- host - machi ne/ dat adi r at/var/Ii b/ nysql (the data
directory inside the container). The following conditions must be met for the bind-mounting to work:

» The configuration file pat h- on- host - machi ne/ my. cnf must already exist, and it must contain the
specification for starting the server using the user nmysql :

[nysql d]
user =nysql

You can also include other server configuration options in the file.

» The data directory pat h- on- host - machi ne/ dat adi r must already exist. For server initialization
to happen, the directory must be empty. You can also mount a directory prepopulated with data
and start the server with it; however, you must make sure you start the Docker container with the
same configuration as the server that created the data, and any host files or directories required are
mounted when starting the container.

Running Additional Initialization Scripts

If there are any . sh or . sqgl scripts you want to run on the database immediately after it has
been created, you can put them into a host directory and then mount the directory at / docker -
ent rypoi nt-ini tdb. d/ inside the container. For example, for a MySQL Server container:

docker run --nane=nysql 1 \

--mount type=bi nd, src=/ pat h- on- host - machi ne/ scri pt s/, dst =/ docker-entrypoi nt-initdb.d/ \
-d nysql / nmysql -server:tag

Connect to MySQL from an Application in Another Docker Container

By setting up a Docker network, you can allow multiple Docker containers to communicate with each
other, so that a client application in another Docker container can access the MySQL Server in the
server container. First, create a Docker network:

docker network create ny-custom net

Then, when you are creating and starting the server and the client containers, use the - - net wor k
option to put them on network you created. For example:

docker run --nane=nysql 1 --network=ny-customnet -d mysql/nmysql -server

docker run --nane=nyappl --network=ny-customnet -d myapp
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The nyappl container can then connect to the nysql 1 container with the nysql 1 hostname and
vice versa, as Docker automatically sets up a DNS for the given container names. In the following
example, we run the nysqgl client from inside the myappl container to connect to host nysql 1 inits
own container:

docker exec -it nyappl nysql --host=nysqll --user=myuser --password

For other networking techniques for containers, see the Docker container networking section in the
Docker Documentation.

Server Error Log

When the MySQL Server is first started with your server container, a server error log is NOT generated
if either of the following conditions is true:

» A server configuration file from the host has been mounted, but the file does not contain the system
variable | og_err or (see Persisting Data and Configuration Changes on bind-mounting a server
configuration file).

» A server configuration file from the host has not been mounted, but the Docker environment variable
MYSQL_LOG CONSOLE st r ue (the variable's default state for MySQL 5.6 server containers is
f al se). The MySQL Server's error log is then redirected to st der r, so that the error log goes
into the Docker container's log and is viewable using the docker | ogs nysql d- cont ai ner
command.

To make MySQL Server generate an error log when either of the two conditions is true, use the - -

| og- error option to configure the server to generate the error log at a specific location inside the
container. To persist the error log, mount a host file at the location of the error log inside the container
as explained in Persisting Data and Configuration Changes. However, you must make sure your
MySQL Server inside its container has write access to the mounted host file.

Known Issues

» When using the server system variable audi t | og_fi | e to configure the audit log file name, use
the | oose option modifier with it, or Docker will be unable to start the server.

Docker Environment Variables

When you create a MySQL Server container, you can configure the MySQL instance by using the - -
env option (- e in short) and specifying one or more of the following environment variables.

Notes
@ « None of the variables below has any effect if the data directory you mount
is not empty, as no server initialization is going to be attempted then (see
Persisting Data and Configuration Changes for more details). Any pre-existing
contents in the folder, including any old server settings, are not modified
during the container startup.

¢ The boolean variables including MYSQL_ RANDOM ROOT _PASSWORD,
MYSQL_ONETI ME_PASSWORD, MYSQL_ALLOW EMPTY_PASSWORD, and
MYSQL_LOG CONSOLE are made true by setting them with any strings of
nonzero lengths. Therefore, setting them to, for example, “0”, “false”, or “no”
does not make them false, but actually makes them true. This is a known
issue of the MySQL Server containers.

e MYSQL_RANDOM ROOT PASSWORD: When this variable is true (which is its default state, unless
MYSQL_ROOT_PASSWORD or MYSQL_ALLOW EMPTY_PASSWORD is set to true), a random password
for the server's root user is generated when the Docker container is started. The password is printed
to st dout of the container and can be found by looking at the container’s log (see Starting a MySQL
Server Instance).
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e MYSQL_ONETI ME_PASSWORD: When the variable is true (which is its default state, unless
MYSQL_ROOT_PASSWORD is set or MYSQL_ALLOW EMPTY_PASSWORD is set to true), the root user's
password is set as expired and must be changed before MySQL can be used normally.

» MYSQL_DATABASE: This variable allows you to specify the name of a database to be
created on image startup. If a user name and a password are supplied with M\YSQL_ USER
and MYSQL_PASSWORD, the user is created and granted superuser access to this database
(corresponding to GRANT ALL). The specified database is created by a CREATE DATABASE IF
NOT EXIST statement, so that the variable has no effect if the database already exists.

e MYSQL_USER, MYSQL_PASSWORD: These variables are used in conjunction to create a user and set
that user's password, and the user is granted superuser permissions for the database specified by
the MYSQL_ DATABASE variable. Both MYSQL_USER and MYSQL_PASSWORD are required for a user
to be created—if any of the two variables is not set, the other is ignored. If both variables are set but
MYSQL_DATABASE is not, the user is created without any privileges.

Note
@ There is no need to use this mechanism to create the root

superuser, which is created by default with the password set by

either one of the mechanisms discussed in the descriptions for
MYSQL_ROOT _PASSWORD and MYSQL_ RANDOM ROOT _ PASSWORD, unless
MYSQL_ALLOW EMPTY_PASSWORD s true.

« MYSQL_ROOT_HOST: By default, MySQL creates the ' root' @ | ocal host"' account. This account
can only be connected to from inside the container as described in Connecting to MySQL Server
from within the Container. To allow root connections from other hosts, set this environment variable.
For example, the value 172. 17. 0. 1, which is the default Docker gateway IP, allows connections
from the host machine that runs the container. The option accepts only one entry, but wildcards are
allowed (for example, M\YSQL_ROOT_HOST=172. *.*.* or MYSQL_ROOT_HOST=%).

* MYSQL_LOG CONSOLE: When the variable is true (the variable's default state for MySQL 5.6 server
containers is f al se), the MySQL Server's error log is redirected to st der r, so that the error log
goes into the Docker container's log and is viewable using the docker | ogs nysql d- cont ai ner
command.

mounted (see Persisting Data and Configuration Changes on bind-mounting a

Note
@ The variable has no effect if a server configuration file from the host has been
configuration file).

» MYSQL_ROOT_PASSWORD: This variable specifies a password that is set for the MySQL root account.

Warning

O Setting the MySQL root user password on the command line is insecure. As
an alternative to specifying the password explicitly, you can set the variable
with a container file path for a password file, and then mount a file from your
host that contains the password at the container file path. This is still not very
secure, as the location of the password file is still exposed. It is preferable
to use the default settings of MYSQL_RANDOM ROOT _PASSWORD=t r ue and
MYSQL_ONETI ME_PASSWORD=t r ue being both true.

e MYSQL_ALLOW EMPTY_PASSWORD. Set it to true to allow the container to be started with a blank
password for the root user.

Warning
O Setting this variable to true is insecure, because it is going to leave
your MySQL instance completely unprotected, allowing anyone
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default settings of MYSQL_ RANDOM ROOT PASSWORD=t r ue and

to gain complete superuser access. It is preferable to use the
MYSQL_ONETI ME_PASSWORD=t r ue being both true.

2.5.8.3 Deploying MySQL on Windows and Other Non-Linux Platforms with Docker

platforms. Other platforms are not supported, and users running the MySQL
Docker images from Oracle on them are doing so at their own risk. This
section discusses some known issues for the images when used on non-Linux

Warning
O The MySQL Docker images provided by Oracle are built specifically for Linux
platforms.

Known Issues for using the MySQL Server Docker images from Oracle on Windows include:

« If you are bind-mounting on the container's MySQL data directory (see Persisting Data and
Configuration Changes for details), you have to set the location of the server socket file with the - -
socket option to somewhere outside of the MySQL data directory; otherwise, the server fails to
start. This is because the way Docker for Windows handles file mounting does not allow a host file
from being bind-mounted on the socket file.

2.5.9 Installing MySQL on Linux with Juju

The Juju deployment framework supports easy installation and configuration of MySQL servers. For
instructions, see https://jujucharms.com/mysql/.

2.6 Installing MySQL Using Unbreakable Linux Network (ULN)

Linux supports a number of different solutions for installing MySQL, covered in Section 2.5,

“Installing MySQL on Linux”. One of the methods, covered in this section, is installing from Oracle's
Unbreakable Linux Network (ULN). You can find information about Oracle Linux and ULN under http://
linux.oracle.com/.

To use ULN, you need to obtain a ULN login and register the machine used for installation with

ULN. This is described in detail in the ULN FAQ. The page also describes how to install and update
packages. The MySQL packages are in the “MySQL for Oracle Linux 6” and “MySQL for Oracle Linux
7" channels for your system architecture on ULN.

Note
@ At the time of this writing, ULN provides MySQL 5.6 for Oracle Linux 6 and
Oracle Linux 7.

Once MySQL has been installed using ULN, you can find information on starting and stopping the
server, and more, in this section, particularly under Section 2.5.5, “Installing MySQL on Linux Using
RPM Packages from Oracle”.

If you're updating an existing MySQL installation to an installation using ULN, the recommended
procedure is to export your data using nysql dunp, remove the existing installation, install MySQL from
ULN, and load the exported data into your freshly installed MySQL.

If the existing MySQL installation you're upgrading from is from a previous release series (prior to
MySQL 5.6), make sure to read the section on upgrading MySQL, Section 2.11, “Upgrading MySQL".

2.7 Installing MySQL on Solaris

Note
@ MySQL 5.6 supports Solaris 10 (Update 11 and later), and Solaris 11 (Update 3
and later).
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Installing MySQL on Solaris Using a Solaris PKG

MySQL on Solaris is available in a number of different formats.

» For information on installing using the native Solaris PKG format, see Section 2.7.1, “Installing
MySQL on Solaris Using a Solaris PKG”.

» Touse a standard t ar binary installation, use the notes provided in Section 2.2, “Installing MySQL
on Unix/Linux Using Generic Binaries”. Check the notes and hints at the end of this section for
Solaris specific notes that you may need before or after installation.

To obtain a binary MySQL distribution for Solaris in tarball or PKG format, https://dev.mysqgl.com/
downloads/mysql/5.6.html.

Additional notes to be aware of when installing and using MySQL on Solaris:

« If you want to use MySQL with the mysql user and group, use the gr oupadd and user add
commands:

gr oupadd nysql
useradd -g nysql -s /bin/false nysql

« If you install MySQL using a binary tarball distribution on Solaris, because the Solaris t ar cannot
handle long file names, use GNU t ar (gt ar) to unpack the distribution. If you do not have GNU t ar
on your system, install it with the following command:

pkg install archiver/gnu-tar

* You should mount any file systems on which you intend to store | nnoDB files with the
forcedirecti o option. (By default mounting is done without this option.) Failing to do so causes a
significant drop in performance when using the | nnoDB storage engine on this platform.

« If you would like MySQL to start automatically, you can copy support-files/ nysql.server to/
etc/init.dand create a symbolic link to it named / et c/ rc3. d/ S99nysql . server.

* If too many processes try to connect very rapidly to nysql d, you should see this error in the MySQL
log:

Error in accept: Protocol error
You might try starting the server with the - - back | 0g=50 option as a workaround for this.

» To configure the generation of core files on Solaris you should use the cor eadmcommand. Because
of the security implications of generating a core on a set ui d() application, by default, Solaris
does not support core files on set ui d() programs. However, you can modify this behavior using
cor eadm If you enable set ui d() core files for the current user, they are generated using mode
600, and are owned by the superuser.

2.7.1 Installing MySQL on Solaris Using a Solaris PKG

You can install MySQL on Solaris using a binary package using the native Solaris PKG format instead
of the binary tarball distribution.

To use this package, download the corresponding nysql - VERSI ON- sol ari s10-
PLATFORM pkg. gz file, then uncompress it. For example:

$> gunzi p nysql -5.6.51-sol ari s10- x86_64. pkg. gz

To install a new package, use pkgadd and follow the onscreen prompts. You must have root privileges
to perform this operation:

$> pkgadd -d nysql-5.6.51-sol ari s10-x86_64. pkg

The foll owi ng packages are avail abl e:
1 nysql M/SQL Conmunity Server (GPL)
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(i86pc) 5.6.51

Sel ect package(s) you wish to process (or 'all' to process
al | packages). (default: all) [?,??,q]:

The PKG installer installs all of the files and tools needed, and then initializes your database if
one does not exist. To complete the installation, you should set the root password for MySQL
as provided in the instructions at the end of the installation. Alternatively, you can run the
nysql _secure_i nstal | ati on script that comes with the installation.

By default, the PKG package installs MySQL under the root path / opt / mysql . You can change only
the installation root path when using pkgadd, which can be used to install MySQL in a different Solaris
zone. If you need to install in a specific directory, use a binary t ar file distribution.

The pkg installer copies a suitable startup script for MySQL into/ et c/init.d/ mysql . To enable
MySQL to startup and shutdown automatically, you should create a link between this file and the init
script directories. For example, to ensure safe startup and shutdown of MySQL you could use the
following commands to add the right links:

$> In /etc/init.d/ nysql /etc/rc3.d/ S91nysq
$> In /etc/init.d/ nmysql /etc/rc0.d/ KO2nmysql

To remove MySQL, the installed package name is nysql . You can use this in combination with the
pkgr mcommand to remove the installation.

To upgrade when using the Solaris package file format, you must remove the existing installation
before installing the updated package. Removal of the package does not delete the existing database
information, only the server, binaries and support files. The typical upgrade sequence is therefore:

$> nysql adni n shut down

$> pkgrm nysq

$> pkgadd -d nysql-5.6.51-sol ari s10- x86_64. pkg
$> nysql d_safe &

$> nysql _upgr ade

You should check the notes in Section 2.11, “Upgrading MySQL" before performing any upgrade.

2.8 Installing MySQL on FreeBSD

This section provides information about installing MySQL on variants of FreeBSD Unix.

You can install MySQL on FreeBSD by using the binary distribution provided by Oracle. For more
information, see Section 2.2, “Installing MySQL on Unix/Linux Using Generic Binaries”.

The easiest (and preferred) way to install MySQL is to use the nysql - server and nysql - cl i ent
ports available at http://www.freebsd.org/. Using these ports gives you the following benefits:

» A working MySQL with all optimizations enabled that are known to work on your version of FreeBSD.

» Automatic configuration and build.

Startup scripts installed in / usr/ |1 ocal / etc/rc. d.

The ability to use pkg_i nf o - L to see which files are installed.

The ability to use pkg_del et e to remove MySQL if you no longer want it on your machine.

The MySQL build process requires GNU make (gnmake) to work. If GNU nmake is not available, you
must install it first before compiling MySQL.

To install using the ports system:

# cd /usr/ ports/databases/ nysql 56-server
# make
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# cd /usr/ports/databases/ nysqgl 56-cli ent
# make

The standard port installation places the serverinto / usr/ | ocal / | i bexec/ nysql d, with the startup
script for the MySQL server placed in/ usr/ | ocal / etc/rc. d/ mysql - server.

Some additional notes on the BSD implementation:

* To remove MySQL after installation using the ports system:

# cd /usr/ports/databases/ mysql 56- server
# make deinstal |

# cd /usr/ports/databases/ mysql 56-cl i ent
# make deinstal |

* If you get problems with the current date in MySQL, setting the TZ variable should help. See
Section 4.9, “Environment Variables”.

2.9 Installing MySQL from Source

Building MySQL from the source code enables you to customize build parameters, compiler
optimizations, and installation location. For a list of systems on which MySQL is known to run, see
https://www.mysql.com/support/supportedplatforms/database.html.

Before you proceed with an installation from source, check whether Oracle produces a precompiled
binary distribution for your platform and whether it works for you. We put a great deal of effort into
ensuring that our binaries are built with the best possible options for optimal performance. Instructions
for installing binary distributions are available in Section 2.2, “Installing MySQL on Unix/Linux Using
Generic Binaries”.

If you are interested in building MySQL from a source distribution using build options the same as

or similar to those use by Oracle to produce binary distributions on your platform, obtain a binary
distribution, unpack it, and look in the docs/ | NFO_BI Nfile, which contains information about how that
MySQL distribution was configured and compiled.

Warning
O Building MySQL with nonstandard options may lead to reduced functionality,
performance, or security.

2.9.1 Source Installation Methods

There are two methods for installing MySQL from source:

» Use a standard MySQL source distribution. To obtain a standard distribution, see Section 2.1.3,
“How to Get MySQL". For instructions on building from a standard distribution, see Section 2.9.4,
“Installing MySQL Using a Standard Source Distribution”.

Standard distributions are available as compressed t ar files, Zip archives, or RPM packages.
Distribution files have names of the form nysql - VERSI ON. t ar . gz, nysqgl - VERSI ON. zi p,

or nysqgl - VERSI ON. r pm where VERSI ONis a number like 5. 6. 51. File names for source
distributions can be distinguished from those for precompiled binary distributions in that source
distribution names are generic and include no platform name, whereas binary distribution names
include a platform name indicating the type of system for which the distribution is intended (for
example, pc- | i nux-i 686 or wi nx64).

» Use a MySQL development tree. For information on building from one of the development trees, see
Section 2.9.5, “Installing MySQL Using a Development Source Tree”.
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2.9.2 Source Installation Prerequisites

Installation of MySQL from source requires several development tools. Some of these tools are needed
no matter whether you use a standard source distribution or a development source tree. Other tool
requirements depend on which installation method you use.

To install MySQL from source, the following system requirements must be satisfied, regardless of
installation method:

CWMake, which is used as the build framework on all platforms. CMake can be downloaded from http://
www.cmake.org.

A good meke program. Although some platforms come with their own nmake implementations, it is
highly recommended that you use GNU nmake 3.75 or higher. It may already be available on your
system as gnmake. GNU nmake is available from http://www.gnu.org/software/make/.

A working ANSI C++ compiler. GCC 4.2.1 or later, Sun Studio 12 or later, Visual Studio 2010 or later,
and many current vendor-supplied compilers are known to work.

An SSL library is required for support of encrypted connections, entropy for random number
generation, and other encryption-related operations. To specify the library explicitly, use the
W TH_SSL option when you invoke CVake. For additional information, see Section 2.9.6,
“Configuring SSL Library Support”.

The ncurses library.

Sufficient free memory. If you encounter problems such as “internal compiler error” when compiling
large source files, it may be that you have too little memory. If compiling on a virtual machine, try
increasing the memory allocation.

Perl is needed if you intend to run test scripts. Most Unix-like systems include Perl. On Windows, you
can use a version such as ActiveState Perl.

To install MySQL from a standard source distribution, one of the following tools is required to unpack
the distribution file:

Fora.tar.gz compressedt ar file: GNU gunzi p to uncompress the distribution and a reasonable
t ar to unpack it. If your t ar program supports the z option, it can both uncompress and unpack the
file.

GNU t ar is known to work. The standard t ar provided with some operating systems is not able to
unpack the long file names in the MySQL distribution. You should download and install GNU t ar , or
if available, use a preinstalled version of GNU tar. Usually this is available as gnut ar, gt ar, or as

t ar within a GNU or Free Software directory, such as/ usr/ sfw bi nor/ usr/ | ocal / bi n. GNU
t ar is available from http://www.gnu.org/software/tar/.

Fora. zi p Zip archive: W nZi p or another tool that can read . zi p files.

For an . r pmRPM package: The r pnbui | d program used to build the distribution unpacks it.

To install MySQL from a development source tree, the following additional tools are required:

The Git revision control system is required to obtain the development source code. The GitHub

Help provides instructions for downloading and installing Git on different platforms. MySQL officially
joined GitHub in September, 2014. For more information about MySQL's move to GitHub, refer to the
announcement on the MySQL Release Engineering blog: MySQL on GitHub

bi son 2.1 or higher, available from http://www.gnu.org/software/bison/. (Version 1 is no longer
supported.) Use the latest version of bi son where possible; if you experience problems, upgrade to
a later version, rather than revert to an earlier one.

bi son is available from http://www.gnu.org/software/bison/. bi son for Windows can be downloaded
from http://gnuwin32.sourceforge.net/packages/bison.htm. Download the package labeled “Complete
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package, excluding sources”. On Windows, the default location for bi son is the C. \ Pr ogr am

Fi | es\ GhuW n32 directory. Some utilities may fail to find bi son because of the space in the
directory name. Also, Visual Studio may simply hang if there are spaces in the path. You can
resolve these problems by installing into a directory that does not contain a space (for example C:
\ GhuW n32).

» On Solaris Express, n¥4 must be installed in addition to bi son. m4 is available from http://
www.gnu.org/software/m4/.

include any directories in which the programs are located. See Section 4.2.7,

Note
@ If you have to install any programs, modify your PATH environment variable to
“Setting Environment Variables”.

If you run into problems and need to file a bug report, please use the instructions in Section 1.5, “How
to Report Bugs or Problems”.

2.9.3 MySQL Layout for Source Installation

By default, when you install MySQL after compiling it from source, the installation step installs files
under / usr /| ocal / mysql . The component locations under the installation directory are the same
as for binary distributions. See Table 2.3, “MySQL Installation Layout for Generic Unix/Linux Binary
Package”, and Section 2.3.1, “MySQL Installation Layout on Microsoft Windows”. To configure
installation locations different from the defaults, use the options described at Section 2.9.7, “MySQL
Source-Configuration Options”.

2.9.4 Installing MySQL Using a Standard Source Distribution

To install MySQL from a standard source distribution:

1. Verify that your system satisfies the tool requirements listed at Section 2.9.2, “Source Installation
Prerequisites”.

2. Obtain a distribution file using the instructions in Section 2.1.3, “How to Get MySQL".
3. Configure, build, and install the distribution using the instructions in this section.

4. Perform postinstallation procedures using the instructions in Section 2.10, “Postinstallation Setup
and Testing”.

MySQL uses CVake as the build framework on all platforms. The instructions given here should enable
you to produce a working installation. For additional information on using CVake to build MySQL, see
How to Build MySQL Server with CMake.

If you start from a source RPM, use the following command to make a binary RPM that you can install.
If you do not have r pnbui | d, use r pminstead.

$> rpnbuild --rebuild --clean MySQL- VERSI ON. src. rpm

The result is one or more binary RPM packages that you install as indicated in Section 2.5.5, “Installing
MySQL on Linux Using RPM Packages from Oracle”.

The sequence for installation from a compressed t ar file or Zip archive source distribution is similar to
the process for installing from a generic binary distribution (see Section 2.2, “Installing MySQL on Unix/
Linux Using Generic Binaries”), except that it is used on all platforms and includes steps to configure
and compile the distribution. For example, with a compressed t ar file source distribution on Unix, the
basic installation command sequence looks like this:

# Preconfiguration setup
$> groupadd nysql
$> useradd -r -g nysql -s /bin/false nysql
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# Begi nni ng of source-build specific instructions
$> tar zxvf nysql-VERSION tar.gz

$> cd nysql - VERSI ON

$> nkdir bld

$> cd bld

$> cmake ..

$> make

$> make install

# End of source-build specific instructions

# Postinstal |l ati on setup

$> cd /usr/local / nysql

$> scripts/nysql _install_db --user=nysql

$> bin/nysql d_safe --user=nysql &

# Next command is optional

$> cp support-files/nysql.server /etc/init.d/ nysql.server

nysql _i nstal | _db creates a default option file named ny. cnf in the base installation directory.
This file is created from a template included in the distribution package named ny- def aul t . cnf . For
more information, see Section 5.1.2.2, “Using a Sample Default Server Configuration File”.

A more detailed version of the source-build specific instructions is shown following.

accounts. After following the procedure, proceed to Section 2.10,
“Postinstallation Setup and Testing”, for postinstallation setup and testing.

Note
@ ‘ The procedure shown here does not set up any passwords for MySQL
» Perform Preconfiguration Setup
» Obtain and Unpack the Distribution
» Configure the Distribution
+ Build the Distribution

 |nstall the Distribution

» Perform Postinstallation Setup

Perform Preconfiguration Setup

On Unix, set up the mysql user and group that are used to run and execute the MySQL server,
and own the database directory. For details, see Create a mysql User and Group. Then perform the
following steps as the mysql user, except as noted.

Obtain and Unpack the Distribution

Pick the directory under which you want to unpack the distribution and change location into it.
Obtain a distribution file using the instructions in Section 2.1.3, “How to Get MySQL".
Unpack the distribution into the current directory:

e To unpack a compressed t ar file, t ar can uncompress and unpack the distribution if it has z option
support:

$> tar zxvf nysql-VERSION tar. gz

If your t ar does not have z option support, use gunzi p to unpack the distribution and t ar to
unpack it:

$> gunzip < nysql-VERSION.tar.gz | tar xvf -

Alternatively, CVake can uncompress and unpack the distribution:
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$> crmake -E tar zxvf nysql-VERSION.tar. gz
e To unpack a Zip archive, use W nZi p or another tool that can read . zi p files.
Unpacking the distribution file creates a directory named nysql - VERSI ON.
Configure the Distribution

Change location into the top-level directory of the unpacked distribution:

$> cd nysql - VERSI ON

Build outside of the source tree to keep the tree clean. If the top-level source directory is named
nmysql - sr ¢ under your current working directory, you can build in a directory named bl d at the same
level. Create the directory and go there:

$> nkdir bld
$> cd bld

Configure the build directory. The minimum configuration command includes no options to override
configuration defaults:

$> cneke ../nysql-src

The build directory needs not be outside the source tree. For example, you can build in a directory
named bl d under the top-level source tree. To do this, starting with mysqgl - sr ¢ as your current
working directory, create the directory bl d and then go there:

$> nkdir bld
$> cd bld

Configure the build directory. The minimum configuration command includes no options to override
configuration defaults:

$> cnmke ..

If you have multiple source trees at the same level (for example, to build multiple versions of MySQL),
the second strategy can be advantageous. The first strategy places all build directories at the same
level, which requires that you choose a unique name for each. With the second strategy, you can use
the same name for the build directory within each source tree. The following instructions assume this
second strategy.

On Windows, specify the development environment. For example, the following commands configure
MySQL for 32-bit or 64-bit builds, respectively:

$> cmake .. -G "Visual Studio 12 2013"
$> cmake .. -G "Visual Studio 12 2013 W n64"

On macOS, to use the Xcode IDE:
$> cmake .. -G Xcode
When you run crrake, you might want to add options to the command line. Here are some examples:

» -DBUI LD _CONFI G=nysql _r el ease: Configure the source with the same build options used by
Oracle to produce binary distributions for official MySQL releases.

e - DCMAKE | NSTALL_ PREFI X=di r _nane: Configure the distribution for installation under a
particular location.

* - DCPACK_MONCLI THI C_| NSTALL=1: Cause make package to generate a single installation file
rather than multiple files.
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e - DW TH_DEBUG=1: Build the distribution with debugging support.
For a more extensive list of options, see Section 2.9.7, “MySQL Source-Configuration Options”.

To list the configuration options, use one of the following commands:

$> cmake .. -L  # overview

$> cneke .. -LH # overview with help text
$> cneke .. -LAH # all paranms with help text
$> ccneke .. # interactive display

If CMVeke fails, you might need to reconfigure by running it again with different options. If you do
reconfigure, take note of the following:

 If CMake is run after it has previously been run, it may use information that was gathered during its
previous invocation. This information is stored in CVakeCache. t xt . When CVake starts, it looks for
that file and reads its contents if it exists, on the assumption that the information is still correct. That
assumption is invalid when you reconfigure.

» Each time you run CVake, you must run nake again to recompile. However, you may want to
remove old object files from previous builds first because they were compiled using different
configuration options.

To prevent old object files or configuration information from being used, run these commands in the
build direcotry on Unix before re-running Civake:

$> nmake cl ean
$> rm CvakeCache. t xt

Or, on Windows:

$> devenv MySQ..sln /clean
$> del CMwakeCache. t xt

Before asking on the MySQL Community Slack, check the files in the CVakeFi | es directory for useful
information about the failure. To file a bug report, please use the instructions in Section 1.5, “How to
Report Bugs or Problems”.

Build the Distribution

On Unix:

$> nake
$> nake VERBOSE=1

The second command sets VERBCOSE to show the commands for each compiled source.
Use gneke instead on systems where you are using GNU nmake and it has been installed as gnake.

On Windows:

$> devenv MySQL.sln /build Rel WthDebl nfo

If you have gotten to the compilation stage, but the distribution does not build, see Section 2.9.8,
“Dealing with Problems Compiling MySQL”, for help. If that does not solve the problem, please enter it
into our bugs database using the instructions given in Section 1.5, “How to Report Bugs or Problems”.
If you have installed the latest versions of the required tools, and they crash trying to process our
configuration files, please report that also. However, if you get a conmand not found error or a
similar problem for required tools, do not report it. Instead, make sure that all the required tools are
installed and that your PATH variable is set correctly so that your shell can find them.

Install the Distribution

On Unix:
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$> nake instal

This installs the files under the configured installation directory (by default, / usr/ 1 ocal / nysql ). You
might need to run the command as r oot .

To install in a specific directory, add a DESTDI R parameter to the command line:

$> make install DESTDI R="/opt/nysql"

Alternatively, generate installation package files that you can install where you like:

$> nmake package

This operation produces one or more . t ar . gz files that can be installed like generic binary distribution
packages. See Section 2.2, “Installing MySQL on Unix/Linux Using Generic Binaries”. If you run CVake
with - DCPACK_MONOLI THI C_| NSTALL=1, the operation produces a single file. Otherwise, it produces
multiple files.

On Windows, generate the data directory, then create a . zi p archive installation package:

$> devenv MySQL.sln /build Rel Wt hDebl nfo /project initial_database
$> devenv MySQL.sln /build Rel WthDebl nfo /project package

You can install the resulting . zi p archive where you like. See Section 2.3.4, “Installing MySQL on
Microsoft Windows Using a noi nst al | ZIP Archive”.

Perform Postinstallation Setup

The remainder of the installation process involves setting up the configuration file, creating the core
databases, and starting the MySQL server. For instructions, see Section 2.10, “Postinstallation Setup

and Testing”.
Note
@ The accounts that are listed in the MySQL grant tables initially have no
passwords. After starting the server, you should set up passwords for them
using the instructions in Section 2.10, “Postinstallation Setup and Testing”.

2.9.5 Installing MySQL Using a Development Source Tree

This section describes how to install MySQL from the latest development source code, which is hosted
on GitHub. To obtain the MySQL Server source code from this repository hosting service, you can set
up a local MySQL Git repository.

On GitHub, MySQL Server and other MySQL projects are found on the MySQL page. The MySQL
Server project is a single repository that contains branches for several MySQL series.

MySQL officially joined GitHub in September, 2014. For more information about MySQL's move to
GitHub, refer to the announcement on the MySQL Release Engineering blog: MySQL on GitHub

» Prerequisites for Installing from Development Source
» Setting Up a MySQL Git Repository
Prerequisites for Installing from Development Source

To install MySQL from a development source tree, your system must satisfy the tool requirements
listed at Section 2.9.2, “Source Installation Prerequisites”.

Setting Up a MySQL Git Repository

To set up a MySQL Git repository on your machine:
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1. Clone the MySQL Git repository to your machine. The following command clones the MySQL
Git repository to a directory named nysql - ser ver . The initial download may take some time to
complete, depending on the speed of your connection.

~$ git clone https://github.com nysql/nysql -server.git

Cloning into 'mysql-server'...

renote: Counting objects: 1035465, done

renpte: Total 1035465 (delta 0), reused O (delta 0)

Recei vi ng obj ects: 100% (1035465/1035465), 437.48 MB | 5.10 M B/s, done
Resol vi ng del tas: 100% (855607/855607), done

Checki ng connectivity... done

Checking out files: 100% (21902/21902), done

2. When the clone operation completes, the contents of your local MySQL Git repository appear
similar to the following:

~$ cd nysql -server
~/ nmysql -server$ |s

client extra nysys st or age

crmake i ncl ude packagi ng strings
CMakeli sts. t xt I NSTALL pl ugin support-files
conponent s |'i bbi nl ogevent s READVE testclients
config. h. cmake |'i bbi nl ogst andal one router uni ttest

confi gure. cmake I'i bnysql run_doxygen. cnake utilities
Docs |'i bservices scripts VERSI ON
Doxyfi |l e-i gnored LI CENSE share Vi o
Doxyfile.in man sql wi n
doxygen_resources mysql -test sql - conmon

3. Usethegit branch -r command to view the remote tracking branches for the MySQL
repository.

~/ nysql -server$ git branch -r

origin/5.5

origin/5.6

origin/5.7

origin/8.0

origin/HEAD -> origin/8.0
origin/cluster-7.2
origin/cluster-7.3
origin/cluster-7.4
origin/cluster-7.5
origin/cluster-7.6

4. To view the branches that are checked out in your local repository, issue the gi t branch
command. When you clone the MySQL Git repository, the latest MySQL GA branch is checked out
automatically. The asterisk identifies the active branch.

~/ nysql -server$ git branch
* 8.0

5. To check out an earlier MySQL branch, runthe gi t checkout command, specifying the branch
name. For example, to check out the MySQL 5.6 branch:

~/ nysql -server$ git checkout 5.6

Branch 5.6 set up to track remote branch 5.6 from origin.
Switched to a new branch '5.6

6. To obtain changes made after your initial setup of the MySQL Git repository, switch to the branch
you want to update and issue the gi t pul | command:

~/ nysql -server$ git checkout 5.6
~/ nysql -server$ git pul

To examine the commit history, use the gi t | og option:
~/ mysqgl -server$ git |og

You can also browse commit history and source code on the GitHub MySQL site.
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If you see changes or code that you have a question about, ask on the MySQL Community Slack.
For information about contributing a patch, see Contributing to MySQL Server.

7. After you have cloned the MySQL Git repository and have checked out the branch you want to
build, you can build MySQL Server from the source code. Instructions are provided in Section 2.9.4,
“Installing MySQL Using a Standard Source Distribution”, except that you skip the part about
obtaining and unpacking the distribution.

Be careful about installing a build from a distribution source tree on a production machine. The
installation command may overwrite your live release installation. If you already have MySQL
installed and do not want to overwrite it, run C\vake with values for the CMAKE | NSTALL PREFI X,
MYSQL_TCP_PORT, and MYSQL_UNI X ADDR options different from those used by your production
server. For additional information about preventing multiple servers from interfering with each other,
see Section 5.7, “Running Multiple MySQL Instances on One Machine”.

Play hard with your new installation. For example, try to make new features crash. Start by running
make test.See The MySQL Test Suite.

2.9.6 Configuring SSL Library Support

An SSL library is required for support of encrypted connections, entropy for random number
generation, and other encryption-related operations. Your system must support either OpenSSL or
yaSSL:

* MySQL Enterprise Edition binary distributions are compiled using OpenSSL. It is not possible to use
yaSSL with MySQL Enterprise Edition.

e MySQL Community Edition binary distributions are compiled using yaSSL.

» MySQL Community Edition source distributions can be compiled using either OpenSSL or yaSSL.

prior to MySQL 5.6.46. As of MySQL 5.6.46, support for yaSSL is removed and

Note
g It is possible to compile MySQL using yaSSL as an alternative to OpenSSL only
all MySQL builds use OpenSSL.

If you compile MySQL from a source distribution, CVake configures the distribution to use the installed
OpenSSL library by default.

To compile using OpenSSL, use this procedure:

1. Ensure that OpenSSL 1.0.1 or higher is installed on your system. If the installed OpenSSL version
is lower than 1.0.1, C\vake produces an error at MySQL configuration time. If it is necessary to
obtain OpenSSL, visit http://www.openssl.org.

2. The W TH_SSL CVake option determines which SSL library to use for compiling MySQL (see
Section 2.9.7, “MySQL Source-Configuration Options”). The default is - DW TH_SSL=syst em
which uses OpenSSL. To make this explicit, specify that option on the CMake command line. For
example:

cmake . -DW TH SSL=system

That command configures the distribution to use the installed OpenSSL library. Alternatively, to
explicitly specify the path name to the OpenSSL installation, use the following syntax. This can
be useful if you have multiple versions of OpenSSL installed, to prevent C\Vake from choosing the
wrong one:

cmake . -DW TH_SSL=pat h_nane

3. Compile and install the distribution.
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To check whether a nysql d server supports encrypted connections, examine the value of the
have ssl system variable:

nmysql > SHOW VARI ABLES LI KE ' have_ssl ' ;

o - e o mmaa- oo o -- - +
| Variabl e_nane | Val ue |
o - e o mmaa- oo o -- - +
| have_ssl | YES |
o - e o mmaa- oo o -- - +

If the value is YES, the server supports encrypted connections. If the value is DI SABLED, the server
is capable of supporting encrypted connections but was not started with the appropriate - - ss| - xxx
options to enable encrypted connections to be used; see Section 6.3.1, “Configuring MySQL to Use
Encrypted Connections”.

To determine whether a server was compiled using OpenSSL or yaSSL, check the existence of any
of the system or status variables that are present only for OpenSSL. See Section 6.3.4, “SSL Library-
Dependent Capabilities”.

2.9.7 MySQL Source-Configuration Options

The CMake program provides a great deal of control over how you configure a MySQL source
distribution. Typically, you do this using options on the CVake command line. For information about
options supported by CMvake, run either of these commands in the top-level source directory:

cmake . -LH
ccmake .

You can also affect CMake using certain environment variables. See Section 4.9, “Environment
Variables”.

For boolean options, the value may be specified as 1 or ONto enable the option, or as 0 or OFF to
disable the option.

Many options configure compile-time defaults that can be overridden at server startup. For example,
the CVAKE | NSTALL_PREFI X, M\YSQL_TCP_PORT, and MYSQL_ UNI X ADDR options that configure the
default installation base directory location, TCP/IP port number, and Unix socket file can be changed at
server startup with the - - basedi r, - - port, and - - socket options for mysql d. Where applicable,
configuration option descriptions indicate the corresponding nysql d startup option.

The following sections provide more information about CVake options.
» CMake Option Reference
» General Options
* Installation Layout Options
» Storage Engine Options
» Feature Options
» Compiler Flags
» CMake Options for Compiling NDB Cluster
CMake Option Reference
The following table shows the available C\vake options. In the Def aul t column, PREFI X stands for

the value of the CMAKE | NSTALL _PREFI X option, which specifies the installation base directory. This
value is used as the parent location for several of the installation subdirectories.
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Table 2.13 MySQL Source-Configuration Option Reference (CMake)

Formats

Description

Default

Introduced

Removed

BUI LD_CONFI G

Use same build
options as official
releases

CMAKE_BUI LD_TYR

Hype of build to
produce

Rel Wt hDebl nf o

CMAKE_CXX_FLAGS

Flags for C++
Compiler

CMAKE_C FLAGS

Flags for C
Compiler

CMAKE_| NSTALL_R

Ristaliation base
directory

lusr/ | ocal/
nysql

COWPI LATI ON_COvi@giment about

compilation
environment

CPACK_NONOLI THI

WhetséApackage
build produces
single file

OFF

DEFAULT_CHARSET|

The default server
character set

latinl

DEFAULT_COLLATI

@Ke default server
collation

latinl_swedish_|

ci

ENABLED_LOCAL _|

Mrhéther to enable
LOCAL for LOAD
DATA

OFF

ENABLED_PROFI LI

MZhether to enable
query profiling
code

ENABLE_DEBUG_SY

MZhether to enable
Debug Sync
support

5.6.36

ENABLE_DOWNL CAL

BVhether to
download optional
files

ENABLE_DTRACE

Whether to include
DTrace support

ENABLE_GCOV

Whether to include
gcov support

ENABLE_GPROF

Enable gprof
(optimized Linux
builds only)

OFF

| GNORE_AI O_CHEGMVith -

DBUILD_CONFIG=
ignore libaio check

OFF
mysql_release,

| NNODB_PAGE_ATOBNabREST disable

atomic page
reference counting

ON

5.6.16

I NSTALL_BI NDI R

User executables
directory

PREFI X/ bi n

175



MySQL Source-Configuration Options

Formats Description Default Introduced Removed
| NSTALL_DOCDI R |Documentation PREFI X/ docs
directory
| NSTALL_ DOCREADIREADME file PREFI X
directory
| NSTALL_| NCLUDHEBlIgader file PREFI X/ i ncl ude
directory
I NSTALL_| NFODI RInfo file directory PREFI X/ docs
| NSTALL_LAYQOUT |Select predefined |STANDALONE
installation layout
| NSTALL_LI BDI R |Library file PREFI X/ 1'i b
directory
| NSTALL_MANDI R |Manual page PREFI X/ man
directory
I NSTALL_MYSQL SHSRaredRdata PREFI X/ shar e
directory
I NSTALL_MYSQLTH®&N3gRtest directory | PREFI X/ nysql -
t est
| NSTALL_PLUG NOIFfugin directory PREFI X/ | i b/
pl ugin
| NSTALL_SBI NDI RServer executable |PREFI X/ bi n
directory
| NSTALL_SCRI PTDISRripts directory PREFI X/ scripts
| NSTALL_SECURE_|SketrePRIeVpriR pl atform 5.6.34
default value specific
| NSTALL_SECURE_|SketrePRleV pEVBEDDEDDI R 5.6.34
default value for
libmysqgld
| NSTALL_SHAREDI [@Aclocal/mysgl.m4  |PREFI X/ shar e
installation
directory
I NSTALL_SQLBENC&GIl-bench directory |PREFI X
| NSTALL_SUPPORT|BxtraiipRort files |PREFI X/
directory support-files
VEMCACHED HOVE |Path to [ none] 5.6.51
memcached;
obsolete
MYSQL_DATADI R |Data directory
MYSQL_MAI NTAI NERVIEIDBET to OFF
enable MySQL
maintainer-specific
development
environment
MYSQL_PROJECT _NAMAdows/macOS |MySQL
project name
MYSQL_TCP_PORT |TCP/IP port 3306
number
MYSQL_UNI X ADDRUnix socket file /tpl/
mysql . sock
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Formats

Description

Default

Introduced

Removed

CDBC_| NCLUDES

ODBC includes
directory

ODBC_LI B_DIR

ODBC library
directory

OPTI M ZER_TRACEH

Whether to support
optimizer tracing

REPRCDUCI BLE_BU

[Tlake extra care

to create a build
result independent
of build location
and time

5.6.37

SUNPRO_CXX_LI BR

AIRENt link library
on Solaris 10+

5.6.20

SYSCONFDI R

Option file directory

TWMPDI R

tmpdir default
value

5.6.16

W THOUT_SERVER

Do not build the
server

OFF

W THOUT _xxx_ STORXCIEdENEordge

engine xxx from
build

W TH_ASAN

Enable
AddressSanitizer

5.6.15

W TH_BUNDLED LI

RE¢HENiNdled
libevent

when building
ndbmemcache;
obsolete

5.6.51

W TH_BUNDLED M

sedbirioled
memcached
when building
ndbmemcache;
obsolete

5.6.51

W TH_CLASSPATH

Classpath to use
when building
MySQL Cluster
Connector for
Java. Default is an
empty string.

W TH_DEBUG

Whether to include
debugging support

W TH_DEFAULT COVPhétRBr (PT$EONS

default compiler
options

W TH_DEFAULT_FH

IAThEtRe StoTuse
default feature set

ON

W TH_EDI TLI NE

Which libedit/
editline library to
use

bundl ed

5.6.12
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Formats

Description

Default

Introduced

Removed

W TH_EMBEDDED_S

MvetRer to build
embedded server

OFF

W TH_EMBEDDED _S

MaREthet tdBBUikkla
shared embedded
server library

OFF

5.6.17

W TH_ERROR | NSE

[Enable error
injection in the
NDB storage
engine. Should
not be used for
building binaries
intended for
production.

OFF

W TH_EXTRA_CHAR

YUiEh extra
character sets to
include

al |

W TH_GVIOCK

Path to
googlemock
distribution

W TH_| NNODB_ VENWM@RBY to

generate
memcached
shared libraries.

OFF

W TH_LI BEDI T

Use bundled libedit
library

ON

5.6.12

W TH_LI BEVENT

Which libevent
library to use

bundl ed

W TH_LI BWRAP

Whether to include
libwrap (TCP
wrappers) support

OFF

W TH_NDBAPI _EXA

[RRlileEAPI example
programs

OFF

W TH_NDBCLUSTER

tBuild the NDB
storage engine

W TH_NDBCLUSTER

 FOT (DRRérEal By NE
may not work as
expected in all
circumstances;
users should
employ

WITH_NDBCLUSTE

instead

R

W TH_NDBMTD

Build multithreaded
data node.

W TH_NDB_BI NLOC

sEnable binary
logging by default
by mysqld.

W TH_NDB_DEBUG

Produce a debug
build for testing or
troubleshooting.

OFF
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Formats

Description

Default

Introduced

Removed

W TH_NDB_JAVA

Enable building

of Java and
ClusterJ support.
Enabled by default.
Supported in
MySQL Cluster
only.

ON

W TH_NDB_PORT

Default port used
by a management
server built with
this option. If this
option was not
used to build it,
the management
server's default
port is 1186.

[ none]

W TH_NDB_TEST

Include NDB API
test programs.

OFF

W TH_NUMA

Set NUMA memory
allocation policy

5.6.27

W TH_SSL

Type of SSL
support

system

W TH_SYMVER16

Whether
libmysglclient.s0.18
contains both
symver 16 and 18
symbols.

OFF

5.6.31

W TH_UNI T_TESTY

Compile MySQL
with unit tests

W TH_UNI XCDBC

Enable unixODBC
support

OFF

W TH_VALGRI ND

Whether to compile
in Valgrind header
files

OFF

WTH ZLI B

Type of zlib
support

bundl ed

W TH xxx_ STORAGE dehalleNstorage

engine xxx
statically into
server

General Options

» -DBU LD_CONFI G=nysqgl _rel ease

This option configures a source distribution with the same build options used by Oracle to produce
binary distributions for official MySQL releases.

» - DCMAKE_BUI LD_TYPE=t ype

The type of build to produce:

179



MySQL Source-Configuration Options

« Rel Wt hDebl nf o: Enable optimizations and generate debugging information. This is the default
MySQL build type.

« Debug: Disable optimizations and generate debugging information. This build type is also used
if the W TH_DEBUG option is enabled. That is, - DW TH_DEBUG=1 has the same effect as -
DCMAKE_BUI LD _TYPE=Debug.

- DCPACK_MONCLI THI C_I NSTALL=bool

This option affects whether the nake package operation produces multiple installation package
files or a single file. If disabled, the operation produces multiple installation package files, which may
be useful if you want to install only a subset of a full MySQL installation. If enabled, it produces a
single file for installing everything.

Installation Layout Options

The CVAKE_| NSTALL_PREFI X option indicates the base installation directory. Other options with
names of the form | NSTALL_xxx that indicate component locations are interpreted relative to the
prefix and their values are relative pathnames. Their values should not include the prefix.

- DOMAKE_| NSTALL_PREFI X=di r _nane

The installation base directory.

This value can be set at server startup with the - - basedi r option.
- DI NSTALL_BI NDI R=di r _nan®

Where to install user programs.

- DI NSTALL_DOCDI R=di r _nane

Where to install documentation.

- DI NSTALL_DOCREADVEDI R=di r _narme

Where to install READIVE files.

- DI NSTALL_ | NCLUDEDI R=di r _nane

Where to install header files.

- DI NSTALL_I NFODI R=di r _narme

Where to install Info files.

- DI NSTALL_LAYQUT=nane

Select a predefined installation layout:

« STANDALONE: Same layout as used for . t ar. gz and . zi p packages. This is the default.
« RPM Layout similar to RPM packages.

* SVR4: Solaris package layout.

- DEB: DEB package layout (experimental).

You can select a predefined layout but modify individual component installation locations by
specifying other options. For example:

cmake . - DI NSTALL_LAYOUT=SVR4 - DMYSQL_DATADI R=/ var/ mysql / dat a
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- DI NSTALL_LI BDI R=di r _nane

Where to install library files.

- DI NSTALL_NMANDI R=di r _nane

Where to install manual pages.

- DI NSTALL_MYSQ.SHAREDI R=di r _nane
Where to install shared data files.

- DI NSTALL_MYSQLTESTDI R=di r _namne

Where to install the nysqgl -t est directory. As of MySQL 5.6.12, to suppress installation of this
directory, explicitly set the option to the empty value (- DI NSTALL_MYSQLTESTDI R=).

- DI NSTALL_PLUG NDI R=di r _narne

The location of the plugin directory.

This value can be set at server startup with the - - pl ugi n_di r option.
- DI NSTALL_SBI NDI R=di r _narme

Where to install the nysql d server.

- DI NSTALL_SCRI PTDI R=di r _narme

Where to install nysqgl _i nstal | _db.

- DI NSTALL_SECURE_FI LE_PRI VDI R=di r _nane

The default value for the secure_fil e _pri v system variable. The default value is platform
specific and depends on the value of the | NSTALL _LAYQUT CVake option; see the description of the
secure_file_ priv system variable in Section 5.1.7, “Server System Variables”.

This option was added in MySQL 5.6.34. To set the value for the | i bnysql d embedded server, use
| NSTALL_SECURE_FI LE_PRI V_ENMBEDDEDDI R.

- DI NSTALL_SECURE_FI LE_PRI V_EVMBEDDEDDI R=di r _nane

The default value for the secure_fil e_priv system variable, for the | i bmysql d embedded
server. This option was added in MySQL 5.6.34.

- DI NSTALL_SHAREDI R=di r _nane
Where to install acl ocal / nysql . n4.
- DI NSTALL_SQLBENCHDI R=di r _nane

Where to install the sql - bench directory. To suppress installation of this directory, explicitly set the
option to the empty value (- DI NSTALL _SQLBENCHDI R=).

- DI NSTALL_SUPPORTFI LESDI R=di r _nane

Where to install extra support files.

- DMYSQL_DATADI R=di r _nane

The location of the MySQL data directory.

This value can be set at server startup with the - - dat adi r option.

- DODBC_| NCLUDES=di r _nane
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The location of the ODBC includes directory, and may be used while configuring Connector/ODBC.
« -DODBC LI B DI R=di r _nane

The location of the ODBC library directory, and may be used while configuring Connector/ODBC.
» - DSYSCONFDI R=di r _narme

The default my. cnf option file directory.

This location cannot be set at server startup, but you can start the server with a given option file
using the - - def aul t s-fi | e=fi | e_nane option, where f i | e_nane is the full path name to the
file.

e - DTMPDI R=di r _nane

The default location to use for the t npdi r system variable. If unspecified, the value defaults to
P_t mpdi r in <st di 0. h>. This option was added in MySQL 5.6.16.

Storage Engine Options

Storage engines are built as plugins. You can build a plugin as a static module (compiled into the
server) or a dynamic module (built as a dynamic library that must be installed into the server using the
| NSTALL PLUG N statement or the - - pl ugi n- 1 oad option before it can be used). Some plugins
might not support static or dynamic building.

The | nnoDB, Myl SAM MERGE, MEMORY, and CSV engines are mandatory (always compiled into the
server) and need not be installed explicitly.

To compile a storage engine statically into the server, use - DW TH_engi ne_ STORAGE_ENG NE=L1.
Some permissible engi ne values are ARCHI VE, BLACKHOLE, EXAMPLE, FEDERATED, PARTI TI ON
(partitioning support), and PERFSCHENA (Performance Schema). Examples:

- DW TH_ARCHI VE_STORAGE_ENG NE=1
- DW TH_BLACKHOLE_STORAGE_ENG NE=1
- DW TH_PERFSCHEMA STORAGE_ENG NE=1

To build MySQL with support for NDB Cluster, use the W TH_NDBCLUSTER option.

Note

@ W TH_NDBCLUSTER is supported only when building NDB Cluster using the
NDB Cluster sources. It cannot be used to enable clustering support in other
MySQL source trees or distributions. In NDB Cluster source distributions, it is
enabled by default. See Section 18.3.1.4, “Building NDB Cluster from Source
on Linux”, and Section 18.3.2.2, “Compiling and Installing NDB Cluster from
Source on Windows”, for more information.

To exclude a storage engine from the build, use - DW THOUT _engi ne_ STORAGE_ENG NE=1.
Examples:

- DW THOUT_EXAMPLE_STORAGE_ENG NE=1
- DW THOUT_FEDERATED_STORAGE_ENG NE=1
- DW THOUT_PARTI TI ON_STORAGE_ENG NE=1

If neither - DW TH_engi ne_STORAGE_ENG NE nor - DW THOUT _engi ne_ STORAGE_ENG NE are

specified for a given storage engine, the engine is built as a shared module, or excluded if it cannot be

built as a shared module.

Feature Options

* - DCOWPI LATI ON_COMVENT=st ri ng

A descriptive comment about the compilation environment.

182



MySQL Source-Configuration Options

e - DDEFAULT_CHARSET=char set _nane

The server character set. By default, MySQL uses the | ati n1 (cp1252 West European) character
set.

char set _nane may be one of bi nary, arnsci i 8, ascii, bi g5, cpl1250, cpl251, cpl256,
cpl257, cp850, cp852, cp866, cp932, dec8, eucj pns, euckr, gh2312, gbk, geost d8,

gr eek, hebr ew, hp8, keybcs?2, koi 8r, koi 8u,l atinl, |l atin2,latin5,latin7, mcce,
nmacronman, sjis,swe7,tis620,ucs2,ujis,utf8,utf8nb4,utfl6,utfl6le,utf32. The
permissible character sets are listed in the cnmake/ char act er _set s. cnake file as the value of
CHARSETS_AVAI LABLE.

This value can be set at server startup with the - - char act er _set _server option.
o - DDEFAULT_COLLATI ON=col | ati on_nane

The server collation. By default, MySQL uses | at i n1_swedi sh_ci . Use the SHON COLLATI ON
statement to determine which collations are available for each character set.

This value can be set at server startup with the - - col | ati on_ser ver option.

« - DENABLE_DEBUG_SYNC=bool

Note
@ As of MySQL 5.6.36, ENABLE_DEBUG_SYNC is removed and enabling
W TH_DEBUG enables Debug Sync.

Whether to compile the Debug Sync facility into the server. This facility is used for testing and
debugging. This option is enabled by default, but has no effect unless MySQL is configured
with debugging enabled. If debugging is enabled and you want to disable Debug Sync, use -
DENABLE_DEBUG SYNC=0.

When compiled in, Debug Sync is disabled by default at runtime. To enable it, start nysql d with the
- -debug- sync-ti neout =N option, where Nis a timeout value greater than 0. (The default value is
0, which disables Debug Sync.) N becomes the default timeout for individual synchronization points.

For a description of the Debug Sync facility and how to use synchronization points, see MySQL
Internals: Test Synchronization.

+ - DENABLE_DOMLOADS=bool

Whether to download optional files. For example, with this option enabled, CVake downloads the
Google Test distribution that is used by the test suite to run unit tests.

» - DENABLE_DTRACE=bool

Whether to include support for DTrace probes. For information about DTrace, wee Section 5.8.4,
“Tracing mysqgld Using DTrace”

e - DW THOUT _SERVER=bhooI
Whether to build without MySQL Server. The default is OFF, which does build the server.
This is considered an experimental option; it's preferred to build with the server.

« - DENABLE_GCOV=bool
Whether to include gcov support (Linux only).

» - DENABLE_GPROF=bool

Whether to enable gpr of (optimized Linux builds only).

183


https://dev.mysql.com/doc/internals/en/test-synchronization.html
https://dev.mysql.com/doc/internals/en/test-synchronization.html

MySQL Source-Configuration Options

» - DENABLED_LCOCAL_I NFI LE=bool

This option controls the compiled-in default LOCAL capability for the MySQL client library. Clients that
make no explicit arrangements therefore have LOCAL capability disabled or enabled according to the
ENABLED LOCAL | NFI LE setting specified at MySQL build time.

By default, the client library in MySQL binary distributions is compiled with

ENABLED LOCAL | NFI LE enabled. If you compile MySQL from source, configure it with
ENABLED LOCAL_| NFI LE disabled or enabled based on whether clients that make no explicit
arrangements should have LOCAL capability disabled or enabled, respectively.

ENABLED LOCAL_| NFI LE controls the default for client-side LOCAL capability. For the server, the

| ocal _i nfil e system variable controls server-side LOCAL capability. To explicitly cause the server
to refuse or permit LOAD DATA LOCAL statements (regardless of how client programs and libraries
are configured at build time or runtime), start nysql d with | ocal _i nfi | e disabled or enabled,
respectively. | ocal i nfil e can also be set at runtime. See Section 6.1.6, “Security Considerations
for LOAD DATA LOCAL".

- DENABLED_PROFI LI NG=bool

Whether to enable query profiling code (for the SHOW PROFI LE and SHOW PROFI LES statements).

- DI GNORE_AI O_CHECK=bool

If the - DBUI LD_CONFI G=rmysql _r el ease option is given on Linux, the | i bai o library must be
linked in by default. If you do not have | i bai o or do not want to install it, you can suppress the
check for it by specifying - DI GNORE_Al O CHECK=1.

- DI NNODB_PAGE_ATOM C_REF_COUNT=bool

Whether to enable or disable atomic page reference counting. Fetching and releasing pages from
the buffer pool and tracking the page state are expensive and complex operations. Using a page
mutex to track these operations does not scale well. With | NNODB_PAGE_ATOM C_REF_COUNT=ON
(default), fetch and release is tracked using atomics where available. For platforms that do not
support atomics, set | NNODB_PAGE _ATOM C_REF COUNT=OFF to disable atomic page reference
counting.

When atomic page reference counting is enabled (default), “[ Not e] | nnoDB: Usi ng atom cs
to ref count buffer pool pages”is printed to the error log at server startup. If atomic page
reference counting is disabled, “[ Not e] [ nnoDB: Usi ng nutexes to ref count buffer
pool pages”is printed instead.

| NNODB_PAGE_ATOM C_REF COUNT was introduced with the fix for MySQL Bug #68079. The
option is removed in MySQL 5.7.5. Support for atomics is required to build MySQL as of MySQL
5.7.5, which makes the option obsolete.

- DMYSQL_MAI NTAI NER_MODE=bool
Whether to enable a MySQL maintainer-specific development environment. If enabled, this option

causes compiler warnings to become errors. It may also cause some minor changes in generated
code, to initialize some variables to 0.

- DMWYSQL_PROJIECT NAME=nanme
For Windows or macOS, the project name to incorporate into the project file name.

- DMWYSQL_TCP_PORT=port _num

The port number on which the server listens for TCP/IP connections. The default is 3306.

This value can be set at server startup with the - - por t option.
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- DMYSQL_UNI X_ADDR=f i | e_nane

The Unix socket file path on which the server listens for socket connections. This must be an
absolute path name. The defaultis / t np/ nysql . sock.

This value can be set at server startup with the - - socket option.
- DOPTI M ZER TRACE=bool
Whether to support optimizer tracing. See MySQL Internals: Tracing the Optimizer.

- DREPRCDUCI BLE_BUI LD=bool

For builds on Linux systems, this option controls whether to take extra care to create a build result

independent of build location and time.

This option was added in MySQL 5.6.37.

- DW TH_ASAN=bool

Whether to enable AddressSanitizer, for compilers that support it. The default is off. This option was

added in MySQL 5.6.15.

- DW TH_DEBUG=bool

Whether to include debugging support.

Configuring MySQL with debugging support enables you to use the - - debug="d, par ser _debug"

option when you start the server. This causes the Bison parser that is used to process SQL
statements to dump a parser trace to the server's standard error output. Typically, this output is
written to the error log.

As of MySQL 5.6.36, enabling W TH_DEBUG also enables Debug Sync. For a description of
the Debug Sync facility and how to use synchronization points, see MySQL Internals: Test
Synchronization.

- DW TH_DEFAULT_FEATURE_SET=bool

Whether to use the flags from crmake/ bui | d_confi gurati ons/feature_set. crake.

- DW TH_EDI TLI NE=val ue

Which | i bedi t/edi t | i ne library to use. The permitted values are bundl| ed (the default) and
system

W TH_EDI TLI NE was added in MySQL 5.6.12. It replaces W TH_LI BEDI T, which has been
removed.

- DW TH_EMBEDDED SERVER=booI
Whether to build the | i bnmysqgl d embedded server library.

- DW TH_EMBEDDED_SHARED_LI BRARY=bool

Whether to build a shared | i bnmysql d embedded server library. This option was added in MySQL

5.6.17.
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* - DW TH_EXTRA_CHARSETS=nane

Which extra character sets to include:

e al | : All character sets. This is the default.
« conpl ex: Complex character sets.

* none: No extra character sets.

- DW TH_GMOCK=pat h_nane

The path to the googlemock distribution, for use with Google Test-based unit tests. The option value
is the path to the distribution Zip file. Alternatively, set the W TH_GVIOCK environment variable to

the path name. It is also possible to use - DENABLE _DOWNLOADS=1 so that C\Vake downloads the
distribution from GitHub.

If you build MySQL without the Google Test-based unit tests (by configuring wihout W TH_GVIOCK),
ChMake displays a message indicating how to download it.

- DW TH_I NNCDB_ MEMCACHED=bool

Whether to generate memcached shared libraries (I i bnentached. so and i nnodb_engi ne. so).

-DW TH_LI BEVENT=st ri ng

Which | i bevent library to use. Permitted values are bundl ed (default), syst em and yes. If
you specify syst emor yes, the system | i bevent library is used if present. If the system library
is not found, the bundled | i bevent library is used. The | i bevent library is required by | nnoDB
memcached.

- DW TH_LI BEDI T=bool
Whether to use the | i bedi t library bundled with the distribution.

W TH_LI BEDI T was removed in MySQL 5.6.12. Use W TH_EDI TLI NE instead.

- DW TH_LI BWRAP=booOl

Whether to include | i bwr ap (TCP wrappers) support.

- DW TH_NUVA=bool

Explicitly set the NUMA memory allocation policy. CMake sets the default W TH_NUVA value based
on whether the current platform has NUVA support. For platforms without NUMA support, CVake
behaves as follows:

* With no NUMA option (the normal case), C\vVake continues normally, producing only this warning:
NUMA library missing or required version not available

« With - DW TH_NUMA=QON, CVake aborts with this error: NUMA library missing or required version
not available

This option was added in MySQL 5.6.27.

186



MySQL Source-Configuration Options

o - DW TH_SSL={ssl| _t ype|pat h_nane}

For support of encrypted connections, entropy for random number generation, and other encryption-
related operations, MySQL must be built using an SSL library. This option specifies which SSL library
to use.

e ssl _type can be one of the following values:

e no: No SSL support. This is the default before MySQL 5.6.6. As of 5.6.6, this is no longer a
permitted value and the default is bundl ed.

« yes: Use the system OpenSSL library if present, else the library bundled with the distribution.

* bundl ed: Use the SSL library bundled with the distribution. This is the default from MySQL
5.6.6 through 5.6.45. As of 5.6.46, this is no longer a permitted value and the default is syst em

» syst ent Use the system OpenSSL library. This is the default as of MySQL 5.6.46.

e pat h_nane, permitted for MySQL 5.6.7 and after, is the path name to the OpenSSL installation
to use. This can be preferable to using the ssl _t ype value of syst embecause it can prevent
CMake from detecting and using an older or incorrect OpenSSL version installed on the system.
(Another permitted way to do the same thing is to set W TH_SSL to syst emand set the
CVAKE PREFI X PATH option to pat h_nan®.)

For additional information about configuring the SSL library, see Section 2.9.6, “Configuring SSL
Library Support”.

o - DW TH_SYMVER16=bool

If enabled, this option causes the | i brysql ¢l i ent client library to contain extra symbols to be
compatible with | i bnysqgl cl i ent on RHEL/OEL 5, 6, and 7; and Fedora releases. All symbols
presentin | i bnmysqgl cl i ent. so. 16 are tagged with symver 16 in | i brsqgl cl i ent. so. 18,
making those symbols have both symver 16 and 18. The default is OFF.

This option was added in MySQL 5.6.31.
 -DW TH_UNI T_TESTS={ ON| OFF}

If enabled, compile MySQL with unit tests. The default is ON unless the server is not being compiled.
* - DW TH_UNI XODBC=1

Enables unixODBC support, for Connector/ODBC.

o - DW TH_VALGRI ND=bool

Whether to compile in the Valgrind header files, which exposes the Valgrind API to MySQL code.
The default is OFF.

To generate a Valgrind-aware debug build, - DWW TH_VALGRI ND=1 normally is combined with -
DW TH_DEBUG=1. See Building Debug Configurations.

e -DWTH ZLIB=zlib_type

Some features require that the server be built with compression library support, such as the
COVPRESS() and UNCOVPRESS( ) functions, and compression of the client/server protocol. The
W TH_ZLI| B option indicates the source of zI| i b support:

* bundl ed: Use the zl i b library bundled with the distribution. This is the default.

e syst em Use the system zI i b library.
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Compiler Flags
+ - DOMAKE_C FLAGS="f| ags"
Flags for the C Compiler.
« - DCMAKE_CXX_FLAGS="f | ags"
Flags for the C++ Compiler.
« - DW TH_DEFAULT_COMPI LER_OPTI ONS=bool

Whether to use the flags from crmeke/ bui | d_confi gurati ons/ conpil er _opti ons. cmake.

team. Overriding them can lead to unexpected results and is done at your

Note
@ All optimization flags were carefully chosen and tested by the MySQL build
own risk.

* - DSUNPRO_CXX_LI BRARY="1i b_nane"

Enable linking against | i bCst d instead of st | por t 4 on Solaris 10 or later. This works only for
client code because the server depends on C++98.

This option was added in MySQL 5.6.20.

To specify your own C and C++ compiler flags, for flags that do not affect optimization, use the
CMAKE _C FLAGS and CMAKE _CXX_FLAGS CMake options.

When providing your own compiler flags, you might want to specify CMAKE_BUI LD TYPE as well.

For example, to create a 32-bit release build on a 64-bit Linux machine, do this:

nkdir bl d
cd bld
cmake .. -DCMAKE C FLAGS=-nB2 \
- DOMAKE_CXX_FLAGS=- n82 \
- DCMAKE_BUI LD_TYPE=Rel W t hDebl nf o

If you set flags that affect optimization (- Onunber ), you must set the CMAKE_C FLAGS bui l d_type
and/or CVAKE_CXX_FLAGS bui | d_t ype options, where bui | d_t ype corresponds

to the CMAKE_BUI LD _TYPE value. To specify a different optimization for the default

build type (Rel W t hDebl nf 0) set the CMAKE_C FLAGS RELW THDEBI NFOand

CVAKE _CXX FLAGS RELW THDEBI NFO options. For example, to compile on Linux with - O3 and with
debug symbols, do this:

cnmake .. -DCMAKE C FLAGS_RELW THDEBI NFO="-C8 -g" \
- DCVAKE_CXX_FLAGS_RELW THDEBI NFO="- 3 -g"

CMake Options for Compiling NDB Cluster

The following options are for use when building NDB Cluster with the NDB Cluster sources; they are
not currently supported when using sources from the MySQL 5.6 Server tree.

« - DVEMCACHED HOME=di r _nane

NDB support for memcached was removed in NDB 7.3.32 and NDB 7.4.31, and thus this option is no
longer supported for building NDB in these or later versions.

« - DW TH_BUNDLED LI BEVENT={ ON| OFF}

NDB support for memcached was removed in NDB 7.3.32 and NDB 7.4.31, and thus this option is no
longer supported for building NDB in these or later versions.
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- DW TH_BUNDLED_MEMCACHED={ ON| OFF}

NDB support for memcached was removed in NDB 7.3.32 and NDB 7.4.31, and thus this option is no
longer supported for building NDB in these or later versions.

» - DW TH_CLASSPATH=pat h

Sets the classpath for building NDB Cluster Connector for Java. The default is empty. In MySQL
NDB Cluster 7.2.9 and later, this option is ignored if - DWW TH_NDB_JAVA=OFF is used.

« - DW TH_ERROR | NSERT={ ON| OFF}

Enables error injection in the NDB kernel. For testing only; not intended for use in building production
binaries. The default is OFF.

e - DW TH _NDBAPI _EXAMPLES={ ON| OFF}
Build API example programs in st or age/ ndb/ ndbapi - exanpl es/ .
e - DW TH _NDBCLUSTER STORAGE ENG NE={ ON| OFF}

For internal use only; may not always work as expected. To build with NDB support, use
W TH_NDBCLUSTER instead.

« - DW TH_NDBCLUSTER={ ON| OFF}
Build and link in support for the NDB storage engine in nysql d. The default is ON.
« - DW TH_NDBMTD={ ON| OFF}
Build the multithreaded data node executable ndbnt d. The default is ON.
« - DW TH_NDB_BI NLOG={ ON| OFF}
Enable binary logging by default in the mysql d built using this option. ON by default.
+ - DW TH_NDB_DEBUG={ ON| OFF}
Enable building the debug versions of the NDB Cluster binaries. OFF by default.
« - DW TH_NDB_JAVA={ ON| OFF}
Enable building NDB Cluster with Java support, including Cl ust er J.

This option was added in MySQL NDB Cluster 7.2.9, and is ON by default. If you do not

wish to compile NDB Cluster with Java support, you must disable it explicitly by specifying -

DW TH_NDB_JAVA=0OFF when running CVake. Otherwise, if Java cannot be found, configuration of
the build fails.

. - DW TH_NDB_PORT=por t

Causes the NDB Cluster management server (ndb_ngnd) that is built to use this port by default. If
this option is unset, the resulting management server tries to use port 1186 by default.

- DW TH_NDB_TEST={ ON| OFF}

If enabled, include a set of NDB API test programs. The default is OFF.

2.9.8 Dealing with Problems Compiling MySQL

The solution to many problems involves reconfiguring. If you do reconfigure, take note of the following:

 If CMake is run after it has previously been run, it may use information that was gathered during its
previous invocation. This information is stored in CVakeCache. t xt . When CVake starts, it looks for
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that file and reads its contents if it exists, on the assumption that the information is still correct. That
assumption is invalid when you reconfigure.

» Each time you run CVake, you must run nake again to recompile. However, you may want to
remove old object files from previous builds first because they were compiled using different
configuration options.

To prevent old object files or configuration information from being used, run the following commands
before re-running Cvake:

On Unix:

$> make cl ean
$> rm CvakeCache. t xt

On Windows:

$> devenv MySQL.sln /clean
$> del CMakeCache. t xt

If you build outside of the source tree, remove and recreate your build directory before re-running
CWMake. For instructions on building outside of the source tree, see How to Build MySQL Server with
CMake.

On some systems, warnings may occur due to differences in system include files. The following list
describes other problems that have been found to occur most often when compiling MySQL:

e To define which C and C++ compilers to use, you can define the CC and CXX environment
variables. For example:

$> CC=gcc

$> CXX=g++
$> export CC CXX

To specify your own C and C++ compiler flags, use the CMAKE _C_FLAGS and CVAKE _CXX_ FLAGS
CMake options. See Compiler Flags.

To see what flags you might need to specify, invoke nysql _confi g with the - - cf| ags and - -
cxxfl ags options.

e To see what commands are executed during the compile stage, after using CVake to configure
MySQL, run make VERBOSE=1 rather than just nake.

« If compilation fails, check whether the MYSQL_MAI NTAI NER_MODE option is enabled. This mode
causes compiler warnings to become errors, so disabling it may enable compilation to proceed.

* If your compile fails with errors such as any of the following, you must upgrade your version of make
to GNU neke:

make: Fatal error in reader: Makefile, line 18:
Badl y formed macro assi gnnent

Or:

meke: file “Makefile' line 18: Must be a separator (:

Or:

pthread. h: No such file or directory

Solaris and FreeBSD are known to have troublesome make programs.

GNU nmeke 3.75 is known to work.
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e The sql yacc. cc file is generated from sql _yacc. yy. Normally, the build process does not need
to create sql _yacc. cc because MySQL comes with a pregenerated copy. However, if you do need
to re-create it, you might encounter this error:

"sql _yacc.yy", line xxx fatal: default action causes potential..

This is a sign that your version of yacc is deficient. You probably need to install a recent version of
bi son (the GNU version of yacc) and use that instead.

Versions of bi son older than 1.75 may report this error:

sql _yacc. yy: #####: fatal error: maxi mumtable size (32767) exceeded

The maximum table size is not actually exceeded; the error is caused by bugs in older versions of
bi son.

For information about acquiring or updating tools, see the system requirements in Section 2.9,
“Installing MySQL from Source”.

2.9.9 MySQL Configuration and Third-Party Tools

Third-party tools that need to determine the MySQL version from the MySQL source can read the
VERSI ON file in the top-level source directory. The file lists the pieces of the version separately. For
example, if the version is MySQL 5.6.4-m7, the file looks like this:

MYSQL_VERSI ON_MAJOR=5

MYSQL_VERSI ON_M NOR=6

MYSQL_VERSI ON_PATCH=4
MYSQL_VERSI ON_EXTRA=- n¥

If the source is not for a General Availablility (GA) release, the MYSQL_VERSI ON_EXTRA value is
nonempty. In the preceding example, the value shown corresponds to Milestone 7.

MYSQL_VERSI ON_EXTRA is also nonempty for NDB Cluster releases (including GA releases of NDB
Cluster), as shown here:

MYSQL_VERSI ON_MAJOR=5
MYSQL_VERSI ON_M NOR=6
MYSQL_VERSI ON_PATCH=50
MYSQL_VERSI ON_EXTRA=- ndb- 7. 4. 31

To construct a five-digit number from the version components, use this formula:

MYSQL_VERSI ON_MAJOR* 10000 + MYSQL_VERSI ON_M NOR*100 + MYSQL_VERSI ON_PATCH

2.10 Postinstallation Setup and Testing

This section discusses tasks that you should perform after installing MySQL:

« If necessary, initialize the data directory and create the MySQL grant tables. For some MySQL
installation methods, data directory initialization may be done for you automatically:

* Installation on Windows
« Installation on Linux using a server RPM or Debian distribution from Oracle.

« Installation using the native packaging system on many platforms, including Debian Linux, Ubuntu
Linux, Gentoo Linux, and others.

« Installation on macOS using a DMG distribution.

For other platforms and installation types, you must initialize the data directory manually. These
include installation from generic binary and source distributions on Unix and Unix-like system, and
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installation from a ZIP Archive package on Windows. For instructions, see Section 2.10.1, “Initializing
the Data Directory”.

 For instructions, see Section 2.10.2, “Starting the Server”, and Section 2.10.3, “Testing the Server”.

» Assign passwords to any initial accounts in the grant tables, if that was not already done during data
directory initialization. Passwords prevent unauthorized access to the MySQL server. You may also
wish to restrict access to test databases. For instructions, see Section 2.10.4, “Securing the Initial
MySQL Accounts”.

« Optionally, arrange for the server to start and stop automatically when your system starts and stops.
For instructions, see Section 2.10.5, “Starting and Stopping MySQL Automatically”.

» Optionally, populate time zone tables to enable recognition of named time zones. For instructions,
see Section 5.1.13, “MySQL Server Time Zone Support”.

When you are ready to create additional user accounts, you can find information on the MySQL access
control system and account management in Section 6.2, “Access Control and Account Management”.

2.10.1 Initializing the Data Directory

After MySQL is installed, the data directory must be initialized, including the tables in the nysql
system database:

» For some MySQL installation methods, data directory initialization is automatic, as described in
Section 2.10, “Postinstallation Setup and Testing”.

» For other installation methods, you must initialize the data directory manually. These include
installation from generic binary and source distributions on Unix and Unix-like systems, and
installation from a ZIP Archive package on Windows.

This section describes how to initialize the data directory manually for MySQL installation methods for
which data directory initialization is not automatic. For some suggested commands that enable testing
whether the server is accessible and working properly, see Section 2.10.3, “Testing the Server”.

In the examples shown here, the server is intended to run under the user ID of the mysql login
account. This assumes that such an account exists. Either create the account if it does not exist (see
Create a mysql User and Group), or substitute the name of a different existing login account that you
plan to use for running the server.

1. Change location to the top-level directory of your MySQL installation, which is typically / usr/
| ocal / mysql (adjustthe path name for your system as necessary):

cd /usr/local / mysql

You can find several files and subdirectories inside the directory, including the bi n and scri pts
subdirectories, which contain the server as well as client and utility programs.

2. Initialize the data directory, including the nmysql database containing the initial MySQL grant tables
that determine how users are permitted to connect to the server. For example:

scripts/nysqgl _install _db --user=nysql

Typically, data directory initialization need be done only after you first install MySQL. (For upgrades
to an existing installation, perform the upgrade procedure instead; see Section 2.11, “Upgrading
MySQL".) However, the command that initializes the data directory does not overwrite any existing
privilege tables, so it is safe to run in any circumstances.

It is important to make sure that the database directories and files are owned by the mysql login
account so that the server has read and write access to them when you run it later. To ensure this if
yourun nysgl _install _db asroot, include the - - user option as shown.
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The nysql _i nstal |l _db command initializes the server's data directory. Under the data directory,
it creates directories for the nysql database that holds the grant tables and the t est database
that you can use to test MySQL. The program also creates privilege table entries for the initial
account or accounts. t est _. For a complete listing and description of the grant tables, see

Section 6.2, “Access Control and Account Management”.

It might be necessary to specify other options such as - - basedi r or - - dat adi r if
nysql _i nstal | _db cannot identify the correct locations for the installation directory or data
directory. For example (enter the command on a single line):

scripts/ nmysqgl _install _db --user=nysql
- -basedi r=/ opt/ mysql / nysql
--datadi r=/opt/ nysqgl / nysql / dat a

For a more secure installation, invoke nysql _i nstal | _db with the - - random passwor ds
option. This causes it to assign a random password to the MySQL r oot accounts, set the
“password expired” flag for those accounts, and remove the anonymous-user MySQL accounts. For
additional details, see Section 4.4.3, “mysql_install_db — Initialize MySQL Data Directory”. (Install
operations using RPMs for Unbreakable Linux Network are unaffected because they do not use
nysqgl _install _db.)

If you do not want to have the t est database, you can remove it after starting the server, using the
instructions in Section 2.10.4, “Securing the Initial MySQL Accounts”.

If you have trouble with nysql _i nst al | _db at this point, see Section 2.10.1.1, “Problems
Running mysql_install_db”.

3. Inthe absence of any option files, the server starts with its default settings. (See Section 5.1.2,
“Server Configuration Defaults”.) To specify options that the MySQL server should use at startup,
put them in an option file such as/ et c/ ny. cnf or/ et c/ mysql / ny. cnf . (See Section 4.2.2.2,
“Using Option Files”.) For example, you can use an option file to set the secure_file_priv
system variable.

4. To arrange for MySQL to start without manual intervention at system boot time, see Section 2.10.5,
“Starting and Stopping MySQL Automatically”.

5. Data directory initialization creates time zone tables in the nysql database but does not populate
them. To do so, use the instructions in Section 5.1.13, “MySQL Server Time Zone Support”.

2.10.1.1 Problems Running mysql_install_db

The purpose of the nysql i nstal | _db program is to initialize the data directory, including the tables
in the nysql system database. It does not overwrite existing MySQL privilege tables, and it does not
affect any other data.

To re-create your privilege tables, first stop the nysql d server if it is running. Then rename the
nysqgl directory under the data directory to save it, and run nysql i nstal | _db. Suppose that
your current directory is the MySQL installation directory and that mysql i nstal | _db is located in
the bi n directory and the data directory is named dat a. To rename the nysql database and re-run
nysqgl i nstal |l _db, use these commands.

nv dat a/ nysql datal/nysql.old
scripts/nmysqgl _install _db --user=nysql

When you run nysqgl _i nstal | _db, you might encounter the following problems:
 nysql _install _db fails to install the grant tables

You may find that mysql _i nstal | _db fails to install the grant tables and terminates after
displaying the following messages:
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Starting nysqgl d daenon with dat abases from XXXXXX
nmysql d ended

In this case, you should examine the error log file very carefully. The log should be located in the
directory XXXXXX named by the error message and should indicate why nysql d did not start. If you
do not understand what happened, include the log when you post a bug report. See Section 1.5,
“How to Report Bugs or Problems”.

There is anysqgl d process running

This indicates that the server is running, in which case the grant tables have probably been created
already. If so, there is no need to run nysql _i nstal | _db at all because it needs to be run only
once, when you first install MySQL.

Installing a second nysql d server does not work when one server is running

This can happen when you have an existing MySQL installation, but want to put a new installation
in a different location. For example, you might have a production installation, but you want to create
a second installation for testing purposes. Generally the problem that occurs when you try to run a
second server is that it tries to use a network interface that is in use by the first server. In this case,
you should see one of the following error messages:

Can't start server: Bind on TCP/IP port:
Address al ready in use
Can't start server: Bind on unix socket...

For instructions on setting up multiple servers, see Section 5.7, “Running Multiple MySQL Instances
on One Machine”.

You do not have write access to the / t np directory

If you do not have write access to create temporary files or a Unix socket file in the default location
(the / t np directory) or the TMPDI R environment variable, if it has been set, an error occurs when
you run nysqgl i nstall _db orthe nmysql d server.

You can specify different locations for the temporary directory and Unix socket file by executing
these commands prior to starting mysql _i nstal | _db ornysql d, where sone_t np_di r is the full
path name to some directory for which you have write permission:

TMPDI R=/ some_t nmp_di r/

MYSQL_UNI X_PORT=/ sone_t np_di r/ mysql . sock
export TMPDI R MYSQ._UNI X _PORT

Then you should be able to run mysqgl _i nstal | _db and start the server with these commands:

scripts/ nmysqgl _install_db --user=nysq
bi n/ nysql d_safe --user=nysql &

If mysqgl _i nstal |l _db islocated in the scri pt s directory, modify the first command to scri pt s/
nysql _i nstall _db.

See Section B.3.3.6, “How to Protect or Change the MySQL Unix Socket File”, and Section 4.9,
“Environment Variables”.

There are some alternatives to running the mysql _i nst al | _db program provided in the MySQL
distribution:

« If you want the initial privileges to differ from the standard defaults, use account-management

statements such as CREATE USER, GRANT, and REVCOKE to change the privileges after the grant
tables have been set up. In other words, run nmysql _i nstal | _db, and then use nysql -u root
nysql to connect to the server as the MySQL r oot user so that you can issue the necessary
statements. (See Section 13.7.1, “Account Management Statements”.)
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To install MySQL on several machines with the same privileges, put the CREATE USER, GRANT,
and REVOKE statements in a file and execute the file as a script using nmysql after running
nysqgl i nstall _db. For example:

scripts/nmysqgl _install_db --user=nysq
bi n/nysql -u root < your_script_file

This enables you to avoid issuing the statements manually on each machine.

* Itis possible to re-create the grant tables completely after they have previously been created. You
might want to do this if you are just learning how to use CREATE USER, GRANT, and REVOKE and
have made so many modifications after running nysql _i nst al | _db that you want to wipe out the
tables and start over.

To re-create the grant tables, stop the server if it is running and remove the mysql database
directory. Then run nysql _i nstal | _db again.

2.10.2 Starting the Server

This section describes how start the server on Unix and Unix-like systems. (For Windows, see
Section 2.3.4.4, “Starting the Server for the First Time”.) For some suggested commands that you can
use to test whether the server is accessible and working properly, see Section 2.10.3, “Testing the
Server”.

Start the MySQL server like this:

$> bin/nysql d_safe --user=nysql &

It is important that the MySQL server be run using an unprivileged (non-r oot ) login account. To ensure
this if you run mysql d_saf e as r oot , include the - - user option as shown. Otherwise, execute the
program while logged in as mysql , in which case you can omit the - - user option from the command.

For further instructions for running MySQL as an unprivileged user, see Section 6.1.5, “How to Run
MySQL as a Normal User”.

If the command fails immediately and prints nysql d ended, look for information in the error log (which
by default is the host _nane. err file in the data directory).

If the server is unable to access the data directory it starts or read the grant tables in the nysq|
database, it writes a message to its error log. Such problems can occur if you neglected to create the
grant tables by initializing the data directory before proceeding to this step, or if you ran the command
that initializes the data directory without the - - user option. Remove the dat a directory and run the
command with the - - user option.

If you have other problems starting the server, see Section 2.10.2.1, “Troubleshooting Problems
Starting the MySQL Server”. For more information about nysql d_saf e, see Section 4.3.2,
“mysqgld_safe — MySQL Server Startup Script”.

2.10.2.1 Troubleshooting Problems Starting the MySQL Server

This section provides troubleshooting suggestions for problems starting the server. For additional
suggestions for Windows systems, see Section 2.3.5, “Troubleshooting a Microsoft Windows MySQL
Server Installation”.

If you have problems starting the server, here are some things to try:

» Check the error log to see why the server does not start. Log files are located in the data directory
(typically C: \ Program Fi | es\ MySQL\ MySQ. Server 5. 6\ dat a on Windows, / usr/ | ocal /
nysql / dat a for a Unix/Linux binary distribution, and / usr /| ocal / var for a Unix/Linux source
distribution). Look in the data directory for files with names of the form host _nane. err and
host _nane. | og, where host _nane is the name of your server host. Then examine the last few
lines of these files. Use t ai | to display them:
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$> tail host_nane.err
$> tail host_nane. | og

Specify any special options needed by the storage engines you are using. You can create a iny. cnf
file and specify startup options for the engines that you plan to use. If you are going to use storage
engines that support transactional tables (I nnoDB, NDB), be sure that you have them configured the
way you want before starting the server. If you are using | nnoDB tables, see Section 14.8, “InnoDB
Configuration” for guidelines and Section 14.14, “InnoDB Startup Options and System Variables” for
option syntax.

Although storage engines use default values for options that you omit, Oracle recommends that
you review the available options and specify explicit values for any options whose defaults are not
appropriate for your installation.

Make sure that the server knows where to find the data directory. The nysql d server uses this
directory as its current directory. This is where it expects to find databases and where it expects to
write log files. The server also writes the pid (process ID) file in the data directory.

The default data directory location is hardcoded when the server is compiled. To determine what

the default path settings are, invoke nysql d with the - - ver bose and - - hel p options. If the data
directory is located somewhere else on your system, specify that location with the - - dat adi r option
tonysql d or nysql d_saf e, on the command line or in an option file. Otherwise, the server does
not work properly. As an alternative to the - - dat adi r option, you can specify mysql d the location
of the base directory under which MySQL is installed with the - - basedi r, and nysql d looks for the
dat a directory there.

To check the effect of specifying path options, invoke nysql d with those options followed by the - -
ver bose and - - hel p options. For example, if you change location to the directory where nysql d
is installed and then run the following command, it shows the effect of starting the server with a base
directory of / usr/ | ocal :

$> ./nysqgld --basedir=/usr/l|ocal --verbose --help

You can specify other options such as - - dat adi r as well, but - - ver bose and - - hel p must be
the last options.

Once you determine the path settings you want, start the server without - - ver bose and - - hel p.

If mysql d is currently running, you can find out what path settings it is using by executing this
command:

$> nysql adni n vari abl es

Or:

$> nysqgl admi n -h host _nane vari abl es

host nane is the name of the MySQL server host.

Make sure that the server can access the data directory. The ownership and permissions of the data
directory and its contents must allow the server to read and modify them.

If you get Er r code 13 (which means Per m ssi on deni ed) when starting nmysqgl d, this means
that the privileges of the data directory or its contents do not permit server access. In this case, you
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change the permissions for the involved files and directories so that the server has the right to use
them. You can also start the server as r oot , but this raises security issues and should be avoided.

Change location to the data directory and check the ownership of the data directory and its contents
to make sure the server has access. For example, if the data directory is/ usr /| ocal / nysql / var,
use this command:

$> |Is -la /usr/local/nysql/var

If the data directory or its files or subdirectories are not owned by the login account that you use
for running the server, change their ownership to that account. If the account is named nysql , use
these commands:

$> chown -R nysqgl /usr/local/mnmysql/var
$> chgrp -R nysqgl /usr/local/nmysql/var

Even with correct ownership, MySQL might fail to start up if there is other security software running
on your system that manages application access to various parts of the file system. In this case,
reconfigure that software to enable nysql d to access the directories it uses during normal operation.

 Verify that the network interfaces the server wants to use are available.

If either of the following errors occur, it means that some other program (perhaps another nmysql d
server) is using the TCP/IP port or Unix socket file that mysql d is trying to use:

Can't start server: Bind on TCP/IP port: Address already in use
Can't start server: Bind on unix socket...

Use ps to determine whether you have another nysql d server running. If so, shut down the server
before starting mysql d again. (If another server is running, and you really want to run multiple
servers, you can find information about how to do so in Section 5.7, “Running Multiple MySQL
Instances on One Machine”.)

If no other server is running, execute the command t el net your host nane

tcp_i p_port_nunber. (The default MySQL port number is 3306.) Then press Enter a couple

of times. If you do not get an error message liket el net: Unable to connect to renote
host: Connection refused, some other program is using the TCP/IP port that nysql d is trying
to use. Track down what program this is and disable it, or tell mysqgl d to listen to a different port with
the - - port option. In this case, specify the same non-default port number for client programs when
connecting to the server using TCP/IP.

Another reason the port might be inaccessible is that you have a firewall running that blocks
connections to it. If so, modify the firewall settings to permit access to the port.

If the server starts but you cannot connect to it, make sure that you have an entry in / et ¢/ host s
that looks like this:

127.0.0.1 | ocal host

« If you cannot get nysql d to start, try to make a trace file to find the problem by using the - - debug
option. See Section 5.8.3, “The DBUG Package”.

2.10.3 Testing the Server

After the data directory is initialized and you have started the server, perform some simple tests to
make sure that it works satisfactorily. This section assumes that your current location is the MySQL
installation directory and that it has a bi n subdirectory containing the MySQL programs used here. If
that is not true, adjust the command path names accordingly.

Alternatively, add the bi n directory to your PATH environment variable setting. That enables your shell
(command interpreter) to find MySQL programs properly, so that you can run a program by typing only
its name, not its path name. See Section 4.2.7, “Setting Environment Variables”.
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Use nysql admi n to verify that the server is running. The following commands provide simple tests to
check whether the server is up and responding to connections:

$> bi n/ nmysqgl adnmi n ver si on
$> bi n/ nysqgl admi n vari abl es

If you cannot connect to the server, specify a-u r oot option to connect as r oot . If you have
assigned a password for the r oot account already, you'll also need to specify - p on the command line
and enter the password when prompted. For example:

$> bin/nysqgladnmin -u root -p version
Enter password: (enter root password here)

The output from nmysql admi n ver si on varies slightly depending on your platform and version of
MySQL, but should be similar to that shown here:

$> bi n/ nysql adnmi n versi on
nysqladmn Ver 14.12 Distrib 5.6.51, for pc-linux-gnu on i 686

Server version 5.6.51

Prot ocol version 10

Connecti on Local host via UN X socket
UNI X socket /var/lib/nysql/nysql . sock
Upt i ne: 14 days 5 hours 5 min 21 sec

Threads: 1 Questions: 366 Slow queries: 0O
Qpens: 0 Flush tables: 1 Open tables: 19
Queri es per second avg: 0.000

To see what else you can do with nysql admi n, invoke it with the - - hel p option.

Verify that you can shut down the server (include a - p option if the r oot account has a password
already):

$> bin/nysqgladm n -u root shutdown

Verify that you can start the server again. Do this by using nysql d_saf e or by invoking mysql d
directly. For example:

$> bin/nysql d_safe --user=nysql &
If nysql d_saf e fails, see Section 2.10.2.1, “Troubleshooting Problems Starting the MySQL Server”.

Run some simple tests to verify that you can retrieve information from the server. The output should be
similar to that shown here.

Use nysql showto see what databases exist:

$> bi n/ nysqgl show

| information_schema

| nysql I
| performance_schema

| test

The list of installed databases may vary, but always includes at least mysqgl and
i nformati on_schenma.

If you specify a database name, nysql showdisplays a list of the tables within the database:

$> bi n/ mysqgl show nysq
Dat abase: nysq
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col ums_pri v

db

event

func

general _| og

hel p_cat egory

hel p_keywor d

hel p_rel ation

hel p_t opi c

i nnodb_i ndex_stats
innodb_t abl e_stats
ndb_bi nl og_i ndex

pl ugin

proc

procs_priv
proxies_priv

servers

sl ave_mast er _i nfo
slave_relay_l og_info
sl ave_wor ker _i nfo

sl ow_| og

tables_priv

ti me_zone

ti me_zone_| eap_second
ti me_zone_nane
time_zone_transition
time_zone_transition_type
user

Use the nysql program to select information from a table in the mysql database:

$> bin/nysqgl -e "SELECT User, Host, plugin FROM nysql.user" nysq

+o-mm-- oo mmmaaao o e e emme e +
| User | Host | plugin |
+o-mm-- oo mmmaaao o e e emme e +
| root | local host | nysql _native_password

+o-mm-- oo mmmaaao o e e emme e +

At this point, your server is running and you can access it. To tighten security if you have not yet
assigned passwords to the initial account or accounts, follow the instructions in Section 2.10.4,
“Securing the Initial MySQL Accounts”.

For more information about mysql , mysql admi n, and nysql show, see Section 4.5.1, “mysql —
The MySQL Command-Line Client”, Section 4.5.2, “mysqgladmin — A MySQL Server Administration
Program”, and Section 4.5.6, “mysqlshow — Display Database, Table, and Column Information”.

2.10.4 Securing the Initial MySQL Accounts

The MySQL installation process involves initializing the data directory, including the grant tables in the
nysql system database that define MySQL accounts. For details, see Section 2.10.1, “Initializing the
Data Directory”.

This section describes how to assign passwords to the initial accounts created during the MySQL
installation procedure, if you have not already done so.

The nysql . user grant table defines the initial MySQL user accounts and their access privileges:

» Some accounts have the user name r oot . These are superuser accounts that have all privileges
and can do anything. If these r oot accounts have empty passwords, anyone can connect to the
MySQL server as r oot without a password and be granted all privileges.

* On Windows, r oot accounts are created that permit connections from the local host only.
Connections can be made by specifying the host name | ocal host , the IP address 127. 0. 0. 1,
or the IPv6 address : : 1. If the user selects the Enable root access from remote machines
option during installation, the Windows installer creates another r oot account that permits
connections from any host.
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« On Unix, each r oot account permits connections from the local host. Connections can be made
by specifying the host name | ocal host , the IP address 127. 0. 0. 1, the IPv6 address : : 1, or
the actual host name or IP address.

An attempt to connect to the host 127. 0. 0. 1 normally resolves to the | ocal host account.
However, this fails if the server is run with ski p_nane_r esol ve enabled, so the 127. 0. 0. 1
account is useful in that case. The : : 1 account is used for IPv6 connections.

» If accounts for anonymous users were created, these have an empty user name. The anonymous
accounts have no password, so anyone can use them to connect to the MySQL server.

* On Windows, there is one anonymous account that permits connections from the local host.
Connections can be made by specifying a host name of | ocal host .

¢ On Unix, each anonymous account permits connections from the local host. Connections can be
made by specifying a host name of | ocal host for one of the accounts, or the actual host name
or IP address for the other.

e The'root' @I ocal host' account also has a row in the nysql . proxi es_pri v table that
enables granting the PROXY privilege for' ' @', that is, for all users and all hosts. This enables
r oot to set up proxy users, as well as to delegate to other accounts the authority to set up proxy
users. See Section 6.2.12, “Proxy Users”.

To display which accounts exist in the nysql . user system table and check whether their passwords
are empty, use the following statement:

nysqgl > SELECT User, Host, Password FROM nysql . user;

oo oe frococooomocoocoooooo feocomooooc +
| User | Host | Password |
oo oe frococooomocoocoooooo feocomooooc +
| root | Iocal host | |
| root | nyhost.exanple.com | |
| root | 127.0.0.1 | |
| root | ::1 | |
| | I ocal host | |
| | nyhost . exanpl e. com | |
oo oe frococooomocoocoooooo feocomooooc +

This output indicates that there are several r oot and anonymous-user accounts, none of which
have passwords. The output might differ on your system, but the presence of accounts with empty
passwords means that your MySQL installation is unprotected until you do something about it;

» Assign a password to each MySQL r oot account that does not have one.

* To prevent clients from connecting as anonymous users without a password, either assign a
password to each anonymous account or remove the accounts.

In addition, the nysql . db table contains rows that permit all accounts to access the t est database
and other databases with names that start with t est . This is true even for accounts that otherwise
have no special privileges such as the default anonymous accounts. This is convenient for testing
but inadvisable on production servers. Administrators who want database access restricted only to
accounts that have permissions granted explicitly for that purpose should remove these nysql . db
table rows.

The following instructions describe how to set up passwords for the initial MySQL accounts, first for
the r oot accounts, then for the anonymous accounts. The instructions also cover how to remove
anonymous accounts, should you prefer not to permit anonymous access at all, and describe how
to remove permissive access to test databases. Replace new _passwor d in the examples with the
password that you want to use. Replace host nane with the name of the server host. You can
determine this name from the output of the preceding SELECT statement. For the output shown,
host nane is myhost . exanpl e. com
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You need not remove anonymous entries in the nysql . proxi es_pri v table, which are used to
support proxy users. See Section 6.2.12, “Proxy Users”.

Note

@ For additional information about setting passwords, see Section 6.2.9,
“Assigning Account Passwords”. If you forget your r oot password after setting
it, see Section B.3.3.2, “How to Reset the Root Password”.

To set up additional accounts, see Section 6.2.7, “Adding Accounts, Assigning
Privileges, and Dropping Accounts”.

You might want to defer setting the passwords until later, to avoid the need to specify them while you
perform additional setup or testing. However, be sure to set them before using your installation for
production purposes.

Note
@ Alternative means for performing the process described in this section:

¢ On Windows, you can perform the process during installation with MySQL
Installer (see Section 2.3.3, “MySQL Installer for Windows").

¢ On all platforms, the MySQL distribution includes
mysqgl _secure_installation,acommand-line utility that automates
much of the process of securing a MySQL installation.

¢ On all platforms, MySQL Workbench is available and offers the ability to
manage user accounts (see Chapter 25, MySQL Workbench ).

» Assigning root Account Passwords

Assigning Anonymous Account Passwords
» Removing Anonymous Accounts

e Securing Test Databases
Assigning root Account Passwords

A r oot account password can be set several ways. The following discussion demonstrates three
methods:

* Use the SET PASSWORD statement
» Use the UPDATE statement
e Use the nysql adm n command-line client program

To assign passwords using SET PASSWORD, connect to the server as r oot and issue a SET
PASSWORD statement for each r oot account listed in the mysql . user system table.

For Windows, do this:

$> nysql -u root

nysqgl > SET PASSWORD FOR 'root' @I ocal host' PASSWORD( ' new_passwor d' )
nysqgl > SET PASSWORD FOR 'root' @127.0.0.1' PASSWORD( ' new_passwor d' )
nysqgl > SET PASSWORD FOR 'root' @::1' = PASSWORD(' new_password')

nysqgl > SET PASSWORD FOR 'root' @ % = PASSWORD(' new_password');

The last statement is unnecessary if the nysql . user table has no r oot account with a host value of
%

For Unix, do this:

$> nysql -u root
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mysql > SET PASSWORD FOR 'root' @I ocal host' PASSWORD( ' new_password' ) ;
nmysql > SET PASSWORD FOR 'root' @127.0.0. 1 PASSWORD( ' new_password' ) ;
nmysql > SET PASSWORD FOR 'root' @::1' = PASSWORD(' new_password');

mysql > SET PASSWORD FOR 'root' @host _nanme' = PASSWORD(' new_password');

You can also use a single statement that assigns a password to all r oot accounts by using UPDATE to
modify the mysql . user table directly. This method works on any platform:

$> nysql -u root

nysql > UPDATE nysql . user SET Password = PASSWORD(' new_password')
-> WHERE User = 'root';

mysql > FLUSH PRI VI LEGES;

The FLUSH statement causes the server to re-read the grant tables. Without it, the password change
remains unnoticed by the server until you restart it.

To assign passwords to the r oot accounts using mysql admi n, execute the following commands:

$> nysqgladmin -u root password "new password"
$> nysqgladmin -u root -h host_nane password "new password"

Those commands apply both to Windows and to Unix. The double quotation marks around the
password are not always necessary, but you should use them if the password contains spaces or other
characters that are special to your command interpreter.

The nysql adm n method of setting the r oot account passwords does not work for the
"root' @127.0.0.1" or'root' @: : 1" account. Use the SET PASSWORD method shown earlier.

After the r oot passwords have been set, you must supply the appropriate password whenever you
connect as r oot to the server. For example, to shut down the server with nmysql adni n, use this
command:

$> nysqgladmin -u root -p shutdown
Ent er password: (enter root password here)

The nysqgl commands in the following instructions include a - p option based on the assumption that
you have assigned the r oot account passwords using the preceding instructions and must specify that
password when connecting to the server.

Assigning Anonymous Account Passwords

To assign passwords to the anonymous accounts, connect to the server as r oot , then use either SET
PASSWORD or UPDATE.

To use SET PASSWORD on Windows, do this:

$> nysql -u root -p
Enter password: (enter root password here)
nmysqgl > SET PASSWORD FOR '' @1 ocal host' = PASSWORD(' new_password');

To use SET PASSWORD on Unix, do this:

$> nysql -u root -p

Enter password: (enter root password here)

nysqgl > SET PASSWORD FOR '' @1 ocal host' = PASSWORD(' new_password');
nysqgl > SET PASSWORD FOR '' @ host _nane' PASSWORD( ' new_password' ) ;

To set the anonymous-user account passwords with a single UPDATE statement, do this (on any
platform):

$> nysql -u root -p

Enter password: (enter root password here)

nmysqgl > UPDATE nysql . user SET Password = PASSWORD(' new_password')
-> WHERE User = "'

nysql > FLUSH PRI VI LEGES;

The FLUSH statement causes the server to re-read the grant tables. Without it, the password change
remains unnoticed by the server until you restart it.
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Removing Anonymous Accounts

If you prefer to remove any anonymous accounts rather than assigning them passwords, do so as
follows on Windows:

$> nysql -u root -p
Ent er password: (enter root password here)
nysqgl > DROP USER '' @I ocal host "' ;

On Unix, remove the anonymous accounts like this:

$> nysql -u root -p

Ent er password: (enter root password here)
nmysqgl > DROP USER '' @I ocal host ' ;

nysqgl > DROP USER '' @ host _nane' ;

Securing Test Databases

By default, the nysqgl . db table contains rows that permit access by any user to the t est database
and other databases with names that start with t est _. (These rows have an empty User column
value, which for access-checking purposes matches any user name.) This means that such databases
can be used even by accounts that otherwise possess no privileges. If you want to remove any-user
access to test databases, do so as follows:

$> nysql -u root -p

Enter password: (enter root password here)

nmysql > DELETE FROM nysql . db WHERE Db LIKE 'test% ;
nysql > FLUSH PRI VI LEGES;

The FLUSH statement causes the server to re-read the grant tables. Without it, the privilege change
remains unnoticed by the server until you restart it.

With the preceding change, only users who have global database privileges or privileges granted
explicitly for the t est database can use it. However, if you prefer that the database not exist at all,
drop it:

mysql > DROP DATABASE t est ;

2.10.5 Starting and Stopping MySQL Automatically

This section discusses methods for starting and stopping the MySQL server.
Generally, you start the nmysql d server in one of these ways:
 Invoke nysql d directly. This works on any platform.

e On Windows, you can set up a MySQL service that runs automatically when Windows starts. See
Section 2.3.4.7, “Starting MySQL as a Windows Service”.

» On Unix and Unix-like systems, you can invoke nysql d_saf e, which tries to determine the proper
options for mysql d and then runs it with those options. See Section 4.3.2, “mysqld_safe — MySQL
Server Startup Script”.

» On systems that use System V-style run directories (thatis, / et ¢/ i ni t . d and run-level specific
directories), invoke nysql . server . This script is used primarily at system startup and shutdown. It
usually is installed under the name nysql . The mysql . ser ver script starts the server by invoking
nysql d_saf e. See Section 4.3.3, “mysql.server — MySQL Server Startup Script”.

» On macOS, install a launchd daemon to enable automatic MySQL startup at system startup. The
daemon starts the server by invoking nysql d_saf e. For details, see Section 2.4.3, “Installing a
MySQL Launch Daemon”. A MySQL Preference Pane also provides control for starting and stopping
MySQL through the System Preferences. See Section 2.4.4, “Installing and Using the MySQL
Preference Pane”.
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» On Solaris, use the service management framework (SMF) system to initiate and control MySQL
startup.

The nysql d_saf e and nysql . server scripts, Solaris SMF, and the macOS Startup Item (or MySQL
Preference Pane) can be used to start the server manually, or automatically at system startup time.
nysql . server and the Startup Item also can be used to stop the server.

The following table shows which option groups the server and startup scripts read from option files.

Table 2.14 MySQL Startup Scripts and Supported Server Option Groups

Script Option Groups
nysql d [mysqgl d],[server],
[ mysql d- maj or _versi on]
mysql d_safe [mysql d],[server],[nysql d_saf e]
nmysql . server [mysqgl d],[nmysql . server],[server]

[ mysqgl d- maj or _ver si on] means that groups with names like [ mysql d- 5. 5] and
[ mysqgl d- 5. 6] are read by servers having versions 5.5.x, 5.6.x, and so forth. This feature can be
used to specify options that can be read only by servers within a given release series.

For backward compatibility, nysql . ser ver also reads the [ mysql _server] group and
nysql d_saf e also reads the [ saf e_mysql d] group. However, you should update your option files to
use the [ mysql . server] and [ mysql d_saf e] groups instead.

For more information on MySQL configuration files and their structure and contents, see
Section 4.2.2.2, “Using Option Files”.

2.11 Upgrading MySQL

This section describes the steps to upgrade a MySQL installation.

Upgrading is a common procedure, as you pick up bug fixes within the same MySQL release series
or significant features between major MySQL releases. You perform this procedure first on some test
systems to make sure everything works smoothly, and then on the production systems.

Note

@ In the following discussion, MySQL commands that must be run using a MySQL
account with administrative privileges include - u r oot on the command line
to specify the MySQL r oot user. Commands that require a password for r oot
also include a - p option. Because - p is followed by no option value, such
commands prompt for the password. Type the password when prompted and
press Enter.

SQL statements can be executed using the nysql command-line client
(connect as r oot to ensure that you have the necessary privileges).

2.11.1 Before You Begin

Review the information in this section before upgrading. Perform any recommended actions.

» Protect your data by creating a backup. The backup should include the mysql system database,
which contains the MySQL system tables. See Section 7.2, “Database Backup Methods”.

» Review Section 2.11.2, “Upgrade Paths” to ensure that your intended upgrade path is supported.

* Review Section 2.11.3, “Changes in MySQL 5.6” for changes that you should be aware of before
upgrading. Some changes may require action.

» Review Section 1.3, “What Is New in MySQL 5.6” for deprecated and removed features. An upgrade
may require changes with respect to those features if you use any of them.
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» Review Section 1.4, “Server and Status Variables and Options Added, Deprecated, or Removed
in MySQL 5.6". If you use deprecated or removed variables, an upgrade may require configuration
changes.

Review the Release Notes for information about fixes, changes, and new features.
« If you use replication, review Section 17.4.3, “Upgrading a Replication Setup”.

» Upgrade procedures vary by platform and how the initial installation was performed. Use the
procedure that applies to your current MySQL installation:

» For binary and package-based installations on non-Windows platforms, refer to Section 2.11.4,
“Upgrading MySQL Binary or Package-based Installations on Unix/Linux”.

 For installations on an Enterprise Linux platform or Fedora using the MySQL Yum Repository,
refer to Section 2.11.5, “Upgrading MySQL with the MySQL Yum Repository”.

» For installations on Ubuntu using the MySQL APT repository, refer to Section 2.11.6, “Upgrading
MySQL with the MySQL APT Repository”.

 For installations on SLES using the MySQL SLES repository, refer to Section 2.11.7, “Upgrading
MySQL with the MySQL SLES Repository”.

< For installations on Windows, refer to Section 2.11.8, “Upgrading MySQL on Windows”.

« If your MySQL installation contains a large amount of data that might take a long time to convert
after an in-place upgrade, it may be useful to create a test instance for assessing the conversions
that are required and the work involved to perform them. To create a test instance, make a copy of
your MySQL instance that contains the nysql database and other databases without the data. Run
the upgrade procedure on the test instance to assess the work involved to perform the actual data
conversion.

* Rebuilding and reinstalling MySQL language interfaces is recommended when you install or upgrade
to a new release of MySQL. This applies to MySQL interfaces such as PHP nmysql extensions and
the Perl DBD: : nysqgl module.

2.11.2 Upgrade Paths

» Upgrade is only supported between General Availability (GA) releases.

» Upgrade from MySQL 5.5 to 5.6 is supported. Upgrading to the latest release is recommended
before upgrading to the next version. For example, upgrade to the latest MySQL 5.5 release before
upgrading to MySQL 5.6.

» Upgrade that skips versions is not supported. For example, upgrading directly from MySQL 5.1 to 5.6
is not supported.

» Upgrade within a release series is supported. For example, upgrading from MySQL 5.6.x to 5.6.y is
supported. Skipping a release is also supported. For example, upgrading from MySQL 5.6.x t0 5.6.z
is supported.

2.11.3 Changes in MySQL 5.6

Before upgrading to MySQL 5.6, review the changes described in this section to identify those that
apply to your current MySQL installation and applications. Perform any recommended actions.

Changes marked as Incompatible change are incompatibilities with earlier versions of MySQL, and
may require your attention before upgrading. Our aim is to avoid these changes, but occasionally they
are necessary to correct problems that would be worse than an incompatibility between releases. If an
upgrade issue applicable to your installation involves an incompatibility, follow the instructions given in
the description. Sometimes this involves dumping and reloading tables, or use of a statement such as
CHECK TABLE or REPAI R TABLE.
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For dump and reload instructions, see Section 2.11.10, “Rebuilding or Repairing Tables or Indexes”.
Any procedure that involves REPAI R TABLE with the USE_FRMoption must be done before upgrading.
Use of this statement with a version of MySQL different from the one used to create the table (that is,
using it after upgrading) may damage the table. See Section 13.7.2.5, “REPAIR TABLE Statement”.

that differ from previous releases. See the notes regarding these changes
under Configuration Changes, particularly regarding overriding them to preserve

Note
@ Beginning with MySQL 5.6.6, several MySQL Server parameters have defaults
backward compatibility if that is a concern.

» Configuration Changes

» Server Changes

InnoDB Changes
* SQL Changes
Configuration Changes

» Beginning with MySQL 5.6.6, several MySQL Server parameters have defaults that differ from
previous releases. The motivation for these changes is to provide better out-of-box performance and
to reduce the need for the database administrator to change settings manually. These changes are
subject to possible revision in future releases as we gain feedback.

In some cases, a parameter has a different static default value. In other cases, the server
autosizes a parameter at startup using a formula based on other related parameters or server host
configuration, rather than using a static value. For example, the setting for back_| og now is its
previous default of 50, adjusted up by an amount proportional to the value of nax_connect i ons.
The idea behind autosizing is that when the server has information available to make a decision
about a parameter setting likely to be better than a fixed default, it does so.

The following table summarizes changes to defaults. Any of these can be overridden by specifying
an explicit value at server startup.

Parameter Old Default New Default

back_ | og 50 Autosized using
max_connecti ons

bi nl og_checksum NONE CRC32

- - bi nl og-row event - max- [1024 8192

si ze

flush_tine 1800 (on Windows) 0

i nnodb_aut oext end_i ncr ene8t 64

i nnodb_buf f er _pool _i nst antes 8 (platform dependent)

nnodb_checksum al gori t hm NNCDB

CRC32 (changed back to
INNODB in MySQL 5.6.7)

i nnodb_concurrency_ti cket500 5000

innodb_file per_table 0 1

i nnodb_ol d_blocks _tinme |0 1000

i nnodb_open_files 300 Autosized using
i nnodb_file_per_table,
tabl e_open_cache

i nnodb_stats_on_net adat a|ON OFF
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Parameter Old Default New Default
j oi n_buffer_size 128KB 256KB
max_al | oned_packet 1MB 4MB
max_connect _errors 10 100
sync_master_info 0 10000
sync_relay_| og 0 10000
sync_relay log info 0 10000

With regard to compatibility with previous releases, the most important changes are:
e« innodb _file_ per_tabl e isenabled (previously disabled).

e innodb_checksum al gorit hmis CRC32 (previously | NNCDB and changed back to | NNCDB in
MySQL 5.6.7).

e bi nl og_checksumis CRC32 (previously NONE).

Therefore, if you are upgrading an existing MySQL installation, have not already changed the values
of these parameters from their previous defaults, and backward compatibility is a concern, you may

want to explicitly set these parameters to their previous defaults. For example, put these lines in the

server option file:

[ nysql d]

i nnodb_file_per_tabl e=0

i nnodb_checksum al gori t hmel NNODB
bi nl og_checksum=NONE

Those settings preserve compatibility as follows:

« With the new default of i nnodb_fil e_per_t abl e enabled, ALTER TABLE operations following
an upgrade move | nnoDB tables that are in the system tablespace to individual . i bd files. Using
i nnodb_fil e_per_tabl e=0 prevents this from happening.

e Setting i nnodb_checksum al gori t hm=l NNODB permits binary downgrades after upgrading
to this release. With a setting of CRC32, InnoDB would use checksumming that older MySQL
versions cannot use.

< With bi nl og_checksunm=NONE, the server can be used as a replication source without causing
failure of older replicas that do not understand binary log checksums.

As of MySQL 5.6.5, pre-4.1 passwords and the nysql _ol d_passwor d authentication plugin are
deprecated. Passwords stored in the older hash format used before MySQL 4.1 are less secure
than passwords that use the native password hashing method and should be avoided. To prevent
connections using accounts that have pre-4.1 password hashes, the secur e_aut h system variable
is now enabled by default. (To permit connections for accounts that have such password hashes,
start the server with - - secur e_aut h=0.)

DBAs are advised to convert accounts that use the nysql _ol d_passwor d authentication plugin
touse nysql _nati ve_passwor d instead. For account upgrade instructions, see Section 6.4.1.3,
“Migrating Away from Pre-4.1 Password Hashing and the mysql_old_password Plugin”.

In some early development versions of MySQL 5.6 (5.6.6 to 5.6.10), the server could create
accounts with a mismatched password hash and authentication plugin. For example, if the default
authentication plugin is mysql _nat i ve_passwor d, this sequence of statements results in an
account with a plugin of nysql _nati ve_passwor d but a pre-4.1 password hash (the format used
by mysqgl _ol d_passwor d):

SET ol d_passwords = 1;
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CREATE USER 'jeffrey' @l ocal host' |DENTIFI ED BY ' password' ;

The mismatch produces symptoms such as being unable to connect to the MySQL server and being
unable to use SET PASSWORD with OLD_PASSWORD( ) or with ol d_passwor ds=1.

As of MySQL 5.6.11, this mismatch no longer occurs. Instead, the server produces an error:

nmysql > SET ol d_passwords = 1;

nmysql > CREATE USER 'jeffrey' @I ocal host' | DENTI FI ED BY ' password' ;
ERROR 1827 (HY000): The password hash doesn't have the expected
format. Check if the correct password algorithmis being used with
t he PASSWORD() function.

To deal with an account affected by a mismatch, the DBA can modify either the pl ugi n or
Passwor d column in the account's mysql . user system table row to be consistent with the other
column:

e Setol d_passwor ds to 0, then assign a new password to the account using SET PASSWORD and
PASSWORD( ) . This sets the Passwor d column to have a 4.1 password hash, consistent with the
mysqgl _native_passwor d plugin. This is the preferred method of fixing the account.

< Alternatively, the DBA can change the plugin to mnysql ol d_passwor d to make the plugin
match the password hash format, then flush the privileges. This is not recommended because the
mysqgl ol d_passwor d plugin and pre-4.1 password hashing are deprecated; expect support for
them to be removed in a future version of MySQL.

Server Changes

* Incompatible change: It is possible for a column DEFAULT value to be valid for the sql _npde

value at table-creation time but invalid for the sql _node value when rows are inserted or updated.
Example:

SET sqgl _node = '"';
CREATE TABLE t (d DATE DEFAULT 0);
SET sql _npde = ' NO ZERO DATE, STRI CT_ALL_TABLES' ;

INSERT INTO t (d) VALUES(DEFAULT);

In this case, 0 should be accepted for the CREATE TABLE but rejected for the | NSERT. However, the
server did not evaluate DEFAULT values used for inserts or updates against the current sql _node.
In the example, the | NSERT succeeds and inserts ' 0000- 00- 00" into the DATE column.

As of MySQL 5.6.13, the server applies the proper sql _node checks to generate a warning or error
at insert or update time.

A resulting incompatibility for replication if you use statement-based logging

(bi nl og_f or mat =STATEMENT) is that if a replica is upgraded, a source which has not been
upgraded executes the preceding example without error, whereas the | NSERT fails on the replica
and replication stops.

To deal with this, stop all new statements on the source and wait until the replicas catch up. Then
upgrade the replicas followed by the source. Alternatively, if you cannot stop new statements,
temporarily change to row-based logging on the source (bi nl og_f or mat =ROW and wait until all
replicas have processed all binary logs produced up to the point of this change. Then upgrade the
replicas followed by the source and change the source back to statement-based logging.

Incompatible change: MySQL 5.6.11 and later supports CREATE TABLE ... [ SUB] PARTI TI ON
BY ALGORI THVEN [ LI NEAR] KEY (...),which can be used to create a table whose KEY
partitioning is compatible with a MySQL 5.1 server (n=1). (Bug #14521864, Bug #66462) This syntax
is not accepted by MySQL 5.6.10 and earlier, although it is supported in MySQL 5.5 beginning

with MySQL 5.5.31. nysqgl dunp in MySQL 5.5.31 and later MySQL 5.5 releases includes the
ALGORI THMoption when dumping tables using this option, but surrounds it with conditional
comments, like this:
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CREATE TABLE t1 (a INT)
/*150100 PARTI TI ON BY KEY */ /*150531 ALGORITHM = 1 */ /*150100 ()
PARTI TI ONS 3 */

When importing a dump containing such CREATE TABLE statements into a MySQL 5.6.10 or earlier
MySQL 5.6 server, the versioned comment is not ignored, which causes a syntax error. Therefore,
prior to importing such a dump file, you must either change the comments so that the MySQL 5.6
server ignores them (by removing the string ! 50531 or replacing it with | 50611, wherever it occurs),
or remove them.

This is not an issue with dump files made using MySQL 5.6.11 or later, where the ALGORI THMoption
is written using / *! 50611 ... */.

Incompatible change: For TI Mg, DATETI ME, and Tl MESTANMP columns, the storage required for
tables created before MySQL 5.6.4 differs from storage required for tables created in 5.6.4 and
later. This is due to a change in 5.6.4 that permits these temporal types to have a fractional part.
This change can affect the output of statements that depend on the row format, such as CHECKSUM
TABLE. After upgrading from MySQL 5.5 to MySQL 5.6.4 or later, it is recommended that you also
upgrade from MySQL 5.5 to MySQL 5.6 TI ME, DATETI ME, and TI MESTAMP types. ALTER TABLE
currently allows the creation of tables containing temporal columns in both MySQL 5.5 and MySQL
5.6.4 (or later) binary format but this makes it more difficult to recreate tables in cases where . f rm
files are not available. Additionally, as of MySQL 5.6.4, the aforementioned temporal types are more
space efficient. For more information about changes to temporal types in MySQL 5.6.4, see Date and
Time Type Storage Requirements.

As of MySQL 5.6.16, ALTER TABLE upgrades old temporal columns to 5.6 format for ADD COLUWN,
CHANGE COLUMN, MODI FY COLUMWN, ADD | NDEX, and FORCE operations. Hence, the following
statement upgrades a table containing columns in the old format:

ALTER TABLE t bl _nane FORCE;

This conversion cannot be done using the | NPLACE algorithm because the table must be rebuilt, so
specifying ALGORI THVEI NPLACE in these cases results in an error. Specify ALGORI THVECOPY if
necessary.

When ALTER TABLE does produce a temporal-format conversion, it generates a message that can
be displayed with SHOWV WARNI NGS: Tl ME/ TI MESTAMP/ DATETI ME col umms of ol d for mat
have been upgraded to the new fornat.

When upgrading to MySQL 5.6.4 or later, be aware that CHECK TABLE ... FOR UPGRADE
does not report temporal columns that use the pre-MySQL 5.6.4 format (Bug #73008, Bug
#18985579). In MySQL 5.6.24, two new system variables, avoi d_t enpor al _upgr ade and
show ol d_t enpor al s, were added to provide control over temporal column upgrades (Bug
#72997, Bug #18985760).

Due to the temporal type changes described in the previous incompatible change item above,
importing pre-MySQL 5.6.4 tables (using ALTER TABLE ... | MPORT TABLESPACE) that contain
DATETI ME and Tl MESTAMP types into MySQL 5.6.4 (or later) fails. Importing a MySQL 5.5 table
with these temporal types into MySQL 5.6.4 (or later) is the mostly likely scenario for this problem to
occur.

The following procedures describe workarounds that use the original pre-MySQL 5.6.4 . f r mfile to
recreate a table with a row structure that is compatible with 5.6.4 (or later). The procedures involve
changing the original pre-MySQL 5.6.4 . f r mfile to use the Menor y storage engine instead of

| nnoDB, copying the . f r mfile to the data directory of the destination instance, and using ALTER
TABLE to change the table's storage engine type back to | nnoDB. Use the first procedure if your
tables do not have foreign keys. Use the second procedure, which has additional steps, if your table
includes foreign keys.

If the table does not have foreign keys:
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1. Copy the table's original . f r mfile to the data directory on the server where you want to import
the tablespace.

2. Modify the table's . f r mfile to use the Menor y storage engine instead of the | nnoDB storage
engine. This modification requires changing 7 bytes in the . f r mfile that define the table's storage
engine type. Using a hexidecimal editing tool:

« Change the byte at offset position 0003, which is the | egacy_db_t ype, from Oc (for | nnoDB)
to 06 (for Menor y), as shown below:

00000000 fe 01 09 06 03 00 00 10 01 00 00O 30 00 00 10 00

« The remaining 6 bytes do not have a fixed offset. Search the . f r mfile for “I nnoDB” to locate
the line with the other 6 bytes. The line appears as shown below:

00001010 ff 00 OO0 00 00 00 00 06 00 49 6e 6e 6f 44 42 00 |......... | nnoDB.

* Modify the bytes so that the line appears as follows:

00001010 ff 00 00 00 00 00 00 06 00 4d 45 4d 4f 52 59 00

3. Run ALTER TABLE ... ENG NE=I NNODB to add the table definition to the | nnoDB data
dictionary. This creates the | nnoDB table with the temporal data types in the new format. For
the ALTER TABLE operation to complete successfully, the . f r mfile must correspond to the
tablespace.

4. Import the table using ALTER TABLE ... | MPORT TABLESPACE.

If table has foreign keys:

1. Recreate the tables with foreign keys using table definitions from SHOW CREATE TABLE output.
The incorrect temporal column formats do not matter at this point.

2. Dump all foreign key definitions to a text file by selecting the foreign key information from the
Information Schema TABLE CONSTRAI NTS and KEY _COLUVN_USAGE tables.

3. Drop all tables and complete the table import process described in steps 1 to 4 in the procedure
described above for tables without foreign keys.

4. After the import operation is complete, add the foreign keys from foreign key definitions that you
saved to a text file.

» Incompatible change: As of MySQL 5.6, the full-text stopword file is loaded and searched using
[ ati nlifcharacter_set server isucs2,utf 16, utf 16l e, orut f 32. If any table was created
with FULLTEXT indexes while the server character set was ucs2, ut f 16, ut f 161 e, or ut f 32,
repair it using this statement:

REPAI R TABLE tbl name QUI CK;

» Incompatible change: In MySQL 5.6.20, the patch for Bug #69477 limits the size of redo log BLOB
writes to 10% of the redo log file size. As a result of this new limit, i nnodb_| og fil e_si ze should
be set to a value greater than 10 times the largest BLOB data size found in the rows of your tables.
No action is required if your i nnodb_| og _fil e_si ze setting is already 10 times the largest BLOB
data size or your tables contain no BLOB data.

In MySQL 5.6.22, the redo log BLOB write limit is relaxed to 10% of the total redo log size
(innodb_log file size*innodb_|og files_in_group).(Bug#19498877)

210



Changes in MySQL 5.6

InnoDB Changes

As of MySQL 5.6.42, the zlib library version bundled with MySQL was raised from version 1.2.3 to
version 1.2.11.

The zlib conpr essBound() function in zlib 1.2.11 returns a slightly higher estimate of the buffer size
required to compress a given length of bytes than it did in zlib version 1.2.3. The conpr essBound()
function is called by | nnoDB functions that determine the maximum row size permitted when creating
compressed | nnoDB tables or inserting rows into compressed | nnoDB tables. As a result, CREATE
TABLE ... ROW FORMAT=COVPRESSED or | NSERT operations with row sizes very close to the
maximum row size that were successful in earlier releases could now fail.

If you have compressed | nnoDB tables with large rows, it is recommended that you test compressed
table CREATE TABLE statements on a MySQL 5.6 test instance prior to upgrading.

SQL Changes

» Some keywords may be reserved in MySQL 5.6 that were not reserved in MySQL 5.5. See
Section 9.3, “Keywords and Reserved Words”. This can cause words previously used as identifiers
to become illegal. To fix affected statements, use identifier quoting. See Section 9.2, “Schema Object
Names”.

» The YEAR( 2) data type has certain issues that you should consider before choosing to use it.
As of MySQL 5.6.6, YEAR( 2) is deprecated: YEAR( 2) columns in existing tables are treated as
before, but YEAR( 2) in new or altered tables is converted to YEAR( 4) . For more information, see
Section 11.2.5, “2-Digit YEAR(2) Limitations and Migrating to 4-Digit YEAR”.

« As of MySQL 5.6.6, it is explicitly disallowed to assign the value DEFAULT to stored procedure
or function parameters or stored program local variables (for example with a SET var _nane
= DEFAULT statement). This was not previously supported, or documented as permitted, but
is flagged as an incompatible change in case existing code inadvertently used this construct. It
remains permissible to assign DEFAULT to system variables, as before, but assigning DEFAULT to
parameters or local variables now results in a syntax error.

After an upgrade to MySQL 5.6.6 or later, existing stored programs that use this construct produce a
syntax error when invoked. If a mysql dunp file from 5.6.5 or earlier is loaded into 5.6.6 or later, the
load operation fails and affected stored program definitions must be changed.

* In MySQL, the TI MESTANMP data type differs in nonstandard ways from other data types:

e TI MESTANP columns not explicitly declared with the NULL attribute are assigned the NOT NULL
attribute. (Columns of other data types, if not explicitly declared as NOT NULL, permit NULL
values.) Setting such a column to NULL sets it to the current timestamp.

e The first TI MESTAMP column in a table, if not declared with the NULL attribute or an explicit
DEFAULT or ON UPDATE clause, is automatically assigned the DEFAULT CURRENT Tl MESTANP
and ON UPDATE CURRENT_TI MESTAMP attributes.

* Tl MESTAMP columns following the first one, if not declared with the NULL attribute or an explicit
DEFAULT clause, are automatically assigned DEFAULT ' 0000- 00- 00 00: 00: 00" (the “zero”
timestamp). For inserted rows that specify no explicit value for such a column, the column is
assigned ' 0000- 00- 00 00: 00: 00" and no warning occurs.

Those nonstandard behaviors remain the default for TI MESTAMP but as of MySQL 5.6.6 are
deprecated and this warning appears at startup:

[Warni ng] TIMESTAMP with inplicit DEFAULT val ue i s deprecat ed.
Pl ease use --explicit_defaults_for_timestanp server option (see
docunentation for nore details).
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As indicated by the warning, to turn off the nonstandard behaviors, enable the new
explicit _defaults for tinestanp system variable at server startup. With this variable
enabled, the server handles TI MESTAMP as follows instead:

e TI MESTANP columns not explicitly declared as NOT NULL permit NULL values. Setting such a
column to NULL sets it to NULL, not the current timestamp.

* No Tl MESTAMP column is assigned the DEFAULT CURRENT_TI MESTAMP or ON UPDATE
CURRENT _TI MESTANP attributes automatically. Those attributes must be explicitly specified.

e TI MESTAMP columns declared as NOT NULL and without an explicit DEFAULT clause are
treated as having no default value. For inserted rows that specify no explicit value for such a
column, the result depends on the SQL mode. If strict SQL mode is enabled, an error occurs.
If strict SQL mode is not enabled, the column is assigned the implicit default of * 0000- 00- 00
00: 00: 00" and a warning occurs. This is similar to how MySQL treats other temporal types such
as DATETI MVE.

To upgrade servers used for replication, upgrade the replicas first, then the source. Replication
between the source and its replicas should work provided that all use the same value of
explicit_defaults for_tinmestanp:

1. Bring down the replicas, upgrade them, configure them with the desired value of
explicit_defaults for_tinmestanp,and bring them back up.

The replicas recognize from the format of the binary logs received from the source that the
source is older (predates the introduction of expl i cit _defaul ts_for _tinestanp)and that
operations on TI MESTAMP columns coming from the source use the old TI MESTAMP behavior.

2. Bring down the source, upgrade it, configure it with the same
explicit_defaults_for_tinmestanp value used on the replicas, and bring it back up.

2.11.4 Upgrading MySQL Binary or Package-based Installations on Unix/

Linux

This section describes how to upgrade MySQL binary and package-based installations on Unix/Linux.
In-place and logical upgrade methods are described.

Note

S A logical upgrade is recommended when upgrading from a previous version.
For example, use this method when upgrading from 5.5 to 5.6.

 In-Place Upgrade

 Logical Upgrade

In-Place Upgrade

An in-place upgrade involves shutting down the old MySQL server, replacing the old MySQL binaries
or packages with the new ones, restarting MySQL on the existing data directory, and upgrading any
remaining parts of the existing installation that require upgrading.

packages, upgrade all the packages, not just some. For example, if you
previously installed the server and client RPMs, do not upgrade just the server

Note
@ If you upgrade an installation originally produced by installing multiple RPM
RPM.

To perform an in-place upgrade:
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1. If you use XA transactions with | nnoDB, run XA RECOVER before upgrading to check for
uncommitted XA transactions. If results are returned, either commit or rollback the XA transactions
by issuing an XA COMM T or XA ROLLBACK statement.

2. Ifyou use | nnoDB, configure MySQL to perform a slow shutdown by setting
i nnodb_f ast _shut down to 0. For example:

nysql -u root -p --execute="SET GLOBAL innodb_fast _shut down=0"

With a slow shutdown, | nnoDB performs a full purge and change buffer merge before shutting
down, which ensures that data files are fully prepared in case of file format differences between
releases.

3. Shut down the old MySQL server. For example:

nysqgl admin -u root -p shutdown

4. Upgrade the MySQL binary installation or packages. If upgrading a binary installation, unpack the
new MySQL binary distribution package. See Obtain and Unpack the Distribution. For package-
based installations, install the new packages.

5. Start the MySQL 5.6 server, using the existing data directory. For example:
nysql d_safe --user=nysql --datadir=/path/to/existing-datadir &

6. Runnysql _upgrade. For example:
nysql _upgrade -u root -p

nysqgl _upgr ade examines all tables in all databases for incompatibilities with the current version
of MySQL. nysql _upgr ade also upgrades the nysql system database so that you can take
advantage of new privileges or capabilities.

Note

@ nysql _upgr ade does not upgrade the contents of the time zone tables or
help tables. For upgrade instructions, see Section 5.1.13, “MySQL Server
Time Zone Support”, and Section 5.1.14, “Server-Side Help Support”.

7. Shut down and restart the MySQL server to ensure that any changes made to the system tables
take effect. For example:

nmysql admin -u root -p shutdown
nmysql d_safe --user=nysql --datadir=/path/to/existing-datadir &

Logical Upgrade

A logical upgrade involves exporting SQL from the old MySQL instance using a backup or export utility
such as nmysqgl dunp, installing the new MySQL server, and applying the SQL to your new MySQL
instance.

To perform a logical upgrade:
1. Review the information in Section 2.11.1, “Before You Begin”.
2. Export your existing data from the previous MySQL installation:

nmysql dunp -u root -p
--add-drop-table --routines --events
--all -databases --force > data-for-upgrade. sq

Note
@ Use the - -r out i nes and - - event s options with nysql dunp (as shown
above) if your databases include stored programs. The - - al | - dat abases
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option includes all databases in the dump, including the mysql database
that holds the system tables.

3. Shut down the old MySQL server. For example:

nysqgl admin -u root -p shutdown
4. Install MySQL 5.6. For installation instructions, see Chapter 2, Installing and Upgrading MySQL.

5. Initialize a new data directory, as described at Section 2.10.1, “Initializing the Data Directory”. For
example:

scripts/mysqgl _install_db --user=nysql --datadir=/path/to/5.6-datadir

6. Start the MySQL 5.6 server, using the new data directory. For example:

nysql d_safe --user=nysql --datadir=/path/to/5.6-datadir &

7. Load the previously created dump file into the new MySQL server. For example:

nysql -u root -p --force < data-for-upgrade. sq

Note
3 It is not recommended to load a dump file when GTIDs are enabled on
the server (gt i d_node=0ON), if your dump file includes system tables.
mysql dunp issues DML instructions for the system tables which use the
non-transactional MylSAM storage engine, and this combination is not
permitted when GTIDs are enabled. Also be aware that loading a dump file
from a server with GTIDs enabled, into another server with GTIDs enabled,
causes different transaction identifiers to be generated.

8. Runnysql _upgrade. For example:

nysql _upgrade -u root -p

nysqgl _upgr ade examines all tables in all databases for incompatibilities with the current version
of MySQL. nysql _upgr ade also upgrades the nysql system database so that you can take
advantage of new privileges or capabilities.

help tables. For upgrade instructions, see Section 5.1.13, “MySQL Server

Note
@ nysql _upgr ade does not upgrade the contents of the time zone tables or
Time Zone Support”, and Section 5.1.14, “Server-Side Help Support”.

9. Shut down and restart the MySQL server to ensure that any changes made to the system tables
take effect. For example:

nmysql admin -u root -p shutdown
nmysql d_safe --user=nysql --datadir=/path/to/5.6-datadir &

2.11.5 Upgrading MySQL with the MySQL Yum Repository

For supported Yum-based platforms (see Section 2.5.1, “Installing MySQL on Linux Using the MySQL
Yum Repository”, for a list), you can perform an in-place upgrade for MySQL (that is, replacing the old
version and then running the new version using the old data files) with the MySQL Yum repository.

Section 2.11, “Upgrading MySQL". Among other instructions discussed there,

Notes
@ » Before performing any update to MySQL, follow carefully the instructions in
it is especially important to back up your database before the update.
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¢ The following instructions assume you have installed MySQL with the MySQL
Yum repository or with an RPM package directly downloaded from MySQL
Developer Zone's MySQL Download page; if that is not the case, following the
instructions in Section 2.5.2, “Replacing a Third-Party Distribution of MySQL
Using the MySQL Yum Repository”.

Selecting.a Target Series

By default, the MySQL Yum repository updates MySQL to the latest version in the release series
you have chosen during installation (see Selecting a Release Series for details), which means,
for example, a 5.6.x installation is not be updated to a 5.7.x release automatically. To update to
another release series, you need to first disable the subrepository for the series that has been
selected (by default, or by yourself) and enable the subrepository for your target series. To do
that, see the general instructions given in Selecting a Release Series. For upgrading from MySQL
5.6 to 5.7, perform the reverse of the steps illustrated in Selecting a Release Series, disabling the
subrepository for the MySQL 5.6 series and enabling that for the MySQL 5.7 series.

As a general rule, to upgrade from one release series to another, go to the next series rather than
skipping a series. For example, if you are currently running MySQL 5.5 and wish to upgrade to 5.7,
upgrade to MySQL 5.6 first before upgrading to 5.7.

Important

A For important information about upgrading from MySQL 5.6 to 5.7, see
Upgrading from MySQL 5.6 to 5.7.

Upgradir’g MySQL
Upgrade MySQL and its components by the following command, for platforms that are not dnf-
enabled:

sudo yum update mnysql - server

For platforms that are dnf-enabled:

sudo dnf upgrade mnysql - server

Alternatively, you can update MySQL by telling Yum to update everything on your system, which
might take considerably more time. For platforms that are not dnf-enabled:

sudo yum updat e
For platforms that are dnf-enabled:

sudo dnf upgrade

Restartirdgg MySQL

The MySQL server always restarts after an update by Yum. Once the server restarts, run
nysql _upgr ade to check and possibly resolve any incompatibilities between the old data and
the upgraded software. mysql _upgr ade also performs other functions; see Section 4.4.7,
“mysql_upgrade — Check and Upgrade MySQL Tables” for details.

You can also update only a specific component. Use the following command to list all the installed
packages for the MySQL components (for dnf-enabled systems, replace yumin the command with
dnf):

sudo yumlist installed | grep "“nysqgl"

After identifying the package name of the component of your choice, update the package with the
following command, replacing package- nane with the name of the package. For platforms that are
not dnf-enabled:
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sudo yum updat e package- name
For dnf-enabled platforms:

sudo dnf upgrade package- name
Upgrading the Shared Client Libraries

After updating MySQL using the Yum repository, applications compiled with older versions of the
shared client libraries should continue to work.

If you recompile applications and dynamically link them with the updated libraries: As typical with new
versions of shared libraries where there are differences or additions in symbol versioning between
the newer and older libraries (for example, between the newer, standard 5.6 shared client libraries
and some older—prior or variant—versions of the shared libraries shipped natively by the Linux
distributions' software repositories, or from some other sources), any applications compiled using the
updated, newer shared libraries require those updated libraries on systems where the applications
are deployed. And, as expected, if those libraries are not in place, the applications requiring the
shared libraries fail. So, be sure to deploy the packages for the shared libraries from MySQL on those
systems. To do this, add the MySQL Yum repository to the systems (see Adding the MySQL Yum
Repository) and install the latest shared libraries using the instructions given in Installing Additional
MySQL Products and Components with Yum.

2.11.6 Upgrading MySQL with the MySQL APT Repository

On Debian and Ubuntu platforms, to perform an in-place upgrade of MySQL and its components, use
the MySQL APT repository. See Upgrading MySQL with the MySQL APT Repository in A Quick Guide
to Using the MySQL APT Repository.

2.11.7 Upgrading MySQL with the MySQL SLES Repository

On the SUSE Linux Enterprise Server (SLES) platform, to perform an in-place upgrade of MySQL
and its components, use the MySQL SLES repository. See Upgrading MySQL with the MySQL SLES
Repository in A Quick Guide to Using the MySQL SLES Repository.

2.11.8 Upgrading MySQL on Windows

There are two approaches for upgrading MySQL on Windows:
» Using MySQL Installer
» Using the Windows ZIP archive distribution

The approach you select depends on how the existing installation was performed. Before proceeding,
review Section 2.11, “Upgrading MySQL” for additional information on upgrading MySQL that is not
specific to Windows.

installation before performing an upgrade. See Section 7.2, “Database Backup

Note
@ Whichever approach you choose, always back up your current MySQL
Methods”.

Upgrades between milestone releases (or from a milestone release to a GA release) are not supported.
Significant development changes take place in milestone releases and you may encounter compatibility
issues or problems starting the server. For instructions on how to perform a logical upgrade with a
milestone release, see Logical Upgrade.

Commercial releases. If you require this type of upgrade, perform it using the

Note
@ MySQL Installer does not support upgrades between Community releases and
ZIP archive approach.
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Upgrading MySQL with MySQL Installer

Performing an upgrade with MySQL Installer is the best approach when the current server installation
was performed with it and the upgrade is within the current release series. MySQL Installer does

not support upgrades between release series, such as from 5.5 to 5.6, and it does not provide an
upgrade indicator to prompt you to upgrade. For instructions on upgrading between release series, see
Upgrading MySQL Using the Windows ZIP Distribution.

To perform an upgrade using MySQL Installer:

1.

2.

6.

Start MySQL Installer.

From the dashboard, click Catalog to download the latest changes to the catalog. The installed
server can be upgraded only if the dashboard displays an arrow next to the version number of the
server.

Click Upgrade. All products that have a newer version now appear in a list.

Note

@ MySQL Installer deselects the server upgrade option for milestone
releases (Pre-Release) in the same release series. In addition, it displays
a warning to indicate that the upgrade is not supported, identifies the risks
of continuing, and provides a summary of the steps to perform a logical
upgrade manually. You can reselect server upgrade and proceed at your
own risk.

Deselect all but the MySQL server product, unless you intend to upgrade other products at this
time, and click Next.

Click Execute to start the download. When the download finishes, click Next to begin the upgrade
operation.

Configure the server.

Upgrading MySQL Using the Windows ZIP Distribution

To perform an upgrade using the Windows ZIP archive distribution:

1.

Download the latest Windows ZIP Archive distribution of MySQL from https://dev.mysgl.com/
downloads/.

If the server is running, stop it. If the server is installed as a service, stop the service with the
following command from the command prompt:

C.\> SC STOP nysql d_servi ce_nane
Alternatively, use NET STOP mnysql d_servi ce_nane.

If you are not running the MySQL server as a service, use nysql admi n to stop it. For example,
before upgrading from MySQL 5.5 to 5.6, use nysql adm n from MySQL 5.5 as follows:

C\> "C \Program Fi | es\ MySQL\ M\ySQL Server 5.5\bin\nysqladm n" -u root shutdown

Note
@ If the MySQL r oot user account has a password, invoke mysql adni n with
the - p option and enter the password when prompted.

Extract the ZIP archive. You may either overwrite your existing MySQL installation (usually located
at C: \ nysql ), or install it into a different directory, such as C: \ mysql 5. Overwriting the existing
installation is recommended. However, for upgrades (as opposed to installing for the first time),
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you must remove the data directory from your existing MySQL installation to avoid replacing your
current data files. To do so, follow these steps:

a. Unzip the ZIP archive in some location other than your current MySQL installation.
b. Remove the data directory.

c. Move the data directory from the current MySQL installation to the location of the just-removed
data directory

d. Remove the current MySQL installation
e. Move the unzipped installation to the location of the just-removed installation

4. Restart the server. For example, use the SC START nysql d_servi ce_nane or NET START
nysql d_servi ce_nanme command if you run MySQL as a service, or invoke nysql d directly
otherwise.

5. As Administrator, run mysql _upgr ade to check your tables, attempt to repair them if necessary,
and update your grant tables if they have changed so that you can take advantage of any new
capabilities. See Section 4.4.7, “mysql_upgrade — Check and Upgrade MySQL Tables”.

6. If you encounter errors, see Section 2.3.5, “Troubleshooting a Microsoft Windows MySQL Server
Installation”.

2.11.9 Upgrade Troubleshooting

« If problems occur, such as that the new nysql d server does not start or that you cannot connect
without a password, verify that you do not have an old my. cnf file from your previous installation.
You can check this with the - - pri nt - def aul t s option (for example, nysql d --print-
def aul t s). If this command displays anything other than the program name, you have an active
ny. cnf file that affects server or client operation.

« If, after an upgrade, you experience problems with compiled client programs, such as Conmands
out of sync or unexpected core dumps, you probably have used old header or library
files when compiling your programs. In this case, check the date for your nysql . h file and
l'i bmysqgl cl i ent. a library to verify that they are from the new MySQL distribution. If not, recompile
your programs with the new headers and libraries. Recompilation might also be necessary for
programs compiled against the shared client library if the library major version number has changed
(for example, from | i bnysql cl i ent.so.15tol i bnysqgl client. so. 16).

« If you have created a loadable function with a given nhame and upgrade MySQL to a version
that implements a new built-in function with the same name, the loadable function becomes
inaccessible. To correct this, use DROP FUNCTI ON to drop the loadable function, and then use
CREATE FUNCTI ONto re-create the loadable function with a different nonconflicting name. The
same is true if the new version of MySQL implements a built-in function with the same name as an
existing stored function. See Section 9.2.5, “Function Name Parsing and Resolution”, for the rules
describing how the server interprets references to different kinds of functions.

2.11.10 Rebuilding or Repairing Tables or Indexes

This section describes how to rebuild or repair tables or indexes, which may be necessitated by:

» Changes to how MySQL handles data types or character sets. For example, an error in a collation
might have been corrected, necessitating a table rebuild to update the indexes for character columns
that use the collation.

» Required table repairs or upgrades reported by CHECK TABLE, nysql check, or mysqgl _upgr ade.

Methods for rebuilding a table include:
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e Dump and Reload Method
e ALTER TABLE Method

+ REPAIR TABLE Method
Dump and Reload Method

If you are rebuilding tables because a different version of MySQL cannot handle them after a binary
(in-place) upgrade or downgrade, you must use the dump-and-reload method. Dump the tables
before upgrading or downgrading using your original version of MySQL. Then reload the tables after
upgrading or downgrading.

If you use the dump-and-reload method of rebuilding tables only for the purpose of rebuilding indexes,
you can perform the dump either before or after upgrading or downgrading. Reloading still must be
done afterward.

If you need to rebuild an | nnoDB table because a CHECK TABLE operation indicates that a table
upgrade is required, use nysql dunp to create a dump file and mysql to reload the file. If the CHECK
TABLE operation indicates that there is a corruption or causes | nnoDB to fail, refer to Section 14.21.2,
“Forcing InnoDB Recovery” for information about using the i nnodb_f or ce_recovery option to
restart | nnoDB. To understand the type of problem that CHECK TABLE may be encountering, refer to
the | nnoDB notes in Section 13.7.2.2, “CHECK TABLE Statement”.

To rebuild a table by dumping and reloading it, use mysql dunp to create a dump file and nysql to
reload the file:

nmysql dunp db_name t1 > dunp. sql
nmysql db_nane < dunp. sql

To rebuild all the tables in a single database, specify the database name without any following table
name:

nysql dunp db_nane > dunp. sql
nysql db_nane < dunp. sql

To rebuild all tables in all databases, use the - - al | - dat abases option:

nysql dunp --all-databases > dunp. sql
nysql < dunp. sql

ALTER TABLE Method

To rebuild a table with ALTER TABLE, use a “null” alteration; that is, an ALTER TABLE statement that
“changes” the table to use the storage engine that it already has. For example, if t 1 is an | nnoDB
table, use this statement:

ALTER TABLE t1 ENG NE = | nnoDB;

If you are not sure which storage engine to specify in the ALTER TABLE statement, use SHOWV CREATE
TABLE to display the table definition.

REPAIR TABLE Method

The REPAI R TABLE method is only applicable to Myl SAM ARCHI VE, and CSV tables.

You can use REPAI R TABLE if the table checking operation indicates that there is a corruption or that
an upgrade is required. For example, to repair a Myl SAMtable, use this statement:

REPAI R TABLE t 1;
nysql check --repair provides command-line access to the REPAI R TABLE statement. This can

be a more convenient means of repairing tables because you can use the - - dat abases or--al | -
dat abases option to repair all tables in specific databases or all databases, respectively:
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nmysql check --repair --databases db_nane ...
nysql check --repair --all-databases

2.11.11 Copying MySQL Databases to Another Machine

In cases where you need to transfer databases between different architectures, you can use
nysql dunp to create a file containing SQL statements. You can then transfer the file to the other
machine and feed it as input to the nysql client.

Note

@ You can copy the . frmy . MYl , and . MYDfiles for Myl SAMtables between
different architectures that support the same floating-point format. (MySQL
takes care of any byte-swapping issues.) See Section 15.2, “The MyISAM
Storage Engine”.

Use nysql dunp --hel p to see what options are available.

The easiest (although not the fastest) way to move a database between two machines is to run the
following commands on the machine on which the database is located:

nysqgl adm n -h 'other_hostnane' create db_nane
nysql dunp db_nane | nysql -h 'other_hostnanme' db_nane

If you want to copy a database from a remote machine over a slow network, you can use these
commands:

nysql adm n create db_nane
nysqgl dunp -h 'other_hostnane' --conpress db_nane | nysql db_nane

You can also store the dump in a file, transfer the file to the target machine, and then load the file
into the database there. For example, you can dump a database to a compressed file on the source
machine like this:

nysql dunp --quick db_nane | gzip > db_nane.gz

Transfer the file containing the database contents to the target machine and run these commands
there:

nysql adm n create db_nane
gunzip < db_nane.gz | nysql db_nane

You can also use nysql dunp and nmysql i nport to transfer the database. For large tables, this is
much faster than simply using nysql dunp. In the following commands, DUMPDI R represents the full
path name of the directory you use to store the output from nysql dunp.

First, create the directory for the output files and dump the database:

nkdi r DUWPDI R
nmysql dunp --tab=DUVPDI R db_nane

Then transfer the files in the DUMPDI R directory to some corresponding directory on the target machine
and load the files into MySQL there:

nmysql adm n create db_nane # create database
cat DUWDI R/ *.sql | nysgl db_nane # create tables in database
nmysql i mport db_nane DUWMPDI R/ *.t xt # |l oad data into tables

Do not forget to copy the nysql database because that is where the grant tables are stored. You
might have to run commands as the MySQL r oot user on the new machine until you have the nysq|l
database in place.
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After you import the nysql database on the new machine, execute nysql adnmi n fl ush-
privi | eges so that the server reloads the grant table information.

2.12 Downgrading MySQL

This section describes the steps to downgrade a MySQL installation.

Downgrading is a less common operation than upgrade. Downgrading is typically performed because
of a compatibility or performance issue that occurs on a of some compatibility or performance issue
that occurs on a production system, and was not uncovered during initial upgrade verification on the
test systems. As with the upgrade procedure Section 2.11, “Upgrading MySQL"), perform and verify the
downgrade procedure on some test systems first, before using it on a production system.

Note

@ In the following discussion, MySQL commands that must be run using a MySQL
account with administrative privileges include - u r oot on the command line
to specify the MySQL r oot user. Commands that require a password for r oot
also include a - p option. Because - p is followed by no option value, such
commands prompt for the password. Type the password when prompted and
press Enter.

SQL statements can be executed using the nysql command-line client
(connect as r oot to ensure that you have the necessary privileges).

2.12.1 Before You Begin

Review the information in this section before downgrading. Perform any recommended actions.

» Protect your data by taking a backup. The backup should include the nysql database, which
contains the MySQL system tables. See Section 7.2, “Database Backup Methods”.

» Review Section 2.12.2, “Downgrade Paths” to ensure that your intended downgrade path is
supported.

» Review Section 2.12.3, “Downgrade Notes” for items that may require action before downgrading.

Note

@ The downgrade procedures described in the following sections assume
you are downgrading with data files created or modified by the newer
MySQL version. However, if you did not modify your data after upgrading,
downgrading using backups taken before upgrading to the new MySQL
version is recommended. Many of the changes described in Section 2.12.3,
“Downgrade Notes” that require action are not applicable when downgrading
using backups taken before upgrading to the new MySQL version.

» Use of new features, new configuration options, or new configuration option values that are not
supported by a previous release may cause downgrade errors or failures. Before downgrading,
reverse changes resulting from the use of new features and remove configuration settings that are
not supported by the release you are downgrading to.

2.12.2 Downgrade Paths

» Downgrade is only supported between General Availability (GA) releases.
» Downgrade from MySQL 5.6 to 5.5 is supported using the logical downgrade method.

» Downgrade that skips versions is not supported. For example, downgrading directly from MySQL 5.6
to 5.1 is not supported.
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« Downgrade within a release series is supported. For example, downgrading from MySQL 5.6.z to

5.6.y is supported. Skipping a release is also supported. For example, downgrading from MySQL
5.6.z to 5.6.x is supported.

2.12.3 Downgrade Notes

Before downgrading from MySQL 5.6, review the information in this section. Some items may require
action before downgrading.

System Tables

e The nysql . user system table in MySQL 5.6 has a passwor d_expi r ed column. The

nysql . user table in MySQL 5.5 does not. This means that an account with an expired password in
MySQL 5.6 works normally in MySQL 5.5.

The nysql . host table was removed in MySQL 5.6.7. When downgrading to a previous release,
startup on the downgraded server fails with an error if the mysql . host table is not present. You can
recreate the table manually or restore it from a backup taken prior to upgrading to MySQL 5.6.7 or
higher. To recreate the table manually, retrieve the table definition from a pre-MySQL 5.6.7 instance
using SHOW CREATE TABLE, or see Bug #73634.

Data Types

InnoDB

» For Tl ME, DATETI ME, and TI MESTANMP columns, the storage required for tables created before

MySQL 5.6.4 differs from storage required for tables created in 5.6.4 and later. This is due to a
change in 5.6.4 that permits these temporal types to have a fractional part. To downgrade to a
version older than 5.6.4, dump affected tables with mysql dunp before downgrading, and reload the
tables after downgrading.

The following query identifies tables and columns that may be affected by this problem. Some of
them are system tables in the nysql database (such as col unms_pri v and proxi es_pri v). This
means that nysql is one of the databases you must dump and reload, or server startup may fail
after downgrading.

SELECT TABLE SCHEMA, TABLE NAME, COLUWN _NANME, DATA TYPE
FROM | NFORVATI ON_SCHENVA. COLUWNS

VWHERE DATA TYPE IN (' TI ME' , ' DATETI ME' , ' TI MESTAMP' )
ORDER BY TABLE SCHEMA, TABLE NAME, COLUMN_NANE

| NnoDB search indexes (with a type of FULLTEXT), introduced in MySQL 5.6.4, are not compatible
with earlier versions of MySQL, including earlier releases in the 5.6 series. Drop such indexes before
performing a downgrade.

| nnoDB tables with FULLTEXT indexes can be identified using an | NFORVATI ON_SCHENA query.
For example:

SELECT a. NAME AS Tabl e_nanme, b. NAME AS | ndex_nane
FROM | NFORVATI ON_SCHEMA. | NNODB_SYS_TABLES a,
| NFORVATI ON_SCHEMA. | NNODB_SYS_| NDEXES b
WHERE a. TABLE_ ID = b. TABLE_ID
AND b. TYPE = 32;

I nnoDB small page sizes specified by the i nnodb_page_si ze configuration option, introduced in
MySQL 5.6.4, are not compatible with earlier versions of MySQL, including earlier releases in the 5.6
series. Dump all | nnoDB tables in instances that use a smaller | nnoDB page size, drop the tables,
and re-create and reload them after the downgrade.

Tables created using persistent statistics table options (STATS PERSI STENT,
STATS_AUTO RECALC, and STATS_SAMPLE_PACES) introduced in MySQL 5.6.6, are not
compatible with earlier releases (Bug #70778). Remove the options from table definitions prior to
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downgrading. For information about these options, see Section 14.8.11.1, “Configuring Persistent
Optimizer Statistics Parameters”.

e« Theinnodb | og file_ size default and maximum values were increased in MySQL 5.6. Before
downgrading, ensure that the configured log file size is compatible with the previous release.

* In MySQL 5.6.3, the length limit for index prefix keys is increased from 767 bytes to 3072 bytes, for
| nnoDB tables using ROW FORMAT=DYNAM C or ROW FORVAT=COVPRESSED. See Section 14.22,
“InnoDB Limits” for details. This change is also backported to MySQL 5.5.14. If you downgrade
from one of these releases or higher, to an earlier release with a lower length limit, the index prefix
keys could be truncated at 767 bytes or the downgrade could fail. This issue could only occur if the
configuration option i nnodb_| ar ge_pr ef i x was enabled on the server being downgraded.

Replication

* As of MySQL 5.6, the r el ay- | og. i nf o file contains a line count and a replication delay value,
so the file format differs from that in older versions. See Section 17.2.2.2, “Replication Metadata
Repositories”. If you downgrade a replica server to a version older than MySQL 5.6, the older server
does not read the file correctly. To address this, modify the file in a text editor to delete the initial line
containing the number of lines.

* Beginning with MySQL 5.6.6, the MySQL Server employs Version 2 binary log events when writing
the binary log. Binary logs written using Version 2 log events cannot by read by earlier versions of
MySQL Server. To generate a binary log that is written using Version 1 log events readable by older
servers, start the MySQL 5.6.6 or later server using - - | 0g- bi n-use-v1-row event s=1, which
forces the server to employ Version 1 events when writing the binary log.

+ The MySQL 5.6.5 release introduced global transaction identifiers (GTIDs) for MySQL Replication.

If you enabled GTIDs in MySQL 5.6 and want to downgrade to a MySQL release that does not
support GTIDs, you must disable GTIDs before downgrading (see Section 17.1.3.5, “Disabling GTID
Transactions”).

2.12.4 Downgrading Binary and Package-based Installations on Unix/Linux

This section describes how to downgrade MySQL binary and package-based installations on Unix/
Linux. In-place and logical downgrade methods are described.

 In-Place Downgrade

 Logical Downgrade
In-Place Downgrade

In-place downgrade involves shutting down the new MySQL version, replacing the new MySQL
binaries or packages with the old ones, and restarting the old MySQL version on the existing data
directory.

In-place downgrade is supported for downgrades between GA releases within the same release series.
In-place downgrade is not supported for MySQL APT, SLES, and Yum repository installations.

To perform an in-place downgrade:

1. Review the information in Section 2.12.1, “Before You Begin”.

2. If you use XA transactions with | nnoDB, run XA RECOVER before downgrading to check for
uncommitted XA transactions. If results are returned, either commit or rollback the XA transactions
by issuing an XA COVMM T or XA ROLLBACK statement.

3. If you use | nnoDB, configure MySQL to perform a slow shutdown by setting
i nnodb_fast _shut down to 0. For example:
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mysql -u root -p --execute="SET GLOBAL i nnodb_fast_shut down=0"

With a slow shutdown, | nnoDB performs a full purge and change buffer merge before shutting
down, which ensures that data files are fully prepared in case of file format differences between
releases.

Shut down the newer MySQL server. For example:

nmysql admn -u root -p shutdown

After the slow shutdown, remove the | nnoDB redo log files (the i b_I ogfi | e* files) from the dat a
directory to avoid downgrade issues related to redo log file format changes that may have occurred
between releases.

rmib_|logfile*

Downgrade the MySQL binaries or packages in-place by replacing the newer binaries or packages
with the older ones.

Start the older (downgraded) MySQL server, using the existing data directory. For example:
nysql d_safe --user=nysql --datadir=/path/to/existing-datadir

Run nysql _upgr ade. For example:

mysql _upgrade -u root -p

Shut down and restart the MySQL server to ensure that any changes made to the system tables
take effect. For example:

nmysql adm n -u root -p shutdown
nysql d_safe --user=nysql --datadir=/path/to/existing-datadir

Logical Downgrade

Logical downgrade involves using nysql dunp to dump all tables from the new MySQL version, and
then loading the dump file into the old MySQL version.

Logical downgrades are supported for downgrades between releases within the same release series
and for downgrades to the previous release level. Only downgrades between General Availability (GA)
releases are supported. Before proceeding, review Section 2.12.1, “Before You Begin”.

to the previous release level are supported. Where the instructions call for
initializing an older instance, use the package management utility to remove
MySQL 5.6 packages and install MySQL 5.5 packages.

Note
@ For MySQL APT, SLES, and Yum repository installations, only downgrades

To perform a logical downgrade:

1.
2.

”

Review the information in Section 2.12.1, “Before You Begin”.

Dump all databases. For example:
nysql dunp -u root -p

--add-drop-table --routines --events
--all -dat abases --force > data-for-downgrade. sq

Shut down the newer MySQL server. For example:

nmysql admin -u root -p shutdown

Initialize an older MySQL instance, with a new data directory. For example:
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scripts/nysqgl _install _db --user=nysql
5. Start the older MySQL server, using the new data directory. For example:
nysql d_safe --user=nysql --datadir=/path/to/new datadir
6. Load the dump file into the older MySQL server. For example:
nysql -u root -p --force < data-for-upgrade. sql
7. Runnysql _upgrade. For example:
nmysql _upgrade -u root -p

8. Shut down and restart the MySQL server to ensure that any changes made to the system tables
take effect. For example:

nmysqladmin -u root -p shutdown
nmysql d_safe --user=nysql --datadir=/path/to/new datadir

2.12.5 Downgrade Troubleshooting

If you downgrade from one release series to another, there may be incompatibilities in table storage
formats. In this case, use nysql dunp to dump your tables before downgrading. After downgrading,
reload the dump file using nysql or mysqgl i nport to re-create your tables. For examples, see
Section 2.11.11, “Copying MySQL Databases to Another Machine”.

A typical symptom of a downward-incompatible table format change when you downgrade is that you
cannot open tables. In that case, use the following procedure:

1. Stop the older MySQL server that you are downgrading to.
2. Restart the newer MySQL server you are downgrading from.

3. Dump any tables that were inaccessible to the older server by using nysql dunp to create a dump
file.

4. Stop the newer MySQL server and restart the older one.

5. Reload the dump file into the older server. Your tables should be accessible.

2.13 Perl Installation Notes

The Perl DBI module provides a generic interface for database access. You can write a DBl script
that works with many different database engines without change. To use DBI , you must install the DBI
module, as well as a DataBase Driver (DBD) module for each type of database server you want to
access. For MySQL, this driver is the DBD: : mysgl module.

Perl, and the DBD: : My SQL module for DBl must be installed if you want to run the MySQL benchmark
scripts; see Section 8.13.2, “The MySQL Benchmark Suite”.

necessary modules from http://search.cpan.org for Unix, or by using the
ActiveState ppmprogram on Windows. The following sections describe how to

Note
@ Perl support is not included with MySQL distributions. You can obtain the
do this.

The DBI /DBD interface requires Perl 5.6.0, and 5.6.1 or later is preferred. DBI does not work if you
have an older version of Perl. You should use DBD: : mysql 4.009 or higher. Although earlier versions
are available, they do not support the full functionality of MySQL 5.6.

225


http://search.cpan.org

Installing Perl on Unix

2.13.1 Installing Perl on Unix

MySQL Perl support requires that you have installed MySQL client programming support (libraries and
header files). Most installation methods install the necessary files. If you install MySQL from RPM files
on Linux, be sure to install the developer RPM as well. The client programs are in the client RPM, but

client programming support is in the developer RPM.

The files you need for Perl support can be obtained from the CPAN (Comprehensive Perl Archive
Network) at http://search.cpan.org.

The easiest way to install Perl modules on Unix is to use the CPAN module. For example:

$> perl -MCPAN -e shel
cpan> install DB
cpan> install DBD::nmysq

The DBD: : nysqgl installation runs a number of tests. These tests attempt to connect to the local
MySQL server using the default user name and password. (The default user name is your login name
on Unix, and ODBC on Windows. The default password is “no password.”) If you cannot connect to
the server with those values (for example, if your account has a password), the tests fail. You can use
force install DBD::nmysql toignore the failed tests.

DBI requires the Dat a: : Dunper module. It may be installed; if not, you should install it before
installing DBI .

It is also possible to download the module distributions in the form of compressed t ar archives and
build the modules manually. For example, to unpack and build a DBI distribution, use a procedure such
as this:

1. Unpack the distribution into the current directory:

$> gunzip < DBI-VERSION. tar.gz | tar xvf -
This command creates a directory named DBI - VERSI O\.

2. Change location into the top-level directory of the unpacked distribution:

$> cd DBl - VERSI ON

3. Build the distribution and compile everything:

$> perl Makefile.PL
$> nake

$> nmake test

$> nmake instal

The nake test command is important because it verifies that the module is working. Note that when
you run that command during the DBD: : nysql installation to exercise the interface code, the MySQL
server must be running or the test fails.

It is a good idea to rebuild and reinstall the DBD: : nysql distribution whenever you install a new
release of MySQL. This ensures that the latest versions of the MySQL client libraries are installed
correctly.

If you do not have access rights to install Perl modules in the system directory or if you want to install
local Perl modules, the following reference may be useful: http://learn.perl.org/fag/perlfaq8.html#How-
do-I-keep-my-own-module-library-directory-

2.13.2 Installing ActiveState Perl on Windows

On Windows, you should do the following to install the MySQL DBD module with ActiveState Perl:

1. Get ActiveState Perl from http://www.activestate.com/Products/ActivePerl/ and install it.
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2. Open a console window.

3. If necessary, setthe HTTP_pr oxy variable. For example, you might try a setting like this:
C.\> set HITP_proxy=mny. proxy.com 3128

4. Start the PPM program:
C:\> C \perl\bin\ppm pl

5. If you have not previously done so, install DBI :

ppm> instal | DBl

6. If this succeeds, run the following command:

ppm> instal | DBD- nysql
This procedure should work with ActiveState Perl 5.6 or higher.

If you cannot get the procedure to work, you should install the ODBC driver instead and connect to the
MySQL server through ODBC:

use DBI;
$dbh= DBI - >connect (" DBI : ODBC: $dsn", $user, $password) ||
die "Got error $DBIl::errstr when connecting to $dsn\n";

2.13.3 Problems Using the Perl DBI/DBD Interface

If Perl reports that it cannot find the . . / mysql / nysql . so module, the problem is probably that Perl
cannot locate the | i brmysql cl i ent . so shared library. You should be able to fix this problem by one
of the following methods:

» Copylibnysqgl client. so tothe directory where your other shared libraries are located (probably
fusr/libor/lib).

Modify the - L options used to compile DBD: : nysql to reflect the actual location of
i brysqgl client. so.

» On Linux, you can add the path name of the directory where | i bnysql cl i ent . so is located to the
[etc/ld.so.conf file.

Add the path name of the directory where | i brmysqgl cl i ent . so is located to the LD RUN_PATH
environment variable. Some systems use LD LI BRARY_PATH instead.

You may also need to modify the - L options if there are other libraries that the linker fails to find. For
example, if the linker cannot find | i bc because itisin/ | i b and the link command specifies - L/ usr/
I'i b, change the - L optionto-L/1iboradd-L/Iib tothe existing link command.

If you get the following errors from DBD: : nmysql , you are probably using gcc (or using an old binary
compiled with gcc):

/usr/bin/perl: can't resolve synbol '__ noddi 3'
/usr/bin/perl: can't resolve synbol '__divdi 3
Add - L/usr/lib/gcc-lib/... -Igcc tothe link command when the nysql . so library gets built

(check the output from nake for nysql . so when you compile the Perl client). The - L option should
specify the path name of the directory where | i bgcc. a is located on your system.

Another cause of this problem may be that Perl and MySQL are not both compiled with gcc. In this
case, you can solve the mismatch by compiling both with gcc.
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Chapter 3 Tutorial
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This chapter provides a tutorial introduction to MySQL by showing how to use the nysql client
program to create and use a simple database. nysql (sometimes referred to as the “terminal monitor”
or just “monitor”) is an interactive program that enables you to connect to a MySQL server, run
gueries, and view the results. nysqgl may also be used in batch mode: you place your queries in a file
beforehand, then tell nysql to execute the contents of the file. Both ways of using nysql are covered
here.

To see a list of options provided by nysql , invoke it with the - - hel p option:
$> nysql --help

This chapter assumes that mysqgl is installed on your machine and that a MySQL server is available
to which you can connect. If this is not true, contact your MySQL administrator. (If you are the
administrator, you need to consult the relevant portions of this manual, such as Chapter 5, MySQL
Server Administration.)

This chapter describes the entire process of setting up and using a database. If you are interested only
in accessing an existing database, you may want to skip the sections that describe how to create the
database and the tables it contains.

Because this chapter is tutorial in nature, many details are necessarily omitted. Consult the relevant
sections of the manual for more information on the topics covered here.

3.1 Connecting to and Disconnecting from the Server

To connect to the server, you usually need to provide a MySQL user name when you invoke mysq|
and, most likely, a password. If the server runs on a machine other than the one where you log in, you
also need to specify a host name. Contact your administrator to find out what connection parameters
you should use to connect (that is, what host, user name, and password to use). Once you know the
proper parameters, you should be able to connect like this:

$> nysqgl -h host -u user -p
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Ent er password: ***xxx**x*

host and user represent the host name where your MySQL server is running and the user name of
your MySQL account. Substitute appropriate values for your setup. The * ** ***** represents your
password; enter it when nysql displays the Ent er passwor d: prompt.

If that works, you should see some introductory information followed by a nysql > prompt:
$> nysql -h host -u user -p

Ent er password: ***xxxxx

Wl come to the MySQL nonitor. Conmands end with ; or \g.

Your MySQL connection id is 25338 to server version: 5.6.51-standard

Type 'help;' or "\h' for help. Type '\c' to clear the buffer.
nmysql >
The nmysql > prompt tells you that mysql is ready for you to enter SQL statements.

If you are logging in on the same machine that MySQL is running on, you can omit the host, and simply
use the following:

$> nysql -u user -p

If, when you attempt to log in, you get an error message such as ERROR 2002 (HY000): Can't
connect to | ocal MySQ. server through socket '/tnp/nysql.sock' (2),itmeans
that the MySQL server daemon (Unix) or service (Windows) is not running. Consult the administrator
or see the section of Chapter 2, Installing and Upgrading MySQL that is appropriate to your operating
system.

For help with other problems often encountered when trying to log in, see Section B.3.2, “Common
Errors When Using MySQL Programs”.

Some MySQL installations permit users to connect as the anonymous (unnamed) user to the server
running on the local host. If this is the case on your machine, you should be able to connect to that
server by invoking mysql without any options:

$> nysql

After you have connected successfully, you can disconnect any time by typing QUI T (or \ q) at the
mysql > prompt:

mysql> QUIT
Bye

On Unix, you can also disconnect by pressing Control+D.

Most examples in the following sections assume that you are connected to the server. They indicate
this by the nysqgl > prompt.

3.2 Entering Queries

Make sure that you are connected to the server, as discussed in the previous section. Doing so does
not in itself select any database to work with, but that is okay. At this point, it is more important to find
out a little about how to issue queries than to jump right in creating tables, loading data into them, and
retrieving data from them. This section describes the basic principles of entering queries, using several
gueries you can try out to familiarize yourself with how mysql works.

Here is a simple query that asks the server to tell you its version number and the current date. Type it
in as shown here following the nmysql > prompt and press Enter:

mysql > SELECT VERSI ON(), CURRENT_DATE;
Femeemmmeeaa - Femeeemmmmeaa - +

| VERSI ON() | CURRENT DATE |
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Fommm e meeeaaaa Fommm e meeeaaaa +
| 5.6.1-md-1og | 2010-08-06 |
Fommm e meeeaaaa Fommm e meeeaaaa +
1 rowin set (0.01 sec)

nmysql >

This query illustrates several things about nysql :

» A query normally consists of an SQL statement followed by a semicolon. (There are some
exceptions where a semicolon may be omitted. QUI T, mentioned earlier, is one of them. We'll get to
others later.)

* When you issue a query, nysql sends it to the server for execution and displays the results, then
prints another nysql > prompt to indicate that it is ready for another query.

e nysqgl displays query output in tabular form (rows and columns). The first row contains labels for
the columns. The rows following are the query results. Normally, column labels are the names of the
columns you fetch from database tables. If you're retrieving the value of an expression rather than a
table column (as in the example just shown), nysql labels the column using the expression itself.

e nysqgl shows how many rows were returned and how long the query took to execute, which gives
you a rough idea of server performance. These values are imprecise because they represent wall
clock time (not CPU or machine time), and because they are affected by factors such as server load
and network latency. (For brevity, the “rows in set” line is sometimes not shown in the remaining
examples in this chapter.)

Keywords may be entered in any lettercase. The following queries are equivalent:
nysql > SELECT VERSI ON(), CURRENT_DATE;

nysql > sel ect version(), current_date;
nysqgl > SeLeCt VvErSi On(), current_DATE;

Here is another query. It demonstrates that you can use nysql as a simple calculator:

nysql > SELECT SIN(PI()/4), (4+1)*5;

focoooooooo0o00000s focoocoooo +
| SIN(PI()/4) | (4+1)*5 |
focoooooooo0o00000s focoocoooo +
| 0.70710678118655 | 25 |
focoooooooo0o00000s focoocoooo +

1 rowin set (0.02 sec)

The queries shown thus far have been relatively short, single-line statements. You can even enter
multiple statements on a single line. Just end each one with a semicolon:

mysql > SELECT VERSI ON(); SELECT NOW);

ooccccocsooccoaos +
| VERSI ON\() |
ooccccocsooccoaos +
| 5.6.1-m-10g |
ooccccocsooccoaos +
1 rowin set (0.00 sec)
moccccosocccoosoocoaos +
| NOA() I
moccccosocccoosoocoaos +
| 2010-08-06 12:17:13 |
moccccosocccoosoocoaos +

1 rowin set (0.00 sec)

A query need not be given all on a single line, so lengthy queries that require several lines are not a
problem. mysql determines where your statement ends by looking for the terminating semicolon, not
by looking for the end of the input line. (In other words, nmysql accepts free-format input: it collects
input lines but does not execute them until it sees the semicolon.)

Here is a simple multiple-line statement:

nmysql > SELECT
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-> USER()
-> y
-> CURRENT_DATE;

S R Foiom oo +
| USER() | CURRENT_DATE |
S R Foiom oo +
| jon@ocal host | 2010- 08-06 |
S R Foiom oo +

In this example, notice how the prompt changes from mysql > to - > after you enter the first line of a
multiple-line query. This is how mysql indicates that it has not yet seen a complete statement and is
waiting for the rest. The prompt is your friend, because it provides valuable feedback. If you use that
feedback, you can always be aware of what nysql is waiting for.

If you decide you do not want to execute a query that you are in the process of entering, cancel it by
typing \ c:

nysql > SELECT
-> USER()
->\c
nysql >

Here, too, notice the prompt. It switches back to nysql > after you type \ ¢, providing feedback to
indicate that mysql is ready for a new query.

The following table shows each of the prompts you may see and summarizes what they mean about
the state that nysqgl isin.

Prompt Meaning

nmysql > Ready for new query

-> Waiting for next line of multiple-line query

"> Waiting for next line, waiting for completion of a

string that began with a single quote (' )

"> Waiting for next line, waiting for completion of a
string that began with a double quote (")

t> Waiting for next line, waiting for completion of an
identifier that began with a backtick (")

[ *> Waiting for next line, waiting for completion of a
comment that began with / *

Multiple-line statements commonly occur by accident when you intend to issue a query on a single line,
but forget the terminating semicolon. In this case, nysql waits for more input:

nmysql > SELECT USER()
->

If this happens to you (you think you've entered a statement but the only response is a - > prompt),
most likely mysqgl is waiting for the semicolon. If you don't notice what the prompt is telling you, you
might sit there for a while before realizing what you need to do. Enter a semicolon to complete the
statement, and mysql executes it:

nysql > SELECT USER()

moccccooooccooo +
| USER() I
moccccooooccooo +
| jon@ocal host |
moccccooooccooo +

The ' > and " > prompts occur during string collection (another way of saying that MySQL is waiting
for completion of a string). In MySQL, you can write strings surrounded by either ' or " characters (for
example, ' hel | o' or "goodbye"), and nmysqgl lets you enter strings that span multiple lines. When
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you see a' > or " > prompt, it means that you have entered a line containing a string that begins with
a' or" quote character, but have not yet entered the matching quote that terminates the string. This
often indicates that you have inadvertently left out a quote character. For example:

nysqgl > SELECT * FROM ny_t abl e WHERE nane = 'Smth AND age < 30;
">

If you enter this SELECT statement, then press Enter and wait for the result, nothing happens. Instead
of wondering why this query takes so long, notice the clue provided by the ' > prompt. It tells you that

nysql expects to see the rest of an unterminated string. (Do you see the error in the statement? The

string ' Smi t h is missing the second single quotation mark.)

At this point, what do you do? The simplest thing is to cancel the query. However, you cannot just type
\ ¢ in this case, because nysql interprets it as part of the string that it is collecting. Instead, enter the
closing quote character (so nysql knows you've finished the string), then type \ c:

nysql > SELECT * FROM ny_t abl e WHERE nane = 'Smith AND age < 30;
"> '"\c
nysql >

The prompt changes back to mysql >, indicating that mysql is ready for a new query.

The * > prompt is similar to the ' > and " > prompts, but indicates that you have begun but not
completed a backtick-quoted identifier.

It is important to know what the ' >, " >, and ~ > prompts signify, because if you mistakenly enter

an unterminated string, any further lines you type appear to be ignored by mysql —including a line
containing QUI T. This can be quite confusing, especially if you do not know that you need to supply the
terminating quote before you can cancel the current query.

or other) prompts, to make it easier to copy and paste the statements to try for

Note
S Multiline statements from this point on are written without the secondary (- >
yourself.

3.3 Creating and Using a Database

Once you know how to enter SQL statements, you are ready to access a database.

Suppose that you have several pets in your home (your menagerie) and you would like to keep track
of various types of information about them. You can do so by creating tables to hold your data and
loading them with the desired information. Then you can answer different sorts of questions about
your animals by retrieving data from the tables. This section shows you how to perform the following
operations:

» Create a database

* Create a table

Load data into the table

Retrieve data from the table in various ways

Use multiple tables

The menagerie database is simple (deliberately), but it is not difficult to think of real-world situations

in which a similar type of database might be used. For example, a database like this could be used by
a farmer to keep track of livestock, or by a veterinarian to keep track of patient records. A menagerie
distribution containing some of the queries and sample data used in the following sections can be
obtained from the MySQL website. It is available in both compressed t ar file and Zip formats at https://
dev.mysql.com/doc/.
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Use the SHOWSstatement to find out what databases currently exist on the server:

nysql > SHOW DATABASES;

P EEEEEEEE +
| Dat abase |
P EEEEEEEE +
| nmysql I
| test |
| tnp I
P EEEEEEEE +

The nmysql database describes user access privileges. The t est database often is available as a
workspace for users to try things out.

The list of databases displayed by the statement may be different on your machine; SHON DATABASES
does not show databases that you have no privileges for if you do not have the SHOW DATABASES
privilege. See Section 13.7.5.15, “SHOW DATABASES Statement”.

If the t est database exists, try to access it:

nmysqgl > USE test
Dat abase changed

USE, like QUI T, does not require a semicolon. (You can terminate such statements with a semicolon
if you like; it does no harm.) The USE statement is special in another way, too: it must be given on a
single line.

You can use the t est database (if you have access to it) for the examples that follow, but anything you
create in that database can be removed by anyone else with access to it. For this reason, you should
probably ask your MySQL administrator for permission to use a database of your own. Suppose that
you want to call yours nenager i e. The administrator needs to execute a statement like this:

nmysqgl > GRANT ALL ON nenagerie.* TO 'your_nysqgl _nanme' @your_client_host";

where your _nysql _nane is the MySQL user name assigned to you and your cl i ent _host isthe
host from which you connect to the server.

3.3.1 Creating and Selecting a Database

If the administrator creates your database for you when setting up your permissions, you can begin
using it. Otherwise, you need to create it yourself:

nmysql > CREATE DATABASE nenageri e;

Under Unix, database names are case-sensitive (unlike SQL keywords), so you must always refer

to your database as nenageri e, not as Menager i e, MENAGERI E, or some other variant. This is

also true for table names. (Under Windows, this restriction does not apply, although you must refer to
databases and tables using the same lettercase throughout a given query. However, for a variety of
reasons, the recommended best practice is always to use the same lettercase that was used when the
database was created.)

for user "mcah' @I ocal host' to database 'nenagerie' when
attempting to create a database, this means that your user account does not
have the necessary privileges to do so. Discuss this with the administrator or

Note
@ If you get an error such as ERROR 1044 (42000): Access deni ed
see Section 6.2, “Access Control and Account Management”.

Creating a database does not select it for use; you must do that explicitly. To make nenager i e the
current database, use this statement:

nysqgl > USE nenageri e
Dat abase changed
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Your database needs to be created only once, but you must select it for use each time you begin a
nysgl session. You can do this by issuing a USE statement as shown in the example. Alternatively,
you can select the database on the command line when you invoke nmysql . Just specify its name after
any connection parameters that you might need to provide. For example:

$> nysqgl -h host -u user -p nmenagerie
Ent er password: *xxxxxxx

Important

A nenager i e in the command just shown is not your password. If you want
to supply your password on the command line after the - p option, you must
do so with no intervening space (for example, as - ppasswor d, not as - p
passwor d). However, putting your password on the command line is not
recommended, because doing so exposes it to snooping by other users logged
in on your machine.

Note
@ You can see at any time which database is currently selected using SELECT
DATABASE() .

3.3.2 Creating a Table

Creating the database is the easy part, but at this point it is empty, as SHOW TABLES tells you:

nysql > SHOW TABLES;
Enpty set (0.00 sec)

The harder part is deciding what the structure of your database should be: what tables you need and
what columns should be in each of them.

You want a table that contains a record for each of your pets. This can be called the pet table, and
it should contain, as a bare minimum, each animal's name. Because the name by itself is not very
interesting, the table should contain other information. For example, if more than one person in your
family keeps pets, you might want to list each animal's owner. You might also want to record some
basic descriptive information such as species and sex.

How about age? That might be of interest, but it is not a good thing to store in a database. Age
changes as time passes, which means you'd have to update your records often. Instead, it is better
to store a fixed value such as date of birth. Then, whenever you need age, you can calculate it as
the difference between the current date and the birth date. MySQL provides functions for doing date
arithmetic, so this is not difficult. Storing birth date rather than age has other advantages, too:

* You can use the database for tasks such as generating reminders for upcoming pet birthdays. (If
you think this type of query is somewhat silly, note that it is the same question you might ask in the
context of a business database to identify clients to whom you need to send out birthday greetings in
the current week or month, for that computer-assisted personal touch.)

* You can calculate age in relation to dates other than the current date. For example, if you store death
date in the database, you can easily calculate how old a pet was when it died.

You can probably think of other types of information that would be useful in the pet table, but the ones
identified so far are sufficient: name, owner, species, sex, birth, and death.

Use a CREATE TABLE statement to specify the layout of your table:

nysql > CREATE TABLE pet (nane VARCHAR(20), owner VARCHAR(20),
speci es VARCHAR(20), sex CHAR(1l), birth DATE, death DATE);

VARCHAR is a good choice for the nane, owner, and speci es columns because the column values
vary in length. The lengths in those column definitions need not all be the same, and need not be 20.
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You can normally pick any length from 1 to 65535, whatever seems most reasonable to you. If you
make a poor choice and it turns out later that you need a longer field, MySQL provides an ALTER
TABLE statement.

Several types of values can be chosen to represent sex in animal records, suchas'm and' f', or
perhaps ' nal e' and' f erral e' . Itis simplest to use the single characters ' mi and ' f"' .

The use of the DATE data type for the bi r t h and deat h columns is a fairly obvious choice.

Once you have created a table, SHOW TABLES should produce some output:

nysql > SHOW TABLES;

e +
| Tables in nenagerie |
e +
| pet |
e +

To verify that your table was created the way you expected, use a DESCRI BE statement:

nmysql > DESCRI BE pet ;

Fommmeea o Feommme e eeeaao [ H--m - - [ Hommem - +
| Field | Type | Null | Key | Default | Extra |
Fommmeea o Feommme e eeeaao [ H--m - - [ Hommem - +
| nane | varchar(20) | YES | | NULL | |
| owner | varchar(20) | YES | | NULL | |
| species | varchar(20) | YES | | NULL | |
| sex | char(1) | YES | | NULL | |
| birth | date | YES | | NuULL | |
| death | date | YES | | NULL | |
Fommmeea o Feommme e eeeaao [ H--m - - [ Hommem - +

You can use DESCRI BE any time, for example, if you forget the names of the columns in your table or
what types they have.

For more information about MySQL data types, see Chapter 11, Data Types.

3.3.3 Loading Data into a Table

After creating your table, you need to populate it. The LOAD DATA and | NSERT statements are useful
for this.

Suppose that your pet records can be described as shown here. (Observe that MySQL expects dates
in" YYYY- MVt DD format; this may differ from what you are used to.)

name owner species sex birth death
Fluffy Harold cat f 1993-02-04

Claws Gwen cat m 1994-03-17

Buffy Harold dog f 1989-05-13

Fang Benny dog m 1990-08-27

Bowser Diane dog m 1979-08-31 1995-07-29
Chirpy Gwen bird f 1998-09-11

Whistler Gwen bird 1997-12-09

Slim Benny shake m 1996-04-29

Because you are beginning with an empty table, an easy way to populate it is to create a text file
containing a row for each of your animals, then load the contents of the file into the table with a single
statement.

You could create a text file pet . t xt containing one record per line, with values separated by tabs,
and given in the order in which the columns were listed in the CREATE TABLE statement. For missing
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values (such as unknown sexes or death dates for animals that are still living), you can use NULL
values. To represent these in your text file, use \ N (backslash, capital-N). For example, the record for
Whistler the bird would look like this (where the whitespace between values is a single tab character):

Wi st | er Gnen bird \'N 1997-12-09 \'N

To load the text file pet . t xt into the pet table, use this statement:

nysql > LOAD DATA LOCAL | NFILE '/path/pet.txt' |NTO TABLE pet;

If you created the file on Windows with an editor that uses \ r\ n as a line terminator, you should use
this statement instead:

nysqgl > LOAD DATA LOCAL | NFILE '/ path/pet.txt' |NTO TABLE pet
LI NES TERM NATED BY '\r\n';

(On an Apple machine running macQOS, you would likely want to use LI NES TERM NATED BY '\r'.)

You can specify the column value separator and end of line marker explicitly in the LOAD DATA
statement if you wish, but the defaults are tab and linefeed. These are sufficient for the statement to
read the file pet . t xt properly.

If the statement fails, it is likely that your MySQL installation does not have local file capability enabled
by default. See Section 6.1.6, “Security Considerations for LOAD DATA LOCAL”, for information on
how to change this.

When you want to add new records one at a time, the | NSERT statement is useful. In its simplest
form, you supply values for each column, in the order in which the columns were listed in the CREATE
TABLE statement. Suppose that Diane gets a new hamster named “Puffball.” You could add a new
record using an | NSERT statement like this:

mysql > | NSERT | NTO pet
VALUES (' Puffball®','Diane', "' hanster','f','1999-03-30", NULL);

String and date values are specified as quoted strings here. Also, with | NSERT, you can insert NULL
directly to represent a missing value. You do not use \ N like you do with LOAD DATA.

From this example, you should be able to see that there would be a lot more typing involved to load
your records initially using several | NSERT statements rather than a single LOAD DATA statement.

3.3.4 Retrieving Information from a Table

The SELECT statement is used to pull information from a table. The general form of the statement is:
SELECT what _to_sel ect

FROM whi ch_t abl e
WHERE condi tions_to_satisfy;

what to_sel ect indicates what you want to see. This can be a list of columns, or * to indicate “all
columns.” whi ch_t abl e indicates the table from which you want to retrieve data. The WHERE clause
is optional. If it is present, condi ti ons_t o_sat i sfy specifies one or more conditions that rows must
satisfy to qualify for retrieval.

3.3.4.1 Selecting All Data

The simplest form of SELECT retrieves everything from a table:

nysqgl > SELECT * FROM pet ;

P EEEEEEEE e cmmoooo LT decomoe e cccmmosooos e cccmmosooeos +
| nane | owner | species | sex | birth | death |
P EEEEEEEE e cmmoooo LT decomoe e cccmmosooos e cccmmosooeos +
| Fluffy | Harold | cat | f | 1993-02-04 | NULL |
| daws | Gaen | cat | m | 1994-03-17 | NULL |
| Buffy | Harold | dog | f | 1989-05-13 | NULL |
| Fang | Benny | dog | m | 1990-08-27 | NULL |
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| Bowser | Diane | dog | m | 1979-08-31 | 1995-07-29 |
| Chirpy | Gnen | bird | f | 1998-09-11 | NULL |
| Whistler | Gaen | bird | NULL | 1997-12-09 | NULL |
| Slim | Benny | snake | m | 1996-04-29 | NULL |
| Puffball | Diane | hanster | f | 1999-03-30 | NULL |
4oioo oo 4-o- oo oo oo 4o 4o oo 4oioo oo +

This form of SELECT uses *, which is shorthand for “select all columns.” This is useful if you want to
review your entire table, for example, after you've just loaded it with your initial data set. For example,
you may happen to think that the birth date for Bowser doesn't seem quite right. Consulting your
original pedigree papers, you find that the correct birth year should be 1989, not 1979.

There are at least two ways to fix this:

» Edit the file pet . t xt to correct the error, then empty the table and reload it using DELETE and LOAD
DATA:

nysql > DELETE FROM pet ;
nmysql > LOAD DATA LOCAL | NFILE '/path/pet.txt' |NTO TABLE pet;

However, if you do this, you must also re-enter the record for Puffball.

 Fix only the erroneous record with an UPDATE statement:

nysql > UPDATE pet SET birth = '1989-08-31' WHERE nane = ' Bowser';

The UPDATE changes only the record in question and does not require you to reload the table.

3.3.4.2 Selecting Particular Rows

As shown in the preceding section, it is easy to retrieve an entire table. Just omit the WHERE clause
from the SELECT statement. But typically you don't want to see the entire table, particularly when it
becomes large. Instead, you're usually more interested in answering a particular question, in which
case you specify some constraints on the information you want. Let's look at some selection queries in
terms of questions about your pets that they answer.

You can select only particular rows from your table. For example, if you want to verify the change that
you made to Bowser's birth date, select Bowser's record like this:

nysqgl > SELECT * FROM pet WHERE nane = ' Bowser';
+ +

B T +o-mm - Fommmmmmeaa - Fommmmmmeaa - +
| nane | owner | species | sex | birth | death |
D +omemma Fommmmema +o-mm - Fommmmmmeaa - Fommmmmmeaa - +
| Bowser | Diane | dog m | 1989-08-31 | 1995-07-29 |
D +omemma Fommmmema +o-mm - Fommmmmmeaa - Fommmmmmeaa - +

The output confirms that the year is correctly recorded as 1989, not 1979.

String comparisons normally are case-insensitive, so you can specify the name as ' bowser ',
' BOASER' , and so forth. The query result is the same.

You can specify conditions on any column, not just name. For example, if you want to know which
animals were born during or after 1998, test the bi rt h column:

nysql > SELECT * FROM pet WHERE birth >= '1998-1-1";
+

foocmmccooodmos oo fooommoooo ommooo foccmmosoooon ooooooo +
| nane | owner | species | sex | birth | death |
occomcoooo ooooooo fooommoooo ommooo foccmmosoooon ooooooo +
| Chirpy | Gven | bird | f | 1998-09-11 | NULL |
| Puffball | Diane | hanster | f | 1999-03-30 | NULL |
occomcoooo ooooooo fooommoooo ommooo foccmmosoooon ooooooo +

You can combine conditions, for example, to locate female dogs:

nysqgl > SELECT * FROM pet WHERE species = 'dog’ AND sex = 'f';
C - D - Fommemema +o-mm - Fommmmmmeaa - C +
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The preceding query uses the AND logical operator. There is also an OR operator:

nysql > SELECT * FROM pet WHERE species = 'snake' OR species = 'bird';

Fommmmmmaao |+ ------- |+ --------- +o-mm-- |+ ------------ +omemm- +
| Chirpy | Geen | bird | f | 1998-09-11 | NULL |
| Wiistler | Gven | bird | NULL | 1997-12-09 | NULL |
| Slim | Benny | snake | m | 1996-04-29 | NULL |
Fommmmmmaao +ooemm- Fommeeema +o-mm-- Fommmmmmeaa - +omemm- +

AND and OR may be intermixed, although AND has higher precedence than OR. If you use both
operators, it is a good idea to use parentheses to indicate explicitly how conditions should be grouped:

nmysql > SELECT * FROM pet WHERE (specie
OR (species = 'dog" AND sex = '

‘"cat' AND sex = 'nl)

- wn

1994-03-17 | NULL |

I
+

| Claws | Gnen |
| 1989- 05-13 | NULL |
+

3.3.4.3 Selecting Particular Columns

If you do not want to see entire rows from your table, just name the columns in which you are
interested, separated by commas. For example, if you want to know when your animals were born,
select the nane and bi rt h columns:

nmysql > SELECT nane, birth FROM pet;

S - +
| nane birth |
S - +
| Fluffy | 1993-02-04 |
| Caws | 1994-03-17 |
| Buffy | 1989-05-13 |
| Fang | 1990-08-27 |
| Bowser | 1989-08-31 |
| Chirpy | 1998-09-11 |
| Whistler | 1997-12-09 |
| Slim | 1996-04-29 |
| Puffball | 1999-03-30 |
S - +

To find out who owns pets, use this query:

nysql > SELECT owner FROM pet ;

Notice that the query simply retrieves the owner column from each record, and some of them appear
more than once. To minimize the output, retrieve each unique output record just once by adding the
keyword DI STI NCT:
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nmysql > SELECT DI STI NCT owner FROM pet ;

You can use a VV\HERE clause to combine row selection with column selection. For example, to get birth
dates for dogs and cats only, use this query:

nmysql > SELECT nane, species, birth FROM pet
WHERE species = 'dog’ OR species = 'cat'

+ommmmmmm Hemmmmeaaa Fommmmmeeaaaa +
| name | species | birth |
+ommmmmmm Hemmmmeaaa Fommmmmeeaaaa +
| Fluffy | cat | 1993-02-04 |
| Claws | cat | 1994-03-17 |
| Buffy | dog | 1989-05-13 |
| Fang | dog | 1990-08-27 |
| Bowser | dog | 1989-08-31 |
+ommmmmmm Hemmmmeaaa Fommmmmeeaaaa +

3.3.4.4 Sorting Rows

You may have noticed in the preceding examples that the result rows are displayed in no particular
order. It is often easier to examine query output when the rows are sorted in some meaningful way. To
sort a result, use an ORDER BY clause.

Here are animal birthdays, sorted by date:

nysql > SELECT nane, birth FROM pet ORDER BY birth;

mocoooo=oc mocomoo=o==o +
| nane | birth |
mocoooo=oc mocomoo=o==o +
| Buffy | 1989-05-13 |
| Bowser | 1989-08-31 |
| Fang | 1990-08-27 |
| Fluffy | 1993-02-04 |
| daws | 1994-03-17 |
| Slim | 1996-04-29 |
| Whistler | 1997-12-09 |
| Chirpy | 1998-09-11 |
| Puffball | 1999-03-30 |
mocoooo=oc mocomoo=o==o +

On character type columns, sorting—like all other comparison operations—is normally performed in a
case-insensitive fashion. This means that the order is undefined for columns that are identical except
for their case. You can force a case-sensitive sort for a column by using Bl NARY like so: ORDER BY
Bl NARY col _nane.

The default sort order is ascending, with smallest values first. To sort in reverse (descending) order,
add the DESC keyword to the name of the column you are sorting by:

nysql > SELECT nane, birth FROM pet ORDER BY birth DESC;

S S R +
| nane | birth |
S S R +
| Puffball | 1999-03-30 |
| Chirpy | 1998-09-11 |
| Whistler | 1997-12-09 |
| Slim | 1996-04-29 |
| Caws | 1994-03-17 |
| Fluffy | 1993-02-04 |
| Fang | 1990-08-27 |
| Bowser | 1989-08-31 |
| Buffy | 1989-05-13 |
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You can sort on multiple columns, and you can sort different columns in different directions. For
example, to sort by type of animal in ascending order, then by birth date within animal type in
descending order (youngest animals first), use the following query:

nmysql > SELECT nane, species, birth FROM pet
ORDER BY speci es, birth DESC;

fmoococcoaos fmoscooo=o fmocccoocooos +
| nane | species | birth |
fmoococcoaos fmoscooo=o fmocccoocooos +
| Chirpy | bird | 1998-09-11 |
| Whistler | bird | 1997-12-09 |
| Caws | cat | 1994-03-17 |
| Fluffy | cat | 1993-02-04 |
| Fang | dog | 1990-08-27 |
| Bowser | dog | 1989-08-31 |
| Buffy | dog | 1989-05-13 |
| Puffball | hamster | 1999-03-30 |
| Slim | snake | 1996-04-29 |
fmoococcoaos fmoscooo=o fmocccoocooos +

The DESC keyword applies only to the column name immediately preceding it (bi r t h); it does not
affect the speci es column sort order.

3.3.4.5 Date Calculations

MySQL provides several functions that you can use to perform calculations on dates, for example, to
calculate ages or extract parts of dates.

To determine how many years old each of your pets is, use the TI MESTAMPDI FF() function. Its
arguments are the unit in which you want the result expressed, and the two dates for which to take
the difference. The following query shows, for each pet, the birth date, the current date, and the age in
years. An alias (age) is used to make the final output column label more meaningful.

nysqgl > SELECT nane, birth, CURDATE(),
TI MESTAMPDI FF( YEAR, bi rt h, CURDATE()) AS age

FROM pet ;
Fommmmmmaao Fommmmmmeaa - Fommmmmmeaa - +o-mm-- +
| nane | birth | CURDATE() | age |
Fommmmmmaao Fommmmmmeaa - Fommmmmmeaa - +o-mm-- +
| Fluffy | 1993-02-04 | 2003-08-19 | 10 |
| Caws | 1994-03-17 | 2003-08-19 | 9 |
| Buffy | 1989-05-13 | 2003-08-19 | 14 |
| Fang | 1990-08-27 | 2003-08-19 | 12 |
| Bowser | 1989-08-31 | 2003-08-19 | 13 |
| Chirpy | 1998-09-11 | 2003-08-19 | 4 |
| Whistler | 1997-12-09 | 2003-08-19 | 5 |
| Slim | 1996-04-29 | 2003-08-19 | 7|
| Puffball | 1999-03-30 | 2003-08-19 | 4 |
Fommmmmmaao Fommmmmmeaa - Fommmmmmeaa - +o-mm-- +

The query works, but the result could be scanned more easily if the rows were presented in some
order. This can be done by adding an ORDER BY nane clause to sort the output by name:

nmysql > SELECT nane, birth, CURDATE(),
TI MESTAMPDI FF( YEAR, bi rt h, CURDATE()) AS age
FROM pet ORDER BY nane;

S - - 4e-non- +
| nane | birth | CURDATE() | age |
S - - 4e-non- +
| Bowser | 1989-08-31 | 2003-08-19 | 13 |
| Buffy | 1989-05-13 | 2003-08-19 | 14 |
| Chirpy | 1998-09-11 | 2003-08-19 | 4 |
| O aws | 1994-03-17 | 2003-08-19 | 9 |
| Fang | 1990-08-27 | 2003-08-19 | 12 |
| Fluffy | 1993-02-04 | 2003-08-19 | 10 |
| Puffball | 1999-03-30 | 2003-08-19 | 4 |
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| Slim | 1996-04-29 | 2003-08-19 | 7|
| Whistler | 1997-12-09 | 2003-08-19 | 5 |
docoooooooo dhcoooooooooo dhcoooooooooo doooooo +

To sort the output by age rather than nane, just use a different ORDER BY clause:

nysqgl > SELECT nane, birth, CURDATE(),
TI MESTAMPDI FF( YEAR, bi rt h, CURDATE()) AS age
FROM pet ORDER BY age;

oocomooooc mocomoooooon mocomoooooon oooooe +
| nane | birth | CURDATE() | age |
oocomooooc mocomoooooon mocomoooooon oooooe +
| Chirpy | 1998-09-11 | 2003-08-19 | 4 |
| Puffball | 1999-03-30 | 2003-08-19 | 4 |
| Whistler | 1997-12-09 | 2003-08-19 | 5 |
| Slim | 1996-04-29 | 2003-08-19 | 7|
| daws | 1994-03-17 | 2003-08-19 | 9 |
| Fluffy | 1993-02-04 | 2003-08-19 | 10 |
| Fang | 1990-08-27 | 2003-08-19 | 12 |
| Bowser | 1989-08-31 | 2003-08-19 | 13 |
| Buffy | 1989-05-13 | 2003-08-19 | 14 |
oocomooooc mocomoooooon mocomoooooon oooooe +

A similar query can be used to determine age at death for animals that have died. You determine
which animals these are by checking whether the deat h value is NULL. Then, for those with non-NULL
values, compute the difference between the deat h and bi rt h values:

nysql > SELECT nane, birth, death,
TI MESTAMPDI FF( YEAR, bi rt h, deat h) AS age
FROM pet WHERE death IS NOT NULL ORDER BY age;

D Fommmmmmeaa o Fommmmmmeaa o E - +
| nane | birth | death | age |
D Fommmmmmeaa o Fommmmmmeaa o E - +
| Bowser | 1989-08-31 | 1995-07-29 | 5 |
D Fommmmmmeaa o Fommmmmmeaa o E - +

The query uses deat h | S NOT NULL rather than deat h <> NULL because NULL is a special
value that cannot be compared using the usual comparison operators. This is discussed later. See
Section 3.3.4.6, “Working with NULL Values”.

What if you want to know which animals have birthdays next month? For this type of calculation,
year and day are irrelevant; you simply want to extract the month part of the bi r t h column.

MySQL provides several functions for extracting parts of dates, such as YEAR() , MONTH( ) , and
DAYOFMONTH( ) . MONTH( ) is the appropriate function here. To see how it works, run a simple query
that displays the value of both bi rt h and MONTH( bi rt h) :

nmysql > SELECT nane, birth, MONTH(birth) FROM pet;

fooccooocooo fooccococcoooo fooccococcoocooo +
| nane | birth | MONTH(birth) |
fooccooocooo fooccococcoooo fooccococcoocooo +
| Fluffy | 1993-02-04 | 2 |
| daws | 1994-03-17 | 3 |
| Buffy | 1989-05-13 | 5 |
| Fang | 1990-08-27 | 8 |
| Bowser | 1989-08-31 | 8 |
| Chirpy | 1998-09-11 | 9 |
| Whistler | 1997-12-09 | 12 |
| Slim | 1996-04-29 | 4 |
| Puffball | 1999-03-30 | 3 |
fooccooocooo fooccococcoooo fooccococcoocooo +

Finding animals with birthdays in the upcoming month is also simple. Suppose that the current month is
April. Then the month value is 4 and you can look for animals born in May (month 5) like this:

nmysql > SELECT nane, birth FROM pet WHERE MONTH(birth) = 5;
S R S R +
| name | birth |
S R S R +
| Buffy | 1989-05-13 |
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TpE———— T ——— +

There is a small complication if the current month is December. You cannot merely add one to the
month number (12) and look for animals born in month 13, because there is ho such month. Instead,
you look for animals born in January (month 1).

You can write the query so that it works no matter what the current month is, so that you do not have to
use the number for a particular month. DATE_ADD( ) enables you to add a time interval to a given date.
If you add a month to the value of CURDATE( ) , then extract the month part with MONTH( ) , the result
produces the month in which to look for birthdays:

nysql > SELECT nane, birth FROM pet
WHERE MONTH( bi rth) = MONTH( DATE_ADD( CURDATE(), | NTERVAL 1 MONTH));

A different way to accomplish the same task is to add 1 to get the next month after the current one after
using the modulo function (MOD) to wrap the month value to O if it is currently 12:

nysqgl > SELECT nane, birth FROM pet
WHERE MONTH( bi rth) = MOD( MONTH( CURDATE()), 12) + 1;

MONTH( ) returns a number between 1 and 12. And MOD( sonet hi ng, 12) returns a number between
0 and 11. So the addition has to be after the MOD( ) , otherwise we would go from November (11) to
January (1).

If a calculation uses invalid dates, the calculation fails and produces warnings:

nysql > SELECT ' 2018- 10-31' + | NTERVAL 1 DAY,

e eeeeeeeaaaaa- +
| '2018-10-31' + INTERVAL 1 DAY |

e eeeeeeeaaaaa- +

| 2018-11-01 |

e eeeeeeeaaaaa- +

nysqgl > SELECT ' 2018-10-32' + | NTERVAL 1 DAY;

e eeeeeeeaaaaa- +

| '2018-10-32' + |NTERVAL 1 DAY |

e eeeeeeeaaaaa- +

| NULL |

e eeeeeeeaaaaa- +

nysql > SHOW WARNI NGS;

teceeeae +oeeoa- dem e e e eeeeeieeeeeeeaas +
| Level | Code | Message |
teceeeae +oeeoa- dem e e e eeeeeieeeeeeeaas +
| Warning | 1292 | Incorrect datetine value: '2018-10-32"' |
teceeeae +oeeoa- dem e e e eeeeeieeeeeeeaas +

3.3.4.6 Working with NULL Values

The NULL value can be surprising until you get used to it. Conceptually, NULL means “a missing
unknown value” and it is treated somewhat differently from other values.

To test for NULL, usethe | S NULL and | S NOT NULL operators, as shown here:
nysql > SELECT 1 IS NULL, 1 IS NOT NULL;

frcocooooooo fcooooooooooooo +
| 1 1S NULL | 1 IS NOT NULL |

You cannot use arithmetic comparison operators such as =, <, or <> to test for NULL. To demonstrate
this for yourself, try the following query:

nysql > SELECT 1 = NULL, 1 <> NULL, 1 < NULL, 1 > NULL;

frmccsscsoos fmccsscssoss frmccssosoos frmccssosoos +
| 1 =NULL | 1 <> NULL | 1 < NULL | 1 > NULL |
frmccsscsoos fmccsscssoss frmccssosoos frmccssosoos +
| NULL | NULL | NULL | NULL |
frmccsscsoos fmccsscssoss frmccssosoos frmccssosoos +
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Because the result of any arithmetic comparison with NULL is also NULL, you cannot obtain any
meaningful results from such comparisons.

In MySQL, 0 or NULL means false and anything else means true. The default truth value from a
boolean operation is 1.

This special treatment of NULL is why, in the previous section, it was necessary to determine which
animals are no longer alive using deat h 1 S NOT NULL instead of deat h <> NULL.

Two NULL values are regarded as equal in a GROUP BY.

When doing an ORDER BY, NULL values are presented first if you do ORDER BY ... ASCand last if
you do ORDER BY ... DESC.

A common error when working with NULL is to assume that it is not possible to insert a zero or an
empty string into a column defined as NOT NULL, but this is not the case. These are in fact values,
whereas NULL means “not having a value.” You can test this easily enough by using | S [ NOT] NULL
as shown:

nysql > SELECT 0 IS NULL, O IS NOT NULL, '' IS NULL, '' IS NOT NULL;
fnooooonanan i cooooooanonooG e cooncnonooo e cononononononono +
| OIS NULL | O 1S NOT NULL | '' IS NULL | "' IS NOT NULL |
fnooooonanan i cooooooanonooG e cooncnonooo e cononononononono +
| 0 | 1| 0 | 1|
fnooooonanan i cooooooanonooG e cooncnonooo e cononononononono +

Thus it is entirely possible to insert a zero or empty string into a NOT NULL column, as these are in fact
NOT NULL. See Section B.3.4.3, “Problems with NULL Values”.

3.3.4.7 Pattern Matching

MySQL provides standard SQL pattern matching as well as a form of pattern matching based on
extended regular expressions similar to those used by Unix utilities such as vi , gr ep, and sed.

SQL pattern matching enables you to use _ to match any single character and %to match an arbitrary
number of characters (including zero characters). In MySQL, SQL patterns are case-insensitive by
default. Some examples are shown here. Do not use = or <> when you use SQL patterns. Use the

LI KE or NOT LI KE comparison operators instead.

To find names beginning with b:

nmysql > SELECT * FROM pet WHERE nane LIKE ' b% ;

doocoocooo doocoocooo doocoocooo doocooo dooccoooccoooao dooccoococcoooao +

| nane | owner | species | sex | birth | death |

doocoocooo doocoocooo doocoocooo doocooo dooccoooccoooao dooccoococcoooao +

| Buffy | Harold | dog | f | 1989-05-13 | NULL |

| Bowser | Diane | dog | m | 1989-08-31 | 1995-07-29 |

doocoocooo doocoocooo doocoocooo doocooo dooccoooccoooao dooccoococcoooao +

To find names ending with f y:

nmysql > SELECT * FROM pet WHERE nanme LIKE '%y';

oocoooooo oocoooooo doocooooooo oocoooo doocoocccooooo oocooooo +

| name | owner | species | sex | birth | death |

oocoooooo oocoooooo doocooooooo oocoooo doocoocccooooo oocooooo +

| Fluffy | Harold | cat | f | 1993-02-04 | NULL |

| Buffy | Harold | dog | f | 1989-05-13 | NULL |

oocoooooo oocoooooo doocooooooo oocoooo doocoocccooooo oocooooo +

To find names containing a w.

nysqgl > SELECT * FROM pet WHERE nane LI KE ' %% ;

[ [ [ Hom e o S S +

| nane | owner | species | sex | birth | death |

[ [ [ Hom e o S S +

| daws | Gwen | cat | | 1994-03-17 | NULL |
I I I

1989-08-31 | 1995-07-29 |
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| Wistler | Gwen | bird | NULL | 1997-12-09 | NULL
docoooooooo dooooooo dooooooooo doooooo dhcoooooooooo dhocoooooooooo +

To find names containing exactly five characters, use five instances of the _ pattern character:

Hommmm - - R Hemmmeeaa - +emm - - - Fommmeeeaaaa - Hommmm - - +
| name | owner | species | sex | birth | death |
Hommmm - - R Hemmmeeaa - +emm - - - Fommmeeeaaaa - Hommmm - - +
| Claws | Gnen | cat | m | 1994-03-17 | NULL |
| Buffy | Harold | dog | f | 1989-05-13 | NULL |
Hommmm - - R Hemmmeeaa - +emm - - - Fommmeeeaaaa - Hommmm - - +

The other type of pattern matching provided by MySQL uses extended regular expressions. When you
test for a match for this type of pattern, use the REGEXP and NOT REGEXP operators (or RLI KE and
NOT RLI KE, which are synonyms).

The following list describes some characteristics of extended regular expressions:
* . matches any single character.

» Acharacterclass[...] matches any character within the brackets. For example, [ abc] matches
a, b, or c. To name a range of characters, use a dash. [ a- zZ] matches any letter, whereas [ 0- 9]
matches any digit.

e * matches zero or more instances of the thing preceding it. For example, x* matches any number of
x characters, [ 0- 9] * matches any number of digits, and . * matches any number of anything.

» A regular expression pattern match succeeds if the pattern matches anywhere in the value being
tested. (This differs from a LI KE pattern match, which succeeds only if the pattern matches the
entire value.)

» To anchor a pattern so that it must match the beginning or end of the value being tested, use » at the
beginning or $ at the end of the pattern.

To demonstrate how extended regular expressions work, the LI KE queries shown previously are
rewritten here to use RECGEXP.

To find names beginning with b, use * to match the beginning of the name:
mysql > SELECT * FROM pet WHERE nanme REGEXP '“b';

1989- 05-13 | NULL [

I
+

| Buffy | Harold | dog
| 1989- 08-31 | 1995-07-29 |
+

+
I

Di ane | dog | m
+

To force a REGEXP comparison to be case-sensitive, use the Bl NARY keyword to make one of the
strings a binary string. This query matches only lowercase b at the beginning of a name:

SELECT * FROM pet WHERE nanme REGEXP Bl NARY ' ~b';

To find names ending with f y, use $ to match the end of the name:

nysql > SELECT * FROM pet WHERE nane REGEXP 'fy$';

+emmm - - o Hemmm - oo Hemmmmeo - +emm - - - Femmmmmeaao o +emmm - - - +

| name | owner | species | sex | birth | death |
+emmm - - o Hemmm - oo Hemmmmeo - +emm - - - Femmmmmeaao o +emmm - - - +

| Fluffy | Harold | cat | f | 1993-02-04 | NULL |

| Buffy | Harold | dog | f | 1989-05-13 | NULL |
+emmm - - o Hemmm - oo Hemmmmeo - +emm - - - Femmmmmeaao o +emmm - - - +

To find names containing a w, use this query:

nmysql > SELECT * FROM pet WHERE name REGEXP 'W ;

S S R S R 4------ S R S R +
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| name | owner | species | sex | birth | death |
Hemm o a +emmmm - m Hemmmmeeaa +eomm - - - Fommmmmeeaaaa Fommmmmeeaaaa +
| Caws | Grven | cat | m | 1994-03-17 | NULL |
| Bowser | Diane | dog | m | 1989-08-31 | 1995-07-29 |
| Whistler | Gven | bird | NULL | 1997-12-09 | NULL |
Hemm o a +emmmm - m Hemmmmeeaa +eomm - - - Fommmmmeeaaaa Fommmmmeeaaaa +

Because a regular expression pattern matches if it occurs anywhere in the value, it is not necessary in
the previous query to put a wildcard on either side of the pattern to get it to match the entire value as
would be true with an SQL pattern.

To find names containing exactly five characters, use  and $ to match the beginning and end of the
name, and five instances of . in between:

nmysql > SELECT * FROM pet WHERE name REGEXP '~.. ... $

+emmmm - - R Hemmmmeeaa +eomm - - - Fommmmmeeaaaa +eommmm - - +

| name | owner | species | sex | birth | death |

+emmmm - - R Hemmmmeeaa +eomm - - - Fommmmmeeaaaa +eommmm - - +

| Claws | Gnen | cat | m | 1994-03-17 | NULL |

| Buffy | Harold | dog | f | 1989-05-13 | NULL |
Hemmmmeeaa +eomm - - - +

You could also write the previous query using the { n} (“repeat-n-times”) operator:

nmysqgl > SELECT * FROM pet WHERE nane REGEXP '~.{5}$%';

dmooc=os fmoccooos fmoococo=o G ooesa fmocccoocooos dhmooc=os +
| name | owner | species | sex | birth | death |
dmooc=os fmoccooos fmoococo=o G ooesa fmocccoocooos dhmooc=os +
| Claws | Gnen | cat | m | 1994-03-17 | NULL |
| Buffy | Harold | dog | f | 1989-05-13 | NULL |
dmooc=os fmoccooos fmoococo=o G ooesa fmocccoocooos dhmooc=os +

For more information about the syntax for regular expressions, see Section 12.8.2, “Regular
Expressions”.

3.3.4.8 Counting Rows

Databases are often used to answer the question, “How often does a certain type of data occur in a
table?” For example, you might want to know how many pets you have, or how many pets each owner
has, or you might want to perform various kinds of census operations on your animals.

Counting the total number of animals you have is the same question as “How many rows are in the pet
table?” because there is one record per pet. COUNT( *) counts the number of rows, so the query to
count your animals looks like this:

nysqgl > SELECT COUNT(*) FROM pet;

fssssssssss +
| COUNT(*) |
fssssssssss +
I 9 |
fssssssssss +

Earlier, you retrieved the names of the people who owned pets. You can use COUNT( ) if you want to
find out how many pets each owner has:

mysql > SELECT owner, COUNT(*) FROM pet GROUP BY owner;

+ommmmmmm Hommmmeeaaa +
| owner | COUNT(*) |
+ommmmmmm Hommmmeeaaa +
| Benny | 2 |
| Diane | 2 |
| OGnen | 3|
| Harold | 2 |
+ommmmmmm Hommmmeeaaa +

The preceding query uses GROUP BY to group all records for each owner . The use of COUNT()
in conjunction with GROUP BY is useful for characterizing your data under various groupings. The
following examples show different ways to perform animal census operations.
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Number of animals per species:

nmysqgl > SELECT speci es, COUNT(*) FROM pet GROUP BY speci es;

dooccoocooo doocococoooa +
| species | COUNT(*) |
dooccoocooo doocococoooa +
| bird | 2 |
| cat | 2 |
| dog I 3 |
| hanster | 1|
| snake | 1|
dooccoocooo doocococoooa +

Number of animals per sex:

nysqgl > SELECT sex, COUNT(*) FROM pet GROUP BY sex;

doccoos [ +
| sex | COUNT(*) |
doccoos [ +
| NULL | 1
| f | a8
| m | a8
doccoos [ +

(In this output, NULL indicates that the sex is unknown.)

Number of animals per combination of species and sex:

mysql > SELECT speci es, sex, COUNT(*) FROM pet GROUP BY species, sex;

holoioioo o oioioio- holoioioim oo +
| species | sex | COUNT(*) |
holoioioo o oioioio- holoioioim oo +
| bird | NULL | 1|
| bird | f | 1|
| cat | f | 1|
| cat | m | 1|
| dog | f I 1|
| dog | m | 2 |
| hamster | f | 1|
| snake | m | 1|
holoioioo o oioioio- holoioioim oo +

You need not retrieve an entire table when you use COUNT( ) . For example, the previous query, when
performed just on dogs and cats, looks like this:

nysql > SELECT speci es, sex, COUNT(*) FROM pet
VWHERE species = 'dog’ OR species = 'cat'
GROUP BY speci es, sex;

Fommmeea o [ [ T +
| species | sex | COUNT(*) |
Fommmeea o [ [ T +
| cat | f | 1]
| cat | m | 1]
| dog | f I 1]
| dog | m | 2 |
Fommmeea o [ [ T +

Or, if you wanted the number of animals per sex only for animals whose sex is known:

nysqgl > SELECT speci es, sex, COUNT(*) FROM pet
WHERE sex | S NOT NULL
GROUP BY speci es, sex;

LT e cmmoe P EEE T +
| species | sex | COUNT(*) |
LT e cmmoe P EEE T +
| bird | f | 1|
| cat | f | 1|
| cat | m | 1|
| dog | f I 1]
| dog | m | 2 |
| hanster | f | 1
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If you hame columns to select in addition to the COUNT( ) value, a GROUP BY clause should be present
that names those same columns. Otherwise, the following occurs:

« Ifthe ONLY_FULL_GROUP_BY SQL mode is enabled, an error occurs:

nysqgl > SET sql _npde = ' ONLY_FULL_GROUP_BY' ;
Query OK, 0 rows affected (0.00 sec)

nysqgl > SELECT owner, COUNT(*) FROM pet;
ERROR 1140 (42000): M xing of GROUP col umms (M N(), MAX(), COUNT()...)
with no GROUP colums is illegal if there is no GROUP BY cl ause

« IfONLY_FULL_GROUP_BY is not enabled, the query is processed by treating all rows as a single
group, but the value selected for each named column is hondeterministic. The server is free to select
the value from any row:

nmysql > SET sql _node = '"';
Query OK, 0 rows affected (0.00 sec)

nmysql > SELECT owner, COUNT(*) FROM pet;

dmcccccoo dmccccccoos +
| owner | COUNT(*) |
dmcccccoo dmccccccoos +
| Harold | 8 |
dmcccccoo dmccccccoos +

1 rowin set (0.00 sec)

See also Section 12.19.3, “MySQL Handling of GROUP BY”. See Section 12.19.1, “Aggregate
Function Descriptions” for information about COUNT( expr ) behavior and related optimizations.

3.3.4.9 Using More Than one Table

The pet table keeps track of which pets you have. If you want to record other information about them,
such as events in their lives like visits to the vet or when litters are born, you need another table. What
should this table look like? It needs to contain the following information:

» The pet name so that you know which animal each event pertains to.

A date so that you know when the event occurred.

A field to describe the event.
* An event type field, if you want to be able to categorize events.

Given these considerations, the CREATE TABLE statement for the event table might look like this:

nysql > CREATE TABLE event (nane VARCHAR(20), date DATE,
type VARCHAR(15), remark VARCHAR(255));

As with the pet table, it is easiest to load the initial records by creating a tab-delimited text file
containing the following information.

name date type remark

Fluffy 1995-05-15 litter 4 kittens, 3 female, 1
male

Buffy 1993-06-23 litter 5 puppies, 2 female, 3
male

Buffy 1994-06-19 litter 3 puppies, 3 female

Chirpy 1999-03-21 vet needed beak
straightened
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name date type remark

Slim 1997-08-03 vet broken rib

Bowser 1991-10-12 kennel

Fang 1991-10-12 kennel

Fang 1998-08-28 birthday Gave him a new chew
toy

Claws 1998-03-17 birthday Gave him a new flea
collar

Whistler 1998-12-09 birthday First birthday

Load the records like this:

nmysqgl > LOAD DATA LOCAL | NFILE 'event.txt' |NTO TABLE event;

Based on what you have learned from the queries that you have run on the pet table, you should be
able to perform retrievals on the records in the event table; the principles are the same. But when is
the event table by itself insufficient to answer questions you might ask?

Suppose that you want to find out the ages at which each pet had its litters. We saw earlier how to
calculate ages from two dates. The litter date of the mother is in the event table, but to calculate
her age on that date you need her birth date, which is stored in the pet table. This means the query
requires both tables:

nysqgl > SELECT pet . nane,
TI MESTAMPDI FF( YEAR, bi rt h, date) AS age,
remar k
FROM pet | NNER JO N event
ON pet.name = event. nane
WHERE event.type = 'litter';
drmococo=o drm === dhmccoccooocccooccocosooccooscoooo +

| nane | age remar k |

I

+
2| 4 kittens, 3 female, 1 male |
4 | 5 puppies, 2 female, 3 male |
5| 3 puppies, 3 fenale |

+

There are several things to note about this query:
e The FROMclause joins two tables because the query needs to pull information from both of them.

* When combining (joining) information from multiple tables, you need to specify how records in one
table can be matched to records in the other. This is easy because they both have a nane column.
The query uses an ON clause to match up records in the two tables based on the nane values.

The query uses an | NNER JO Nto combine the tables. An | NNER JO N permits rows from either
table to appear in the result if and only if both tables meet the conditions specified in the ON clause.
In this example, the ON clause specifies that the nane column in the pet table must match the nane
column in the event table. If a name appears in one table but not the other, the row does not appear
in the result because the condition in the ON clause fails.

» Because the nane column occurs in both tables, you must be specific about which table you mean
when referring to the column. This is done by prepending the table name to the column name.

You need not have two different tables to perform a join. Sometimes it is useful to join a table to itself,
if you want to compare records in a table to other records in that same table. For example, to find
breeding pairs among your pets, you can join the pet table with itself to produce candidate pairs of live
males and females of like species:

nmysql > SELECT pl.nane, pl.sex, p2.nane, p2.sex, pl.species
FROM pet AS pl INNER JO N pet AS p2
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p2. speci es

ON pl.species =
='f' AND pl.death IS NULL

AND p1l. sex

AND p2. sex "m AND p2.death |I'S NULL;
+ommmmmmm +eomm - - - +emmmm - m +eomm - - - Hemmmmeeaa +
| name | sex | name | sex | species
+ommmmmmm +eomm - - - +emmmm - m +eomm - - - Hemmmmeeaa +
| Fluffy | f | Aaws | m | cat |
| Buffy | f | Fang | m | dog |
+ommmmmmm +eomm - - - +emmmm - m +eomm - - - Hemmmmeeaa +

In this query, we specify aliases for the table name to refer to the columns and keep straight which
instance of the table each column reference is associated with.

3.4 Getting Information About Databases and Tables

What if you forget the name of a database or table, or what the structure of a given table is (for
example, what its columns are called)? MySQL addresses this problem through several statements
that provide information about the databases and tables it supports.

You have previously seen SHOW DATABASES, which lists the databases managed by the server. To
find out which database is currently selected, use the DATABASE() function:

nysql > SELECT DATABASE();

mocomoo=—c==o +
| DATABASE() |
mocomoo=—c==o +
| nenagerie

mocomoo=—c==o +

If you have not yet selected any database, the result is NULL.

To find out what tables the default database contains (for example, when you are not sure about the
name of a table), use this statement:

nmysql > SHOW TABLES

dmmmm e eeeemmmeeaan +
| Tabl es_i n_nenageri e

dmmmm e eeeemmmeeaan +
| event |
| pet I
dmmmm e eeeemmmeeaan +

The name of the column in the output produced by this statement is always Tabl es_i n_db_nane,
where db_nane is the name of the database. See Section 13.7.5.38, “SHOW TABLES Statement”, for
more information.

If you want to find out about the structure of a table, the DESCRI BE statement is useful; it displays
information about each of a table's columns:

nysql > DESCRI BE pet

F Fommmmemeeaaas E - +----- Fommmmmes S +
| Field | Type | Null | Key | Default | Extra

F Fommmmemeeaaas E - +----- Fommmmmes S +
| nane | varchar(20) | YES | | NuULL | |
| owner | varchar(20) | YES | | NuULL |

| species | varchar(20) | YES | | NuULL | |
| sex | char (1) | YES | | NuULL | |
| birth | date | YES | | NuULL | |
| death | date | YES | | NuULL | |
F Fommmmemeeaaas E - +----- Fommmmmes S +

Fi el d indicates the column name, Type is the data type for the column, NULL indicates whether the
column can contain NULL values, Key indicates whether the column is indexed, and Def aul t specifies
the column's default value. Ext r a displays special information about columns: If a column was created
with the AUTO_| NCREMENT option, the value is aut o_i ncr enment rather than empty.

DESC is a short form of DESCRI BE. See Section 13.8.1, “DESCRIBE Statement”, for more information.
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You can obtain the CREATE TABLE statement necessary to create an existing table using the SHOW
CREATE TABLE statement. See Section 13.7.5.12, “SHOW CREATE TABLE Statement”.

If you have indexes on a table, SHOW | NDEX FROM t bl _nane produces information about them. See
Section 13.7.5.23, “SHOW INDEX Statement”, for more about this statement.

3.5 Using mysql in Batch Mode

In the previous sections, you used nysql interactively to enter statements and view the results. You
can also run mysqgl in batch mode. To do this, put the statements you want to run in a file, then tell
nmysql to read its input from the file:

$> nysqgl < batch-file

If you are running nysql under Windows and have some special characters in the file that cause
problems, you can do this:

C\> nysqgl -e "source batch-file"

If you need to specify connection parameters on the command line, the command might look like this:

$> nysgl -h host -u user -p < batch-file
Ent er passv\ord: K,k ok ok ok ok ok Kk

When you use nysql this way, you are creating a script file, then executing the script.

If you want the script to continue even if some of the statements in it produce errors, you should use
the - - f or ce command-line option.

Why use a script? Here are a few reasons:

* If you run a query repeatedly (say, every day or every week), making it a script enables you to avoid
retyping it each time you execute it.

* You can generate new gueries from existing ones that are similar by copying and editing script files.

» Batch mode can also be useful while you're developing a query, particularly for multiple-line
statements or multiple-statement sequences. If you make a mistake, you don't have to retype
everything. Just edit your script to correct the error, then tell nysql to execute it again.

« If you have a query that produces a lot of output, you can run the output through a pager rather than
watching it scroll off the top of your screen:

$> nysqgl < batch-file | nore
* You can catch the output in a file for further processing:
$> nysqgl < batch-file > nysql.out
» You can distribute your script to other people so that they can also run the statements.

» Some situations do not allow for interactive use, for example, when you run a query from a cr on job.
In this case, you must use batch mode.

The default output format is different (more concise) when you run nysql in batch mode than when
you use it interactively. For example, the output of SELECT DI STI NCT speci es FROM pet looks
like this when nysql is run interactively:

dooccoocooo +
| species

dooccoocooo +
| bird |
| cat |
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| dog I
| hamster |
| snake |

In batch mode, the output looks like this instead:

speci es
bird
cat

dog
hanst er
shake

If you want to get the interactive output format in batch mode, use nysql -t. To echo to the output
the statements that are executed, use nmysqgl -v.

You can also use scripts from the nysql prompt by using the sour ce command or\ . command:

nysql > source fil enane
nysql> \. filenane

See Section 4.5.1.5, “Executing SQL Statements from a Text File”, for more information.

3.6 Examples of Common Queries

Here are examples of how to solve some common problems with MySQL.

Some of the examples use the table shop to hold the price of each article (item number) for certain
traders (dealers). Supposing that each trader has a single fixed price per article, then (arti cl e,
deal er) is a primary key for the records.

Start the command-line tool mysql and select a database:

$> nysql your-dat abase- nane

To create and populate the example table, use these statements:

CREATE TABLE shop (
article | NT UNSI GNED DEFAULT ' 0000 NOT NULL
deal er CHAR(20) DEFAULT ' NOT NULL
price DECI MAL( 16, 2) DEFAULT '0.00' NOT NULL
PRI MARY KEY(article, dealer))

I NSERT | NTO shop VALUES
(1,"A,3.45),(1,'B,3.99),(2,'A,10.99),(3,'B,1.45)
(3,'C,1.69),(3,'D,1.25),(4,'D, 19.95)

After issuing the statements, the table should have the following contents:

SELECT * FROM shop ORDER BY article

+ +
| article | dealer | price
+ +

4e
'
'
'
'
'
'
'
'
'

A WWWNPEF P

3.6.1 The Maximum Value for a Column

“What is the highest item number?”
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SELECT MAX(article) AS article FROM shop;

fooccooooo +
| article |
fooccooooo +
I 4|
fooccooooo +

3.6.2 The Row Holding the Maximum of a Certain Column
Task: Find the number, dealer, and price of the most expensive article.

This is easily done with a subquery:

SELECT article, dealer, price
FROM  shop
WHERE pri ce=( SELECT MAX(price) FROM shop);

S R S S R +
| article | dealer | price |
S R S S R +
| 0004 | D | 19.95 |
S R S S R +

Another solution is to use a LEFT JO N, as shown here:

SELECT sl.article, sl.dealer, sl.price
FROM shop s1

LEFT JO N shop s2 ON sl.price < s2.price
WHERE s2.article |'S NULL;

You can also do this by sorting all rows descending by price and get only the first row using the
MySQL-specific LI M T clause, like this:

SELECT article, dealer, price

FROM shop
ORDER BY price DESC
LIMT 1;
Note
E If there were several most expensive articles, each with a price of 19.95, the

LI M T solution would show only one of them.

3.6.3 Maximum of Column per Group

Task: Find the highest price per article.

SELECT article, MAX(price) AS price
FROM  shop

GROUP BY article

ORDER BY articl e;

fmocooo==o oooo=oc +
| article | price |
fmocooo==o oooo=oc +
| 0001 | 3.99 |
| 0002 | 10.99 |
| 0003 | 1.69 |
| 0004 | 19.95 |
fmocooo==o oooo=oc +

3.6.4 The Rows Holding the Group-wise Maximum of a Certain Column

Task: For each article, find the dealer or dealers with the most expensive price.

This problem can be solved with a subquery like this one:
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SELECT article, dealer, price
FROM shop sl
WHERE price=( SELECT MAX(s2.price)
FROM shop s2
WHERE sl.article = s2.article)
ORDER BY articl e;

fooccooooo fooccoooo oooccooo +
| article | dealer | price |
fooccooooo fooccoooo oooccooo +
| 0001 | B | 3.99 |
| 0002 | A | 10.99 |
| 0003 | C | 1.69 |
| 0004 | D | 19.95 |
fooccooooo fooccoooo oooccooo +

The preceding example uses a correlated subquery, which can be inefficient (see Section 13.2.10.7,
“Correlated Subqueries”). Other possibilities for solving the problem are to use an uncorrelated
subquery in the FROMclause or a LEFT JO N.

Uncorrelated subquery:

SELECT sl.article, dealer, sl.price
FROM shop s1
JAON (
SELECT article, MAX(price) AS price
FROM shop
GROUP BY article) AS s2
ON sl.article = s2.article AND sl.price = s2.price
ORDER BY article;

LEFT JON:

SELECT sl.article, sl.dealer, sl.price

FROM shop s1

LEFT JO N shop s2 ON sl.article = s2.article AND sl.price < s2.price
WHERE s2.article |'S NULL

ORDER BY sl.article;

The LEFT JO Nworks on the basis that when s1. pri ce is at its maximum value, there is no
s2. pri ce with a greater value and thus the corresponding s2. arti cl e value is NULL. See
Section 13.2.9.2, “JOIN Clause”.

3.6.5 Using User-Defined Variables

You can employ MySQL user variables to remember results w