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Abstract
This is the MySQL Installation Guide from the MySQL 8.3 Reference Manual.

For legal information, see the Legal Notices.

For help with using MySQL, please visit the MySQL Forums, where you can discuss your issues with other
MySQL users.
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Preface and Legal Notices

This is the MySQL Installation Guide from the MySQL 8.3 Reference Manual.

Licensing information—MySQL 8.1.  This product may include third-party software, used under
license. If you are using a Commercial release of MySQL 8.1, see the MySQL 8.1 Commercial Release
License Information User Manual for licensing information, including licensing information relating to
third-party software that may be included in this Commercial release. If you are using a Community
release of MySQL 8.1, see the MySQL 8.1 Community Release License Information User Manual

for licensing information, including licensing information relating to third-party software that may be
included in this Community release.

Legal Notices

Copyright © 1997, 2024, Oracle and/or its affiliates.
License Restrictions

This software and related documentation are provided under a license agreement containing
restrictions on use and disclosure and are protected by intellectual property laws. Except as expressly
permitted in your license agreement or allowed by law, you may not use, copy, reproduce, translate,
broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any
form, or by any means. Reverse engineering, disassembly, or decompilation of this software, unless
required by law for interoperability, is prohibited.

Warranty Disclaimer

The information contained herein is subject to change without notice and is not warranted to be error-
free. If you find any errors, please report them to us in writing.

Restricted Rights Notice

If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or
related documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the
U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated
software, any programs embedded, installed, or activated on delivered hardware, and modifications
of such programs) and Oracle computer documentation or other Oracle data delivered to or accessed
by U.S. Government end users are "commercial computer software," "commercial computer software
documentation," or "limited rights data" pursuant to the applicable Federal Acquisition Regulation and
agency-specific supplemental regulations. As such, the use, reproduction, duplication, release, display,
disclosure, modification, preparation of derivative works, and/or adaptation of i) Oracle programs
(including any operating system, integrated software, any programs embedded, installed, or activated
on delivered hardware, and modifications of such programs), ii) Oracle computer documentation and/
or iii) other Oracle data, is subject to the rights and limitations specified in the license contained in

the applicable contract. The terms governing the U.S. Government's use of Oracle cloud services

are defined by the applicable contract for such services. No other rights are granted to the U.S.
Government.

Hazardous Applications Notice

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications, including
applications that may create a risk of personal injury. If you use this software or hardware in dangerous
applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and
other measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any
damages caused by use of this software or hardware in dangerous applications.

Trademark Notice
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Documentation Accessibility

Oracle, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates. Other
names may be trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC
trademarks are used under license and are trademarks or registered trademarks of SPARC
International, Inc. AMD, Epyc, and the AMD logo are trademarks or registered trademarks of Advanced
Micro Devices. UNIX is a registered trademark of The Open Group.

Third-Party Content, Products, and Services Disclaimer

This software or hardware and documentation may provide access to or information about content,
products, and services from third parties. Oracle Corporation and its affiliates are not responsible

for and expressly disclaim all warranties of any kind with respect to third-party content, products,

and services unless otherwise set forth in an applicable agreement between you and Oracle. Oracle
Corporation and its affiliates will not be responsible for any loss, costs, or damages incurred due to
your access to or use of third-party content, products, or services, except as set forth in an applicable
agreement between you and Oracle.

Use of This Documentation

This documentation is NOT distributed under a GPL license. Use of this documentation is subject to the
following terms:

You may create a printed copy of this documentation solely for your own personal use. Conversion

to other formats is allowed as long as the actual content is not altered or edited in any way. You shall
not publish or distribute this documentation in any form or on any media, except if you distribute the
documentation in a manner similar to how Oracle disseminates it (that is, electronically for download
on a Web site with the software) or on a CD-ROM or similar medium, provided however that the
documentation is disseminated together with the software on the same medium. Any other use, such
as any dissemination of printed copies or use of this documentation, in whole or in part, in another
publication, requires the prior written consent from an authorized representative of Oracle. Oracle and/
or its affiliates reserve any and all rights to this documentation not expressly granted above.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support for Accessibility

Oracle customers that have purchased support have access to electronic support through My Oracle
Support. For information, visit

http://lwww.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit ht t p: / / waww. or acl e. cont pl s/

t opi ¢/ | ookup?ct x=accé& d=tr s if you are hearing impaired.
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Chapter 1 Installing MySQL

This chapter describes how to obtain and install MySQL. A summary of the procedure follows and later
sections provide the details. If you plan to upgrade an existing version of MySQL to a newer version
rather than install MySQL for the first time, see Chapter 10, Upgrading MySQL, for information about
upgrade procedures and about issues that you should consider before upgrading.

If you are interested in migrating to MySQL from another database system, see MySQL 8.3 FAQ:
Migration, which contains answers to some common questions concerning migration issues.

Installation of MySQL generally follows the steps outlined here:

1.

Determine whether MySQL runs and is supported on your platform.

Please note that not all platforms are equally suitable for running MySQL, and that not all
platforms on which MySQL is known to run are officially supported by Oracle Corporation. For
information about those platforms that are officially supported, see https://www.mysql.com/support/
supportedplatforms/database.html on the MySQL website.

Choose which track to install.

MySQL offers a bugfix track (such as MySQL 8.0), and an innovation track (today it's MySQL 8.3)
and each track addresses different use cases. Both tracks are considered production-ready and
include bug fixes, while innovation releases also include new features and potential for modified
behavior.

A bugfix track upgrade includes point releases, such as MySQL 8.0.x upgrading to 8.0.y, while
innovation track releases typically only have minor releases, such as MySQL 8.3.0 upgrading to
9.0.0. However, an innovation track does have the occasional point release.

Choose which distribution to install.

Several versions of MySQL are available, and most are available in several distribution formats.
You can choose from pre-packaged distributions containing binary (precompiled) programs or
source code. When in doubt, use a binary distribution. Oracle also provides access to the MySQL
source code for those who want to see recent developments and test new code. To determine
which version and type of distribution you should use, see Section 2.2, “Which MySQL Version and
Distribution to Install”.

Download the distribution that you want to install.

For instructions, see Section 2.3, “How to Get MySQL". To verify the integrity of the distribution, use
the instructions in Section 2.4, “Verifying Package Integrity Using MD5 Checksums or GnuPG”.

Install the distribution.

To install MySQL from a binary distribution, use the instructions in Chapter 3, Installing MySQL

on Unix/Linux Using Generic Binaries. Alternatively, use the Secure Deployment Guide, which
provides procedures for deploying a generic binary distribution of MySQL Enterprise Edition Server
with features for managing the security of your MySQL installation.

To install MySQL from a source distribution or from the current development source tree, use the
instructions in Chapter 4, Installing MySQL from Source.

Perform any necessary postinstallation setup.

After installing MySQL, see Chapter 9, Postinstallation Setup and Testing for information about
making sure the MySQL server is working properly. Also refer to the information provided in
Section 9.4, “Securing the Initial MySQL Account”. This section describes how to secure the initial
MySQL r oot user account, which has no password until you assign one. The section applies
whether you install MySQL using a binary or source distribution.
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7.

If you want to run the MySQL benchmark scripts, Perl support for MySQL must be available. See
Chapter 13, Perl Installation Notes.

Instructions for installing MySQL on different platforms and environments is available on a platform by
platform basis:

Unix, Linux

For instructions on installing MySQL on most Linux and Unix platforms using a generic binary (for
example, a. t ar . gz package), see Chapter 3, Installing MySQL on Unix/Linux Using Generic
Binaries.

For information on building MySQL entirely from the source code distributions or the source code
repositories, see Chapter 4, Installing MySQL from Source

For specific platform help on installation, configuration, and building from source see the
corresponding platform section:

« Linux, including notes on distribution specific methods, see Chapter 7, Installing MySQL on Linux.
« IBM AlX, see Chapter 8, Installing MySQL on Solaris.
Microsoft Windows

For instructions on installing MySQL on Microsoft Windows, using either the MSI installer or Zipped
binary, see Chapter 5, Installing MySQL on Microsoft Windows.

For details and instructions on building MySQL from source code, see Chapter 4, Installing MySQL
from Source.

macOS

For installation on macOS, including using both the binary package and native PKG formats, see
Chapter 6, Installing MySQL on macOS.

For information on making use of an macOS Launch Daemon to automatically start and stop MySQL,
see Section 6.3, “Installing and Using the MySQL Launch Daemon”.

For information on the MySQL Preference Pane, see Section 6.4, “Installing and Using the MySQL
Preference Pane”.




Chapter 2 General Installation Guidance
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The immediately following sections contain the information necessary to choose, download, and verify
your distribution. The instructions in later sections of the chapter describe how to install the distribution
that you choose. For binary distributions, see the instructions at Chapter 3, Installing MySQL on Unix/
Linux Using Generic Binaries or the corresponding section for your platform if available. To build
MySQL from source, use the instructions in Chapter 4, Installing MySQL from Source.

2.1 Supported Platforms

MySQL platform support evolves over time; please refer to https://www.mysql.com/support/
supportedplatforms/database.html for the latest updates.

2.2 Which MySQL Version and Distribution to Install

When preparing to install MySQL, decide which version and distribution format (binary or source) to
use.

First, decide whether to install from a bugfix series like MySQL 8.0, or use an innovation release like
MySQL 8.3. Both tracks include bug fixes while an innovation release includes the newest features.
Both bugfix and innovation releases are meant for production use.

The naming scheme in MySQL 8.3 uses release names that consist of three numbers and an optional
suffix (for example, mysql-8.3.0). The numbers within the release name are interpreted as follows:

* The first number (8) is the major version number.

» The second number (3) is the minor version number. Taken together, the major and minor numbers
constitute the release series number. The series number describes the stable feature set.

» The third number (0) is the version number within the release series. This is incremented for each
new bugfix release; for an innovation release, it will likely always be 0. For a bugfix series such as
MySQL 8.0, the most recent version within the series is the best choice.

After choosing which MySQL version to install, decide which distribution format to install for your
operating system. For most use cases, a binary distribution is the right choice. Binary distributions are
available in native format for many platforms, such as RPM packages for Linux or DMG packages for
macOS. Distributions are also available in more generic formats such as Zip archives or compressed
t ar files. On Windows, you might use an MSI to install a binary distribution.

Under some circumstances, it may be preferable to install MySQL from a source distribution:
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How to Get MySQL

* You want to install MySQL at some explicit location. The standard binary distributions are ready
to run at any installation location, but you might require even more flexibility to place MySQL
components where you want.

* You want to configure nysql d with features that might not be included in the standard binary
distributions. Here is a list of the most common extra options used to ensure feature availability:

e -DW TH_LI BWRAP=1 for TCP wrappers support.

e -DW TH ZLI B={ syst en{ bundl ed} for features that depend on compression

* - DW TH_DEBUG=1 for debugging support

For additional information, see Section 4.7, “MySQL Source-Configuration Options”.

* You want to configure nmysql d without some features that are included in the standard binary
distributions.

* You want to read or modify the C and C++ code that makes up MySQL. For this purpose, obtain a
source distribution.

» Source distributions contain more tests and examples than binary distributions.

2.3 How to Get MySQL

Check our downloads page at https://dev.mysql.com/downloads/ for information about the current
version of MySQL and for downloading instructions.

For RPM-based Linux platforms that use Yum as their package management system, MySQL can be
installed using the MySQL Yum Repository. See Section 7.1, “Installing MySQL on Linux Using the
MySQL Yum Repository” for details.

For Debian-based Linux platforms, MySQL can be installed using the MySQL APT Repository. See
Section 7.2, “Installing MySQL on Linux Using the MySQL APT Repository” for details.

For SUSE Linux Enterprise Server (SLES) platforms, MySQL can be installed using the MySQL SLES
Repository. See Section 7.3, “Using the MySQL SLES Repository” for details.

To obtain the latest development source, see Section 4.5, “Installing MySQL Using a Development
Source Tree”.

2.4 Verifying Package Integrity Using MD5 Checksums or GnuPG

After downloading the MySQL package that suits your needs and before attempting to install it, make
sure that it is intact and has not been tampered with. There are three means of integrity checking:

* MD5 checksums

» Cryptographic signatures using GhuPG, the GNU Privacy Guard

» For RPM packages, the built-in RPM integrity verification mechanism
The following sections describe how to use these methods.

If you notice that the MD5 checksum or GPG signatures do not match, first try to download the
respective package one more time, perhaps from another mirror site.

2.4.1 Verifying the MD5 Checksum

After you have downloaded a MySQL package, you should make sure that its MD5 checksum matches
the one provided on the MySQL download pages. Each package has an individual checksum that
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Signature Checking Using GnuPG

you can verify against the package that you downloaded. The correct MD5 checksum is listed on the
downloads page for each MySQL product; you should compare it against the MD5 checksum of the file
(product) that you download.

Each operating system and setup offers its own version of tools for checking the MD5 checksum.
Typically the command is named nd5sum or it may be named nd5, and some operating systems do
not ship it at all. On Linux, it is part of the GNU Text Utilities package, which is available for a wide
range of platforms. You can also download the source code from http://www.gnu.org/software/textutils/.
If you have OpenSSL installed, you can use the command openss| nd5 package nane instead.

A Windows implementation of the nd5 command line utility is available from http://www.fourmilab.ch/
md5/. wi nMd5Sumis a graphical MD5 checking tool that can be obtained from http://www.nullriver.com/
index/products/winmd5sum. Our Microsoft Windows examples assume the name nd5. exe.

Linux and Microsoft Windows examples:

$> nd5sum nysql - st andard-8. 3. 0- | i nux-i 686. tar. gz
aaab65abbec64d5e907dcd41b8699945 nysql - st andard-8.3.0-1i nux-i 686.tar. gz

$> nd5. exe nysql -install er-comunity-8.3.0. nsi
aaab65abbec64d5e907dcd41b8699945 nysql -install er-conmmunity-8. 3. 0. nsi

You should verify that the resulting checksum (the string of hexadecimal digits) matches the one
displayed on the download page immediately below the respective package.

Note

Make sure to verify the checksum of the archive file (for example, the . zi p,
.tar.gz,or.nsi file)and not of the files that are contained inside of the
archive. In other words, verify the file before extracting its contents.

2.4.2 Signature Checking Using GnuPG

Another method of verifying the integrity and authenticity of a package is to use cryptographic
signatures. This is more reliable than using MD5 checksums, but requires more work.

We sign MySQL downloadable packages with GhuPG (GNU Privacy Guard). GhuPGis an Open Source
alternative to the well-known Pretty Good Privacy (PGP) by Phil Zimmermann. Most Linux distributions
ship with GhuPGinstalled by default. Otherwise, see http://www.gnupg.org/ for more information about
GhuPGand how to obtain and install it.

To verify the signature for a specific package, you first need to obtain a copy of our public GPG build
key, which you can download from http://pgp.mit.edu/. The key that you want to obtain is named
nysql - bui | d@ss. or acl e. com The keylID for MySQL 8.0.36 packages and higher, and MySQL
8.3.0 and higher, is ABD3785C. After obtaining this key, you should compare it with the key following
value before using it verify MySQL packages. Alternatively, you can copy and paste the key directly
from the text below.

Note

The public GPG build key for earlier MySQL release packages (keylD
5072E1F5 or 3A79BD29), see Section 2.4.5, “GPG Public Build Key for
Archived Packages”.

----- BEG N PGP PUBLI C KEY BLOCK- - - - -

Version: SKS 1.1.6

Conment : Hostnanme: pgp.nit.edu

n NBGU2r NoBEACSI 5t OnL6/ H 3d0PwsbdnbY+SgLUlI Z3uMWZQnbt sNhv Thahv PPZBGdI 99i W
YTt 2KmXp0KeN2s 9pnKk GAbac QP1Rgz M-noHawSM 0qTWVj Avhnl 4+qzMDj TNSBq9f a3nHmO
Yxownnr Rkpi QUM yD7/ JmVENgwWbh6ak ZeGYr Xch9j d4XV3t 8CD6 TGz TedTki OTDNr 6YZYhC7

j UnBf K9Zs299pz OXSx RRNGd+3HIgbXi zr Bu4L/ 3| Ur Nf / / r M7 OvVOHo 7u9YYy AQBL3+0QABK9

FKHNhr pi 8Q0cbhvWkD40CKJI+YZ54Xr O0YTg/ YUAs5/ 3/ / FATI 1sWit Lj J5pSb0onV3LI bar



http://www.gnu.org/software/textutils/
http://www.fourmilab.ch/md5/
http://www.fourmilab.ch/md5/
http://www.nullriver.com/index/products/winmd5sum
http://www.nullriver.com/index/products/winmd5sum
http://www.gnupg.org/
http://pgp.mit.edu/
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RTN8I C4Le/ 5kd3l cot 938b3EMXL5p90GW WBf mNVRSUI 74Vmt +v9gypOHdOkeRCUN8I o/ 1V
0YD9i 92KsE+/ | qoYTj nya/ 5kX41j B8vr 1ebkHFuJ404+G5ETdOowwx q64j LI csp/ GBZHGUOR
KKA09DRLH7r pQ7PVI nwBTDNI O W 5EJI BXFc PL+NgWhqk ADAYy A/ XSNeW qonvPl Yf masnAHA
pMI9NnPChC7hJTj G AWGBUyWhV8Dj 07DHFQBXBbk TnKH2Or Jt guPgSNYt TASbsW09S8uj oT
DXFT17NbFM2dM i q0a4VQB3SzH13H2i 09Chg/ TzJr JGmavgoXgWARAQABE DZNe VNRTCBSZ\Wk
YXN | EVuZ2l uzWyawWsnl Dxt eXNxbCli dW sZEBvc3Mib3JhY2x| LmiN\vbT6JAl QEEWEI ADAW
| QS8pDQXwW7 SF3RKOxt S3s7el gNNAXAUCZTas2gl bAWUI ABJInAAUL CQgHAg YVCgkl OM EFgl D
AQ eAQ XgAAKCRC3s7el gNNdXLzoD/ 9Pl pW f H | 8eQTHWGs G wFA+f gi py DEl apHW3MO+K9
VOEYRZCZSuBXHJe9kj GEVCGUDx f | mvgTuNugYmvVUV+wy hP+w46W c Wk qZKAWDhNpOTTvu3e
Dwap7gdk80VF24Y2Wo0bbi GkpPi PmB590ybGKaJ756J1 KXI L4hTt K3/ hj | PFnb64Ewe4YLZy
0Ju0f QOyA8gXuBoal HhUQTbRpXI 0XI 3t pZi Qem\bf Bf JgXo6LP3/ LgChAuCf Hl @Bal vnhhCwx
hNUSYG Rgx+BEbJwWLX99Az 8XvGcZ36VOQAZzt kW nEf HONDPz 7 MXwoEvduc61xwl M EsUl aS
f n6SGALFzWPCl A98UMBIgF6sKb+JNoNbzKazZ8V5wl3nmsLb/ pq7hab72HHI9XIbyKNI i Yj 3+KA
3gO0YLf +Hgt 4YAEh| J8x2+g690Np7zJFAKXNFbi 1BA oLG1w8akY1lr Q zpndKSpZg5KWWBFY/
1PEXORez g/ BPD3Et pOAVKS f 4Ydr DI OkNB7zoHRf FHAvEuuqt i 8aMBr bRNRSGOxunMJCEhDYS
/ wOOT| 0g3bFINpAkf ULFun57N96Us2T9gKo9AI OY5DxMe+l r Bg4zaydEQovggNi 2wbUOMOBQ
b23Puhj 7ZCl Xcpl Lvex9ygj KONr 75w+ XQ FDNeux4Znzay 3i bXt APqEyk PMZHs Z2s bk CDQRI
NgzaARAAs dvBo8WRgZ5W/Vk 61 ReD8b6Zx83eJUkV254YX9zn5t 8KDRj YOy SWS75ml| aZLsv0
YQ Jk+5rt 10t ej yCr JI FO9CM Cnj UKt Vbgnhf S5+f UDRr YCEZBBSa0Dvn68EBLi Hugr +SPXF
601hXEUqdMCpB60Vp6X45JVQr oCKI H5vs Ct w2j UBS2/ | j j VOV+E/ zi t GG ZaoZ1f 6NG7ozyF
eplCSAReZu/ ssskOpCLI f CebRd9Rz3Q Sr ChWYuJa+eJm F4oahnpUGkt xMD632| 9aGHl M |
t NINt X32MoO+Se+cCt Ve3cxSa/ pR+89a3ch9l BAS5t FF2Qoekhqgo/ 1nmmli 93Xn6uDuhl 5t VT
nB217dBT27t w+p0hj d9hXZRQbr | ZUTyh3+8EM mAj NSI eR+t h86x RA9XFRr 9ECqr ydnALOUr
9cT7Tf XWEEKFvn6l j QX7f 4Rvj JOTbc4j JgVFyu8K+VUBU1NnFJgDi NGsW nYxAf 7gDDbUSXE
uC2anhWxPvpLGrsspngge4dyl +3nv+UqZ9snbLCebR/ 7UZ67t YZ3p6xzAOVgYsYcxol UUEZX
j HQX sYf TZZhr j UMBJ09j r Mvl KUHLNS437 SLbgoXVYZnt qwAW VNOLZf +f Frmd| E5aGBG5Dho2
CZ6uj ngVWWZkn98T1d4NOMEWWXa2V6T1i j zcqD7 GApZUAEQEAAYK CPAQYAQuAJhYhBLY kNBf D
t 1 XdEo7GlLezt 4i 003hcBQII NgzaAhs MBQk Dmrc AAAoJELezt 4i 003hcXqMP/ 01aPT3A3Sg7
0TQoHICxj 04ELkzr ez NWGWVYwh SKr R2LoXR8zf 2t BFzc2/ Tl 98V0+68f / eCvkvgCuCt q4392
Ps23j 9WBr 5XG+GEDOMDsx0gl OE+Qkwo7pwdJct A6ef stmRkj F2YVOONIM JALt c8NbNXpEEH]
Z7F8Ri 5cpQ GUz/ AYOeae2b7Qef yP4r pUELpMZP] c8Px39FelDz RoT+5E19TZbr pbw SYs1i
CzS5YGnpCRy ZcLKX03z S6N22+82cnRBSPPi pi 06\WWaQawc VM QOLSX0gi B+3/ Dr yf N9Vul Yd
1EWCGQa300MVUu605KVHWPGl 9R1P6XPZhur kDpAdOb1s4f Fxi n+MixwnG7Rs| ZA9CXRPpzo7/
f CMABs YOHL5DP+Yf UckoEr eBt +zezBxbl X2CGGNEVIv 3UBXadRt wx YQ6sN9bgWj mlb41vNA
17b6CVH6s Vgt U3eN+5Y9anleb5j LDEkFYx+O eql | | d/ TEqwS61csY9aav4j 4KLOZFCGNUOFV
j i 7NQewSpepTcIwf JDOznt i DP4vol 1ApJ GLRwWZZZ9PB6ws OgDOoP6sr 0Yr DI / NNX2Ry XXbgl|
nQLlyJZVSH3/ 3e06knG2qTt hUKHCRDNKdY 9Qqc1x4WNN SRj h+zX8AvJK2qglr VLH2/ 3i | xe9w
cAZU aj 3i d3TxquAl ud4l Wbz

=h5nH

————— END PGP PUBLI C KEY BLOCK- - - --

To import the build key into your personal public GPG keyring, use gpg - -i nport . For example, if
you have saved the key in a file named nysql _pubkey. asc, the import command looks like this:

$> gpg --inport nysql _pubkey. asc

gpg: key B7B3B788A8D3785C. public key "MySQ. Rel ease Engi neering
<nysql - bui | d@ss. oracl e. con>" i nported

gpg: Total number processed: 1

gpg: i mported: 1
You can also download the key from the public keyserver using the public key id, ABD3785C.

$> gpg --recv-keys A8D3785C

gpg: requesting key A8D3785C from hkp server keys. gnupg. net

gpg: key A8D3785C. "MySQ. Rel ease Engi neering <nysql - bui |l d@ss. oracl e. conp"
1 new user ID

gpg: key A8D3785C. "MySQ. Rel ease Engi neering <nysql - bui |l d@ss. oracl e. conp"
53 new si gnat ures

gpg: no ultimately trusted keys found

gpg: Total nunmber processed: 1

gpg: new user IDs: 1

gpg: new si gnatures: 53

If you want to import the key into your RPM configuration to validate RPM install packages, you should
be able to import the key directly:

$> rpm--inport nysql pubkey. asc

If you experience problems or require RPM specific information, see Section 2.4.4, “Signature
Checking Using RPM”.
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After you have downloaded and imported the public build key, download your desired MySQL package
and the corresponding signature, which also is available from the download page. The signature file
has the same name as the distribution file with an . asc extension, as shown by the examples in the
following table.

Table 2.1 MySQL Package and Signature Files for Source files

File Type File Name

Distribution file nysql - st andar d- 8. 3. O-1 i nux-
i 686.tar.gz

Signature file nysql - st andar d- 8. 3. O-1 i nux-
i 686.tar.gz. asc

Make sure that both files are stored in the same directory and then run the following command to verify
the signature for the distribution file:

$> gpg --verify package nane. asc

If the downloaded package is valid, you should see a Good si gnat ur e message similar to this:

$> gpg --verify nysql-standard-8.3.0-1inux-i686.tar.gz.asc

gpg: Signature nade Fri 13 COct 2023 01:53: 29 AM PDT

gpg: usi ng RSA key 859BE8D7C586F538430B19C2467B942D3A79BD29

gpg: CGood signature from"MSQ Rel ease Engi neering <nysql - bui | d@ss. oracl e. con>"

The Good si gnat ur e message indicates that the file signature is valid, when compared to the
signature listed on our site. But you might also see warnings, like so:

$> gpg --verify nysql -standard-8.3.0-1inux-i686.tar.gz.asc

gpg: Signature made Fri 13 COct 2023 01:53: 29 AM PDT

gpg: usi ng RSA key 859BE8D7C586F538430B19C2467B942D3A79BD29

gpg: CGood signature from"M/SQL Rel ease Engi neering <nysqgl -buil d@ss. oracl e. con>"
gpg: WARNING This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: 859B E8D7 C586 F538 430B 19C2 467B 942D 3A79 BD29

That is normal, as they depend on your setup and configuration. Here are explanations for these
warnings:

* gpg: no ultimately trusted keys found: This means that the specific key is not "ultimately trusted" by
you or your web of trust, which is okay for the purposes of verifying file signatures.

* WARNING: This key is not certified with a trusted signature! There is no indication that the signature
belongs to the owner.: This refers to your level of trust in your belief that you possess our real public
key. This is a personal decision. Ideally, a MySQL developer would hand you the key in person,
but more commonly, you downloaded it. Was the download tampered with? Probably not, but this
decision is up to you. Setting up a web of trust is one method for trusting them.

See the GPG documentation for more information on how to work with public keys.

2.4.3 Signature Checking Using Gpg4win for Windows

The Section 2.4.2, “Signature Checking Using GnuPG” section describes how to verify MySQL
downloads using GPG. That guide also applies to Microsoft Windows, but another option is to use a
GUI tool like Gpg4win. You may use a different tool but our examples are based on Gpg4win, and
utilize its bundled KI eopat r a GUI.

Download and install Gpg4win, load Kleopatra, and add the MySQL Release Engineering certificate.
Do this by clicking File, Lookup on Server. Type "Mysql Release Engineering" into the search box and
press Search.



http://www.gpg4win.org/
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Figure 2.1 Kleopatra: Lookup on Server Wizard: Finding a Certificate

" Lookup on Server - Kleopatra
Find: MySQL Release Engineering L x| Search
MName E-Mail User-IDs  Valid From  Valid Until Key-1D Select Al
WMySOL Release Engineering mysql-build@oss.cracle.com not checked 12/14/2021 unknown 4678 942D 3A79 BD29 Deselect Al
Details...
Import Close

Select the "MySQL Release Engineering" certificate. The Key-ID must reference "3A79 BD29",
or choose Details... to confirm the certificate is valid. Now, import it by clicking Import. When the

import dialog is displayed, choose Okay, and this certificate should now be listed under the Imported
Certificates tab.

Next, grant trust to the certificate. Select our certificate, then from the main menu select Certificates,
Change Certification Power, and click Grant Power.
Figure 2.2 Kleopatra: Grant Certification Power for MySQL Release Engineering

™ Kleopatra — O

= i oM R Q = ]
SignfEncrypt  DecryptjVerify =~ Import Export Certify Lookup onServer | Certificates Motepad  Smartcards

Search.. . <Alt+0>

earch... <Alt+Q> All Certificates W
7 Al Certificates Imported Certificates o
Mame E-Mail User-IDs  Valid From  Valid Until Key-ID
MySOL Release Engineering mysql-build@oss.oracle.com not certified 12/14/2021 12/14/2023 4678 942D 3A79 BD29
™ Grant Certification Power - Kleopatra

o Do you want to grant ‘MySQL Release Engineering <mysgl-build @oss. orade.com > (3A796D29)" the power to mark certificates as valid for you?
This means that the owner of this certificate propery chedks fingerprints and confirms the identities of others.

Grant Power © cancel

Next, verify the downloaded MySQL package file. This requires files for both the packaged file, and
the signature. The signature file must have the same name as the packaged file but with an appended
. asc extension, as shown by the example in the following table. The signature is linked to on the
downloads page for each MySQL product. You must create the . asc file with this signature.
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Table 2.2 MySQL Package and Signature Files for MySQL Server MSI for Microsoft Windows

File Type File Name

Distribution file nysqgl - 8. 3. 0- wi nx64. nsi
nysql - 8. 3. 0-wi nx64. nsi . asc

Signature file

Make sure that both files are stored in the same directory and then run the following command to
verify the signature for the distribution file. Load the dialog from File, Decrypt/Verify Files..., and then

choose the . asc file.

The two most common results look like the following figures; and although the "The data could not be
verified." warning looks problematic, the file check passed with success. For additional information on
what this warning means, click Show Audit Log and compare it to Section 2.4.2, “Signature Checking
Using GnuPG”. You may now execute the MSI file.

Figure 2.3 Kleopatra: the Decrypt and Verify Results Dialog: Success
™ Verify Files - Kleopatra
All operations completed.

-

Verified ‘mysgl-8. 1.0-winx64.msi’ with 'mysgl-8. 1.0-winx64.msi.asc The data could not be Show Audit Log
verified.

Signature created on Wednesday, June 28, 2023 5:59:35 AM

With certificate: |
MySOL Release Engineering <mysal-build@oss.orade.com = (4678 942D 3479 BD29)
The used key is not certified by you or any trusted person.

oK

Seeing an error such as Veri fication fail ed: No Data. means the file is invalid. Do not
execute the MSI file if you see this error.

Figure 2.4 Kleopatra: the Decrypt and Verify Results Dialog: Bad
| ™ Verify Files - Kleopatra

All operations completed.
I -

verified ‘mysgl-8. 1.0-winx&4.msi’ with ‘mysgl-8. 1.0-winx&4.msi.asc’: Verification failed: Mo Show Audit Log
data.

OK

2.4.4 Signature Checking Using RPM

For RPM packages, there is no separate signature. RPM packages have a built-in GPG signature and
MD5 checksum. You can verify a package by running the following command:

$> rpm --checksi g package name.rpm

Example:

$> rpm - -checksi g nysql - comuni ty-server-8.3.0-1. el 8. x86_64.rpm
nysql - conmuni ty-server-8.3.0-1. el 8. x86_64.rpm digests signatures OK
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Note

If you are using RPM 4.1 and it complains about (GPG) NOT OK (M SSI NG
KEYS: GPG#a8d3785c), even though you have imported the MySQL public
build key into your own GPG keyring, you need to import the key into the RPM
keyring first. RPM 4.1 no longer uses your personal GPG keyring (or GPG
itself). Rather, RPM maintains a separate keyring because it is a system-wide
application and a user's GPG public keyring is a user-specific file. To import the
MySQL public key into the RPM keyring, first obtain the key, then use r pm - -

i mport to import the key. For example:

$> gpg --export -a a8d3785c > a8d3785c. asc
$> rpm --inport a8d3785c. asc

Alternatively, r pmalso supports loading the key directly from a URL:

$> rpm--inport https://repo.nysql.com RPM GPG KEY- nysql - 2023

You can also obtain the MySQL public key from this manual page: Section 2.4.2, “Signature Checking
Using GnuPG".

2.4.5 GPG Public Build Key for Archived Packages

The following GPG public build key (keylD 3A79BD29) can be used to verify the authenticity and
integrity of MySQL packages versions 8.0.28 through 8.0.35, 8.1.0, and 8.2.0. For signature checking
instructions, see Section 2.4.2, “Signature Checking Using GnuPG”. It expired on December 14, 2023.

GPG Public Build Key for MySQL 8.0.28 through 8.0.35, and 8.1.0/8.2.0 Packages

----- BEG N PGP PUBLI C KEY BLOCK- - - - -

n) NBGGAur cBEACr bsRa7t SSyx Sf FkB+KXSbNWBr x YgoB78ul07skReef g4/ +Y72
TpDvl DZLndv/ | KOI pLa3bnvsMBI E1t r NLr fi +JES62kaQ6hePPgn2Rgxylirt 2se
Si 3Z3n3j | Eg+nSdhAvW-b+hFngxo+TYOU+RBwWDI 4000Yz Hef k YPSniNPdI x RPQBM/
AGPTNf XxERX6XvVSPcL1+] 4R2c QFBr yNni dBFI koCOszj WhmtWhbURsLheBp 7571

gEyr pCuf 277zl q2gEi +wt PHI t f gsx3r zxSRgat zt MGYZpNUHNBJkr 13npZt GMkd
N xu980QLZxN+bZ88pNoOuz D6dKcpMIOLkdUmTx5z9ewi Fi FbUDzZ7PECOnR2g3ve
Jrwr 79CXDLE1+39Hr 8r DM2kDhSr 9t Al PTnHVDcaY!l GgSNI Be Yf Lt 91133k| HQHB
I dWCNVE Wj q5YcLQI9TXx @Gz gABPr n6NDd 1t 9] 7wlL7uwBvMBlwgpi r RTPVF nUS
Cd+025PEF+wTcBhf nzLt Fj 5xD7niNs nDmeHk F/ sDf NOF Az TELv2wgOnd YU60xbL 6/

yl /' Ni pyr 7W Q COnBW kj j VDTf s7/ DXUqHFDOu4WWF9v +oqwpJ XmAe GhQTWZC/ Q
hW rj r NJAgwKpp263gDSdW 0ekhRz s ok 1HIwX1Sf x HI YCMFs 2aH6ppz Ns QARAQAB
t DZNeVNRTCBSZWkI YXNI | EVuZ2l uZW/yawWsnl Dxt eXNxbCli dW sZEBvc3Mub3Jh
Y2x!| Lmi\vbT6J Al QEEWEI ADAW QSFmi+j Xx Yb1OEM_GcJ Ge5Qt OnmBKQUCYbi 6t wi b
AWUI A8JnAAUL CQyHAg YVCgk| OM EFgl DAQI eAQ XgAAKCRBGe5Qt OnmBKUewD/ 99
25S31W.GoUQBNoL 7qOB4CEr kXt MzpJ AKKg2j t BGG3r KE1/ 0VAg1D8AWEK4LcCO4
07wohnHOhNi UbeDck5x20pgS5Spl QuuXX1K9vPzHel/ WNTb98S3H2Mzj 4090bED6
Ey52t Tupt t MF8pCOTJ93LxbJI CH KKwWCAlcXud3GycRN72eqSqzf JGdsaeW.nFnH
f 60ee27d8XLoN byAxna/ 4j dwTqnp8oT3bgv/ TBco23NzqUSVPi +7I1 j SLhHvcJu
oJYgazt G AEf /| W Gdf | / KLEh8I Yx8O0BNUoj h9nmz CDl wbs83CBqoUd| zLNDdwrzu
34AW7xK14RAVI nGFCpo/ 7TEVWWX6weyB/ zgevUl | EB9UABTeFoG h/ hx2j dQV/ NQNt

hWI'j HOhnPnaj BVAJPYwAuOB2r x2pnZCx DATVhOel Ck Tue3PCnez HBF/ GT6c65aQ
C4ao0j j 0+Veh787Q | QQFr WwnTz+4f NzU/ MBZt yLZ4Jnsi WJs9eJ2V1g/ A+Ri | Ku
357Qgylyt Lgl gYi W zHFI Yj dt bPYKj DaScnvt YBVO2Rkt ni7 Xi VAzKFKi aWp+vuVY
pRO/ 7Adgnl j 5Jt 91 QQG0Or +Z2VYx8SvBc C+by3XAt YkRHt X5u4M.| VS3gcoW Di Wv
CpvgdK21EsXj QIxRr 3dbSn0HaVj 4FJZX0QQ7WZnmbW.k CDQRhuLg3ARAAGRY;] gf CO
YcLGKvHhoBns X29vy9Whly2JYpEnPUl B8X0VOyz5/ ALv4Hqt | 4THkH+mmvuht ndo
2Bk CCk508j WBvKS1S+Bd2esB45BDDm huX3o0zu9Xzadi 1FsPnLkQQuMZIv30l s2
pXFnskhYyznmo6aOmH2536Ldt PSI Xt ywf NV1HEr 69V/ AHbr Ezf 0QkJ/ qvPzELBQ f

j wt DPDePi VgWLhkt zVzn/ Bj O7 Xl Jxw4PGcxJG6VAps XmvBt 2f PN9el HDUg8ochH
dJ4en8/ bJDXZd9ebQol LUuCg46hE3p6nTXf nPwSRnl RnsgCzeAz4r x DR4/ Gv1Xpz
v5wgpL21XQ 3nvZKI cv7J1] RVdphK66De9GoVQVTqC102gqJ UEr dj Grxmy CA1000
RqEPf KTr Xz 5YUGs Wwp H+4x CuNQPOgnT eRw3ghr H8pot | r 0i OVXFi c5vJf BTgt cuk
B6E6ul AN+3j qBGTaBM_0j xgj 3Z5VC5HKVbpg2DbB/ wik LWwFHNAbz V5hj 20s5Znva
0y SP1YHB26p AVBdwB38GBaQvf Zgq3ezMAcRAo/ i J/ GsVE98dZEBO+M +0KYj +ZGtv
yxz020sweun7ZKT+9qZMB0f 6c @Bz qX6| f XZHHMQI BNv 73nt Z\WWNh DQOHs 4wBoq+FG
QMNNgLU9xaZxdXw80r 1vi DAWOy 13EUt ¢ Vb TkKAEQEAAYK CPAQYAQYAJhYhBI VWWENf F
hvU4Qns ZwkZ71 C06eb0pBQIhuLg3Ahs MBGk Dvtc AAAQJEEZ7] CO6eb0pSi 8P/ i y+
dNnxr t i ENn9vkk A7 AmZ8RsvPXYVeDCDSsL7Uf hbS77r 2L1qTa2aB3gAZUDI OXl n5
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11 SxMeelLt CequLMEV2Xi 5kn70r dt nj a5SmAN c9f yExunXnsChg6UGB72At 5CCGEZU
0c2Nt / hl Gt OR3xbt 30' UM +dEr QPA4BUbWBK1T70OC60Pvt | Kf FAbGZFI oHgt 2y E9
YSNWZs TPe6XJ SapenHZLPOxJLnhs3VBi r WE31QS0bRI 5Az| O f g7i a65vQGAVOCOT
LpgChTbhcZHt ozeFgva4l eEQEAXN+6r 8W gSYe GGDReMEV] PMBdz QObf +SvGd58u
279f 2agPK1H32c69RLoA0MHRe 7V v4i zeJUc5t unJYOe8Q denzzZj T3hj Lh6t Mtm
rp2oWh@Q oed4LxUnwldhMJ Or YXv6l aLGI1FsWseSke7ohBLcf BBTKNnMCBohROHy 2
E63Wygf sdn3UYzf gZ8cf bXet kXuLS/ OMBMXbi Nj g+El Yzj gW kayu7yLakZx+mx6
sHPI JYnm2hzkni M®29d5nm3d 7ZT9enP9b+Cf qGUxoXJkj sOgnDl 44bwG]0dmni Bu3aj

VAaHODXy Y/ zdDMG skf EYbNXCAY2FRZSES8t g TvPKD++Kd2KGpl MJ2EI FT7JYf Kh
HAB5DGVKkXx92HUM ds TSKHe+nnnoFrmu4gnnDU31i

=Xgbo

————— END PGP PUBLI C KEY BLOCK- - - --

The following GPG public build key (keylD 5072E1F5) can be used to verify the authenticity and

integrity of MySQL 8.0.27 packages and earlier. For signature checking instructions, see Section 2.4.2,

“Signature Checking Using GnuPG".

GPG Public Build Key for MySQL 8.0.27 Packages and Earlier

————— BEG N PGP PUBLI C KEY BLOCK---- -

Version: SKS 1.1.6

Comment : Host name: pgp.mt.edu

QG BD4+owwRBAC14d f Uf CyEDSI ePvEWBSAFUdJ Bt oQHH/ nJKZy QT7h9bPl UWC3ROD] QRey
Cl TRr dwyr KUGku2FnmeVGm2u2WrDMNABLnppr WPk BdCk 96+OnSLNIbr Zf w2v OUg CriYv2hWoh
yDHuvYl QA/ BThQoADgj 8AWs/ OLo7V1W/ 8VuHPOgQACgv z V3BgOx RznNCRCRxAuAuVzt HRcE
AJoo(K1+i Si unZMYDIWIf eXf shc57S/ +yeJkegNWhixwRIpRWAr NYJdDRT+r f 2RUe3vpquKN
QU hnEl UHJRQgYHo8gTxvxXNQc 7f JYLVK2Ht kr PbP72vws EKMYhhr 0eKCbt LG | s9krj J6sB
gACyP/ Vb7hi Pawxh6r DZ71 TnEK YpXBACMAHP8NI TkanEnPCi a2Z0oOHODANWpUKP431 7 sDngt
obZX9qgnr AXw+uNDI QIEXMBFSbi OLLt Zci NI Ysaf wWAPEOVDKpMJAKGI yi sNt PvalLd8l HObPAN
Wjcyef epr vOsxxqUEM: MBo7wwgf NB3POk DasDbs3pj wPhxvhz6/ / 62zQ7QTX TUUwgUmvs
ZWFzZSBFbndpbnVl cnl uZy ABbXI zcWiut YnVpbGRAb3Nz LnmBy YWNs ZS5j b20+i EYEEBECAAYF
Al | dBJ4ACgk QuvecMmpx2wBa2MYQCggadwxf wle/ 52xg0RTkhsbDChvdAAN30nj wolL BhKdDBxk
hVmvZQuvzdYYN GYEEx ECACYCGy M3Owk | BMVICBBUCCAMEFgI DAQ e AQI XgAUCTnc+KgUJE/ sC
FQAKCRCM: YO7UHLh9SbVAJ 4l 1+qBz2BZNSGCZwWwwAB YbhGPC7FwCgp8z5Tz| wAYQULSNGI/ sy
0oSazqgm ZgQTEQ AJgUCTnc9dgl bl wUJEPPz pwYLCQgHAWM EFQ | AWQWAgVBAh4BAhe AAA0J
El xxj Tt QcuHLUt 4A0l Kj hdf 70899d+7JFq3LD7zeeyl 0AJ9Z+YyE1HZSnzYi 73br Sci | bl V6
s YhpBBMRAgApAhsj BgsJCAc DAg QVAgg DBBYCAWECHg ECF4 ACGQEFAI GUk ToFCRU3I aoACgkQ
j HGNOLBy 4f W.QACK V6wP8ppZqMz2Z/ gPZbPP7s DHE7EAN2k DDat XTZI ROpMycnNOcf f 1t sX6
i GKEEXECACK CGy MaCwk | BWMMCBBUCCAMEFg! DAQI e AQl XgAl ZAQUCUWHUZgUJ Grb Ly wAKCRCM
cY07UHLh9V+DAKC S1gGmgVI / eut +5L+ 2v3ybl +ZgCcD7Z0A341Ht or oV3U6x RDO9T Ugeql
bAQTEQ ALAI bl wi eAQ XgAl ZAQYLCQyHAW GFQoJ CAl DBRYCAWEABQI YpXs| BQkeKT7NAAoJ
El xxj Tt QcuHLw MANRGUZVbr i MRO77KTGAVhIF2uKJi PAJ9r CpXYFve2l dxST2i 7wdnygef V
a4hs BBMRAgAs Ahsj Ah4BAhe AAhkBBgsJCAcDAgYVCgkl AgMFFgl DAQAFAI i nBSAFCRAqy RQA
CgkQ HGNOLBy4f VXBQCeOgVM Xf AWHq+QgaTAt bZskN3Hk YAn1T8LI bl kt FREeVI Kr QEA7f g
6Hr Q GNVEEX ECACWCGy MCHg ECF4 ACGQEGCWK | BWMCBh UKCQy CAWUWAG MBAAUCXEBY+WUJ | 87€e
5AAKCRCME YO7UHLhORZPAJQuvnDz| zf CN\N+DHxHVaoFLFj dVYTQCE bor sC9t mEZYawhhogj eB
kZkor by JARWVEEAECAAYFAI AS6+UACgk@Bal C+GoXHi vr Waf / dt Lk/ x+NC2VMDI g+vCeM)qgG
11 | hXZf i NsEi svvGaz4n8f SFRGe+1bvvf DoKRhxi GXU48Rusj i xzvBb6KTMuYEJpOVf z9Dj 3
H9spYri Ha+i 6r YySXZI pOhf Li MhTy7NH20vYCyNzSS/ ci | UACI f H 2NH8z NT5CNF1uPNRs 7H
SHzzz7pA Tj t TW F4cq/ | j 6Z6CNr ndj +Si M/j YNQu6SAEKG oNt pycgD5HGKR+1 7Nd/ 7v56y
haUe4FpuvsNXi g86K9t | 6MUFS8CUyy 7H 3kVBZOUWWBMI53knGdALSygQr 50DA3j MaKVI 4Zn
H e2RVWARNFTr 5YWHRTIMK USQPM_pBNI k BHAQQAQ ABgUCUL B+v QAKCRAohbc D0z ¢ c8dWWCACW
XXVDXI ¢ AWRUWHj 3ph8dr 9u3SI t | j n3wBc7cl pcl KWPuLvTz7I Ggzl VBOs8hHAXgkSA+zLzl 6
u56nmpUzskFl 7f 11 3Ac9GGMAONMbY MROhwW D1HAZt &f bD+wkj | qgi t NLoRc GdRf / +U7x09CGh
SS7Bf 339sunl X6sMgXSC4L32D3zDj F5i cGdb0Okj +31 Cr Rnp853dGy A3f f 9y Ui BkxcKNawpi 7
Vz3D2ddUpOF3BP+8NKPg4P2+sr KgkFbd4Hi dcl SQCt 3r YAvaTkEKLKgOnNNAG6U4r 0YgCa7wl T
SsxFIl nt MVzaRg53Q KO+YkHOKuZR3GY8B7pi +t | gycyVR7m Fo7r i QEc BBABAQAGBQIc SESc
AA0JENwpI / UWTW 2X/ YH 0JLr/ qBW cDI x9adnk5+vj PoUl 6U6SGzCkl | f K24j 90kUO00JxDn
FWe 9t cxG xK8Nn6AEC5Q0FQzj uXe YQLSAHXquZ9Ceq i dnsr RLVKXwO cFZPBnf S9JBzdHa9
WLb9INVWHOehWMy | | TVZ1KeBLbl 7uoy XkvZgVpOREd37XWsg YEhTOJWAXnk4obH6dj Y3T/ Hf
D70pi uvFU7w841 RAgevUcaDppU 1Q ubi OnVi q6MAki 85Z+uoMsoj UZt wigXDSYI PzRHct f x
Vdv3HS423RWvcf pMJG4r 7t TOSXhHS9r cs6l zLnKl 84J0xz| 5bWs/ Fw+5h40Gpd4HTR ki E
Xu2J ARWEEAEI AAYFAI aBV3QACgk QRni7hv+CThQqTOwW 9Ge3sRxw+NI kLkKsHYBTkt j YOyv49
48] a5s9awR0bzapKOWVal uEgf wt KD8/ NCgYel VYyaZl YnS1FP51yAt uzdvZXAl ODAl TyMAd1S
RCESj CCi Z028el EcoeM j +UXr wo4+| 7/ abFhi SakzsFZ/ eQHnsMhkJOLf 8kug3vMXj Soi z+n
T14++f BK2nCVt ulSf t c877X8R7xUf OKYAG bnY+RAI 7E2JVTM W dt Jaqt 3| 5y6ouTr LOVBd
3ZeEMIYL1PCiXr wZ4+u70TNC26yLSbpL+weAReqH8) GsVI UmMNAMXVkmiti xmr nN66 VW SLgQEK
P5] Whowv9+KEhNnWBGCaT4!l u8r YkBI gQQAQ ADAUCTndBLgUDABJ1AAAKCRCXELI byl et f Anx
B/ 9t 79Q72ap+hzawz KHAy k3j 990FbB8uQDXYVAANMBAy/ Af Oey YSOd9SBgpexyFl GL404dd7U
[ uXwbZpAu5uEGKB/ 16 MJ9EVPCEYXCROI r 70qi 6XE gh+Qly/ d3X&7ZbudvnLFyl UE+t F8YU
Z5snBl r nwPKY! 2Dl a0BToA7Pi 95082Yj b4YgNCxj rr 61gO9n4LHDNLi 74cNXOeasl 9zp14zS
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acd t JGOr PEK+ChNCGKFNg/ gr 9Hn/ ank29D8f zg6BLoaO x82zZ25QPM / +SF4xEp/ O71 ol 4
dA+0Omii Pz76B+keORTsgNRf VK| dz2f Q92| 4&@yWwW\ul Gecl 3FBZTi YG 3i QEi BBABAGAMBQIO
i LYZBQVAENUAAA0JEJcQuIVvKV618t KAH 2hG HA0L3x RAP/ CXEJHK3O0+L8y4+duBB@BscRgn
XS28SLf dL8f / ENH+1wah9j hy MC+j nyRl dd5ar 3cC/ s8AJRvOSDRf R5Kvagvr DLr r F+i / vYDB
K5f 6JQr r ygOpoupEuKOz TbLx01FX+CAq+3t Qy8aY6+znl t pi WhvK8ZoUL YKV+Q063Yy VWIBk
KadgELA6S08aQTGK7bJkyJ9xgbFBykcpUUbn0p4XZwz Z3j FgzwengRl YZbf TosVWLJI5HAb7B
u22AukPl sz9PZvd8X8nf nt 0JI wt | 5qt FOr xr KA+X5czswzZ5H3j pr DgOY6y AOESt u+8h1CPo
u50BnP7y KZx dXYqJ ASI EEAECAAWFAK 622 d EFAWASA QAACgK Q x CAnBpXr XwC8ggAgQXVkn5H
Lt Y500Xmh5D/ KdphSKDVB3Z9b/ 3MHz KSCWeCQUkaJ 1gxt y LWLHWLO hUkWsxHdm eoA8Yr 9
JS1r 1j opYu&Zzt zI ScQeSW 8190xnZZVI j KReVy2r DSxt v 7PV5wR3gby 72 PmKWUw7 UHf gt Br

JgA+h5ct f x1j hXI Ut UZpDTSt ZAFgVnmunDXoBNZt YYk/ f f Y1I8KTj Nnt gRcRbTur Sy3dgGAAA
Z01Dl R5kJr h3i kFFJf r X20gODoYCchx gl 4Xoc708uv19GUuvk5sKBT4b2 ASF+J XAMRX0T7v 8
G al hn3CGEQGPZDN2| dMLMzbi 50SETTU@B7nNAI 7bXi r qYk Bl gQQAQ ADAUCTqumMAQUDABJ 1
AAAKCRCXEL. byl et f MCHB/ 9/ 0733PXr dj kMl Uy F7THKpdD8xy3240e5cRWIEVhsD] 11AsPhLv
¢c37MBuCf 2MV5BWG j DypVRX3hT+1r 9VsuR201ETKmJ8zhdj xgTl Z931t / KDer U9s SIWOT33m
WEX7b50 31hgqy2Bc+qOUf SNR8TI OZ7E6P6GynxFzr eS+Q Hf pUFr g41FgV58YCEoMyKAvZg
CFzVSQa2QZQ4uaUl bAhXgWHl NkPdE! / nf vI Unoe/ t 5d/ BDELAT4HEbcJRGUN GN\r ExOYW |

AbauEOnmhNQS+oNg1uSj | TFg6at KOBXgXNf Cp6sSVel SRTNKHSmmt HEc H WULEQz s PUXWGWA
VC40i QEi BBABAgAVBQJ Ov Nk c BOVAENUAAACJEJcQuJvKV618xSkH i zTt 1ERQs gGec DUPqqvd
8exAk1nmpsC7l OMAYYt bG | QOz 7UkwWUWWpr 4R4si j Xf zoZTYNgaYM.bencgHv25CEl 4PZnVN
xWDhwDr hJ8X8I dxr | yh5FKt 0CK53NT9yAsalcg/ 850VgZeB0zECGM sVt | c8InTIvTSnFVr z
7F4hUGCsr UcHImOhf L9JI r x TbpLY9Vnaj Xn9a8psnUCBr w3o(6Zj 8Pw aaLdEBuK5nmB/ OSYo
vmlOf / Bl p+cUp1QANOyx0Jz WK QZWI'ns Vhx Y6skBEd4/ +2ydvOTEOESW207t 7¢3Z7+st W TK
RUg7Tr qHPvFkr QUOFKnHeTegPhc8r j Ugf LaJASI EEAECAAWFAK 7 Co 7WFAWASAQAACgk Q x C4
mBpXr Xza3Af / G ONcvE3j me8h8SM_vl r 6L11 | uWpHy Wwecvgak RIwUoj Rr SVPghUAhj ZEob4w
CzZ4ebRR8q7AazmONFN1CGoqt zr Wkj RABX3/ vOdj ONvXqCHf Tgn0Sc4qz98+Lzuu8qQHIDEI

ZLypt v96t GZb5wW82Nt HFMU9LKkKj AVYcDXgqJ4USmB0CApXgd+8l VOr WiVBNy cgDOI k3ZKZQXH
1DHdJFzohNt gbWGMAj gwKHoBSHES|j Z/ War XEf 0+0TLj ZSbr ynt GpPI nsi j HAD9QVOR55RWC
Dt PWJPPu5el Ldaurj PG j | 61 ol 8sNHekj nDZnRI 0ZMyj pr JI Tg4AG3yLU9z U+boCYkBI gQQ
AQ ADAUCTVI 8VgUDABJ 1AAAKCRCXEL. byl et f Nel B/ OW d7SWBwW8z61g5Ywud nmBcnlZVQFo
vGnJFeb+Q ybEi cqr UYJ3f | Pj 8Usc27dl wLP+6SUBBt | dYj Q7p7Cr Q@ ax GSWYnmNaJ50f 6Eb
JpQ 31 WBW NEgF3ycFonoz 3y uWMvEdMXBa+NAVV/ gUt El Bmoe WHNWKST YN3OFYnkZe+v+Ckq
SYw gOr 9+191 FwKFvf k0j X1ZGk6GP27z Tw49y opVk Fw/ AUZXI WQHOYAL3gns| wPz5Lwi TyJ
kxAYYvdByZk4G O +HzgGPspNl QeeUt eXzf bPz0f WEt 64t udegYu/ f NSQVLGS/ WHf kuFkuo
gWNBFcu5TPEYcwWGkUuE/ | ZZEni QEi BBABAgAMBQI PBAk XBQVAENUAAA0JEJcQuJvKVE18AGBH
/ OLLr 1lyMosbLAhQzcKnD/ / j SOZ2FI BXGKUTK8/ onl u5sUc MivVPHNj UQ' nHi FMo YFCE55Di

r VUKI | Zb6sdx2E/ K+ZkZHPW F1BAaHUQ QGh3Zzc8l VIg9Kt FLAJknkc61VEF2M i aRl vl o
VPNr 50 v2THOPgVxdV3goBL6EdAdgdwCvy23Z244vCpOQVNQ 4aJKg2f 49XQ N1+CGd2nEr 7wX
aN9DZQu5z TU7uTRi f 3FI XHQ4bp8TWBK3Mu/ sLI qZYt F3z7GH4Aw3 Qowy A2 CVk Gg TGMQwy USFh
JQdr gXd 0woy6Jusj JWIWT1f X AGEi a3wr Sw2f 8R1Lu6VOk0ZhsMu3s7i JASI EEAECAAWFAK 8V
INWFAWASAQAACgKQ xCAnBpXr Xzi j Af 7Bn+4ul 7NedLGKB4f WKDvZARcys13kNUcl | 2KDdu
j 4rliaY3vXT+bnP7r dcpQRal 3r +SdqMbuBy ROHNZ+014r VJI VAY+ahhk/ ORmdJTsv791JSkT
FuPzj Ybkt hqCsLI wa2XFHLBYSZuLvZMoL8k4r SMul 529XL48et | K7 QNNVDt wnHUGY+xv Pv PP
Gzwj mX7sHsrt Edker j ntMughpvANpy PsFe8Er QCOr PhDI kZBSNcLur 7zwj 6mD+85eUTntj 8
1ul | k4wj p39t Y3Ur Bi sLzRImAVr Cd9AVW JRoPDJFq6f 4r eQSOLbBd5yr 71 y Yt QSnTVIVhx R4
4vnQcPgEcf Tt b4k Bl gQQAQ ADAUCTzI| t OWUDABJ 1AAAKCRCXEL. byl et f Ao9CACWRt SxOvue
Sr 6Fo6TSMyl od YRt EWQYYSEj cXsTSEM/pX/ zLgnR2f TgRgNzwaBkwFqHEY6B4g2r f Ly NExhXm
NWLI e/ YxZgVRy My RUEp6qGL+k YSOZR2Z23c OU+/ dn58xMkGYChwj 3zWj +C woU+D/ 6et Hpw
Ur bHGc 5 Hx Npy KQKEV5J +SQ6 CDWOPOON / UHI kgSSmmivemXl gEKEGr t vl i FN1j pi TRLPQnzAR
198t Jo3G G5Yut GFbNI Tun1sXN9v/ s4dzbVOntHvAg/ | W-2AT6QIDD204pp/ n-xKBFi 4XqF6
74HbnBz| S7zyW j T2Znuj FDQEMKF ske/ OHSuGZI 34gJ3i QEi BBABAGAVMBQIPSpCt BQVAENUA
AA0JEJcQuIVKVE18LI1QH i j aCAl gzQ vESK/ QZTxQo6Hf 7/ CbUMBt B7i Rj al KOXWrlJodBpOC
3kWABEI VgJdxW t bMoP8WebG dHW/AuX6RIGXDI 8+egj 8BYBLL807gKXkgeOxKax ONSk5vBn
gpi Xx2KVI Ht W n7azBOAi CdcFTCuVEl Hsl r hMAgt N6i dGBVKt XHxWB/ / z9xi Pvcl ur yhj 8or S
1eJCt LG ji 7KF2l UgCyyPJef r/ YT7DTOC897ELl 01E4AdDymNur 41Ny obAogaxp6PdRNHBDum
y8pf PzLvF30Y4Cv+SEa/ EHMCOTHTanKaN6Jr y/ r pof gt uei MkwCi 81RLgQd0ee6W i ui 8Lwp
/ 2KIASI EEAECAAWFAK 9V2x 0 FAWASAd QAACgK Q' x CAnBpXr Xy 9UQgAs Ve 8HNwA7VKdBgs EvPIg
xVI nbY+9JcqdQc A77gSMCl ¢8n60VF1Rpl 2y FnFUpj 1mvJuWi i X98t RGBQKWII M EPovgZcS
bhVhgKXi U87dt Wurc YhMs XBAYczbs SaNVhOl PWKHUQ+r YRevdOxGDOO 3P7pocZJR850t Mbe
58™bzdsRYZpFWsMkr D7Ai t y5GoD65x YmAkbBwWTj NdeNl pOnHVASbVf 4Fsj ve6J Coyz KOG-B
VULTt AR2uPK6xxpn8f f zCNTALVKXEMBHgj yg4LWSdDTBI evuAgkz4T2eGILXi mhGoTXy7vz+
wnYx@Q@edADr nf cgLbf z8s/ wrCoHAGI AFNI kBl g QQAQI ADAUCT2e DAWUDABJ 1AAAKCRCXELI b
yl et f FBEB/ 9RMASSk UmPW b2EhHPUBL6Xt i 9NopLOrj 5MFzHc Lt goonmrKvpOuwr 1xv0cZMej

ZenU3cWLAvVY2870Jwrk FRFU9LJvi LSGub9hxt QLhj d5gNaGRFLeJV8YOVt z+se2FW.PSv pj

mMAFdf XppWRQ' k1 gVZoXcGIQr QM et mLLgU9pxRcLASQ e5/ wynFXmgSaj xWWHhMrehvJTOg
si YWs Qxg T/ XaWQTy JHk pYJoXx4XKXnocvc8+X3Qkx AFf OHOWY1 +7CN8znDgx YuX/ / PKf DG
2Un0JHP1za8r ponwNG7c58E03VKI RWOTKeSWOc 1c Suf nFcr Penmi h2p70EvNRAI Ni QEi BBAB
AgAVBQI Pe KdGBQVAENUAAA0JEJcQuIVKVE18Ywol AM3uqSB4Ge1D61nmDpl XJf OcC6BhCZvM
mV3xTp4ZJCdCQzj RV3r ZRkt ODwy OVYpLzLgDgvbRw Xj OznDob1Dv YHFA7DnGTGUs BLDX/ xZ
5gRvDt kD6wBb/ +r 2/ eQ Su7ey/ ri YwB6dnBGz KR7FEbI K6bEuPOUBW V2t YKZRgTYqXq7NBL
uNv7c80GMC/ PgdvdhFn4KAvVLOPj VI gr 5+mdXyvi KqGruvguYBDt DUMX1qgZpi +f b7EsbJ Yf

EkBR63j GQn04unqT1EXWIs17gj +yp4l HokJnmEIMS8d2NI ZMPbI | HMiN+haTA73DwiNkbVDlat a
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gSLi FI GXRyzy87f i kLVI | j QJASI EEAECAAWM-AK +Kd AUFAWASA QAACgK Q xCAnBpXr Xwl UQQA
mkFt xXv4k ExFK+ShRwBYQgl | / a6 D3 Mb Dk UHWwn3@BN58p Y1 gzl ONr J/ ZO8zme2r kMT1l Zpdu

Wjj Br vgWhmACqWEXngClj 0Gv6j | 8nl Lzj j CkCZYwWVz02c@BVodCRD5t 0l i | FUL32XNgAk/ br

U dL5L1PZRAdV04kGBYi r Oxuzi WinNaydl 9Dguz PRo+p7j y2RTyHD6d+WL33i oj AO6WI+74
j +U s3PnM\j 3W xxdNGXaNXWb GApj DAJf HI HeP1/ JW GX7t Cept NZwl gJUUv665i k/ QeN2go
2qHVSCABRBAs4H2awdNd9r aEb7f ZI i DmM | XsYI er Qo7q7kK2PdMYk Bl gQQAQ ADAUCT5xA
QQUDABJ 1AAAKCRCXELI byl et f OLs CADHz AnMLOPt SWBOgasAr / 9i of t qt Kyxvf dd/ j mcUcd

RUDj ngNd4G nmL7MS6j Tej KGECS/ f xZBIuRXqMBWYLY3QVI +nLi / t HEcot i vu2vqv4NG lvW
CIf nJvEKB] R8sDGTCxxZQoYoAFbGTP1v9t 4Rdo7asy37s MFR2k A4/ kULFDx Yt FYFwwZCJpNL
hhwoMCI 2St | / W wt A/ 7Ti FCNgHHAKAGe Sz KVy Kr Pdj n8yt 7Js2dMst 2NUOWXQ663S4s6JZdR
| XUV90Yh1lv+gFAuD57UHvi nn6r doXxgj 3uoBnk9r WjIDNYgNf wt f 1BcQXJInea+r Mav GQW hx

eV40+BZPx9G6i QEi BBABAGAVBQI Pr g39BQVAENUAAACJEJcQuIVKVE18MAYI Al p9yNCVLG a
URSt hhmmgE/ sMI5h2Uga6a3mXq8GhGa3/ k4SGqv51bChi LI Ln2b0OK8I uSménxqdZ8XNNVhiy9
E+yYTj PsST7cl OxUzbAj Kews63W EUr j / | E2NEt vAj 0S2gJB+kt xkn/ 91 Hhgwr gOgUof bwe T
hymURI +egyoDdBp911 QD8UuQ9l X+1 +C1PPu+NCQyCt cAhQzh+8p7eJeQATEZe2aBlcdUWjqY
eVENYNNK8zv/ X30OWYl 67YyEgof KoOSYKTqEUPHI | TnkAf n0qVsBA4/ Vit Lbz GVGy QECmbbA34s

51 bM.r YeERF5DnSKc| a665sr Q+pRCH Jhz6VQXGs W yW ASI EEAECAAWFAK +/ 2VUFAWAS QAA
CgkQ xCAnmBpXr XwDOAf +JEUUKLI qO+i qOLV+LvI 091 UAww7 Yf Xcqz4B9yNGOe5Vpr f STnQOP
t M 5dB7r J6t NgkuHdoCh+w0/ 31pPEi 7BFKXI 0SgOz 3f 5dVKBGo8GBs X+/ G/ TKSi TenovOPEU
7/ DI wwirs GEXngms SQQEWIA3y 1aVx c9EVCIXOFi / czcNN Spj 5Qec7Ee9LOy X4snRL1dx30L
| u9h9puzgnBbl 5FLenPUv/ Ldr r LDg&dj 4n2dACS3TI N14cwi BAf / Nvx X3DEPOYTS6f wwKgLY
nH OnKRCOWM J6PAr pvdyj FUGNCS7r 4KoMCKY5t kv Dof 3Fhggr QAgnzuPl t Bk TBQ7s4s GCNww
60k Bl gQQAQ ADAUCT9G zWUDABJ 1AAAKCRCXELI byl et f Dj 1B/ 9NO1u6f aGLlD5x FZquz M7 Hw
EsSJb/ Ho9XIRC nmdX/ Sq+Er QU SMz2FAIWDQOW6 OG0! 3oLLwpdsr 908+b0P82TodbAPU+i b
GCs| UMbLAYUI 5NH6WMpKnubConKbTAne| w+r v Ui bf VFRBTyd2Muur 1g5/ kVUvw29Zw4BTg

Tx3r wFuZUJALKkwy v T3TUUr Ar OdKF+nLt Vg3bn8EBKPx2G KcFhASupQOg4kHoKdOnF10vt 9Hh

KKuoBhl nDdd6oaEHLKOQc TXHs UxZYVi FO22y cBWFgFt aoDMGzy UXOI Oy Fp/ RVBT/ j PXSBW G
lct H+LGsKL4/ hwz 985CSp3qnCpaRpe3qi QEi BBABAGAMBQI P43EgBQVAENUAAACJEJcQuIVK
V618UEEI ALr 7RNCkNwlqo7E4bUpWj opi DOOI vynAOr 5E00r 83VX5YY!l Af uoMzBGg6f f Ki Cs

dr H Eh45al guu8cr Q7p2t LUOOzKYi FFKbZdsT/ yl i YRu4n28eHdv8VMKGZI A7t OONI p1YPd2
9pj yVKy4MO091Nf wXMb+t ¢l zbYL9g+DuhQoYDny8TW 7KKy Y/ gqZU1YB6kS491 ycQMWCi ne
FoeD1f b6aP9uOMFi vgn2QCAhj XueKCO1M20O0j ROWu7j doj N50Jgeo6U0el HTj 200nznh8wYG
MX20+1ybSTj j Hl p3X8l dYx01Sa3AqwKEBc| Ldg5yl yAl Hg2phROd2s/ gj gr W +uJASI EEAEC
AAWFAK/ 1PVUFAWASA QAACK Q xCAnBpXr Xwn3AgAj Wh311 xsQcXo8pdF7Xni USI gnnKYx T+
UZOP71l xeaV/ yj Y+gwyZvf 8TWI4RI Rp51 Gg6aNLwiaDB3l ¢ XBGUXAANGUr +kbl ewi HNCY3Z
+PW ui usl e+of j bs8t FAr 3LN3Abj 70dME7GChLypl P2nmXl oAl nMDJO0Ayr Kx5EeA2j S8z CWCu

Zi i § 4ZwWUZAes XchpSOOVI@B6Yi Pt p+i kVOhmYgZpl XRNc HOpxnVy EW 95MFwi 4gpG+VoN57
kWBXv6csf aco4BEl u9X/ 7y40LbNuvzci nnHaOPde5RnRI bEPQBBZy st 2YZvi WIFsbGBK2x ok
dot dZDabvr RGvh Rz BUMQEOK Bl g QQAQI ADAUCUAZhawUDABJ 1 AAAKCRCXEL. byl et f DJUCAC+
68SXr K4aSeJY6W4cS6x S/ / 7YYI GDgpX4gSl Wit M KCl WAhHkZgx KnWCl nmv g GhweVs Z2Nok
YdOnl r zEPW.7qpl ZRi E1GDY85dRXNWOSXaGG 7A8s6J9yZPAApTvVpMS/ cvl JO+Hl veFaBRHbI

RRndS3QyZVXq48RH2A Hep307c964WIB/ 410ZPJ7i OKgsDLdpj C1kJRf O9i YOs/ 3Qrj L7nJq
5nml4uY16r bgal oL81C7i ycOUKU9sZGVEPV7HO0oO Ay206A3hYSr uyt Ot i C1Pnf VZj h14ek2C
g+Uc+4B8LQF 5Lphad4xuB9xvplX5G 3wi Pr MzcH89y CaxhR8490+0i QEi BBABAGAMBQIQGC19
BQVAENUAAA0JEJcQuIVKV618Chcl AJCXDbUt 96B3xGYghOx+cUb+x8zcy9l yNV8QC2xj d9M

02LITQHf Jf PTd6Lf uoRb7nQHOYJIKL/ | WE28t 9t | H71 +i 7uj YWA/ f War dRzqCul NXr gFEi QK
ZFaDj RYyM)j W& s A3/ Rq2CVBNhBe Cc TDuZ8Vv RdnmDx MPpy av P8 D2d MBVBBKk PHO k4yAl | LVkr

hWir OUpOJhRoel f eyqcN 6Cl UgeRM yBYt hA55f k2X5+Cer omml pDf JJI FQOv64VSz S68NG3
j 9yf 66uuL3bB0CdzOMAGYg/ POwsk CDI MoYmi UnHf BSwWAuxWhDeAvt / u+vU4xqqEj kUQGp03b
Ovixl 79maSuJAS| EEgEKAAWFAI W3HI Fgwe GHAAACgk QSj Ps1Sbl / EsPUCQK / Z6Ht r j 7wDWJS
vLYv3Fw23ZuJ8t 8U/ ak SN\wbhg6UGgwgke+5MKCLf pk90ekzu5Q6N78XUl | 3Qg8Hnf dTW0Ii hYg
qd3A1QTMO6C&RhEz5x0xR1j Jzi RCbb1J7gEWSN KzBc TkHB4+ag6bj FYQU4f 9xU3Tj Pl u7F2V
Bk1AX+cnDo8yzPj DnP4r 00Yabbg0@xzvakK/ 7pFRz+vL/ u/ | xW'i E7Tn6vXTi aY1Xnl t 5x AXX
dwf LYmMAeAgdcOKXFNI t 41 f ugr ETt NCHme+J1 +B2Tz2gHmWLHI DV59el COuU/ uVs OXEd26i b
JCAf 3KgY9kxuQrB25kNzxnVki WWPCVzsEh71 sYp+Cok BMMQQAQyAHRYhBADTXowDFG | EoOK
6k PAyg+7WPawBQl asi YMAA0JEEPAy q+7WPawoxOH/ i 96nkgll D61ux+i 20cChVZyl NJ770W
0zf XddWRN/ 67SuMVj LLi D/ W nDpweowbNM7 v EwbmvolgeFF7r WATPLnb7uZf Tk73un3f balL
Ji DZyr USt QKK/ yhGAZmmwl OQq 7 XBmtu8@UcFi 4XQxuoc5l / v/ | UgbxXBADI x| f zpkl DnCaB
s23RDi MWZGcos Uk YHXI mBscUOt RANVLQ PHgt t | Ul 3x2PLzr dQr8YUDKUJ9+ynC2j N2s Ywt

| aSohj 4UbLng6pl 4CXWZR7XWQs +NX7P3R359FDt w7 Chy KoVul kRFZI j YOi 3wQgwl / Sm2DAg9
3l sZDVc/ avEUaOO+VuJuvJ+JATMEEAEI ABOW QQGFx4znGT7HFj puwT3i PLI bOAZf AUCXJ7Q
KWAKCRD3i PLI bONZf GoXB/ WNOP3nR27f Y/ 6UXTI 0Ua3H+24ueUdLi psvR8ZTwEf nwkhLr bggE
OEnvVZuhzkzv7j 856gv/t CekYYgWeg1Clal D3y371LAGq1t j Y3k/ g2RW.xLXNdzgXEy FvaNQA
0Qa9aC2Q7FOy EMWkk Xr Ga4MVL7I Bkr t MISOQPKt f i pachPf 6t QOFc12zHR] XMZi 0eRW Que
OsLLi JZPn7N8bBAJyZ9l JEpkhNr KS+9J5D1Ref j ++DwBKDh04k QXZFEZZhxcungQ\boMBQgr

uM2hULTLei EV+C5160nwW Oz 6 XKIpQJp8PYObCBpGgTod YHkoX2x64yoRQuZas FDv7s FGX6
7Qxyi QEz BBABCAAdFi EEENOM MPATUAXI pz Aoi i OmODCOr wFAI v/ EJ1 ACgk Qoi i OmODCOr wg
UAF +I VXpOb2S3UQz W L SQy WE0WB 1go4| BVpHv6hKUhDFj 47YdUb YWO+cgGNBj C7FVz54PUM
Pl dx| mGHELINHH+DNR8hvVAI +YpngqdT3g+0gZ6XoYevr et 5B2b5f RgN1/ HAYj aJ/ n5g6SMsC
+3Dr mdMu1FEDnKv/ 1HWQv OQXKt / U2r XE1l LOmVdMav RIEwkr k2SVinbdeass2El nZVs mAL+ot

9dUshr kLAl 6i HUoK6zF6WAl 1oi 7UU2kgUF2DNyZG 5Aunms Nnx E6G08EAs 1zEdNBwi bXL48vq
Z4Ue9Gv| nokdl g/ r/ 4BMJdF1qLEZHBkbakl K1zXx| 7uM WBZI cqpg5HgwYk BMMQQAQYAHRYh
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BBTHGHD/ t HbAj AF4ANhhr ZPEl 5/ i CBQIZ+0o/ 0AAoJEBhr ZPEl 5/ i Cyf MH 3YP3ND8j Fql WknG
Jal THP9GhAQda73g7BFI r BHeL033t cLt UbEHXvnl Zzul 07j i u90QBj QvgG&gl | 5AqHLnY| HaD
i AL3VmuUFZ4wy s 7 SODHv SZUWLaPLEdCoL Kei G3J6el u0d/ xWzZnj 861 aHVHr UEntLi t MooOm+U
MWNLFNZr Aj Cn82Di S6sS0A52t A pg/ j RAVIAYF MZSnd1M.m CZaZpzWj6aqnief 7CDf sUvU
w7VsL3pls+Jgo6+8RMQLW2Lgt 5ORt hvpj PKE1z0qgDpoXTkPG 8M20t aD5UZbpBy z MZPJ XXr
+LBr Rbs48| cPVHx8sxHVWh1Hs QCi XHDG TNSaJ1qJ ATMEEAEI ABOW QQaz Dgc UxAL9Vr KN9zD
LyvJ+r eoRgUCWIYZi AAKCRDDLYVJ+r eoRpt WCACo!l gFr vhbr 3c1W/g16LJ8UnQLk/ 6uFFZPN
C R6Zbvz(Od+a3gk1G3AhDEWRZzoNNFg9+!l 7yqUBGon+B1nDZ6psyu8d5EoRUFTMBPghgEccy5
Ki xqoPxBTquzkKGON8PDLUYS5KvpTOLLI YZx| Hz SHMAr oPsU4r xZt xyu98s SWocmd7VPr 069p
91p9r CoHY8Fng7r 3w28t Vf vLUZ1SK4j t ykl vw+M pVBk9r QVCAJ0Jj kAHK TOpkHgsVBYht u7
nmesXf kQZkeuxdNx6X1f M bJof zHOGYTT8Knn75Lj hr 3hozr sL4Kz4J9gsLHC kD5XKz LWCFK
R6UnhZZr 7uhuf bgZl yTLi QEzBBABCAAdFi EELLeCvUf xyJIl 8qMyHHSPVZ6Jn8NcFAl t Zj FVA
Cgk QHSPVZ6JIn8Nf KSggApk065wWFr xq2ugk ZKf JGM2nds GeDVj Ggq9t MKUWe YV TNXj i Yl y8Dc
[j r OS3AUGQ7 X7t AAcmvaXoBf WBXEI XMSH73Gei nVG7wnl ab6 GKPDRKJ z Xf J88r FO7pX8R1pc
ZHt+ei ki FsN9bcnEycH82bonS7dzyo006yg2zBgNt smAYLDg2hcoTwd UHAPWIX6+n99nmB8Vz OgO
8ThQ 9hqpUYGrP5qy YahFf +39HSVi of +Kgq5KKhv Soi SONzFzYZ0Zsz Yt +2j 0zUpAMBXqt EGU
TMz XHKE+/ VAy| 3hl svHNKXKgDr qj wA+UmTI'1R4/ gBoi RhZ8r 4mm1gYIl 08dar Qnkppf 9MEbc Dz
U4k BMMQQAQAHRYhBC1hl xvZohEBM EUf 5vAD7 Yf f nHCBQJ cns2XAA0J EJvAD7 Yf f mHCCOUH
/ R8c5xY96nt Pl 2u6hwn5i 0BG 21 dO+VdnBUny E4k 9t 2f XKDRt 6LAR2PADOCehSe4qi R6hw
| daC8yi yg+zgpZusbCLGxbsBdYEqMATI eFsa8Dy PMANpJOXLKkGE 80C7+6RuAJvI n6DR ur r
U93/ Q GBM2SNs M PgSZWYVAY5/ G7Xxyj OFc3gN j j GGP61CBRO1WSr gNPn35sZ9GYCZcd QA
GG T8nBVoUhPgPCXKz2dZDzsnmDHn7r ULB6bXcsH C/ nW wBpoVO FI xNDOr b1SYyJzPdPt O
KéS+o+ancZct 8ed/ 4f UIPBGgr BsuFS1SKzvJf PXj H& ZBi t qOE7h57SJATMEEAEI ABOW QQx
9h/ 1MHY0z PQOK+NHN0962zf 0B AUCXK2 H5 QAKCRBHNO96zf 0080t B/ wKbQN4| j VNKkmAk SaBc
JABRu/ WEbNj oTo/ auJV6l RUBpwR130i zMM239wssuuVW1phj Pg3Pdgl BaKKeQNdeRoi udyj d
hydON1cg2wh90073wWU2GHeZLi 48MopUNKksr hHf d/ XW// / OLc SpERsql BVI Ui +8DHwWFvpCz Cz
z| Rg9l Cc QrEt JAFFUt kK FOFEeZg 2 NPGBf Ewkj KDeJ YUi B+nD9BI i yxhU8apUx/ c2zaFGQOCr
M | N/ gHzt AWDcl adK/ t uj qRARAWNJ0+ny/ HP+bWi18+Yj hc W UQBFyt G+DA3oyl QLdOwOent
qf n0zqgi FkJQd&OMqt | t JYEYH Yp&yoQHec G QEz BBABCAAdFiI EERVX3f r Y8YaOOhcAG Zr N
Vi 2vl gUFAl nScGAACgkQ Zr Nvi 2vI gWsl OF 8DKj eoHF9ChDcb4T01uJJi AUu6l xewSRD7i wD
6M CsaxgM f TD7Bzvdenmdf i noQul 2YAPt | Lf | f Vt VRt GO7R/ Ws3yj | 9NSzxkDGUUE7/ | |
4dKI cKkvi j g7GBA8+MaXaQTwai CePl / 441 yGbyogKj no7L4h0f 3WguGznCRUJcgYnR3l saTh
Pvdg39ARyHAI r kOhXZ+Ogs YBr | WKLy Pr bPA3N+/ 2RkMz 6m+T8Zks Or EdF/ 90nCIRky4Wog4
SIGWONNSM gTOr QL2Qvne598FKm t r TJuwBt | r Seul/ dbKt +hkLgnRj nnt A5y Paf OgXvMm f U
P9goQWAD+A2BU/ bXJ ok BMMQQAQIAHRYhBFBgHh7ZZZp@pg7f 1ToXvZvel/ LBQIbl egpAAod
EFToXvZvel/ LSOYH j pcVpr nEGnhgl COmMYG2M RgeK4T8Y6UnHE2zBPc125P4Qc Q¥ hgUJ98mid
0B5UWkzl j r eFr 9Zebk3pE8r 4NBsam Jvi 8sGhZONTs X4D3oWks0ei cKCcTZIgt XSRTENFh63
+EHbgTneK/ NTQ ugRSCQuf qCOH6QY1PVs| CBI FZUPM uxRl O7 EwHKNI HPVBZN M7 AXxdj CMJ
kXvda8V14kAct b1w7NWWko5q4hk QRK3FsmbWKvz+YBhJ8FnRj dz\WWNUoW eggOD6u4H7 GuCg
kCyXn1f VnbCyJWs XQT9pol JRnl AJVAL ykc YVLNS/ | S65U+K1cMshcF+G | 9BuGyckbRuNaSJ
ATMEEAEI ABOW QRh2+06RdTFb7c Sl WE3d+z E2QBnv gUCWIJ ut AAKCRC3d+z E2Q6ni7r gJ B/ 9k
c+prnr nj sq/ Lt 6d90LgYoavvl eFkAoDhhWQe EQAD1wgy HI pS6gqoMKgv Bl vda2r Obrmk 1k UL2
xQai Dj 36WB5yJHauONFX+3ZJ6QCYUaeoW qO2ROHv Ti uy UdVKC5Nt KaHpML/ | P/ j | / 1ZRWay
i dggH7EnwDM +900xD02n5J29Vp9uPOLG MVsVSi J CGc OxWNBgNi XX1BpZbN4bRnBF8DAG N
v4Z| 69QZFWhpj 8WFVJ/ r VAouv CFPI ut VEAul | KpAj 35j oXDFJhM/PpnPj 84i oc GgYPZHKRSG]
a90+08dZw3hXChFowj cxsJuQUTVKPuhzqr 6k Eulanpa@OGpXCZH QEz BBABCAAdFi EEZ/ nR
TQXCZj gl XUngzht KKg2evsFAI t bmAkACgk Qgzht KKg2evsdr AgAubf uGLVWK3TTGE VYYr f M
1aS1Roc034ePoJHK5r LTOQY TnnnCow38kJMLj uyu4Ebf ou+ZAl spi WWHad62R1B29Kys/ 6uC
g&Jvbf 716dadolLXeLYd9eb+| KVEi Sb2yf bsLt LLBOc/ kBdcHUp6A1zz0HV8| 1HW 1Wk8cFU
MV7aAQoCf nNBbnNW.zNXXLYGHN47/ Qnj i f E5V8r 6UJZGsyv/ 1hP4JHs@ngcMBVf j +K+HEuu
nnxzgWAcQXP/ Ol hi | | VwoWhsJl HW4kwMD2DDopdBf LTz Ct zcdCkf Bc Cg8hs mC4AJ pxwws5eHm
saY6sl| B32keCpi kVOGM GDbRH7+da8knz ok BMVQQAQYAHRYhBGAVA/ | | WekLV/ VehhLcHkBr
mer sBQlaxX4N4AAoJEBLcHkBr nmer sksUH 3MDcypXBnyd | / yE576MDa0GLxJvci upOELeyhj
48Y71 Ar 7Xi qDt i Pt 8t | | i PFF8i aws6vJwsH6UKr aOcj ZHOH1 Swhr 5gAWI gMgngl FX/ DxVKi f
USt 81KX0t HN6t 60MESgnR2j RKvcW h6PVEZI | Ar xZG4l j r Er gW Jj UJR86xzkLyhRVTKUL/ Yk
uN 1i 013Al aD/ 0CGuANj r | uUUXypadt Nr 7/ qsBx8dG6B/ VMLWIoEDEon76b8BzL/ Cgr OeRyg
Qz6KW 3hns K+nE4+2VoDGMIHqUMIOROUSIZ+7 L Uns 24mX5 QE7 z+AT9F5pt hd QzN9BTVgv Ge
kpl 2sz3PNvz BL5W ATMEEAEI ABOW QRO0X0/ mB27LBoNhwQL60s Mhs+nz QUCWY Y g AKCRAL
60sMhs+neYgnB/ 9y+GLB/ 9t GDC+9pi t nVt CL2y CHGpGAg+TKhQsabXzz (¥ yykTgz CHhvgRQe
XHz5NSgROI 0+kbGVUUgCaen6d cORVX Yl ui vZekJOAGHIKi qWRby Tv4aR6zvh8CbwCy Ehhyi
i fi 65PM7y9l D6i 22qTt / JoDnFkP5Ri 6Af / f Z9i al al uQKICUSxY1Lt / Bor G r GvX5Ki ZD8xc
Al hJRATZ0CJ21gbx| SSXELAf H42Kz GAvIw OhARr M| / eKOHVDpD47ntnCs5h/ O H wlYi Ohn
xB+6/ nuwwt RgIVDBuUf NVOSt U43nj xCYn& 9/ | 1z5Vs+zhz8ypw xCr 1U7aAPZQdSSsf EVi QEz
BBABCAAdFi EEel RBOpSt CIs7bhr K1Tni JxBsvzsFAl v+8d0ACgkQLTni JxBsvzsi Fwf/ a3l t
QuSr Fs4M3YVp6LoCVbCOWZf veFl +6BOTAur O G a9l sNmbusSx0ad7bZy6/ kHDXH eqomXeu
OAhkxxBv&K3gZzt 7i Qsr 9vsUSbbJnc1zMyOZKI hdxAOLOskt t gt Ps6hi J9kUHFGZe47V3c77G
Gwi / akl USPkxhK7+/ bbAsW)i K60aXCzZ5nAbW zTQLgJInYr | k4b920r zGe8nDTGzG1Sj | Ghb
YvuD9ZI 40DZRW/f 1t XqCY643AXFYoCOhRxj 54uHnM_YhcOl 65u2ZGaRi Tl 0g/ en5E8i 7Wbej A
/ sRO+cYs7! 11 Iwl NRwf qrmJIWRGREEHC J3N52k 3X7ay g3gnt 3K4k BMMQQAQYAHRYhBJ SRYHFB
cqf 4Tl 2vzE+YN4Ly8sn+BQlae/ KHAAOJEE+YN4ALYy8sn+5ckH j uc2h7bC40GTRHc ZBLAG2VW
VEMIc8dAr 92y JYXzR25WL/ Cz/ IXgJgM Sr E6mBpt ycpvWe6!l Rl r QM | gGrywYFPWNp3PYscO
1N33y C15W/DPRDTt JE+9y UbSY9Fe Yr aV4Aghxi BxD1cDwt d7DFNGNRv BDH7y QHMXBWIK8X 6y X
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MM 1gj 2/ MrdFUKnz8LKku940m bDG 83cnAj UNDNL5W e7hWAI RALt 3P1Vusj VI XyzxvcSf f b
nt 3CgBCyKOCNy Er 27CVkhZ8pcabl Tx9af Mi1UTEi i 90+qzgcJwcR46bIPZBdavM 56kVCeCO
kA48 00k+CahKXzw4Ys pZMO04 69 YRKIATMEEAEI ABOW QSnbf cy EKLUWGFCNOZJ|I MIhNZ28
bgUCXTIMCQAKCRBJI MIhNZ28bsgCB/ 96PI BUdsKgnh/ RpnPB+pi FQF 60g+97L4f x HuQbzKCe
UNCSWNF7saVa5VaPxbV/ 9j DCTPZI 5vBt nJebXt knmLoWFSZaXCYb49Si j f vRsSRAeX5QSgl Rd4
3KMuO7nAvbPVYt MChCO g1T3r i F2i cC6pgvmNZWrbNu4pk Lz RnQv8U33BAKL7EYI j ZZaCl 9h
04Sh4l / gLNI t OxMisD34sJIwBLVEi 1pQOalxNJ4kf QSRD 8uf akE5wf Si e/ s04w 2Cp7RDIHO
VI D+7FwWPOLH@BXJj ONvOzj 6uVdwCCsf cnmbXbb2bbJ/ xe4 YVL3x W 5m2w+k BSpaZ6VHNoc B
8S20n1 | Ppr 70 QEz BBABCAAdFi EEp6WZJr n5Z009671 / ht VRVZt QSYFAI qnk GEACgkQ' ht V
RVZt QSYV2Af 9E7FLI Ui 81 gOyYyZuX6skkNf 5r NSew+7i 5Nsi NoQzZMdscJh9eJzyLr ePLp7q
9HUChMF/ FcOSghDt KSWbf Si dXkea@t wPj 4r P1xx YBcOOYOOX4f NVASQ pTl 9nx| VQCDTI j |
/ W Y+f nj 881 CkaKWRJI Taot j Fnivt +gbJMBn3MWYf 0VODel RozV7/ / Ndkz FXKm 3f s CDGXXF
CVWWLFn3MB1o1f h3FSgKd+0sexUDn5af wWACqj Ggi XDsE7f Edwsbnz1r DzWuqCoZy| h1RXG
Qvbi akpzf vt Dyt C3Vo6F2KzpZ9d69Adhf n2ydAYxL/ Xuvk 9pWIEBNF4T+Hf S9Z30Bok BMMQQ
AQJAHRYhBPJCF6TG7Rr ucA13q1ll kf neVsj ZHBQIawgLr AAoJEFI kf neVsj ZHgNs| Al aSJ3gF
t Bt f OWLX Yl 05zhNcl XOnf gUUN] Gr XHmbNx ol 4Eul px9dQYCI++whMrbxpZQTgFAUq8q342EZ
raLCWVALZEZk Zj v+FX6bk8sgqZESpUOLJAI gpobKpaawOQ7LS+XW00SchH1oLFAgDyBel DZ
N Li Tl | dkJelxpDQDt gUHawksqMChl aBe60B5xvnilNkhnr nMLp+e3LUd4j +XxACdc Y5LSqV
zVT40y D1V Kz k8EAASUI 8xysNBEeX9/ 8/ EXaAci ECQb3MKYx TQZ4WJCLUOGCA 6Sx2f Y521 6
4Y1j / Sf n3JHi kJot s8eR1D/ Uxr XOuG5n9VUY/ 4t TaOUGPUuCJAU4EEAEI ADgW QRLXddYAQ 0
69CGnwWUH+qS4a3H5y DGgUCX6X | gBoUgAAAAAANAARY ZWLAZ251c Cecub3InYWsuaQAKCRCgS4a3
H5y DGKRf B/ 92/ 5SMUAW.WoRLJt nJQzEOWj sf zYpepL3ocT9t dGcs8j JTH3vh2x4Kp2d0Zaxx
Zs7R8ehZ06XJQ DWihH+7ci f oeXmAEqDnl KSXZQZY/ bQ054t M6zes3t FTH3dCr n7LF59f QOG
OaZHgbFRQIO6F++90M 9WAgeqGxy EhAI FI xFw4Cuul 8CQZAUI f q7YI Snpkg2Tm QOSRRDJEA4i
[ TWE/ HYMBORf 9KJI Xuk2BJI Rl pQz8Cf +Gvz5ad | XdMb8Qknpr nol | xoTKhr E74r AGHW nRD
x| xCoP8odi XbLzn// g2ml23usgnc CKWZONDdVupax3RQ7xs| uFc9Kx4CQt j wPQF t zi QFOBBAB
CAAAFi EE6hBKAgPby ggqOC7f Unpb DMFWEINMs FAI 8u+nBaFl AAAAAADQAEC mivt QGdudXBnLnBy
Z2Fubnk ACgk Qupb DMFWEIMs | vggAhRf d2Z5W.R6hGx OHu+A+y sj X6xKj cqshCyYr 8j RuOf | FN
vXugQQFMbpQr 15TyhokaU78abDUol bLnKexxmHLI 4hXxcRt g/ 9Y22Ti dOVN4j j Noc69Kv CCA
uANYuAJal 305f b1j v8Lx820 RDWht Rqy TdSGdU5/ / 8X5FXCt +HhhzpSNoNt pxy hs KPOPAWAO
zuETqgvxy7t OuyOf 10TbZLI 5nb52Dxj BdZl ThnJ2L9RWR2nSCGhxj hTFg8Lr ZWJWAt YSHGHV K9
qbCwaC60vNIJO0GI8i ODM | by GChxa4Rv332n1xPf | / EPYWrNPI Mu0V3bSCqgxVa5u3et A5f w3r
gl nB33vgFl kBswQQAQoAHRYhBJI Tat FFgHAZYHK TWOGc RGDP/ Rl j gBQJa7LubAA0J EGc RGDP/
Rl j gNu8L/ j N8j 4HSggpnzJ0+3dFj Vg7FUHIF6BZ84t vOhuhmyr Byal r Ef Ff 9ARN8G zKgdpC
/[ WIT1+KXar vsxdnED YSat 3HS/ sEw3BnZj AeTwPi 0Shl oi Sj YgYRbg3i r DskqUHML4hhvMkO
x9nZl ag2XoSSH7kPEd5j Cb8cd7j JeoGy629291 MHuyqTG 0T/ Ebnhj QF VTxWk SkcDvdxbSuw
D96mvZr bRnr MebXKk| SbOuVUNn3/ 011i Uo9j Xs+Q 03Th9i OH3ed i P1kcB/ kggu9xbl | PM+J
VaK5Z+z AVLPKTQJi +sP/ ayEux0xZzf bZ96WERnz T4AE7Ww 8MralLbybt | D280y9YoBBYv7Cr C
tyfr Hhlt 4v2AedRSZc TPKAa(BNt LAVI dexOkOvvof aG +7nngVO0vCZFBSXet vBMZk CapW)9
vF7wecahaXpF+0Spl 9vE2Ji esST7uQobCUniLEj xJPOvMDcOLvI f JH bl hB/ f 3PE3r XZI zYTdL
s3Kb4OONaUf Ny9j Yt Yk CHAQQAQ ABgUCVJ gqcUgAKCRB3MepTnaVyot 2+D/ 9wAQ+p03| VM YS
gMAMNLGj q3z7Q NONYNpxUXAonxEC) UzZKSUPGei +f PKxIl 3ZUenk+r uLgt gJnj mJOR6ulDov
BpDFzhf gbl pj gt MDr nY5sWjxJ+CH2Rb50k EEDI5qE9DWM MP5i Xbf 4xj nBOyPi g3sp983PLvy
8t ti dWe9FDf 8JuhW.HRIHODQ c6Luf cHSWKGOf LT L2KSPNI 696 MMR+NOSEKCI vLL2PI G8c
f 08Xd8l WL S0cJLh/ 6 TEuZt AnVeoONUOGUXOPPYhTPP/ xhf LeKbkxj t mbr g/ j Bal j uuQgUy NN
hKnP96/ GRWARHvi o6eBPal hUcvI nmSr CHngLRpdy MknmK67Z2z KZS3YsHOi xo0zJ YEOnNevZ2hEY
wB+O6H | gK22YwwInCLH2ZZWIu2TCUj GZP8hbo2nSoyEN xZi 094 / v4ypj dl gwr j nnZvxoM
yOFeuc47AuzP5Q ht | r W12C4hYi 3YLZvKkLVFDOCXAE/ CDuHk/ 4e FGAUCANDr 6+BXwWG7 NEI
4qQW AH LQ2/ sHVpsUqgY/ 5X7+St G 78PLPOHP+PI BCDDTa7W+6kf 0EaGVHKWA3I | kNI 2Ps
b44t TT+Xhc2nmHk44LuzL4Ax| yw +Cx P9Nc KLNFWK4Ck 1MBNp6c AKI u+Dwegj OYlaGHgt dsBQ
cl gZj / +ETD0+9Nk DXEoeDl k CHAQSAQ ABgUCUl i wpAAKCRCI KuTr QynFRXZdD/ 9vb+690GSR
t 456C6wWML_gBl +Ocv9XeaCTi Jj LgAL2GEbRH2g2VeNHNU/ VMID2YLVuOeP7ubsi r Vr nR7nAgL
SQLMKKW/ TI +p5aAvn4sL3x3P8vznmGoDAI gZ458y GuVpVs Bk SPj JBMAK MDf mBkdWk Canz uKXS
b59I f Tg4Et cHPDzoSgABNnt ASgf i oVxP2TVPf r e282ci be YS+RDl aMIVH25y El r WDuF2U1CVW
SMAYOnskr 1+Xj PnoQ2j z0+j hKB7j yMM SmlqzgcBNgez Fbz X2f PniNnMZz Euc VFFHM hNVni2
r Onc/ s1t SHer GoYI dL3HQIek5xJl j zj zFf Dr dj mvM +n06n0O780ePoLNdgl QQSqnO0yWsgZv8
El | Q N1nSi / LEW50z8FFxzoO8Tgx MMXOQRLbVEGp+7C0nqol hZf 6UEI DI | m+Pi hF1vPFSV54
+7QoLObCshe2g4pbRGAPhI J4X3I LBQWFMZbn+cl uY3h3B/ UpbZE/ YSDgRFUSTLt Cf BE/ | QKX
7ThJIknIhChJ+Dx+Y8h1Cx61Qr OKP5DnOkHYZf AQx dacgr gEr / qNen4QYRAKpOgTne8AV7svB
8el / 8PkzvUPaHr ax096ZSbeWbvEw6cznmDqUGIX7i M JSaul JPr bg vXT7qgl sagZRR USWKo+
mtj zK5qdeRhEl Unl JI / t U Rs Gok CMMQQAQYAHRYhBEW-V Uy VCr OFzw7 1wl Cg TQW7 ZRf y BQId
hy3eAA0JEFCGTQN7 ZRf yRf 4P/ 31 gs5dYnOf hpos| 5i WBG N5SsxYTZG e2cZ+dXVenLwLl Zc
Ry1nDu/ SFXPUSOI QBj 7/ Bc2kl 8934+pUt t e+B5KZI 2s/ 28Gn98C2| j xxU+YZ1X1LbUkxOcPA
j FW Uh/ JSf u6H f 2JONAG3rey Snl npx| 60ZeToj eWb1t 39PF4AN ay7S2Tql j GSBf xvDlpel U
bnzi KsyMoULbkMIgHssQvyZvr VzQxacRzPK424) Xt KR6B2oA0wgM: P4c69UnVKEKI zJNYr n4
Kj s+An8vZvJYAVbi VVEyEse TTo3XJePdBNs 1xxK2vW.A5PeLk E8bnz Hr 8i QBhAONaY7j SJp3e
G hW dXV+nf cl r FUPghYr 5z+| j CSK5sow+aRi ED39qd1Y+0i UAy94cqY3MMay&gnB/ +YuSx
B5j Nj CBYJet FWWABJ Xnkbi YRLj U88df | XCr TbhkSuCu3agQ sBJYUyg/ c1Z4eCQypTVB2cj YQ
OucKGCsW 8U6gs| 12qwYLr ORf cP2aCwTTnW xgl N9F6i Maf Os G+za8J Y+B8PDJIxx wWWW\z 8v Cv X
ChTYr fi Fei 8oUgoHYTbwO7cxaxkDd2CgXs QWhOcZSoXZZPAe8AhsUi bDl +BZs/ vLZT7Hr Xt t
/ 9ggz8LzVCcy QqwnCHur vgj auwj k61 cyZ5CzHFUTYW)j vFqYf AoN15xUZbvPYi Q zBBABCAAd
Fi EERsSRA TznkUU5TZu635z ONx KwpCk FAl X FLc AACgk @B5z ONx KwpCl Kvw/ +Pf r t | VHFs Odl
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2cr WBSo5Hi f vx9Vn2nPi NKEr y gB+t PWDS4 Uwz VUnpZf XCM7 bKJ FFPeKbi t YxN3BI DnmivhZMkc
1DZMAt | PSst CRoX7Tv/ COWDZPlI AVkp5mDDPV3i GoGZj wiry 5wz 8f Nt aWxt cUeaEXY8j 151gm
W | 1ILM/gwnFsQ74xobnCpssLgnmogXf oLFONF/ VUf RveJ2Ci 8r aWAdXFBdAI r ej awAx5MhO
/| Ef QBWBf 9bqt JZ5Dz Lbx@BXt gs+RY1i hv1ly12| r 9vLpgKKGTZ92KDvj v2UXHd7XZ90aPM 7
RxOMQLd+5d/ t NQBr LIGuj 11 7NgHMLHVE67TvRt Pl 4aNP7Mss80Hi EKLY(q23k GgXN+6cj G3UM
i 290uJZaAnTno65Cgsyn7JFKy XDdTOnp3TSoyVsPFq92qgd/ j FBf 3dJj 8c+nmZEVXk UFee UEK
31EMGFCH+oE8un7nu+XWjFy FSwswn+PGYDXk Sd6z/ Nyl N5DXa326KV+gpUm WO cy rmv cniz4
KIQ 72gWCxh2DuWZ R Tj eQd8I w62V8t | OBokWP9Thes18Ck2CG0UeCnvczLdevT4l gr 8l zvV
nSwX/ LQyxmez 2/ dnPhz J6k A6 KQKGOSF6WhV/ WiD4k ESFKwt ABFi 6mYQ 1F6CynpVw nu535C
4f FAd+A5G6sKIx/ [ hj OCgml Aj MEEAEI ABOW QRGXEYhPCaRRTI Nn/r f nMA3Er CkKQUCXa6e
YgAKCRDf nVA3Er CkKf NXD/ Oc TEj vQ gyy3Ul 3xf hYt Rng8f sRXcAC] Maj nr vYCoRceWW6D+
Ekvh5hNQqr Zsxr D6noz Y+i JhkkaQ t | j 4qw7i 4KYO3f 0613Fj eLFXWf 4sf LTANSs RNxawEo
[ IxP1JeOToQyYTki kWOkgZWBs/ ngvHAXJ Zr Vg/ Zhz06CQugf OYVGMEZonU7z P12t oi wPar | Z9
hcz/ byxf NoXEt sQyUHOLTu8Fdy pnk0z YUgZK2k GniXsl f OF 5mDMbnf UuVWI5C5mA O 6ZngT
LPJ32t RW26KI XXZMIcOPzr QqQvTFHEWRLdc3MAO 1guntz SE9f gl Bj vzBUvs665ChAVE7p2
BU6nx1t C4Doj uwXVEECVM gLOHKj Coxvmi | 12ChseV7Da3411 0k5TcLRconkbkv8Il hcCl 5g08
1gUglYWZAM | i enJt 4zRPVSPy YKa4sf Pul zI PYxXBO1l GEpuE5UKJI94| d+BJu04al QI6j Kz2
DUdH Vg/ 1L7YINALV2cHKsi s2z9JBaRg/ AsFGN139XqoCat J8yDs+Ft Sylt 12ulwaT33TqJ0
nHZ8nuAf y UnpdG74RC0t wov94Ev CebnqVg2l J1 xcxaRdU0Zi SDZINbXj cgVA4gvl RCYbadl 9
OTHPTKUYr OZ2hN1LUKVoLmMkps 043 2D1 T5wXgc SH5Df d ToMi88RGhk hH7 Yk CMAVQQRAQYAHRYh
BH+P4y 27050 UXOVHZOQXCW.G: 3v4UBQJ hr DYPAA0J EAXCW.Gt 3v4Uh20QAMS3s KOMENTPE+gu
71 Li 9r MoDJ/ 306nl AXBILX4MzLi 2xP1648YV5nq9WWM 6qy p+OvnDXef ne YNMyf U2/ uu/ W / o
XTHBJuU36! nFzhRWPj 2h/ vt f gDI YG2wi 00DNJyaUQM-Ei 6gqPnDAHhKS4t d69R+7qyQsbUl a
BFgoyt xFzxDb502hi cEOXa573minyf AdCx5ucYf g+j | XJVOWIwW7ERNF1vIxQDXi ur y XWFRdv
UOOW VPu9TOgPkc GBNABWOXS28Cc 7n9Al 9HVRFt DAKDOLI cml | 4ZEhFVqvGSH 966+Feul Cw
Caef Fht hQoi 3ycO+pkj 11 ePz/ Trmspl TvvZOXH+6 XEMPpPRQov T 51 ZKJyr vuzoU3vkXYY2h/

gJHi 9H SI | Q BVEpvp6Uj Xvl bNP1K31l | 88gx9Ef T/ t v434wW ZpC6V1FzE2Lt xyNcj / +OUvj

9hKQJ 71 KOVpsnBbG W)809s4sCl Z/ i f Lf WAKOJgxAEK/ GcRkkk CgG\x 7HA+cot eNHgXLa/ Lb
2/ r 8gGn6kHIYhQoot JsGhhSs Y+6 CWb TV E+Fh SRI U7 MFHRp A9 4 N7 Hn 6 OFUK2 OXt Hy RnxE867
R+ChJazZXbt 0QIVNv2Rv9yoZr Bki 3RoQ6/ 6/ f cnR1x2nmpo TMYg7K8AMW 7ZCf aP6A] PG TVnW
CpNy1Ao7smOz LAf KbbeXi Q zBBABCAAdFi EEj y2YV71 ZJ8NHv36c¢Sr DG wg TaaEFANF9Xbs A
CgkQSr DG wgTaaFUGH / WBUCR22Csa60I1 6VNBy JQnf OwCo9si e WDXCdHZ+CB0+gu0l 3EMYR2a
gL8I qCd6M79f pP8DI LKQIvNImhXCsj Yj TIQUsuNi 5kQ Ogwar Rsr 7Ej J7R8u8l pSh9YPI M5
yN6XXf Ca4Qy5HOWIi dJdb3owKAXS] uRdi / hUExj ABTW i yW f wi VDQ / aColLZ4b9p6Sf GR3Y
gE8UI ZLZt dWysPJIHkvdvnt TPi 4f wivsadBf a2f +miWg2 CAUSKSS Ys VpKAWSQL Os dUZUK7g+Ui

jy/l ad7eZ+BAc75bl Hs7ua2i i F8Sc7MC55ZMb| dkv+0l qJ7t d5vOCT1LKIg5PKKUC7 YTThOU
PH ERJ/ SWEHNES1YhwivUC2VRA PNIHLQk PnEMBOCbpmYk NQyLBf Fwi 0J3i | pt YYOI UX5qBM
5UkwgygMsdyr L+20z1 Yc+/ ABKUnZXoz QA LP8gBES5j BJSI kbgsi 9Funf 7Q63++g40j cYpQZ
F92X6k QMGgBvkvs8Uaj R5f / n6QHOj e4XFPj 41 41 VM PPf ZSShNGJOO 4| +Kwoz| CnQL+f hwh
NOVGAeALSJ 6 XQEEf J18Pr BRS3sdC7OVEM_evEC80j SQeZE1l CLelgAUoEcmgnXj sODaJn2t t

gNYYUxcFOycFnzgW.679C9FVp+DAg9j zDMKsqWp/ Lt 31 DNF19ZUc93W Aj MEEAEKABOW QSC
pi WOWP+f BOH/ 9bx9bbut 3FAu7gUCWBY gHQAKCRB9bbut 3FAu7nCal/ 9QJ 1M yKvwor YqTvkU
OSDSLu88g6NP5R90zgGZegl nZ/ NzT8u5emyccf | nLl f vRQZPnT7YIl HA+h25CCGCQ6 Hz XUGENX
ndeuG4dnBB10A8hxv+abEMBVYDGYSI vF6z 1x CovENOpMyni nFdDi 909d6j FFy4Hd6/ BWej bU
4MBkf uD39RxaT10EW qv TVF 4CKi LgM71gl NB8W Tgxt 2t / Mo2h6UPCF7/ wPF/ i dMAbKENOye
b1WDCaZVXx AQETT No129hPb2qx PGoCWBM24y SpGr MbWe4Nd3bbdd t SZOmMATNML+mBFY9j 30
vpePFzzYGZ+23EcpxWH7) Whj Z42ssCWskx 2/ ERLVma7FuneEAqUC39Zr / 3ZdZOVM/seg8c0
n66D/ NRLgMcpOQK62qJf Sr xQ 6sJCCRY4dxAf dTZW cxu8Uvvcl Nezd ToQy+Mc5LMLv M
sr XcaVnuJdTf Wor CegnFecnCl c OnKNAKBXj EBbSANUBKI r wORI pye/ | i | r KEEMaYkP2nnnNZE
GPrmuntGkej Dst WGmHi 51 ogN8i bzyywsbNs O+qDdl UFA2bnvhh2uK7MB5kyuMH3GhWbz 41 i Wk
Ry UVEy K8y KNEngOTLAW Jj ksP1j | Pf 3zt TEVWDIxy1gT3R36l sxd+CabnPQgi z1oFewKaur

aWK1eOE6eBW 95uf ook CMMQQAQoAHRYhBMBZz5nf kMVvAXdpG bLAWO0L0i 1gEBQICBM 7AA0J
ELdWSOLOi 1qEnxwP/ j DweTwTh1s+7Pp39L6aLB7nuQzdM eTksPGgnt guRBZi pbOYOr yEozK
9hl 3Hg/ ymV/ | ol Nv6GZhi eDoZvxr v9eEKgOR2eUEO! | et Sy7znl hV6MB7PBCOc29dbCM 5L4qo
xUG f +Xf HKRZEkj ZRWM i t | ERI DUSgHA@skLuT9bu3azk GdBgwoU5qj WGz Yxp2LFpNHXI f

Tr | N3SRZoDbRI +E9BPI LqZFI Zczp/ f xRRNkXyogkr GD+OPANFsj ySQKd/ r r 8/ Z4i sl 3AMBCZ7
s4t MAMAEVI20ygnr cMul EJdXVsROLN1gJLu@HpWehve0d7/ cl ZkN7a0f ggE7bM/ SPyxW.3m
yTA4Fwdbr ebBr 2y 7i x| XZ6W X/ r qTvo2HTDFLI e0Zwivbbf At oFXOMII Pt XTLmJAl 5Ww1G3N 8
bt hWINAKVFy OpgPt 70Xc/ GLYNLzcy YOXX5e8Uskmy400H5¢c QV5OFEGBqpx Tg53WANDIX XGz s
NUQe84Qkoyk75nwz Vf si 00/ OhTZnf | C48esXcsOkTr kSPr FcHkt SMoYPHf V3dTF17i f j z5a
C2SL22R+RokWiz GxxpvEaQAW yCt 6i zf 1a+Cj nXPD2Jw3yDC/ Ceg68XYi Sr beFdCRz QbSO YP
i pUFI | HIG NZeGg3r FL2N2JodXg2LGORIz1RKaz T7uAf Rr 52 7WLFt Dt Ne VNRTCBQYWAr YW

| HNpZ25pbntga2V5! Ch3d3cubXl zcWw Y29t KSA8YnVpbGRAbXI zcWw Y29t PohGBBARAgGAG
BQ / r OOvAA0JEK/ FI 0h4g3QP9pYAoNt SI SDDAAUZHaf yAYl LD/ yUCAhKAJOcz Vs BLboOM xP
aJ60Ox9BHMW2ul hGBBARAgAGBQ / t EN3AAOJEI WV 6swe05mks MANRag9X61Ygulkbf Bi gDk
u4czTd9pAJ4q5VBKZ0+2uj Tr EPNS5NAW nXj 4YhGBBARAgAGBQI DW PqAA0JEI vYLnBwuUt ¢
f 3QANRCYy qFOCPMCTdI Gec7bDOB1 7CI MnTAJOUTGx0OLd/ ViwdDi KW 45N2t NbYl hGBBARAgAG
BQIEgGBNAA0JEAss GH MR+b1g3AANOLFZP1xoi ExchVUNy Ef 91r e86gTAKDYbKP3F/ FVH7Ng
c8T77xkt 8vuUPYhGBBARAgAGBQIFMI 7XAA0JEDI Qlei zQZW MhYAmAXMOYCI ot EUwy bHT Yr i

@BLvzT6hAJ4kqgvYk2i 44BR2W0s 1FPGq7FQge YhGBBARAgAGBQI FoaNr AAoJELVbt oQbsCq+
mA8An2u2Suj vl 5k9PEsr | OAXKGZyuC/ VAKCLloB7m N+c QWM miVE4f f HYhl P5SohGBBVRAgAG
BQIESTMMA0J EPZJx PRgk 1MVCnEAoIl n2pP0s| cVh9Yo0YYGAqORr TOL3AIW bcy+e8HVNSoN
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V5u51Rnr VKi e34hMBBARAgAMBQIBgcsBBYMA t nlLAAoJEBhZ0B9ne6Hs QoOANA/ LCTQBP5kv

JvDhg1Dsf VTFnIxpAJ49WFj g/ kI caN5i P1Jf aBAlI TZI 3H4AhIVBBARAGAMBQIBgcsOBYMA t | Y
AA0JEI HC9+vi E7aSl i MANRVTWAF MXvJhV6ED5uHf Wee D046 TAJ4kj wP2bHyd6Dj Cyng+BdED
z63axohMBBARAgAMBQIBgct i BYMd t kgAA0JEG W7Nl dw Rz CaoAmMWWWB+R] 1zI| 4D/ Pl ys5n

W8Hgl 3hAJObLOBt hv96g+70Uy9Uj 09Uh41l F4hMBBARAgAMBQI BOJMKBYMF1BFoAA0J EHOI

ygr BKaf CYl UAol b1r 5D6gM-MPMOLkr Hk3MNbX5b5AJ4vr yx5f wei Jct C5GM +Y8yt Xab34hM
BBARAgAVBQI CK1u6BYMFeUj SAA0JEOYbpI kV67nT 8x MA0J My+UJ C0sgXMPSxh3BUsdcnt FS+
AJ9+Z15LpoOnAi dTT/ K9i CDXGVi K6ohMBBI RAGAMBQIAKI k6BYMHekt SAA0JEDy hHz SU+vhh

JI wAnA/ gGdwOThj CBO+dFt dbpKul nf XJAJOTL53QKp92EzscZSz49| D2YkoEqohMBBI RAgAM
BQIAPf q6BYMHZgqnSAA0J EPLXXGPj nGAEst 8AoLBMIWt t MNHDb! x Syz XhFGhRUBAJ4uk Rz f

NJgEl QHQO0ZM2WhCVNz OUI hIVBBI RAgGAMBQIBDggEBYMA pol AAoJEDNKK/ @aopf / NOAni E2
f cCKOLWDI wusuGVI C+JvnnWhAKDDo USEYuNn5qz Rbr zW\6z Bno/ Nb4hIVBBI RAg AMBQJ CgKUO
BYMFI / 9YAA0J EAQNW VBg5+04y QAnA9QOFLV5POCddy UM B/ f nct u9eAJ4sIbLKP/ Z3SAI T
pKr No+XZRxaugl hMBBVMRAgAMBQ +PqPRBYMI ZgC7 AA0JEEl Q4SqycpHyJOEAn1nxHi j f t 00b
KXvucSo/ pECUnppi AJ41MOMRV] 5VedH KN Kj Rt Wt HFPYhVBBMRAgAMBQ +Qol DBYMIYi KJ

AA0JELb1zU3Cui Q' | pEAol hpp6BozKI 8p6eaabzF5M JH58pAKCu/ ROof KBJEg2alos+5zEY
r B/ LsohMBBMRAgGAMBQ +TU2EBYMIV1c| AAOJEC27dr +t 1Mz BQVAOJ U+RUTVSN+TI +uMkUp T
82/ ds5NkAJ9bnNodf f yMWK7GyM v/ Tzi f i TD+4hMBBMRAgAVBQI B14B2BYM-z SQNAA0JEGhv

28j Ngv0+P7wAn13uu8Ykhwf NMJJhWipK2/ gM 4AQAJ40dr nKW2qJ5EEl Jwt xpwapgr zW YhM
BBVRAgAMBQI CE EOBYMFj CN+AA0J EHbBAXYi MABhoO4AN0I t h3Kx5/ si xbj ZR9aEj 0ePGTNK
AJ949S| dLi ESaYaJx2l G | D9bbVoHQYhdBBMRAgAdBQ +PgMVBQk J Zg GABQs HCg MEAX UDAgMN
AgECF4AACgk Q HGNOLBY 4f Vxj gCeKVTBNef wxq1A61 bRr 9s/ Gu8r +Al Ani i Kdl 11 FhOduUKH
AVpr @Bs8Xer M FOEEXECABOFAkes| LQFCQOW\Kg FOwe KAWQDFQVICAX YCAQI XgAAKCRCME YO7
UHLh9a6SAJ9/ PgZQSPNe Q6LvVVz CALEBJI OBt 7QCf f gs+vWP18Jut dZc7Xi awgANOvmm XQQT
EQ AHQUCR6Y Uz WUJ DTBYqAUL BWwo DBAMWAW DFgl BAhe AAA0JEI xxj Tt QcuH1dCoAoLCBRt sD
9K3N7NOxcp3PYOz H20gz AKCFHNOj Sgxk7E8by 3sh+Ay 8y Vv 0BYhd BBMRAgAd BQs HCg VEAX UD
AgMMgECF4AFAk equ SEFCQOuf RUACgk Q HGNOL By 4f Udt wCf RNcueXi kBMy 7t E2Bbf wEy TLB
TFAAni f QGbknt ARVS7ngauGhelED/ vdgi FOEEX ECABOFOwe KAWQDFQMICAX YCAQ XgAUCS3Au

ZQUJ EPPy WQAKCRCMe YO 7 UHLh9aA+AKCHDK OBKBr Gh8t Og9BI ub3LFhM/HQCel OCot 1hHHU s

Tl XAUr D8+ubl eZal ZQQTEQ AHQUCPj 6j DAUJ CWYBgAUL Bwo DBAMVAW DFgl BAhe AABI JEI xx

j Tt QcuH1B2VHUECAAQFXj gCeKVTBNef wxq1A61 bRr 9s/ Gu8r +Al Ani i Kdl 11 FhOduUKHAVpr

OBs8Xer M GUEEXECABOFAkes| LQFCQOW\Kg FOwe KAWQDFQVICAX YCAQI XgAASCRCME YO7 UHLh

9Qd| R1BHAAEBr pl An38+Bl Bl 815Dou9VXM As QEk4G3t AJ9+Cz69Y/ Xwrb11l zt eJr CAA32+
aYhl BBMRAgAdBQs HCg VEAX UDAgMAAGECF4AFAKt w.80FCRDz 86c AEgd! R1BHAAEBCRCME YO7
UHLh9bDbAJ4nmKWARgsvx4TJ8NLhPIF20Tj keSgCeMVJI j xnD+Jd4Sscj SvTgFGEQLWCI bwQw
EQ ALWUCTNnc9r Sgdl GJ1aWwkk QGL5¢c3FsLnm\vbSB3aWks| HNOb3Agd29ya2l uZyBzb29uAAoJ

El xxj Tt QcuH1t TOAN3EM Sj EKUv290X05JKLi Vf Qr ODPAIwKt L1ycnLPv15pGW Szav8JyWN
31 h7BDARAgA7BQI Cdz X1NBOAT29wcy4uLi Bza@1bGQgaGF2ZSBi ZW/ul GxvY2Fs| SBJJ20g
KnNvKi BzdHVwaWQuLi 4ACgk QCcor 9D1qi | / vRMCdFo08f 660KLI uEAqz! f 9i DI PozEEAn2Eg
VCYLCCHj f Gosr kr U3VK5NFVgi | SEMBECAESFAKWAL9I HQBTaG1bGQyaG-2ZSBi ZW/ul GEg
b@&3j YWwyc2l nbnF0dXJI LCBvci Bzb21l dGhpbntgLSBXVEYgd2Fz| EkgdGhpbmt pbnt/ AAoJ

EDnKK/ Qaopf oPsAn3BVgKGal JeFOXxPSvLRIOPsRI nmGAJ440i sY7TI 3NJbPgZal 8\WB2f bqg
bl kBHAQSAQ ABgUCS8I i AWAKCRDc90sew280Lx5CB/ 91LHRHOqW PPyl r v3DTQ06x2gl j QLr

QLMAZNuoeDf Rengbr Zxdi Bzf 5Md361 i Fi LnDl GLEX8vy T+QU/ Nf 1bRh/ AKFk Ox9PDSI NWY
bE6zCl 2PNKj SWFrar zr +cQvf QqGXO0CEI LVcU1HDxZI i r InWhRcccnas MBFp52+koc6PNFj QL3
HpHbMBI cPHaaV8JD3ANy FYS4l 0C/ S4et DQAX37G uVb9DcvIXkC5TS2K|j DI BsEs89i sHr H2+
3ZI xdLSE7LxJ9DW.xbZANDOG i uThj AGK/ pYJb+hyLLul 0Cg852X81/ ZLgECKy!| 55xuTvCql

t SPSUCb CuMAH+CagBdYSduxi QEi BBABAgAMBQIJKm gBQVAENUAAA0JEJcQuIvKV618U4AW

AKk/ 45VnuUf 9wl 7f vdzgWil j TOLk9dLQAGB13gEVZEVYqt YF5cEZzyx| 8c7NUTCTNX3gLI d
ul 114A4CQQRDg5 U9bUmUKaUf GLaz380nt Kt MOVIA4T | 9H2GF sdunt 8RPDQ hf UUgj u+dOycd
ntUScj 48Nct xOxhCCWNj OFPERHI 9hj RQu7x6RKyFTLj Mbf t dl nHCo9S+nzyqz90+i MgX68Mn
+AVgdWECIL6Y GhweHI7 GD280RMGVBTZ s nCy gf 91 3Yut H8mGXRot 3QhSID7/ AeZVh1BQwWoJn
CT8Eolpc/ OYZkRRndELt hr XOyj uFwTeOzvgeH gzEW Ft OCBWi ROWSJASI EEAECAAWM-AK 0z

TogFAWASAQAACgKQ xCAmBpXr XwXi Af +Ked6Myd98YyTyN LHhl | Pul boCnKgj 430j Lzkf gv
7yt VCulxM Kr RARW3f A9LC19nz NQX/ So/ o/ ywskOnUR2sf Es5Fi Mk+aC9571 ¢/ MDagmXgKap
ZRQIbzbz/ KNy 9r PCAAKkXPGa9sUn6vk39nnv4hri 30t NKpMDf MkRhpcoNoCr Nl 4r s/ QTpdRpp
7KBuNaMEt DU7R7Q MDL4gT+BcCmYM YWAdI V7t maC0Vxt cszZcVCkxSi gRMPZHwx Sx 37 GdCx
9/ +Tql AdvCEL6NQSxZKv+Kga+WrgBngd 6 YGO6Fxdi XEl i NRpf 1maf ne6h8XgYXFGpehj uXln
601 zOBf f uWbpL4k Bl gQQAQ ADAUCSK Ry CgUDABJ 1 AAAKCRCXELI byl et f PaaB/ 9FCSmYwz 7m
vzOF HZA EAYelLnCS290XGN8904FYTbwOPBQul ygyqj 2TMCK68RCNU2KFs/ bXBHeS+dDzi t MA
f SaULYi 7LJuCCnr DMbSX5aLSj 6+Txk DQDR1LK1ZE3y6qd4Kx3VeeoN7Wi+oLj / 3Jj bbeOuYCQ
+/ Pni Rr a9f 0Z0neTExZ7CG& VBl sKS1CnKBTR26 MZMOonRe TRZWGFUX1PzuW dbZ4Z0+J 6 XMl
T2t d70YYWPbV3nobl kUr xyj t G GBi p3Ce3z SCWHUFMaaEuXOMABt N51wy 6y bc PVAHOhG Bw
b3i CFJ/ 20QgaZEno6edYzkqgf Opwr cTmi Pb+Vj Of nj BJi QEi BBABAQAMBQIKVj 5HBQVAENUA
AA0JEJcQuIVKVE1845AH R3I kA GOB/ 7x3f | 0gOkOSOuFI j Dxysi MBFVO6Bf XbFpRgFMZxAh
NFUd KCDN98MDk FBd5S5aGkvhAHS7 PVW@B/ Bl yJaJe UGAXnT pFV/ c9kYn1+YWsOQE7t Ku5l

5UQ 1Y/ weNt CO4u6Rh/ nr p6CvMBhH2nvhSBZ+2k CQRauqt FOhuK6+WUHG xt 5SEK8RAKs 3Sf 6n
kP2EJUHzy 1(Bec5YDi aV24AVKkPFBZMCkpD3Z+sel Gr L4z UkV7PPY4zd9g34Qgj 8Jvt nA4AD/

Z1vBLuj Li xcQdt 9ai eOy SA9DAVgHbe2wWS4zi 5nBURs nD5u96 CUOMNK1s OV+ACt dI v/ T5qSU
VineJAS| EEAECAAWFAK po Co QFAWASA QAACgKQ xCAnBpXr Xysf OF +1 Jyl PhTphkOk GPQY3v9e
3znWB0VahyZxoL6q25eeQAGTWeTFl U4JThUEyzgYG p8i 9qBsFPJ9XgOL5bxTGv 7/ WOK7e X8
e+gXHB3A2QYbr MVGFZKN3BCk bA++Hmv I XU58t f +aBCBOChG+r Pn6QUNSPI bu4t p65TaPVPSV
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Hj NTTI Cxu3sneHB+okJcc5z1ubnme8nAyt Kb6x0JM keNSXAev2ZN7zGm+Pgw7/ DQ gCogzG
M_1bul P2r Sh8bYpJPC3vAVUHTnxsbhRBg4l 7j 5Ki Hf 4qMBr VzRy+Yi Hhwpf 2p8JbCG-141+H
UD1VMeGe XnNQ' 9SO+dC20GUf 8W VAFI px| kBl gQQAQ ADAUCSnkuCgUDABJ 1AAAKCRCXEL. b
yl et f Bj r CACDd/ zvoveoN Ni UUBazel cGXwax SvUVSROUQNkx koM f A+aFpYFHWEWDF Lgndp
0JTI kgkESd5f ODIT260LFekLvx3nmpzf Gz8l 39KzDMLi 6+7M g7DnA3kvf VI uZBNDwgoTS6hH
KcGaOMIDgzZQqJ9Ke/ 7T7eY+Hzkt UBLj zUY2kv5VV8Ji 0p6xY27j T73xi DovOOZbBFN+xBt x

2i Rnj jgnPtjt/zUssLi v9f UCA+Pbh53gBT+mXM\x2t sg07Knmuz7vf j RsydoY7guyB3X1vUK9y

ATCWLGq67eR334Suj ZFi kO 0ZUr wRr Qu2j j 5v8B7xwt cCFCdpZAl RabD4BTgl vPi QEi BBAB
AgAMBQIK] | +9BQVAENUAAA0JEJcQuIVKVE18DTWH 3DzI | 1zwr 6TTt Tf TBHOFSDdhvaUEPKC
bLT3WZW | HREaL EENc 85¢ GoYoBeJ XVBI wBczZUpGy4pqFj YCWPOVKFn2Nt 1Nr s+v9t Kc+9G
ECHOY1a+9GDYgnepcN2Q' 3HLASCEpXFwGhVe01GH upGgqYf MyTERBY Tk Mz VXBIERSgi j GC
zj Tf | YAOFUx2eBBLYa3w ZZpT+nwRnEUaDpf wg06UPr zMZuhol 7SGPZUNz 4| z4p2NF8Td9bk

hQ J3+gORRohbgOHdaRdvSDoP/ aGsQ t f eF5pOKEcpl Hx5BO5HLt W KOGFTxyx3nTWjauEJy
2a+W 5ZBI 0hB2TqWAE9Z54KJASI EEAECAAWFAK qgEk c FAWASdQAACgk Q X CAnBpXr Xwy Xwf /

UPzz+D+n19JW vha7l aUxuDz MQCKTCcEj FCu4QVvZ1r qcBFPoz 0Tt 74/ X75QdnxZi zgX1E6I bF
EsbVj L2M 5zZj edS1vbSbr m4hV4pHZr 08dbf | ZkNX10598ZI psqQ7Vy Ut 5Yt WCenOt GN\n4B5
Eb6WWeqgxQ euj V3B7At MHCDOj a+A2/ pOr Hl pqScz8aupksBMCr YghoT+7/ gXNEVKj Nmcu2N
mHxf v6dL5Xy/ 0i Jj i e2unt uBWIf RTpYmmv2gEhbCdb/ zhFvG61GgTBIqvIM/BVGRxnJFd4l

Ngl ucsadD+UM7W V3v5VuN2r 9KDO9wocd/ s22ELCRA2wKccv R/ nVBk| kBl gQQAQ ADAUCSqgQ
AAUDABJ 1AAAKCRCXEL. byl et f AT8B/ 9cPhH8DI Hoi v+cK8r AJMonZqVgOyy4BwsRr akycVl g
7/ yvMs74anynSoUf OLgs XADQR9HNT pf +z C5E5/ j PGAWNK81x2VBVoB8nZk MSAnk Zf On+mAU9I

Al 2NLcsvt 9IYNMAG5R7Rr i r HsDQ2DI YxRgaE/ 5CVEVr y9YQE] 18A13/ SYyoB4FWDI 4f Rf UW
JbUWr Ynf gOp+4zL0YS9F11UhsHUU+g1WLc83N540z| 1v0l 3HUWayz! | 4E/ YNr | kpCaO+08R
z9g6MBj Cg3mmn+CF | ZVIO++VO guJF5KzoZl | CMkXE3t 5hL87Kr oi 7Uk Nwmt+YHW3ZaLEBnDB
WAXwADs JZcpVi QEi BBABAgAVBQIKuceJ BOVAENUAAAOJEJcQuUIVKVE188KEH 24QK2LV1I 42
AW 3TIALIFRWNMIUEK TpYIW6ss 72l qus9t 7BsoGaNLVHQz KAl ca9wl TqY826q4nv9anEquww\z
+Di 8kE+UAMUg2BFTLOEVOMI6i 1Zy E8c UFVb1+09t pBW JS7t 3z00uMVMz nGuHz SmiMyCnGhA
sQgi uHdPWSI nHngNJa/ SB6UVQxt cDCagQ LI vhd2Hvgr OBRt ER3t d/ YgLO6HSx XpXt z8DBa2
NYQYSwAdI gJAPLBnBsLXwbCswul DVZZv8BIWUNBEJk ok OM/5CXxhPr P5SkxWyBvs| hTk8ph2
G h/ ZRVNDAs ChbuULEJBACpwaM cgwj Pt | 7/ KTgeZVSIASI EEAECAAWFAKT e CMYFAWASAQAA
CgkQ xCAnBpXr Xy OQQ 7BvRmM 3PvFCCksyj BMEVBW z/ Ps/ kBK6bl E9QQ7f 7Q XFI cGGUI pA
r uf XWbV+HAa3Z8LFeFJTovNePf quwpFj neUZn1CG+oVS1Af ddvYhAsgkLhQgMoaNJ| J1y4D/

H3xvCna/ s7Teuf ud0JLXoLBedFXeB5Cg2Kl Eox| NgMo+l m VG by kwgoRvxZLDf nbFag5zG
59+0OMATC8NzI | QYI Bn22Yi WRk5zsCIA400+KL1vwBi FDr REhALQc/ YBIKYr RX3ZVAU/ EeYD
KBONCBk 1WLt XGCee3uhM)S5VFc1j 7Pg58ECunt H5xOy+KWNFI j i QwW baFTJvC FQS+Opl X
b4k Bl g QQAQ ADAUCSuU86VAUDABJ 1AAAKCRCXELI byl et f Gs8CACt el 2BnKs24GF80JeWTOQ)

cvHNCdV7hKZA t bNPBbDv6qTt 3i X2GVa10i Yhl 5Eg3Q t / hKFITM f YZyl 1peFodG v7Lk5I

u7zaNBvT1pBCP+eJspi 6r GoSuht MSb406j Pcl RBnbY+wowct Ly Zf 1z G+sl Sdw8adc RXQNFqr

vVl ZYOnu2S8FunqLf xpj ew Fi DPz Az mbW MbO2PLCYFhwW6Eh2j CB30CGhv By HNFZBf X5F/ +
ki yeT47Mehr f hyt J6Z0dpxt X8HvbvzPZcDLO 80Wsr PTG/6KW6Zi Zr J81YCa6a7D01y 7BYy
W2Hoxz Ycuunj RkGF4ngK4aMwv+wef CpOH/ i QEi BBABAGAMBQI LAF3aBQVAENUAAAOJEJcQuIVK
V618/ qOH i bXDQERWNTC1LoT4H+ez Xj PgDg8ai uz6f 4xi bTnr O+L4ScMX+z KOKZVinp6Kau28
Nx+gQ0o0AWMBMxhd+cl 0ZaY+7RI kxEvkooKKs Ar BniZzT+xr E6CgH As3D4Mc+14nf D0aZaUbE
i obW/ Xl YLI 27MELLcWeM gbeNoucc473JddvmHSRRVBF9Qp28CvWDEXYghgll aoaho8+cei

pvzyuG30OTwj uACghef OHzAVFr Rl i 99M.8xzF1ZOvBct +36SuYxDXyl hkSd7a@Us0l Wb Si

JYt 4cDyl 0JDhbhZNOt zWYKc KMZMkf 8w3j WAsT QLOpr hHr ARggPi UBCTUH VNX5CJASI EEAEC
AAWFAK s Rgas FAWASd QAACgk Q xCAnBpXr Xydogf / a31of mYFMbE3p9SgQ& / v28i yQ0j 9A1Lm
gKWEhJkxf f / X/ Qa7paf GQPJI90J kx YKMy dWPs pTbDFMec ZVk BK132vZp9Q@BFHKpnDPDLK2S
25m TReeAAQNgMVFLeyy 7ZHi 5YsKwiLbKxcSo7/ nDj | i t NYI nt 94i nFNpg/ mHGsy60+r Le QTA
opul zP3VWN6I t L5gI FxgWenf / VOxh/ vxTwlLgJ66vECD8vyHr Hbl Uzgi XHgy YbZPxAa2SRRd3
4V38phaz/ s Tkss+Sd/ QeHChWU9d6KengWicr / nDO+K/ hhnmObOgz 02 Upwy xr gi 6484 HQUN
/ Snf 44VBs SD1DBj aAKj M 4k Bl gQQAQ ADAUCSY NN1AUDABJ 1AAAKCRCXEL. byl et f CW B/ 9¢
EZt dFVcsxpE3hJzMsPBPf +1QKuJORve/ 7MyNEb3TMAFgBXxy OF vD7uMpCly Or gg5AbUC Zf j 9
K7gmzWUMuoYced | bdmHFBIWt maFOBi yHaobgY/ 9RbdCNcbt zr WB4f ei WpaDZyvCoLHEVKCC
QACSv3FwdYVkkRB5ei hvpwlk5t pScdl A12YLgqznVTFdhr ZuYvt DAQH goLMOBB9s9kok7D2T
SpveVz XXPH68Z3JkVubhHT7cs+n+9PRvcaVJt s X2VTUY5e FVgmGuAUVr vp2aN8c KQ+nmve CQr

WWI hT908YB5925MUx2VJIm 0yOnkBQuMzZyz MEOVGkuU/ G+pVr RmmAi QEi BBABAgGAMBQILJyaS
BQVAENUAAA0JEJcQuJvKV6E18eU0Il AKnVheym d9C3ZqVyxwrnOB8RMX eJzwCLgk2RTOdPhN
5ZwUc QN71 Cp9hy mivut CBFdKRK/ ESK21vJF2/ 576PI n4f | eO bycBAEvqgr L14epATj 53uBi zo
NOTuwb1kxi nFERUMBMP4AXi FUJBOt Pws2vR5UU3t 6GoQIJwNol bz9DK2L6X/ Qz3Th9i f 6bPSK
U6JR1Yn3Hos90gg21vWCxgMIKUuPAYhmYj SvkgqH3Bi hXi +¢17MvE7WGIbQHuJ o+MySxu04
4qnvDHZpf 4Mzc30XcGlohj xef Nyei Y2bzdl 2yCaCt mMAOl CWLSc20i EOzwO6l D4hY5XnC2Xql

M_s KB5VNXJ GJASI EEAECAAWFAKk s 4Ze4FAWASAd QAACgK Q x CAnBpXr Xy WKggAon2abi NvRzx9
7364M x41 | FvMLt VebzNoOkDwZS1ABqTDGgq/ f f ZA/ VZr U+h2elL97¢c Qy GxJEQBkkn v1i obE
ZEFMTOpvOWVET | dgzhdKdcpbbxdaEr | j D5f BACKdj azAUeH7zce2v+bBNOI 9LZoRi XbNugGd
38| kJ2E4ZTYYf vft L/ e4ARzOgqRIVD/ A5Mzxf XFbCVhar Hbe T8OnZy 4Oz 2UDaDs z Hs NKoGLWN
pOSf 2HTMBPNcs OSY/ hl BRWAxnzd YOKW 71 aeLNniN1eUEwzk4J7Gnl anmbPI ct CdoEUr i MSaey
TkLZGej Knwi / PgARy DWLFs ReKNHD753ZMWi UnAsq2l kBl gQQAQ ADAUCSOoy JWUDABJ 1 AAAK
CRCXEL.i byl et f GodCAC5hj mxwguHSb8ZLORi f | L3j 3i UBU7gLKITQKk TqgELf UzeF9f 8NuNR
t xLmeNK1T7YI 9i j i 6NAt nuy43v610Wvhgl kV8x69gNP360m 408wWXXEt 0s5Vi ZuVOZIAY075¢
YRhopgf mhkh4hbk AoKCLaj OROWUJEES DHsqqj 8XLJuGRREURy8TJWAB/ cot Xsgi Jf 99gt +gl w
I N8t yb3+W/I UHW w2+Dr pd3nf cMjgeC64PePJoOBWA aar +wgC/ 76Se2861 HcYM il / Adnvx
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Zal KmxZnk TnDMCf MhVj RYSKBG QQUu7dws 7SMsbbd34f 83t 9nyuRgMel 41 NAXt hWy/ S3Sdi |

i QEi BBABAgAMBQILW 5nmBQVAENUAAACJEJcQuJVvKV6181L81 AKq3ZOQHzgaCoz5wnvj 51YG3
nZoWBRG7HOb3nL1D9b+FTTzal xsLf 7STagPwKt M67r U/ 7ehH uQ' 9QONQBMudwl7Zi wDOl 5X
7i GB/ Af | Wic6bXf Tz18I pl RuqyVc0qQeJdZhT7MBpkl ¢ S4ZGZHPQdt Ah4AW5YXi hr bbg6j V7]

CzUnfFz4XcT8CkJIHI UGOFROVTHFgl At 2K1i mwGvh2| EanPQJ 0ws ThBf Zbhnk BO3RTOEj | i pGZ
Mt+Nt KS/ NL2RJ YWZ+FCCc EMbRg VImATWABNnat gLVWWMNAZ6K4r GXONW / Owy FgxZpnj dHnj cXa
1 gz8Er oVsLbnaV/ 8y G7rcgKs5e6MFk1i JASI EEAECAAWFAKL t | f gFAWASAQAACgKQ xCAnmBpX
r Xy RBQgAksvAM qC+ACUEWSVAI epDFR1x| 45UnBa2UeBY7Kj OOCI ZI kGREvx201 Ov1gExyPI

zNxDegmysl 2m eEoH6Q XaJRd8MkI Vf Anj At 8i zwU2df Dwf | TTWIGQYF 8q7qeAv1XC34yNge
0JaTD1C55Qpnt C61f 20j MsAi 36bBJOADr 59j hVYi Dj QADS/ d7FpAznl hHOSGUg6ek Yb2j xCS
rvt OWRt Myk6YGgt s4x EHcNOWCOVTobaXo9xvsght UK44Gdvpt qlcBFX8byzD6f N8nXp+v8gh
t | PYDgb4mugTh2UXXi WM vPXo7kkZ@BCvI 3YbZ10F1I DLt 20VIWFZaJYL2f zyokCl gQQAQ A
DAUCQYHLhQADBI LZBWAKCRCg4+bQZqFEaKgv EACCEr naHGy UYaOWET]| j 6DLEXsqeQ Xad4i 9
aBQxnD35GJgcFof C/ nCY4XcnCMVENnd @ of UuU3OBJ6BNJ I bEusAabglLooebP/ 3KEai Cl i yh
HYU5j ar pZAh+Zopgs3Cc11nmQlt | aS69i IJxr GTLodk As AJAe EUWTPq9f HFFz Cle GBy soy FWj4
bljz/zd | +qyTbFA5g6t Roi XTo8ko7ChY2AA5UGEg+83Hdb6ak C04Z2QREr x KAqr phHzj 8Xp
j VOs QAdAI / qVKQeNKRA J+i q6+Yesnt W& zeb87dG\weVFDJ| GAOqY27pTh2l ExY] sRFNACh
13Nf odAbMTOxc AWZ7j APCXxAPI HUGH+mHW hQXEToZnBFE4nbnC7v OBNgWj UgXcpk UCkop4b
17BFpR+k82Zt YLSS8p2LLz4uAeCcSn2/ nsJIxT7r C/ FvoH84280Hi ncgs2l Co9zQ' Ud4HmmO0O
+SsZdVKI | j i nGyOVWW400zkAl nnhEZ306hAHC REI sBgPWEYVT]| / 9ZdC0OAO44N 9cU7awaqgt

r nwwf r/ 04V2gl 8bLSkl t ZU27/ 29HeuCeFG | FeOYr Dd/ aRNsxbyb2028H4s GLCVZnTC5uKli Q
BDi SyA7Qbbdof CWQznbt W pKWhY80eOub9XP5p/ sVf ck4FceWFHw +/ PCORz S| 331 Q6v M2
w kCl gQTAQ ADAUCQpr8 KHAWDBQWAC AAKCRDYWgoJW RXzy E+D/ Quc7z6f | sal f OYoLN60aj A
bQol / uRKBFugyZ5Roal t usn9Z2r At n61W Fhu4uCSJt FN1ny2RERg40f 56pTghKr D+YEt +Nz
e6+FKQBAbA dFsR/ 2bUk+ZZRSt 83e14Lcb6i i / f Jf zkol ox9l t ki f QxqY7Tvk4noKu4oLSc8
OLWsf ¢/ yOB9s YUUCHLf cngq58DEMG e9ovUs| myt SNPnveXxp5UeaRc5Rgt 9t K2B4A+7/ cgEN
r dZJbAMsunt 2+2f kYi RunAFPKPBdJBsY1sxelL/ A9aKeOvi KEXQdAWIdNZKNC 8r d/ oOP99/ 9
| MoFudAbX6nL2DSh10G2Z7NWEqg! Azj npwYYPCKeVz5@BR+i f 9/ f e5+STY/ 55Cal 33f J2H3v
+U435V] Ygbr er We36xJ1 t cJeqUzW 1f @ Xi 1CTEl 3w2ch7VF50j / Qyj abLnAl HgSl kSi 6p7B
y5C2MhbCHI Cf Pnl i nPhFoRCcRGPj Je9nFwGs+Ql vS/ Chzc2WK3s/ 2SWidgEUKRX4zsAJ5o0cy
fal vkxCkSxK/ er W CPf / J1T70+i 5waXDN/ E3enSet / W.7h94p(Kpj z8dGE.4J SBHUAVGA+a+
dkngnPFOKMKLhj r gV+L7C84FhbmAP7PXmBxm MPr i Xf +el 5f ZZequQol agf 8r dRHHhRIxQgl

OHNknkaOqs8dt r k CDQR+PqMIEAgA7+GIf xbMiY4ws| Pnj HOr FAN2qf WEN/ | xaZoJ Yc3a6M)
2WCnH 6ahT2/ t BK2w1Q 4YFt eR47gCvt gh60OLIHf f Co2Hf LnRDRi Rj d1DTCHgey X7CHhcghj

/ dNRI WV2Z0l 5QFEcnmVOU0Vhp3aFf WAU) f s3LU+hkAW E7zaD5cHIJ 7y v/ 6xuZVind11x0h4Ug
sTcWWuOi MLBz ELgX1DY7LwoPEb/ O9Rkbf 4f mLel1Ez| aCa4PgARXQZc4dhSi nM 6K3X4Br Rs
KTf 0zBu74F47D08I | bf 5vSYHbuE5p/ 10l Dznkg/ p8kW3FXuW ycci gFTcNz215yy X39LXFnl

LzKUb/ F5GNADBQF +Lwgqa8CGr Rf sOAIxi mb3CHf t y5mc5r USnTsl GYEI OCR1BeQauyPZbPD
sDDOMZ1ZaSaf anFvwrFGSLI x9x kU7t zg+vKLoWkmdu5xf 3vn55V] nSd1la@enUcXi L4cnBCGo
ThOW 39Ecyzgsl zBdC++MPj cQTcA7p6J UVs P60AB3FQANg54t uUoOECc8bsMBb3Ev42LnuQT5N
dKHOMIS XTPt | Okl k4bk4Caj Hsi y1BMahpT27] W JI M Jc+l WOnghkKHt 926s/ ynf df 5Hkd
Qlcyvsz5tryVl 3Fx78XeSYf Qvuuwgp2H139pXGEKgON6KdUCet dZWhe70YGNPwLyj WIT1l hM
BBgRAgAMBQ +PgMIBQkJZgGAAAOJEI xxj Tt QcuHL7p4An3r 1QoVCOyhnW2c SAj g+kr 72GX0e
AJ4295k| 6Nx YEuFApnT 1+0uUg/ SI s YhMBBgRAgAVBQIHr JT8BQKNVF| f AA0JEI xxj Tt QcuHL
pc4An0l 965H3JY2GTr i zp+dCezxbhexaAJ48FhocFYvf hZt geUNb6aPvgQZHT4hUBBgRAgAM
BQ +PgMiBQkJZgGAABI JEI xxj Tt QcuH1B2VHUECc AAQHUNGCf evVCl UL3KGdbZx| COr 6SvvYZ
f R4ANnj b3nBXo3FgS4UChayv X7 S5Sr 9KWki FQEGBECAAWFAk 53Pe0FCRP7AbgAEgdl R1BHAAEB
CRCMe YO7UHLh9RSbAJsFi vb5sESf 8v YESyf D1n9AVa6 FEWCgpWAI Wbl 9p1Dc B+L5RCUBW6 NG
uck=

=yi a9

————— END PGP PUBLI C KEY BLOCK- - - --

2.5 Installation Layouts

The installation layout differs for different installation types (for example, native packages, binary
tarballs, and source tarballs), which can lead to confusion when managing different systems or using
different installation sources. The individual layouts are given in the corresponding installation type or
platform chapter, as described following. Note that the layout of installations from vendors other than
Oracle may differ from these layouts.

* MySQL Installation Layout on Microsoft Windows

» Section 4.3, “MySQL Layout for Source Installation”

e Table 3.1, “MySQL Installation Layout for Generic Unix/Linux Binary Package”

» Table 7.5, “MySQL Installation Layout for Linux RPM Packages from the MySQL Developer Zone”

e Table 6.1, “MySQL Installation Layout on macOS”



https://dev.mysql.com/doc/refman/8.0/en/windows-installation-layout.html

Compiler-Specific Build Characteristics

2.6 Compiler-Specific Build Characteristics

In some cases, the compiler used to build MySQL affects the features available for use. The notes in
this section apply for binary distributions provided by Oracle Corporation or that you compile yourself

from source.
i cc (Intel C++ Compiler) Builds
A server built with i cc has these characteristics:

» SSL support is not included.
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Chapter 3 Installing MySQL on Unix/Linux Using Generic
Binaries

Oracle provides a set of binary distributions of MySQL. These include generic binary distributions in the
form of compressed t ar files (files with a . t ar . xz extension) for a number of platforms, and binaries
in platform-specific package formats for selected platforms.

This section covers the installation of MySQL from a compressed t ar file binary distribution on
Unix/Linux platforms. For Linux-generic binary distribution installation instructions with a focus on
MySQL security features, refer to the Secure Deployment Guide. For other platform-specific binary
package formats, see the other platform-specific sections in this manual. For example, for Windows
distributions, see Chapter 5, Installing MySQL on Microsoft Windows. See Section 2.3, “How to Get
MySQL” on how to obtain MySQL in different distribution formats.

MySQL compressed t ar file binary distributions have names of the form

nysqgl - VERSI ON- CS. t ar . xz, where VERSI ONis a number (for example, 8. 3. 0), and OS indicates
the type of operating system for which the distribution is intended (for example, pc- 1 i nux-i 686 or
Wi Nx64).

There is also a “minimal install” version of the MySQL compressed t ar file for the Linux generic
binary distribution, which has a name of the form nysql - VERSI ON- OS- GLI BCVER- ARCH-

m ni mal . t ar. xz. The minimal install distribution excludes debug binaries and is stripped of debug
symbols, making it significantly smaller than the regular binary distribution. If you choose to install the
minimal install distribution, remember to adjust for the difference in file name format in the instructions
that follow.

Warnings

« If you have previously installed MySQL using your operating system native
package management system, such as Yum or APT, you may experience
problems installing using a native binary. Make sure your previous MySQL
installation has been removed entirely (using your package management
system), and that any additional files, such as old versions of your data files,
have also been removed. You should also check for configuration files such
as/etc/ny.cnf orthe/etc/ nysql directory and delete them.

For information about replacing third-party packages with official MySQL
packages, see the related APT guide or Yum guide.

« MySQL has a dependency on the | i bai o library. Data directory initialization
and subsequent server startup steps fail if this library is not installed locally. If
necessary, install it using the appropriate package manager. For example, on
Yum-based systems:

$> yum search libaio # search for info
$> yuminstall libaio # install library

Or, on APT-based systems:

$> apt-cache search libaio # search for info
$> apt-get install libaiol # install library

¢ Oracle Linux 8/ Red Hat 8 (EL8): These platforms by default do not install
the file /11 b64/11i bti nfo. so. 5, which is required by the MySQL client
bi n/ nysql for packages nysql - VERSI ON- el 7-x86_64.tar. gz and
mysql - VERSI ON- | i nux-glibc2.12-x86_64.tar. xz. Towork around
this issue, install the ncur ses- conpat - | i bs package:

$> yuminstall ncurses-conpat-|ibs

21


https://dev.mysql.com/doc/mysql-secure-deployment-guide/8.0/en/
http://dev.mysql.com/doc/mysql-apt-repo-quick-guide/en/
https://dev.mysql.com/doc/refman/5.7/en/replace-third-party-yum.html

Create a mysqgl User and Group

Create

To install a compressed t ar file binary distribution, unpack it at the installation location you choose
(typically / usr /1 ocal / mysql ). This creates the directories shown in the following table.

Table 3.1 MySQL Installation Layout for Generic Unix/Linux Binary Package

Directory Contents of Directory

bin nysql d server, client and utility programs

docs MySQL manual in Info format

man Unix manual pages

i ncl ude Include (header) files

lib Libraries

share Error messages, dictionary, and SQL for database
installation

support-files Miscellaneous support files

Debug versions of the mysql d binary are available as nysqgl d- debug. To compile your own debug
version of MySQL from a source distribution, use the appropriate configuration options to enable
debugging support. See Chapter 4, Installing MySQL from Source.

To install and use a MySQL binary distribution, the command sequence looks like this:

$> groupadd nysql

$> useradd -r -g nysql -s /bin/false nysql
$> cd /usr/local

$> tar xvf /path/to/nysql-VERSION-OS. tar. xz
$> In -s full-path-to-nysql - VERSI ON- CS nysql
$> cd nysql

$> nkdir nysql-files

$> chown nysql : nysqgl nysqgl-files

$> chnod 750 nysql-files

$> bin/nysqgld --initialize --user=nysql

$> bin/nysql _ssl _rsa_setup

$> bin/nysql d_safe --user=nysql &

# Next command i s optional

$> cp support-files/nysql.server /etc/init.d/ nysql.server

Note

This procedure assumes that you have r oot (administrator) access to your
system. Alternatively, you can prefix each command using the sudo (Linux) or
pf exec (Solaris) command.

The nysql - fi | es directory provides a convenient location to use as the value for the
secure_file_priv system variable, which limits import and export operations to a specific directory.
See Server System Variables.

A more detailed version of the preceding description for installing a binary distribution follows.

a mysqgl User and Group

If your system does not already have a user and group to use for running nysql d, you may need to
create them. The following commands add the mysql group and the nysql user. You might want to
call the user and group something else instead of mysql . If so, substitute the appropriate name in the
following instructions. The syntax for user add and gr oupadd may differ slightly on different versions
of Unix/Linux, or they may have different names such as adduser and addgr oup.

$> groupadd nysql
$> useradd -r -g nysql -s /bin/false nysql
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Obtain and Unpack the Distribution

Note

Because the user is required only for ownership purposes, not login purposes,
the user add command uses the -r and -s / bi n/ f al se options to create
a user that does not have login permissions to your server host. Omit these
options if your user add does not support them.

Obtain and Unpack the Distribution

Pick the directory under which you want to unpack the distribution and change location into it. The
example here unpacks the distribution under / usr/ | ocal . The instructions, therefore, assume that
you have permission to create files and directories in / usr /| ocal . If that directory is protected, you
must perform the installation as r oot .

$> cd /usr/l ocal

Obtain a distribution file using the instructions in Section 2.3, “How to Get MySQL". For a given release,
binary distributions for all platforms are built from the same MySQL source distribution.

Unpack the distribution, which creates the installation directory. t ar can uncompress and unpack the
distribution if it has z option support:

$> tar xvf /path/to/nysql-VERSION-OS. tar. xz
The t ar command creates a directory named nysql - VERSI ON- CS.

To install MySQL from a compressed t ar file binary distribution, your system must have GNU XZ
Ut i | s to uncompress the distribution and a reasonable t ar to unpack it.

GNU t ar is known to work. The standard t ar provided with some operating systems is not able to
unpack the long file names in the MySQL distribution. You should download and install GNU t ar , or if
available, use a preinstalled version of GNU tar. Usually this is available as gnut ar, gt ar, orast ar
within a GNU or Free Software directory, such as/ usr/ sfw bi nor/usr/l ocal /bin.GNUtar is
available from http://www.gnu.org/software/tar/.

If your t ar does not support the xz format then use the xz command to unpack the distribution and
t ar to unpack it. Replace the preceding t ar command with the following alternative command to
uncompress and extract the distribution:

$> xz -dc /path/to/nysql-VERSION-OS. tar.xz | tar x

Next, create a symbolic link to the installation directory created by t ar :

$> In -s full-path-to-nysql - VERSI ON- OS nysql

The | n command makes a symbolic link to the installation directory. This enables you to refer more
easilytoitas/usr/ | ocal / nysql . To avoid having to type the path name of client programs always
when you are working with MySQL, you can add the / usr /| ocal / mysql / bi n directory to your PATH
variable:

$> export PATH=$PATH: /usr/ | ocal / nysql / bin

Perform Postinstallation Setup

The remainder of the installation process involves setting distribution ownership and access
permissions, initializing the data directory, starting the MySQL server, and setting up the configuration
file. For instructions, see Chapter 9, Postinstallation Setup and Testing.
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Chapter 4 Installing MySQL from Source
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Building MySQL from the source code enables you to customize build parameters, compiler
optimizations, and installation location. For a list of systems on which MySQL is known to run, see
https://lwww.mysql.com/support/supportedplatforms/database.html.

Before you proceed with an installation from source, check whether Oracle produces a precompiled
binary distribution for your platform and whether it works for you. We put a great deal of effort into
ensuring that our binaries are built with the best possible options for optimal performance. Instructions
for installing binary distributions are available in Chapter 3, Installing MySQL on Unix/Linux Using
Generic Binaries.

If you are interested in building MySQL from a source distribution using build options the same as

or similar to those use by Oracle to produce binary distributions on your platform, obtain a binary
distribution, unpack it, and look in the docs/ | NFO_BI Nfile, which contains information about how that
MySQL distribution was configured and compiled.

Warning

Building MySQL with nonstandard options may lead to reduced functionality,
performance, or security.

The MySQL source code contains internal documentation written using Doxygen. The generated
Doxygen content is available at https://dev.mysql.com/doc/index-other.html. It is also possible to
generate this content locally from a MySQL source distribution using the instructions at Section 4.10,
“Generating MySQL Doxygen Documentation Content”.

4.1 Source Installation Methods

There are two methods for installing MySQL from source:

» Use a standard MySQL source distribution. To obtain a standard distribution, see Section 2.3, “How
to Get MySQL". For instructions on building from a standard distribution, see Section 4.4, “Installing
MySQL Using a Standard Source Distribution”.

Standard distributions are available as compressed t ar files, Zip archives, or RPM packages.
Distribution files have names of the form nysql - VERSI ON. t ar . gz, nmysql - VERSI ON. zi p, or
nysql - VERSI ON. r pm where VERSI ONis a number like 8. 3. 0. File names for source distributions
can be distinguished from those for precompiled binary distributions in that source distribution names
are generic and include no platform name, whereas binary distribution names include a platform
name indicating the type of system for which the distribution is intended (for example, pc- | i nux-

i 686 or wi nx64).
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Source Installation Prerequisites

Use a MySQL development tree. For information on building from one of the development trees, see
Section 4.5, “Installing MySQL Using a Development Source Tree”.

4.2 Source Installation Prerequisites

Installation of MySQL from source requires several development tools. Some of these tools are needed
no matter whether you use a standard source distribution or a development source tree. Other tool
requirements depend on which installation method you use.

To install MySQL from source, the following system requirements must be satisfied, regardless of
installation method:

CMake, which is used as the build framework on all platforms. CiVake can be downloaded from http://
www.cmake.org.

A good nmeke program. Although some platforms come with their own nake implementations, it
is highly recommended that you use GNU nake 3.75 or later. It may already be available on your
system as gnmake. GNU nake is available from http://www.gnu.org/software/make/.

On Unix-like systems, including Linux, you can check your system's version of nake like this:

$> make --version
G\NU Make 4.2.1

MySQL 8.3 source code permits use of C++17 features. To enable the necessary level of C++17
support across all supported platforms, the following minimum compiler versions apply:

 Linux: GCC 10 or Clang 12

* macOS: XCode 10

» Solaris: GCC 10

* Windows: Visual Studio 2019

The MySQL C API requires a C++ or C99 compiler to compile.

An SSL library is required for support of encrypted connections, entropy for random number
generation, and other encryption-related operations. By default, the build uses the OpenSSL library
installed on the host system. To specify the library explicitly, use the W TH_SSL option when you
invoke CVvake. For additional information, see Section 4.6, “Configuring SSL Library Support”.

The Boost C++ libraries are required to build MySQL (but not to use it). In MySQL 8.3 and later,
these libraries are always bundled with the MySQL source.

The ncurses library.

Sufficient free memory. If you encounter build errors such asi nt ernal conpil er error when
compiling large source files, it may be that you have too little memory. If compiling on a virtual
machine, try increasing the memory allocation.

Perl is needed if you intend to run test scripts. Most Unix-like systems include Perl. For Windows,
you can use ActiveState Perl. or Strawberry Perl.

To install MySQL from a standard source distribution, one of the following tools is required to unpack
the distribution file:

Fora.tar.gz compressedt ar file: GNU gunzi p to uncompress the distribution and a reasonable
t ar to unpack it. If your t ar program supports the z option, it can both uncompress and unpack the
file.

GNU t ar is known to work. The standard t ar provided with some operating systems is not able to
unpack the long file names in the MySQL distribution. You should download and install GNU t ar , or
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MySQL Layout for Source Installation

if available, use a preinstalled version of GNU tar. Usually this is available as gnut ar, gt ar, or as
t ar within a GNU or Free Software directory, such as/ usr/ sfw bi nor/ usr/ | ocal / bi n. GNU
t ar is available from https://www.gnu.org/software/tar/.

» Fora. zip Zip archive: W nZi p or another tool that can read . zi p files.

* Foran.rpmRPM package: The r pnbui | d program used to build the distribution unpacks it.

To install MySQL from a development source tree, the following additional tools are required:

» The Git revision control system is required to obtain the development source code. GitHub Help
provides instructions for downloading and installing Git on different platforms.

* bi son 2.1 or later, available from http://www.gnu.org/software/bison/. (Version 1 is no longer
supported.) Use the latest version of bi son where possible; if you experience problems, upgrade to
a later version, rather than revert to an earlier one.

bi son is available from http://www.gnu.org/software/bison/. bi son for Windows can be downloaded
from http://gnuwin32.sourceforge.net/packages/bison.htm. Download the package labeled “Complete
package, excluding sources”. On Windows, the default location for bi son is the C. \ Pr ogr am

Fi | es\ GhuW n32 directory. Some utilities may fail to find bi son because of the space in the
directory name. Also, Visual Studio may simply hang if there are spaces in the path. You can

resolve these problems by installing into a directory that does not contain a space (for example C:

\ GhuW n32).

» On Solaris Express, n¥4 must be installed in addition to bi son. m4 is available from http://
www.gnu.org/software/m4/.

Note
If you have to install any programs, modify your PATH environment variable
to include any directories in which the programs are located. See Setting

Environment Variables.

If you run into problems and need to file a bug report, please use the instructions in How to Report
Bugs or Problems.

4.3 MySQL Layout for Source Installation

By default, when you install MySQL after compiling it from source, the installation step installs files

under / usr /| ocal / mysql . The component locations under the installation directory are the same
as for binary distributions. See Table 3.1, “MySQL Installation Layout for Generic Unix/Linux Binary
Package”, and MySQL Installation Layout on Microsoft Windows. To configure installation locations
different from the defaults, use the options described at Section 4.7, “MySQL Source-Configuration
Options”.

4.4 Installing MySQL Using a Standard Source Distribution

To install MySQL from a standard source distribution:

1. Verify that your system satisfies the tool requirements listed at Section 4.2, “Source Installation
Prerequisites”.

2. Obtain a distribution file using the instructions in Section 2.3, “How to Get MySQL".
3. Configure, build, and install the distribution using the instructions in this section.

4. Perform postinstallation procedures using the instructions in Chapter 9, Postinstallation Setup and
Testing.
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Perform Preconfiguration Setup

MySQL uses CVake as the build framework on all platforms. The instructions given here should enable
you to produce a working installation. For additional information on using CVake to build MySQL, see
How to Build MySQL Server with CMake.

If you start from a source RPM, use the following command to make a binary RPM that you can install.
If you do not have r pnbui | d, use r pminstead.

$> rpnbuild --rebuild --clean MySQL- VERSI ON. src. rpm

The result is one or more binary RPM packages that you install as indicated in Section 7.4, “Installing
MySQL on Linux Using RPM Packages from Oracle”.

The sequence for installation from a compressed t ar file or Zip archive source distribution is similar to
the process for installing from a generic binary distribution (see Chapter 3, Installing MySQL on Unix/
Linux Using Generic Binaries), except that it is used on all platforms and includes steps to configure
and compile the distribution. For example, with a compressed t ar file source distribution on Unix, the
basic installation command sequence looks like this:

# Preconfiguration setup

$> groupadd nysq

$> useradd -r -g nysqgl -s /bin/fal se nysq

# Begi nning of source-build specific instructions
$> tar zxvf nysql-VERSION. tar.gz

$> cd nysql - VERSI ON

$> nkdir bld

$> cd bld

$> cnake .

$> make

$> make instal

# End of source-build specific instructions
# Postinstallation setup

$> cd /usr/local /nmysq

$> nkdir nysql-files

$> chown nysql: nysqgl nysql-files

$> chnod 750 nysql -files

$> bin/nysqld --initialize --user=nysq

$> bin/ nysql _ssl _rsa_setup

$> bin/nysql d_safe --user=nysql &

# Next command is optional

$> cp support-files/nysql.server /etc/init.d/ nysql.server

A more detailed version of the source-build specific instructions is shown following.
Note

The procedure shown here does not set up any passwords for MySQL
accounts. After following the procedure, proceed to Chapter 9, Postinstallation
Setup and Testing, for postinstallation setup and testing.

» Perform Preconfiguration Setup

» Obtain and Unpack the Distribution
» Configure the Distribution

* Build the Distribution

* Install the Distribution

» Perform Postinstallation Setup

Perform Preconfiguration Setup

On Unix, set up the mysql user that owns the database directory and that should be used to run and
execute the MySQL server, and the group to which this user belongs. For details, see Create a mysq|
User and Group. Then perform the following steps as the nysql user, except as noted.
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Obtain and Unpack the Distribution

Obtain and Unpack the Distribution
Pick the directory under which you want to unpack the distribution and change location into it.
Obtain a distribution file using the instructions in Section 2.3, “How to Get MySQL".

Unpack the distribution into the current directory:

» To unpack a compressed t ar file, t ar can decompress and unpack the distribution if it has z option
support:

$> tar zxvf nysql-VERSION tar.gz

If your t ar does not have z option support, use gunzi p to decompress the distribution and t ar to
unpack it;

$> gunzip < nysql-VERSION.tar.gz | tar xvf -

Alternatively, CVake can decompress and unpack the distribution:

$> cneke -E tar zxvf nysql-VERSION. tar.gz
» To unpack a Zip archive, use W nZi p or another tool that can read . zi p files.

Unpacking the distribution file creates a directory named nysql - VERSI ON.

Configure the Distribution

Change location into the top-level directory of the unpacked distribution:

$> cd nysql - VERSI ON

Build outside of the source tree to keep the tree clean. If the top-level source directory is named
nysgl - sr c under your current working directory, you can build in a directory named bui | d at the
same level. Create the directory and go there:

$> nkdir bld
$> cd bld

Configure the build directory. The minimum configuration command includes no options to override
configuration defaults:

$> crmake ../nysql-src

The build directory need not be outside the source tree. For example, you can build in a directory
named bui | d under the top-level source tree. To do this, starting with nysql - sr ¢ as your current
working directory, create the directory bui | d and then go there:

$> nkdir build
$> cd build

Configure the build directory. The minimum configuration command includes no options to override
configuration defaults:

$> cmake ..

If you have multiple source trees at the same level (for example, to build multiple versions of MySQL),
the second strategy can be advantageous. The first strategy places all build directories at the same
level, which requires that you choose a unique name for each. With the second strategy, you can use
the same name for the build directory within each source tree. The following instructions assume this
second strategy.
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Build the Distribution

On Windows, specify the development environment. For example, the following commands configure
MySQL for 32-bit or 64-bit builds, respectively:

$> cmake .. -G "Visual Studio 12 2013"
$> cmake .. -G "Visual Studio 12 2013 W n64"

On macOS, to use the Xcode IDE:

$> cnmake .. -G Xcode
When you run Creke, you might want to add options to the command line. Here are some examples:

e -DBUI LD CONFI G=nysql _r el ease: Configure the source with the same build options used by
Oracle to produce binary distributions for official MySQL releases.

» - DCMAKE_| NSTALL_PREFI X=di r _nane: Configure the distribution for installation under a
particular location.

» - DCPACK_MONOLI THI C_| NSTALL=1: Cause make package to generate a single installation file
rather than multiple files.

» - DW TH_DEBUG=1: Build the distribution with debugging support.
For a more extensive list of options, see Section 4.7, “MySQL Source-Configuration Options”.

To list the configuration options, use one of the following commands:

$> cmake .. -L  # overview

$> cneke .. -LH # overview with hel p text
$> cneke .. -LAH # all params with help text
$> ccneke .. # interactive display

If CMeke fails, you might need to reconfigure by running it again with different options. If you do
reconfigure, take note of the following:

 If CMake is run after it has previously been run, it may use information that was gathered during its
previous invocation. This information is stored in CVakeCache. t xt . When CVake starts, it looks for
that file and reads its contents if it exists, on the assumption that the information is still correct. That
assumption is invalid when you reconfigure.

» Each time you run CVake, you must run nake again to recompile. However, you may want to
remove old object files from previous builds first because they were compiled using different
configuration options.

To prevent old object files or configuration information from being used, run these commands in the
build directory on Unix before re-running CVake:

$> nake cl ean
$> rm CvakeCache. t xt

Or, on Windows:

$> devenv MWySQL.sln /clean
$> del CMakeCache. t xt

Before asking on the MySQL Community Slack, check the files in the CVakeFi | es directory for useful
information about the failure. To file a bug report, please use the instructions in How to Report Bugs or
Problems.

Build the Distribution

On Unix:

$> nake
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$> make VERBOSE=1
The second command sets VERBOSE to show the commands for each compiled source.
Use gmeke instead on systems where you are using GNU nmake and it has been installed as gnake.

On Windows:

$> devenv MySQL.sln /build Rel Wt hDebl nfo

If you have gotten to the compilation stage, but the distribution does not build, see Section 4.8,
“Dealing with Problems Compiling MySQL”, for help. If that does not solve the problem, please enter

it into our bugs database using the instructions given in How to Report Bugs or Problems. If you have
installed the latest versions of the required tools, and they crash trying to process our configuration
files, please report that also. However, if you get a command not f ound error or a similar problem for
required tools, do not report it. Instead, make sure that all the required tools are installed and that your
PATH variable is set correctly so that your shell can find them.

Install the Distribution
On Unix:
$> make instal

This installs the files under the configured installation directory (by default, / usr /1 ocal / nysql ). You
might need to run the command as r oot .

To install in a specific directory, add a DESTDI R parameter to the command line:
$> nake install DESTDI R="/opt/nysql"

Alternatively, generate installation package files that you can install where you like:
$> make package

This operation produces one or more . t ar . gz files that can be installed like generic binary distribution
packages. See Chapter 3, Installing MySQL on Unix/Linux Using Generic Binaries. If you run CVake
with - DCPACK_MONOLI THI C_| NSTALL=1, the operation produces a single file. Otherwise, it produces
multiple files.

On Windows, generate the data directory, then create a . zi p archive installation package:

$> devenv MySQL.sln /build Rel Wt hDebl nfo /project initial_database
$> devenv MySQL.sln /build Rel Wt hDebl nfo /project package

You can install the resulting . zi p archive where you like. See Section 5.3, “Configuration: Manually”.

Perform Postinstallation Setup

The remainder of the installation process involves setting up the configuration file, creating the core
databases, and starting the MySQL server. For instructions, see Chapter 9, Postinstallation Setup and
Testing.

Note
The accounts that are listed in the MySQL grant tables initially have no

passwords. After starting the server, you should set up passwords for them
using the instructions in Chapter 9, Postinstallation Setup and Testing.

4.5 Installing MySQL Using a Development Source Tree
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Prerequisites for Installing from Development Source

This section describes how to install MySQL from the latest development source code, which is hosted
on GitHub. To obtain the MySQL Server source code from this repository hosting service, you can set
up a local MySQL Git repository.

On GitHub, MySQL Server and other MySQL projects are found on the MySQL page. The MySQL
Server project is a single repository that contains branches for several MySQL series.

» Prerequisites for Installing from Development Source

» Setting Up a MySQL Git Repository

Prerequisites for Installing from Development Source

To install MySQL from a development source tree, your system must satisfy the tool requirements
listed at Section 4.2, “Source Installation Prerequisites”.

Setting Up a MySQL Git Repository

To set up a MySQL Git repository on your machine:

1.

Clone the MySQL Git repository to your machine. The following command clones the MySQL
Git repository to a directory named nysql - ser ver . The initial download may take some time to
complete, depending on the speed of your connection.

$> git clone https://github. com nysqgl/nysql -server.git

Cloning into 'mysqgl -server'...

renote: Counting objects: 1198513, done

renote: Total 1198513 (delta 0), reused O (delta 0), pack-reused 1198513
Recei vi ng objects: 100% (1198513/1198513), 1.01 GB | 7.44 MB/s, done
Resol vi ng del tas: 100% (993200/ 993200), done

Checki ng connectivity... done

Checking out files: 100% (25510/25510), done

When the clone operation completes, the contents of your local MySQL Git repository appear
similar to the following:

~> cd mysql - server
~/ nysql -server> |s

client extra nmysys st or age

crmake i ncl ude packagi ng strings
CMakeli sts. t xt | NSTALL pl ugi n support-files
conponent s | i bbi nl ogevent s READVE testclients
confi g. h. cnake | i bchangest r eans router uni ttest

confi gure. cmake I'i bmysql run_doxygen.cmake utilities
Docs |'i bservices scripts VERSI ON
Doxyfil e-i gnored LI CENSE share Vi o
Doxyfile.in man sql Wi n
doxygen_resources mysql -test sql - conmon

Usethegit branch -r command to view the remote tracking branches for the MySQL
repository.

~/ nysql -server> git branch -r
origin/5.7
origin/8.0
origi n/ HEAD -> ori gi n/trunk
origin/cluster-7.4
origin/cluster-7.5
origin/cluster-7.6
origin/trunk

To view the branch that is checked out in your local repository, issue the gi t br anch command.
When you clone the MySQL Git repository, the latest MySQL branch is checked out automatically.
The asterisk identifies the active branch.

~/ nysql -server$ git branch
* trunk
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5. To check out an earlier MySQL branch, runthe gi t checkout command, specifying the branch
name. For example, to check out the MySQL 8.0 branch:

~/ nysql -server$ git checkout 8.0

Checking out files: 100% (9600/9600), done.

Branch 8.0 set up to track renmote branch 8.0 from origin.
Switched to a new branch '8.0'

6. To obtain changes made after your initial setup of the MySQL Git repository, switch to the branch
you want to update and issue the gi t pul | command:

~/ nysql -server$ git checkout trunk
~/ nysql -server$ git pull

To examine the commit history, use the gi t | og command:

~/ nysql -server$ git |og
You can also browse commit history and source code on the GitHub MySQL site.
If you see changes or code that you have a question about, ask on MySQL Community Slack.

7. After you have cloned the MySQL Git repository and have checked out the branch you want to
build, you can build MySQL Server from the source code. Instructions are provided in Section 4.4,
“Installing MySQL Using a Standard Source Distribution”, except that you skip the part about
obtaining and unpacking the distribution.

Be careful about installing a build from a distribution source tree on a production machine. The
installation command may overwrite your live release installation. If you already have MySQL
installed and do not want to overwrite it, run CVake with values for the CMAKE | NSTALL PREFI X,
MYSQL_TCP_PORT, and MYSQL_UNI X ADDR options different from those used by your production
server. For additional information about preventing multiple servers from interfering with each other,
see Running Multiple MySQL Instances on One Machine.

Play hard with your new installation. For example, try to make new features crash. Start by running
nmake test.See The MySQL Test Suite.

4.6 Configuring SSL Library Support

An SSL library is required for support of encrypted connections, entropy for random number
generation, and other encryption-related operations.

If you compile MySQL from a source distribution, CVake configures the distribution to use the installed
OpenSSL library by default.

To compile using OpenSSL, use this procedure:

1. Ensure that OpenSSL 1.0.1 or newer is installed on your system. If the installed OpenSSL version
is older than 1.0.1, C\vake produces an error at MySQL configuration time. If it is necessary to
obtain OpenSSL, visit http://www.openssl.org.

2. The W TH_SSL CVake option determines which SSL library to use for compiling MySQL (see
Section 4.7, “MySQL Source-Configuration Options”). The default is - DW TH_SSL=syst em which
uses OpenSSL. To make this explicit, specify that option. For example:

cmake . -DW TH_SSL=system

That command configures the distribution to use the installed OpenSSL library. Alternatively, to
explicitly specify the path name to the OpenSSL installation, use the following syntax. This can
be useful if you have multiple versions of OpenSSL installed, to prevent CVake from choosing the
wrong one:

cmake . -DW TH_SSL=pat h_nane
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Alternative OpenSSL system packages are supported by using W TH_SSL=openssl| 11 on EL7 or
W TH_SSL=openssl| 3 on EL8. Authentication plugins, such as LDAP and Kerberos, are disabled
since they do not support these alternative versions of OpenSSL.

3. Compile and install the distribution.

To check whether a mysql d server supports encrypted connections, examine the value of the
have_ssl| system variable:

nysql > SHOW VARI ABLES LI KE ' have_ssl ' ;

F T Hommem - +
| Variable_nane | Value |
F T Hommem - +
| have_ssl | YES |
F T Hommem - +

If the value is YES, the server supports encrypted connections. If the value is DI SABLED, the server
is capable of supporting encrypted connections but was not started with the appropriate - - ssl - xxx
options to enable encrypted connections to be used; see Configuring MySQL to Use Encrypted
Connections.

4.7 MySQL Source-Configuration Options

The CVake program provides a great deal of control over how you configure a MySQL source
distribution. Typically, you do this using options on the C\vake command line. For information about
options supported by CMVake, run either of these commands in the top-level source directory:

$> cmake . -LH
$> ccnake .

You can also affect CMake using certain environment variables. See Chapter 12, Environment
Variables.

For boolean options, the value may be specified as 1 or O\ to enable the option, or as 0 or O-F to
disable the option.

Many options configure compile-time defaults that can be overridden at server startup. For example,
the CVAKE | NSTALL_PREFI X, M\YSQL_TCP_PORT, and MYSQL_ UNI X ADDR options that configure the
default installation base directory location, TCP/IP port number, and Unix socket file can be changed at
server startup with the - - basedi r, - - port, and - - socket options for mysql d. Where applicable,
configuration option descriptions indicate the corresponding nysql d startup option.

The following sections provide more information about C\Vake options.
» CMake Option Reference

» General Options

* Installation Layout Options

» Storage Engine Options

» Feature Options

» Compiler Flags

» CMake Options for Compiling NDB Cluster

CMake Option Reference

The following table shows the available C\Vake options. In the Def aul t column, PREFI X stands for
the value of the CMAKE_| NSTALL_PREFI X option, which specifies the installation base directory. This
value is used as the parent location for several of the installation subdirectories.
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CMake Option Reference

Table 4.1 MySQL Source-Configuration Option Reference (CMake)

Formats Description Default
ADD_GDB_| NDEX Whether to enable generation
of .gdb_index section in binaries
BUI LD _CONFI G Use same build options as
official releases
BUNDLE_RUNTI ME_LI BRARI ES |Bundle runtime libraries with OFF

server MSI and Zip packages for
Windows

CMAKE_BUI LD_TYPE

Type of build to produce

Rel Wt hDebl nf o

CMAKE_CXX_FLAGS

Flags for C++ Compiler

CMAKE_C FLAGS

Flags for C Compiler

CVAKE_| NSTALL_PREFI X

Installation base directory

[usr/local / nysql

COWPI LATI ON_COMVENT

Comment about compilation
environment

COVPI LATI ON_COWVVENT _SERVE

FComment about compilation
environment for use by mysqld

COVPRESS _DEBUG_SECTI ONS |Compress debug sections of OFF
binary executables

CPACK_MONOLI THI C I NSTALL |Whether package build produces |OFF
single file

DEFAULT_CHARSET The default server character set |ut f 8nmb4

DEFAULT_COLLATI ON

The default server collation

ut f 8nmb4_0900 ai _ci

DI SABLE_PSI _COND

Exclude Performance Schema
condition instrumentation

OFF

Dl SABLE _PSI _DATA LOCK Exclude the performance OFF
schema data lock
instrumentation

DI SABLE_PSI _ ERROR Exclude the performance OFF
schema server error
instrumentation

Dl SABLE PSI _FI LE Exclude Performance Schema |OFF
file instrumentation

DI SABLE PSI | DLE Exclude Performance Schema |OFF
idle instrumentation

Dl SABLE_PSI _ MEMORY Exclude Performance Schema |OFF
memory instrumentation

Dl SABLE_PSI _METADATA Exclude Performance Schema |OFF
metadata instrumentation

Dl SABLE PSI _MUTEX Exclude Performance Schema |OFF
mutex instrumentation

DI SABLE _PSI _PS Exclude the performance OFF
schema prepared statements

Dl SABLE _PSI _RW.OCK Exclude Performance Schema |OFF
rwlock instrumentation

Dl SABLE_PSI _SOCKET Exclude Performance Schema |OFF

socket instrumentation
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Formats Description Default

DI SABLE_PSI _SP Exclude Performance Schema |OFF
stored program instrumentation

Dl SABLE PSI _STACGE Exclude Performance Schema |OFF
stage instrumentation

DI SABLE _PSI _STATEMENT Exclude Performance Schema |OFF
statement instrumentation

DI SABLE PSI _STATEMENT DI GEXtlude Performance OFF
Schema statements_digest
instrumentation

DI SABLE _PSI _TABLE Exclude Performance Schema |OFF
table instrumentation

Dl SABLE_PSI _ THREAD Exclude the performance OFF
schema thread instrumentation

Dl SABLE PSI _TRANSACTI ON |Exclude the performance OFF
schema transaction
instrumentation

ENABLED LOCAL_|I NFI LE Whether to enable LOCAL for OFF
LOAD DATA

ENABLED PROFI LI NG Whether to enable query profiling | ON
code

ENABLE_EXPERI MENTAL_SYSVAREhether to enabled experimental | OFF
InnoDB system variables

ENABLE_GCOV Whether to include gcov support

ENABLE_GPROF Enable gprof (optimized Linux OFF
builds only)

FORCE_COLORED_OUTPUT Whether to colorize compiler OFF
output

FORCE_| NSOURCE_BUI LD Whether to force an in-source OFF
build

FORCE_UNSUPPORTED COWVPI LERVhether to permit unsupported |OFF
compilers

FPROFI LE_GENERATE Whether to generate profile OFF
guided optimization data

FPROFI LE_USE Whether to use profile guided OFF
optimization data

HAVE_PSI _VEMORY_| NTERFACE Enable performance schema OFF
memory tracing module for
memory allocation functions
used in dynamic storage of over-
aligned types

| GNORE_AI O CHECK With - OFF

DBUILD_CONFIG=mysql_release
ignore libaio check

I NSTALL_BI NDI R User executables directory PREFI X/ bi n
| NSTALL_DOCDI R Documentation directory PREFI X/ docs
| NSTALL_DOCREADMEDI R README file directory PREFI X

I NSTALL_I NCLUDEDI R

Header file directory

PREFI X/ i ncl ude




CMake Option Reference

Formats Description Default

I NSTALL_I NFODI R Info file directory PREFI X/ docs

| NSTALL_LAYOQUT Select predefined installation STANDALONE
layout

I NSTALL_LI BDI R Library file directory PREFI X/ 1i b

I NSTALL_MANDI R Manual page directory PREFI X/ man

I NSTALL_MYSQLKEYRI NGDI R

Directory for keyring_file plugin
data file

pl atform specific

I NSTALL_MYSQLSHAREDI R

Shared data directory

PREFI X/ shar e

| NSTALL_MYSQLTESTDI R

mysql-test directory

PREFI X/ mysql -t est

| NSTALL_PKGCONFI GDI R

Directory for mysglclient.pc pkg-
config file

I NSTALL_LI BDI R/ pkgconfig

I NSTALL_PLUG NDI R

Plugin directory

PREFI X/ |'i b/ pl ugi n

I NSTALL_PRI V_LI BDI R

Installation private library
directory

I NSTALL_SBI NDI R

Server executable directory

PREFI X/ bi n

I NSTALL_SECURE_FI LE_PRI VD

Isecure_file_priv default value

pl at f orm specific

I NSTALL_SHAREDI R

aclocal/mysqgl.m4 installation
directory

PREFI X/ shar e

I NSTALL_STATI C_LI BRARI ES

Whether to install static libraries

ON

| NSTALL_SUPPORTFI LESDI R

Extra support files directory

PREFI X/ support-files

L1 NK_RANDOM ZE

Whether to randomize order of
symbols in mysqgld binary

OFF

LI NK_RANDOM ZE_SEED Seed value for mysql
LINK_RANDOMIZE option

MAX | NDEXES Maximum indexes per table 64

MSVC_CPPCHECK Enable MSVC code analysis. ON

MUTEX_TYPE InnoDB mutex type event

MYSQLX_TCP_PORT TCP/IP port number used by X |33060

Plugin

MYSQLX_UNI X_ADDR

Unix socket file used by X Plugin

[t mp/ nysql x. sock

MYSQL_DATADI R

Data directory

MYSQL_MAI NTAI NER_MODE Whether to enable MySQL OFF
maintainer-specific development
environment

MYSQL_PRQIECT _NAME Windows/macOS project name | My SQL

MYSQL_TCP_PORT TCP/IP port number 3306

MYSQL_UNI X_ADDR

Unix socket file

/tmp/ nysql . sock

NDB_UTI LS_LI NK_DYNAM C

Cause NDB tools to be
dynamically linked to ndbclient

CDBC_| NCLUDES

ODBC includes directory

ODBC LI B DIR

ODBC library directory

OPTI M ZER_TRACE

Whether to support optimizer

tracing
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Formats Description Default
OPTI M ZE_SANI Tl ZER_BUI LDS Whether to optimize sanitizer ON
builds
REPRODUCI BLE_BUI LD Take extra care to create a
build result independent of build
location and time
SHOW SUPPRESSED COVPI LER Wi RéthEGto show suppressed OFF

compiler warnings and not fail
with -Werror.

SYSCONFDI R

Option file directory

SYSTEMD_PI D DI R

Directory for PID file under
systemd

/var/run/nysqld

SYSTEMD SERVI CE_NAME Name of MySQL service under |nysql d
systemd

TWPDI R tmpdir default value

W N_DEBUG _NO | NLI NE Whether to disable function OFF
inlining

W THOUT _SERVER Do not build the server OFF

W THOUT xxx_ STORAGE_ENG NEXxclude storage engine xxx from
build

W TH_ANT Path to Ant for building GCS
Java wrapper

W TH_ASAN Enable AddressSanitizer OFF

W TH_ASAN_SCOPE Enable AddressSanitizer - OFF
fsanitize-address-use-after-
scope Clang flag

W TH_AUTHENTI CATI ON_CLI ENErbl&d aitomatically if
any corresponding server
authentication plugins are built

W TH_AUTHENTI CATI ON_LDAP |Whether to report error if LDAP |OFF
authentication plugins cannot be
built

W TH_AUTHENTI CATI ON_PAM |Build PAM authentication plugin |OFF

W TH_AWS_SDK Location of Amazon Web
Services software development
kit

WTH BU LD_I D On Linux systems, generate a ON
unigue build ID

W TH_CLASSPATH Classpath to use when building
MySQL Cluster Connector for
Java. Default is an empty string.

W TH_CLI ENT_PROTOCOL_TRACIBWUHd client-side protocol tracing |ON
framework

W TH_CURL Location of curl library

W TH_DEBUG Whether to include debugging OFF
support

W TH_DEFAULT _COVPI LER_OPT|Vh&ther to use default compiler |ON

options
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Formats Description Default

W TH_DEVELOPER_ENTI TLEMENMghether to add the 'get- OFF
task-allow' entitlement to all
executables on macOS to
generate a core dump in the
event of an unexpected server

halt

W TH_EDI TLI NE Which libedit/editline library to bundl ed
use

W TH_ERROR_| NSERT Enable error injection in the OFF

NDB storage engine. Should
not be used for building binaries
intended for production.

W TH_FI DO Type of FIDO library support bundl ed

WTH | CU Type of ICU support bundl ed

W TH | NNODB_EXTRA DEBUG |Whether to include extra OFF
debugging support for InnoDB.

W TH_JEMALLCC Whether to link with -ljemalloc OFF

W TH_KEYRI NG_TEST Build the keyring test program OFF

WTH LD Whether to use the LLVM IId or
mold linker

W TH_LI BEVENT Which libevent library to use bundl ed

W TH_LI BWRAP Whether to include libwrap (TCP |OFF
wrappers) support

W TH_LOCK ORDER Whether to enable OFF
LOCK_ORDER tooling

W TH_LSAN Whether to run LeakSanitizer, OFF
without AddressSanitizer

WTH LTO Enable link-time optimizer OFF

W TH LZ4 Type of LZ4 library support bundl ed

W TH_MECAB Compiles MeCab

W TH_MSAN Enable MemorySanitizer OFF

W TH_MSCRT_DEBUG Enable Visual Studio CRT OFF
memory leak tracing

W TH_MYSQLX Whether to disable X Protocol ON

W TH_NDB Build MySQL NDB Cluster OFF

W TH_NDBAPI _ EXAMPLES Build API example programs OFF

W TH_NDBCLUSTER Build the NDB storage engine OFF

W TH_NDBCLUSTER STORAGE HNWarlifiternal use; may not ON

work as expected in all
circumstances; users should
employ WITH_NDBCLUSTER

instead
W TH_NDBMID Build multithreaded data node. |ON
W TH_NDB_DEBUG Produce a debug build for testing | OFF
or troubleshooting.
W TH_NDB_JAVA Enable building of Java and ON

ClusterJ support. Enabled by
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Formats

Description

Default

default. Supported in MySQL
Cluster only.

W TH_NDB_PORT

Default port used by a
management server built with
this option. If this option was not
used to build it, the management
server's default port is 1186.

[ none]

W TH_NDB_TEST

Include NDB API test programs.

OFF

W TH_NDB_TLS_SEARCH_PATH

Default path used by NDB
programs to search for TLS
certificate and key files.

$HOVE/ ndb-tl s

W TH_NUVA

Set NUMA memory allocation
policy

W TH_PACKAGE_FLAGS

For flags typically used for RPM/
DEB packages, whether to add
them to standalone builds on
those platforms

W TH_PROTOBUF Which Protocol Buffers package |bundl ed
to use

W TH_RAPI D Whether to build rapid ON
development cycle plugins

W TH_RAPI DJSON Type of RapidJSON support bundl ed

W TH_ROUTER Whether to build MySQL Router |ON

W TH_SHOW PARSE TREE Support for SHOW
PARSE_TREE debugging
statement

W TH_SSL Type of SSL support system

W TH_SYSTEMD Enable installation of systemd OFF
support files

W TH_SYSTENMD DEBUG Enable additional systemd debug | OFF
information

W TH_SYSTEM LI BS Set system value of library OFF
options not set explicitly

W TH _TCVALLOC Whether to link with -ltcmalloc OFF

W TH TEST_TRACE PLUG N Build test protocol trace plugin OFF

W TH_TSAN Enable ThreadSanitizer OFF

W TH_UBSAN Enable Undefined Behavior OFF
Sanitizer

W TH UNI T_TESTS Compile MySQL with unit tests  |ON

W TH_UNI XODBC Enable unixODBC support OFF

W TH_VALGRI ND Whether to compile in Valgrind  |OFF
header files

W TH W N JEVALLCOC Path to directory containing
jemalloc.dll

WTH ZLI B Type of zlib support bundl ed

W TH ZSTD Type of zstd support bundl ed
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General Options

Formats Description Default

W TH xxx_STORAGE_ENG NE |Compile storage engine xxx
statically into server

General Options
e -DBUI LD CONFI G=nysql rel ease

This option configures a source distribution with the same build options used by Oracle to produce
binary distributions for official MySQL releases.

« -DW TH_BUI LD _| D=bool

On Linux systems, generates a unique build ID which is used as the value of the bui | d_i d system
variable and written to the MySQL server log on startup. Set this option to OFF to disable this feature.

This option has no effect on platforms other than Linux.
» - DBUNDLE_RUNTI ME_LI BRARI ES=bool

Whether to bundle runtime libraries with server MSI and Zip packages for Windows.
« - DCMAKE_BUI LD TYPE=t ype

The type of build to produce:

« Rel Wt hDebl nf o: Enable optimizations and generate debugging information. This is the default
MySQL build type.

* Rel ease: Enable optimizations but omit debugging information to reduce the build size.

« Debug: Disable optimizations and generate debugging information. This build type is also used
if the W TH_DEBUG option is enabled. That is, - DW TH_DEBUG=1 has the same effect as -
DCMAKE_BUI LD _TYPE=Debug.

The option values None and M nSi zeRel are not supported.
e - DCPACK_MONCLI THI C_I NSTALL=bool

This option affects whether the nake package operation produces multiple installation package
files or a single file. If disabled, the operation produces multiple installation package files, which may
be useful if you want to install only a subset of a full MySQL installation. If enabled, it produces a
single file for installing everything.

» - DFORCE_I NSOCURCE_BUI LD=bool

Defines whether to force an in-source build. Out-of-source builds are recommended, as they permit
multiple builds from the same source, and cleanup can be performed quickly by removing the build
directory. To force an in-source build, invoke CVake with - DFORCE_| NSOURCE_BUI LD=0ON.

« - DFORCE_COLORED OUTPUT=hool

Defines whether to enable colorized compiler output for gcc and cl ang when compiling on the
command line. Defaults to OFF.

Installation Layout Options

The CMAKE | NSTALL_PREFI X option indicates the base installation directory. Other options with
names of the form | NSTALL_xxx that indicate component locations are interpreted relative to the
prefix and their values are relative pathnames. Their values should not include the prefix.

« - DCMAKE_| NSTALL_PREFI X=di r _nane
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The installation base directory.

This value can be set at server startup using the - - basedi r option.
- DI NSTALL_BI NDI R=di r _nan®

Where to install user programs.

- DI NSTALL_DOCDI R=di r _narme

Where to install documentation.

- DI NSTALL_DOCREADVMEDI R=di r _narme

Where to install READIVE files.

- DI NSTALL_| NCLUDEDI R=di r _nane

Where to install header files.

- DI NSTALL_I NFODI R=di r _narme

Where to install Info files.

- DI NSTALL_LAYOUT=nane

Select a predefined installation layout:

« STANDALONE: Same layout as used for . t ar. gz and . zi p packages. This is the default.
« RPM Layout similar to RPM packages.

* SVRA4: Solaris package layout.

» DEB: DEB package layout (experimental).

You can select a predefined layout but modify individual component installation locations by
specifying other options. For example:

cmake . - DI NSTALL_LAYOUT=SVR4 - DMYSQL_DATADI R=/ var/ nysql / dat a

The | NSTALL_LAYQUT value determines the default value of the secure_file_priv,
keyring_encrypted_file_data,andkeyring_file_data system variables. See the
descriptions of those variables in Server System Variables, and Keyring System Variables.

- DI NSTALL_LI BDI R=di r _nan®e
Where to install library files.

- DI NSTALL_MANDI R=di r _nane
Where to install manual pages.

- DI NSTALL_MYSQLKEYRI NGDI R=di r _pat h

The default directory to use as the location of the keyri ng_fi | e plugin data file. The default value

is platform specific and depends on the value of the | NSTALL _LAYOUT CMake option; see the
description of the keyri ng fil e_dat a system variable in Server System Variables.

- DI NSTALL_MYSQLSHAREDI R=di r _nane
Where to install shared data files.

- DI NSTALL_MYSQLTESTDI R=di r _nane
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Installation Layout Options

Where to install the mysql -t est directory. To suppress installation of this directory, explicitly set the
option to the empty value (- DI NSTALL_MYSQLTESTDI R=).

- DI NSTALL_PKGCONFI GDI R=di r _nane

The directory in which to install the mysql cl i ent . pc file for use by pkg- conf i g. The default
value is | NSTALL_LI BDI R/ pkgconfi g, unless | NSTALL_LI BDI Rends with / mysqgl , in which
case that is removed first.

- DI NSTALL_PLUG NDI R=di r _nane

The location of the plugin directory.

This value can be set at server startup with the - - pl ugi n_di r option.
-DI NSTALL_PRI V_LI BDI R=di r _nane

The location of the dynamic library directory.

Default location.  For RPM builds, thisis / usr/1i b64/ nysql / pri vat e/, for DEB itis/ usr/
l'ib/nmysql/privatel/,andfor TARItis|i b/ private/.

Protobuf.  Because this is a private location, the loader (such as | d- | i nux. so on Linux) may
not find the | i bpr ot obuf . so files without help. To guide the loader, RPATH=$ORI G N/ . . /

$I NSTALL_PRI'V_LI BDI Ris added to nmysql d and nysql xt est . This works for most cases but
when using the Resource Group feature, mysql d is set sui d, and the loader ignores any RPATH
which contains $ORI G N. To overcome this, an explicit full path to the directory is set in the DEB
and RPM versions of mysqgl d, since the target destination is known. For tarball installs, patching of
nysql d with a tool like pat chel f is required.

- DI NSTALL_SBI NDI R=di r _nan®e
Where to install the nysql d server.
- DI NSTALL_SECURE_FI LE_PRI VDI R=di r _nane

The default value for the secure_fil e_pri v system variable. The default value is platform
specific and depends on the value of the | NSTALL_LAYOUT CVake option; see the description of the
secure_file_priv system variable in Server System Variables.

- DI NSTALL_SHAREDI R=di r _nane
Where to install acl ocal / nysql . 4.
- DI NSTALL_STATI C_LI BRARI ES=bool

Whether to install static libraries. The default is ON. If set to OFF, these library files are not installed:
i brysglclient.a,libnysqgl services. a.

- DI NSTALL_SUPPORTFI LESDI R=di r _nane
Where to install extra support files.
- DLI NK_RANDOM ZE=bool

Whether to randomize the order of symbols in the nysql d binary. The default is OFF. This option
should be enabled only for debugging purposes.

- DLI NK_RANDOM ZE_SEED=val

Seed value for the LI NK_RANDOM ZE option. The value is a string. The default is mysql , an
arbitrary choice.
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Storage Engine Options

e - DMYSQL_DATADI R=di r _nane

The location of the MySQL data directory.

This value can be set at server startup with the - - dat adi r option.
» - DODBC | NCLUDES=di r _nane

The location of the ODBC includes directory, which may be used while configuring Connector/ODBC.
e« -DODBC LI B DI R=di r _nane

The location of the ODBC library directory, which may be used while configuring Connector/ODBC.

e - DSYSCONFDI R=di r _nane
The default my. cnf option file directory.

This location cannot be set at server startup, but you can start the server with a given option file
using the - -def aul t s-fi |l e=fil e _name option, where fi | e_nane is the full path name to the
file.

» - DSYSTEMD_PI D_DI R=di r _nane

The name of the directory in which to create the PID file when MySQL is managed by systemd. The
defaultis / var/ r un/ mysql d; this might be changed implicitly according to the | NSTALL_LAYOUT
value.

This option is ignored unless W TH_SYSTEMD is enabled.

» - DSYSTEMD_SERVI CE_NAME=nane

The name of the MySQL service to use when MySQL is managed by syst end. The default is
nysql d; this might be changed implicitly according to the | NSTALL_LAYOUT value.

This option is ignored unless W TH_SYSTEMD is enabled.
e - DITMPDI R=di r _nane

The default location to use for the t npdi r system variable. If unspecified, the value defaults to
P_tnpdir in<stdio. h>.

Storage Engine Options

Storage engines are built as plugins. You can build a plugin as a static module (compiled into the
server) or a dynamic module (built as a dynamic library that must be installed into the server using the
| NSTALL PLUG N statement or the - - pl ugi n- | oad option before it can be used). Some plugins
might not support static or dynamic building.

The | nnoDB, Myl SAM MERGE, MEMORY, and CSV engines are mandatory (always compiled into the
server) and need not be installed explicitly.

To compile a storage engine statically into the server, use - DW TH_engi ne_ STORAGE _ENG NE=L1.
Some permissible engi ne values are ARCHI VE, BLACKHOLE, EXAMPLE, and FEDERATED. Examples:

- DW TH_ARCHI VE_STORAGE_ENG NE=1
- DW TH_BLACKHOLE_STORAGE_ENG NE=1

To build MySQL with support for NDB Cluster, use the W TH_NDB option.
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Feature Options

Note

It is not possible to compile without Performance Schema support. If it is desired
to compile without particular types of instrumentation, that can be done with the
following CMVeke options:

DI SABLE_PS| _COND

DI SABLE_PS| _DATA LOCK

DI SABLE_PS| _ERRCR

DI SABLE_PS| _FI LE

DI SABLE_PS| _| DLE

DI SABLE_PS| _MEMORY

DI SABLE_PS| _METADATA

DI SABLE_PS| _MUTEX

DI SABLE_PSI _PS

DI SABLE_PS| _RW.OCK

DI SABLE_PS| _SOCKET

DI SABLE_PS| _SP

DI SABLE_PS| _STAGE

DI SABLE_PS| _STATEMENT

DI SABLE_PS| _STATEMENT DI GEST
DI SABLE_PS| _TABLE

DI SABLE_PS| _THREAD

DI SABLE_PS| _TRANSACTI ON

For example, to compile without mutex instrumentation, configure MySQL using
- DDI SABLE_PSI _MJTEX=1.

To exclude a storage engine from the build, use - DW TH_engi ne_ STORACGE _ENG NE=0. Examples:

- DW TH_ARCHI VE_STORAGE_ENG NE=0
- DW TH_EXAMPLE_STORAGE_ENG NE=0
- DW TH_FEDERATED STORAGE_ENG NE=0

It is also possible to exclude a storage engine from the build using -

DW THOUT _engi ne_ STORAGE ENGQ NE=1 (but - DW TH_engi ne_ STORAGE _ENG NE=0 is preferred).
Examples:

- DW THOUT_ARCHI VE_STORAGE_ENG NE=1

- DW THOUT_EXAMPLE_STORAGE_ENG NE=1
- DW THOUT_FEDERATED_STORAGE_ENG NE=1

If neither - DW TH_engi ne_STORAGE_ENG NE nor - DW THOUT_engi ne_STORAGE_ENG NE are
specified for a given storage engine, the engine is built as a shared module, or excluded if it cannot be
built as a shared module.

Feature Options
« - DADD_GDB_| NDEX=bool

This option determines whether to enable generation of a . gdb_i ndex section in binaries, which
makes loading them in a debugger faster. The option is disabled by default. | | d linker is used, and is
disabled by It has no effect if a linker other than | | d or GNU gol d is used.

e - DCOVPI LATI ON_COMMVENT=st ri ng

A descriptive comment about the compilation environment. While nysql d uses
COWPI LATI ON_COMVENT _SERVER, other programs use COVPI LATI ON_COMVENT.

» - DCOVPRESS_DEBUG_SECTI ONS=bool

Whether to compress the debug sections of binary executables (Linux only). Compressing
executable debug sections saves space at the cost of extra CPU time during the build process.

The default is OFF. If this option is not set explicitly but the COVPRESS DEBUG_ SECTI ONS
environment variable is set, the option takes its value from that variable.
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- DCOVPI LATI ON_COMVENT_SERVER=st ri ng

A descriptive comment about the compilation environment for use by nmysql d (for example,
to set the ver si on_coment system variable). Programs other than the server use
COWVPI LATI ON_COMVENT.

- DDEFAULT _CHARSET=char set _nane
The server character set. By default, MySQL uses the ut f 8nb4 character set.

char set _nane may be one of bi nary, arnscii 8,ascii,bi g5,cpl1250,cpl251, cpl256,
cpl257, cp850, cp852, cp866, cp932, dec8, eucj pns, euckr, gh2312, ghk, geost d8, gr eek,
hebr ew, hp8, keybcs?2, koi 8r, koi 8u,l atinl,latin2,latin5,latin7, macce, nacr onan,
sjis,swe7,tis620,ucs2,ujis,utf8nb3, utf8nb4,utfl6,utfl6le,utf32.

This value can be set at server startup with the - - char act er - set - ser ver option.
- DDEFAULT_COLLATI ON=col | ati on_nane

The server collation. By default, MySQL uses ut f 8nb4_0900_ai _ci . Use the SHOW COLLATI ON
statement to determine which collations are available for each character set.

This value can be set at server startup with the - - col | ati on_ser ver option.

- DDI SABLE_PSI _COND=bool

Whether to exclude the Performance Schema condition instrumentation. The default is OFF (include).
- DDI SABLE_PSI _FI LE=bool

Whether to exclude the Performance Schema file instrumentation. The default is OFF (include).

- DDl SABLE_PSI _| DLE=bool

Whether to exclude the Performance Schema idle instrumentation. The default is OFF (include).

- DDl SABLE_PSI _MVEMORY=bool

Whether to exclude the Performance Schema memory instrumentation. The default is OFF (include).
- DDl SABLE_PSI _METADATA=bool

Whether to exclude the Performance Schema metadata instrumentation. The default is OFF
(include).

- DDl SABLE_PSI _MJUTEX=bool

Whether to exclude the Performance Schema mutex instrumentation. The default is OFF (include).
- DDI SABLE_PSI _RW.OCK=bool

Whether to exclude the Performance Schema rwlock instrumentation. The default is OFF (include).
- DDl SABLE_PSI _SOCKET=bool

Whether to exclude the Performance Schema socket instrumentation. The default is OFF (include).
- DDI SABLE_PSI _SP=bool

Whether to exclude the Performance Schema stored program instrumentation. The default is OFF
(include).

- DDl SABLE_PSI _STAGE=bool
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Feature Options

Whether to exclude the Performance Schema stage instrumentation. The default is OFF (include).
- DDI SABLE_PSI _STATEMENT=bool

Whether to exclude the Performance Schema statement instrumentation. The default is OFF
(include).

- DDI SABLE_PSI _STATEMENT_DI GEST=bool

Whether to exclude the Performance Schema statement digest instrumentation. The default is OFF
(include).

- DDl SABLE_PSI _TABLE=bool
Whether to exclude the Performance Schema table instrumentation. The default is OFF (include).
- DDl SABLE_PSI _PS=bhool

Exclude the Performance Schema prepared statements instances instrumentation. The default is
OFF (include).

- DDI SABLE_PSI _ THREAD=bool
Exclude the Performance Schema thread instrumentation. The default is OFF (include).

Only disable threads when building without any instrumentation, because other instrumentations
have a dependency on threads.

- DDl SABLE_PSI _ TRANSACTI ON=bool

Exclude the Performance Schema transaction instrumentation. The default is OFF (include).
- DDI SABLE_PSI _DATA LOCK=bool

Exclude the performance schema data lock instrumentation. The default is OFF (include).

- DDl SABLE_PSI _ ERROR=bool

Exclude the performance schema server error instrumentation. The default is OFF (include).
- DENABLE_EXPERI MENTAL _SYSVARS=bool

Whether to enable experimental | nnoDB system variables. Experimental system variables are
intended for those engaged in MySQL development, should only be used in a development or
test environment, and may be removed without notice in a future MySQL release. For information
about experimental system variables, refer to / st or age/ i nnobase/ handl er/ ha_i nnodb. cc
in the MySQL source tree. Experimental system variables can be identified by searching for
“PLUGIN_VAR_EXPERIMENTAL".

- DW THOUT_SERVER=bool

Whether to build without MySQL Server. The default is OFF, which does build the server.
This is considered an experimental option; it is preferred to build with the server.

- DENABLE_GCOV=bool

Whether to include gcov support (Linux only).

- DENABLE_GPROF=bool

Whether to enable gpr of (optimized Linux builds only).

47



Feature Options

» - DENABLED_LCOCAL_I NFI LE=bool

This option controls the compiled-in default LOCAL capability for the MySQL client library. Clients that
make no explicit arrangements therefore have LOCAL capability disabled or enabled according to the
ENABLED LOCAL | NFI LE setting specified at MySQL build time.

By default, the client library in MySQL binary distributions is compiled with

ENABLED LOCAL | NFI LE disabled. If you compile MySQL from source, configure it with
ENABLED LOCAL | NFI LE disabled or enabled based on whether clients that make no explicit
arrangements should have LOCAL capability disabled or enabled, respectively.

ENABLED LOCAL_| NFI LE controls the default for client-side LOCAL capability. For the server, the

[ ocal _i nfil e system variable controls server-side LOCAL capability. To explicitly cause the server
to refuse or permit LOAD DATA LOCAL statements (regardless of how client programs and libraries
are configured at build time or runtime), start mysql d with - -1 ocal -i nfi | e disabled or enabled,
respectively. | ocal _i nfi | e can also be set at runtime. See Security Considerations for LOAD
DATA LOCAL.

- DENABLED_PROFI LI NG=bool
Whether to enable query profiling code (for the SHON PROFI LE and SHOW PROFI LES statements).
- DFORCE_UNSUPPORTED_COWPI LER=bool

By default, CMake checks for minimum versions of supported compilers; to disable this check, use -
DFORCE_UNSUPPORTED COWVPI LER=ON.

- DSHOW SUPPRESSED COWPI LER_WARNI NGS=bool
Show suppressed compiler warnings, and do so without failing with - \\er r or . Defaults to OFF.
- DFPROFI LE_GENERATE=boOI

Whether to generate profile guided optimization (PGO) data. This option is available for
experimenting with PGO with GCC. See crmeke/ f profi | e. cnmake in the MySQL source
distribution for information about using FPROFI LE_GENERATE and FPROFI LE_USE. These options
have been tested with GCC 8 and 9.

- DFPROFI LE_USE=bool

Whether to use profile guided optimization (PGO) data. This option is available for experimenting
with PGO with GCC. See the cnmake/ f profi | e. crrake file in a MySQL source distribution for
information about using FPROFI LE_GENERATE and FPROFI LE_USE. These options have been
tested with GCC 8 and 9.

Enabling FPROFI LE_USE also enables W TH_LTO.
- DHAVE_PSI _MEMORY_| NTERFACE=bool

Whether to enable the performance schema memory tracing module for memory allocation functions
(ut::aligned_nane library functions) used in dynamic storage of over-aligned types.

- DI GNORE_AI O_CHECK=bool

If the - DBUI LD_CONFI G=nysql _r el ease option is given on Linux, the | i bai o library must be
linked in by default. If you do not have | i bai o or do not want to install it, you can suppress the
check for it by specifying - DI GNORE_Al O CHECK=1.

- DMAX_| NDEXES=num

The maximum number of indexes per table. The default is 64. The maximum is 255. Values smaller
than 64 are ignored and the default of 64 is used.
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Feature Options

» - DMYSQL_MAI NTAI NER_MODE=bool

Whether to enable a MySQL maintainer-specific development environment. If enabled, this option
causes compiler warnings to become errors.

- DW TH_DEVELOPER_ENTI TLEMENTS=bool

Whether to add the get - t ask- al | ow entitlement to all executables to generate a core dump in the
event of an unexpected server halt.

On macOS 11+, core dumps are limited to processes with the com appl e. security. get -t ask-
al | ow entitlement, which this CMake option enables. The entitlement allows other processes to
attach and read/modify the processes memory, and allows - - cor e- f i | e to function as expected.

- DMUTEX_TYPE=t ype
The mutex type used by | nnoDB. Options include:

« event : Use event mutexes. This is the default value and the original | nnoDB mutex
implementation.

¢ sys: Use POSIX mutexes on UNIX systems. Use CRI Tl CAL_SECTI ON objects on Windows, if
available.

e fut ex: Use Linux futexes instead of condition variables to schedule waiting threads.

- DMYSQLX _TCP_PORT=port _num

The port number on which X Plugin listens for TCP/IP connections. The default is 33060.
This value can be set at server startup with the mysql x_port system variable.

- DMYSQLX_UNI X_ADDR=fi | e_nane

The Unix socket file path on which the server listens for X Plugin socket connections. This must be
an absolute path name. The defaultis / t np/ nmysql x. sock.

This value can be set at server startup with the mysql x_port system variable.

- DMWYSQL_PROJIECT NAME=nanme

For Windows or macOS, the project name to incorporate into the project file name.

- DMYSQL_TCP_PORT=port _num

The port number on which the server listens for TCP/IP connections. The default is 3306.
This value can be set at server startup with the - - por t option.

- DMYSQL_UNI X _ADDR=fi | e_narme

The Unix socket file path on which the server listens for socket connections. This must be an
absolute path name. The defaultis / t mp/ mysql . sock.

This value can be set at server startup with the - - socket option.

- DOPTI M ZER_TRACE=bool

Whether to support optimizer tracing. See MySQL Internals: Tracing the Optimizer.
- DREPRODUCI BLE_BUI LD=bool

For builds on Linux systems, this option controls whether to take extra care to create a build result
independent of build location and time.
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Feature Options

This option defaults to ON for Rel W t hDebl nf o builds.
e -DWTH LD=string

CMake uses the standard linker by default. Optionally pass in | | d or nol d to specify an alternative
linker. nol d must be version 2 or newer.

This option can be used on Linux-based systems other than Enterprise Linux, which always uses the
| d linker.

Note

Previously, the option USE_LD_LLD could be used to enable (the default) or
disable explicitly the LLVM | | d linker for Clang. In MySQL 8.3, USE LD LLD
has been removed.

« -DW N_DEBUG NO | NLI NE=bool
Whether to disable function inlining on Windows. The default is OFF (inlining enabled).
e - DW TH_ANT=pat h_nane

Set the path to Ant, required when building GCS Java wrapper. Set W TH_ANT to the path of a
directory where the Ant tarball or unpacked archive is saved. When W TH_ANT is not set, or is set
with the special value syst em the build process assumes a binary ant exists in $PATH.

* - DW TH_ASAN=bool
Whether to enable the AddressSanitizer, for compilers that support it. The default is OFF.
» - DW TH_ASAN_SCOPE=bool

Whether to enable the AddressSanitizer - f sani ti ze- addr ess- use- af t er - scope Clang flag
for use-after-scope detection. The default is off. To use this option, - DW TH_ASAN must also be
enabled.

* - DW TH_AUTHENTI CATI ON_CLI ENT_PLUGQ NS=bool

This option is enabled automatically if any corresponding server authentication plugins are built. Its
value thus depends on other CMake options and it should not be set explicitly.

* - DW TH_AUTHENTI CATI ON_LDAP=bool
Whether to report an error if the LDAP authentication plugins cannot be built:

« If this option is disabled (the default), the LDAP plugins are built if the required header files and
libraries are found. If they are not, CVake displays a note about it.

« If this option is enabled, a failure to find the required header file and libraries causes CMake to
produce an error, preventing the server from being built.

o - DW TH_AUTHENTI CATI ON_PAM=bool

Whether to build the PAM authentication plugin, for source trees that include this plugin. (See PAM
Pluggable Authentication.) If this option is specified and the plugin cannot be compiled, the build
fails.

 -DW TH_AWS_SDK=pat h_name
The location of the Amazon Web Services software development Kkit.

« -DW TH_CLI ENT_PROTOCOL_TRACI NG=bool
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Feature Options

Whether to build the client-side protocol tracing framework into the client library. By default, this
option is enabled.

For information about writing protocol trace client plugins, see Writing Protocol Trace Plugins.
See also the W TH_TEST_TRACE_PLUG N option.
-DW TH _CURL=curl _type

The location of the cur | library. cur| _t ype can be syst em(use the system cur | library), a path
name to the cur | library, no|of f |[none to disable curl support, or bundl ed to use the bundled curl
distribution in ext ra/ curl /.

- DW TH_DEBUG=bool
Whether to include debugging support.

Configuring MySQL with debugging support enables you to use the - - debug="d, par ser _debug"
option when you start the server. This causes the Bison parser that is used to process SQL
statements to dump a parser trace to the server's standard error output. Typically, this output is
written to the error log.

Sync debug checking for the | nnoDB storage engine is defined under UNI V_DEBUG and is available
when debugging support is compiled in using the W TH_DEBUG option. When debugging support

is compiled in, the i nnodb_sync_debug configuration option can be used to enable or disable

I nnoDB sync debug checking.

Enabling W TH_DEBUG also enables Debug Sync. This facility is used for testing and debugging.
When compiled in, Debug Sync is disabled by default at runtime. To enable it, start nysql d with the
- -debug- sync-ti neout =N option, where Nis a timeout value greater than 0. (The default value is
0, which disables Debug Sync.) N becomes the default timeout for individual synchronization points.

Sync debug checking for the | nnoDB storage engine is available when debugging support is
compiled in using the W TH_DEBUG option.

For a description of the Debug Sync facility and how to use synchronization points, see MySQL
Internals: Test Synchronization.

- DW TH_EDI TLI NE=val ue

Which | i bedi t/edi t | i ne library to use. The permitted values are bundl| ed (the default) and
system

-DW TH_FI DO=f i do_t ype

The aut hent i cati on_fi do authentication plugin is implemented using a FIDO library (see FIDO
Pluggable Authentication). The W TH_FI DO option indicates the source of FIDO support:

e bundl ed: Use the FIDO library bundled with the distribution. This is the default.
MySQL includes f i do2 version 1.8.0.

e syst em Use the system FIDO library.

W TH_FI DOis disabled (set to none) if all authentication plugins are disabled.

-DW TH_I CU={i cu_t ype| pat h_nane}

MySQL uses International Components for Unicode (ICU) to support regular expression operations.
The W TH_I CU option indicates the type of ICU support to include or the path name to the ICU
installation to use.

51


https://dev.mysql.com/doc/extending-mysql/8.3/en/writing-protocol-trace-plugins.html
https://dev.mysql.com/doc/refman/8.3/en/server-options.html#option_mysqld_debug
https://dev.mysql.com/doc/refman/8.3/en/innodb-parameters.html#sysvar_innodb_sync_debug
https://dev.mysql.com/doc/refman/8.3/en/server-options.html#option_mysqld_debug-sync-timeout
https://dev.mysql.com/doc/internals/en/test-synchronization.html
https://dev.mysql.com/doc/internals/en/test-synchronization.html
https://dev.mysql.com/doc/refman/8.3/en/fido-pluggable-authentication.html
https://dev.mysql.com/doc/refman/8.3/en/fido-pluggable-authentication.html

Feature Options

e i cu_t ype can be one of the following values:

* bundl ed: Use the ICU library bundled with the distribution. This is the default, and is the only
supported option for Windows.

* syst ent Use the system ICU library.

e pat h_nane is the path name to the ICU installation to use. This can be preferable to using the
i cu_t ype value of syst embecause it can prevent CMake from detecting and using an older or
incorrect ICU version installed on the system. (Another permitted way to do the same thing is to
set W TH_| CUto syst emand set the CVAKE PREFI X PATH option to pat h_nane.)

« - DW TH_| NNODB_EXTRA DEBUG=bool

Whether to include extra InnoDB debugging support.

Enabling W TH_| NNODB_EXTRA DEBUGturns on extra InnoDB debug checks. This option can only
be enabled when W TH_DEBUG s enabled.

- DW TH_JENMALLCOC=bool

Whether to link with - | j emal | oc. If enabled, built-in mal | oc(), cal | oc(),real | oc(), and
free() routines are disabled. The default is OFF.

W TH_JENMALLOC and W TH_TCMALLOC are mutually exclusive.

-DW TH_ W N_JEMALLOC=st ri ng

On Windows, pass in a path to a directory containing j enal | oc. dl | to enable jemalloc
functionality. The build system copies | enal | oc. dl | to the same directory as nysql d. exe and/
or nysql d- debug. exe and utilizes it for memory management operations. Standard memory
functions are used if j emal | oc. dl | is not found or does not export the required functions. An
INFORMATION level log message records whether or not jemalloc is found and used.

This option is enabled for official MySQL binaries for Windows.

- DW TH_KEYRI NG_TEST=bool

Whether to build the test program that accompanies the keyri ng_fi | e plugin. The default is OFF.
Test file source code is located in the pl ugi n/ keyri ng/ keyri ng-test directory.

-DW TH_LI BEVENT=stri ng
Which | i bevent library to use. Permitted values are bundl ed (default) and syst em If syst em
is specified and no system | i bevent library can be found, an error occurs regardless, and the

bundled | i bevent is not used.

The | i bevent library is required by | nnoDB memcached, X Plugin, and MySQL Router.

- DW TH_LI BWRAP=booOl

Whether to include | i bwr ap (TCP wrappers) support.
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« - DW TH_LOCK_ORDER=bool

Whether to enable LOCK_ORDER tooling. By default, this option is disabled and server builds
contain no tooling. If tooling is enabled, the LOCK_ORDER tool is available and can be used as
described in The LOCK_ORDER Tool.

Note

With the W TH_LOCK ORDER option enabled, MySQL builds require the f | ex
program.

* - DW TH_LSAN=bool

Whether to run LeakSanitizer, without AddressSanitizer. The default is OFF.

* -DW TH_LTG=bool

Whether to enable the link-time optimizer, if the compiler supports it. The default is OFF unless
FPROFI LE_USE is enabled.

e -DWTH LZ4=l z4_type
The W TH_LZ4 option indicates the source of zI i b support:
e bundl ed: Use the | z4 library bundled with the distribution. This is the default.

e syst em Use the system | z4 library. If W TH_LZ4 is set to this value, the | z4_deconpr ess utility
is not built. In this case, the system | z4 command can be used instead.

e - DW TH_MECAB={ di sabl ed| syst en{ pat h_nane}

Use this option to compile the MeCab parser. If you have installed MeCab to its default installation
directory, set - DW TH_MECAB=syst em The syst emoption applies to MeCab installations
performed from source or from binaries using a native package management utility. If you installed
MeCab to a custom installation directory, specify the path to the MeCab installation, for example, -
DW TH_MECAB=/ opt / mecab. If the syst emoption does not work, specifying the MeCab installation
path should work in all cases.

For related information, see MeCab Full-Text Parser Plugin.
- DW TH_MSAN=bool
Whether to enable MemorySanitizer, for compilers that support it. The default is off.

For this option to have an effect if enabled, all libraries linked to MySQL must also have been
compiled with the option enabled.

« - DW TH_MSCRT_DEBUG=bool

Whether to enable Visual Studio CRT memory leak tracing. The default is OFF.
» - DMBVC_CPPCHECK=bool

Whether to enable MSVC code analysis. The default is ON.
o - DW TH_MYSQ.X=bool

Whether to build with support for X Plugin. The default is ON. See Using MySQL as a Document
Store.
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* - DW TH_NUVA=bool

Explicitly set the NUMA memory allocation policy. CVake sets the default W TH_NUVA value based
on whether the current platform has NUVA support. For platforms without NUMA support, CVake
behaves as follows:

« With no NUMA option (the normal case), CMake continues normally, producing only this warning:
NUMA |ibrary m ssing or required version not avail abl e.

e With - DW TH_NUMA=ON, CVake aborts with this error: NUVA | i brary m ssing or required
versi on not avail abl e.

- DW TH_PACKAGE_FLAGS=bool

For flags typically used for RPM and Debian packages, whether to add them to standalone builds on
those platforms. The default is ON for nondebug builds.

- DW TH_PROTOBUF=pr ot obuf _t ype
Which Protocol Buffers package to use. pr ot obuf _t ype can be one of the following values:

e bundl ed: Use the package bundled with the distribution. This is the default. Optionally use
I NSTALL_PRI V_LI BDI R to modify the dynamic Protobuf library directory.

* syst em Use the package installed on the system.
Other values are ignored, with a fallback to bundl ed.
- DW TH_RAPI D=bool

Whether to build the rapid development cycle plugins. When enabled, a r api d directory is created
in the build tree containing these plugins. When disabled, no r api d directory is created in the build
tree. The default is ON, unless the r api d directory is removed from the source tree, in which case
the default becomes OFF.

- DW TH_RAPI DJSON=r api dj son_t ype

The type of RapidJSON library support to include. r api dj son_t ype can be one of the following
values:

e bundl ed: Use the RapidJSON library bundled with the distribution. This is the default.
e syst em Use the system RapidJSON library. Version 1.1.0 or later is required.

- DW TH_ROUTER=bool

Whether to build MySQL Router. The default is ON.

-DW TH_SSL={ssl _t ype|pat h_nane}

For support of encrypted connections, entropy for random number generation, and other encryption-
related operations, MySQL must be built using an SSL library. This option specifies which SSL library
to use.

e ssl _type can be one of the following values:
« syst ent Use the system OpenSSL library. This is the default.

On macOS and Windows, using syst emconfigures MySQL to build as if CMake was invoked
with pat h_namne points to a manually installed OpenSSL library. This is because they do not
have system SSL libraries. On macOS, brew install openssl installs to / usr/ | ocal / opt/
openss| so that syst emcan find it. On Windows, it checks %°r ogr anti | es% OpenSSL,
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%°r ogr anti | es% OQpenSSL- W n32, %°r ogr anti | es% OCpenSSL- W n64, C. / OQpenSSL,
C. / OpenSSL- W n32, and C. / QpenSSL- W n64.

» yes: Thisis a synonym for syst em

e openssl ver si on: Use an alternate OpenSSL system package such as openssl| 11 on EL7, or
openssl 3 (or openssl 3-fi ps) on ELS.

Authentication plugins, such as LDAP and Kerberos, are disabled as they do not support these
alternative versions of OpenSSL.

e pat h_nane is the path name to the OpenSSL installation to use. This can be preferable to using
the ssl _t ype value syst embecause it can prevent CMake from detecting and using an older or
incorrect OpenSSL version installed on the system. (Another permitted way to do the same thing is
to set W TH_SSL to syst emand set the CMAKE _PREFI X PATH option to pat h_nane.)

For additional information about configuring the SSL library, see Section 4.6, “Configuring SSL
Library Support”.

- DW TH_SHOW PARSE_TREE=hool

Enables support for SHOW PARSE TREE in the server, used in development and debugging only. Not
used for release builds or supported in production.

- DW TH_SYSTEMD=bool

Whether to enable installation of syst end support files. By default, this option is disabled. When
enabled, syst end support files are installed, and scripts such as nysql d_saf e and the System
V initialization script are not installed. On platforms where syst end is not available, enabling

W TH_SYSTEMD results in an error from CVake.

When the server was built using this option, MySQL includes all syst end messages in the server's
error log (see The Error Log).

For more information about using syst end, see Section 7.9, “Managing MySQL Server with
systemd”. That section also includes information about specifying options otherwise specified in

[ mysqgl d_saf e] option groups. Because nysql d_saf e is not installed when syst end is used,
such options must be specified another way.

- DW TH_SYSTEM LI BS=bool

This option serves as an “umbrella” option to set the syst emvalue of any of the following C\vVake
options that are not set explicitly: W TH _CURL, W TH_EDI TLI NE, W TH_FI DO, W TH_I CU,

W TH_LI BEVENT, W TH_LZ4, W TH_LZVMA, W TH_PROTOBUF, W TH_RE2, W TH_SSL, W TH_ZLI B,
W TH_ZSTD.

- DW TH_SYSTEMD_DEBUG=bool

Whether to produce additional syst end debugging information, for platforms on which syst end is
used to run MySQL. The default is OFF.

- DW TH_TCVALLOC=hool

Whether to link with - | t cmal | oc. If enabled, built-in mal | oc(), cal l oc(),real | oc(), and
free() routines are disabled. The default is OFF.

W TH_TCVALLCC and W TH_JEMALLQOC are mutually exclusive.
- DW TH_TEST_TRACE_PLUG N=hool

Whether to build the test protocol trace client plugin (see Using the Test Protocol Trace
Plugin). By default, this option is disabled. Enabling this option has no effect unless the
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W TH_CLI ENT_PROTOCOL_TRACI NG option is enabled. If MySQL is configured with both options
enabled, the | i brmysqgl cl i ent client library is built with the test protocol trace plugin built in, and all
the standard MySQL clients load the plugin. However, even when the test plugin is enabled, it has no
effect by default. Control over the plugin is afforded using environment variables; see Using the Test
Protocol Trace Plugin.

Note

Do not enable the W TH TEST TRACE _PLUG N option if you want to use
your own protocol trace plugins because only one such plugin can be loaded
at a time and an error occurs for attempts to load a second one. If you have
already built MySQL with the test protocol trace plugin enabled to see how

it works, you must rebuild MySQL without it before you can use your own
plugins.

For information about writing trace plugins, see Writing Protocol Trace Plugins.

- DW TH_TSAN=bool

Whether to enable the ThreadSanitizer, for compilers that support it. The default is off.

- DW TH_UBSAN=bool

Whether to enable the Undefined Behavior Sanitizer, for compilers that support it. The default is off.
-DW TH_UNI T_TESTS={ ON| OFF}

If enabled, compile MySQL with unit tests. The default is ON unless the server is not being compiled.
- DW TH_UNI XODBC=1

Enables unixODBC support, for Connector/ODBC.

- DW TH_VALGRI ND=bool

Whether to compile in the Valgrind header files, which exposes the Valgrind API to MySQL code.
The default is OFF.

To generate a Valgrind-aware debug build, - DV TH_VALGRI ND=1 normally is combined with -
DW TH_DEBUG=1. See Building Debug Configurations.

-DW TH_ZLI B=zl i b_t ype

Some features require that the server be built with compression library support, such as the
COVPRESS() and UNCOVPRESS( ) functions, and compression of the client/server protocol. The
W TH_ZLI| B option indicates the source of zI| i b support:

The minimum supported version of zI| i b is 1.2.13.
e bundl ed: Use the zl i b library bundled with the distribution. This is the default.

e syst em Use the system zl i b library. If W TH_ZLI B is set to this value, the zI| i b_deconpr ess
utility is not built. In this case, the system openss| zl i b command can be used instead.

-DW TH ZSTD=zstd_t ype

Connection compression using the zst d algorithm (see Connection Compression Control) requires
that the server be built with zst d library support. The W TH_ZSTD option indicates the source of
zst d support:

* bundl ed: Use the zst d library bundled with the distribution. This is the default.

* syst em Use the system zst d library.
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Compiler Flags

Compiler Flags

- DCMAKE C FLAGS="fl ags"
Flags for the C compiler.

« - DCMAKE_CXX_FLAGS="f | ags"
Flags for the C++ compiler.

e - DW TH DEFAULT_COWPI LER_OPTI ONS=bool
Whether to use the flags from crmake/ bui | d_confi gurati ons/ conpi |l er _opti ons. creke.

Note

All optimization flags are carefully chosen and tested by the MySQL build
team. Overriding them can lead to unexpected results and is done at your
own risk.

e -DOPTI M ZE_SANI Tl ZER BUI LDS=bool
Whether to add - O1 - f no-i nl i ne to sanitizer builds. The default is O\.

To specify your own C and C++ compiler flags, for flags that do not affect optimization, use the
CVAKE _C FLAGS and CMAKE _CXX_FLAGS CMake options.

When providing your own compiler flags, you might want to specify CMAKE_BUI LD TYPE as well.

For example, to create a 32-bit release build on a 64-bit Linux machine, do this:

$> nkdir build

$> cd build

$> cmake .. - DOMAKE C FLAGS=-n82 \
- DCMAKE_CXX_FLAGS=- n82 \
- DCVAKE_BUI LD_TYPE=Rel Wt hDebl nf o

If you set flags that affect optimization (- Onunber ), you must set the CMAKE _C FLAGS buil d_type
and/or CVAKE_CXX_FLAGS bui | d_t ype options, where bui | d_t ype corresponds

to the CMAKE_BUI LD TYPE value. To specify a different optimization for the default

build type (Rel W t hDebl nf o) set the CVAKE_C FLAGS RELW THDEBI NFOand
CVAKE_CXX_FLAGS_RELW THDEBI NFO options. For example, to compile on Linux with - O3 and with
debug symbols, do this:

$> cmake .. - DCMAKE _C_FLAGS_RELW THDEBI NFO="-C3 -g" \
- DCMAKE_CXX_FLAGS_RELW THDEBI NFO="- 03 -g"

CMake Options for Compiling NDB Cluster
The following options are for use when building the MySQL sources with NDB Cluster support.
« -DNDB_UTI LS _LI NK_DYNAM C={ ON| OFF}

Controls whether NDB utilities such as ndb_dr op_t abl e are linked with ndbcl i ent statically
(OFF) or dynamically (ON); OFF (static linking) is the default. Normally static linking is used when
building these to avoid problems with LD LI BRARY _PATH, or when multiple versions of ndbcl i ent
are installed. This option is intended for creating Docker images and possibly other cases in which
the target environment is subject to precise control and it is desirable to reduce image size.

* - DW TH_CLASSPATH=pat h

Sets the classpath for building MySQL NDB Cluster Connector for Java. The default is empty. This
option is ignored if - DW TH_NDB_JAVA=OFF is used.
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- DW TH_ERROR_| NSERT={ ON| OFF}

Enables error injection in the NDB kernel. For testing only; not intended for use in building production
binaries. The default is OFF.

» - DW TH_NDB={ ON| OFF}
Build MySQL NDB Cluster; build the NDB plugin and all NDB Cluster programs.
» - DW TH_NDBAPI _ EXAMPLES={ ON| OFF}

Build NDB API example programs in st or age/ ndb/ ndbapi - exanpl es/ . See NDB API
Examples, for information about these.

» - DW TH_NDBCLUSTER_STORAGE_ENG NE={ ON| OFF}

Controls (only) whether the ndbcl ust er plugin is included in the build; W TH_NDB enables this
option automatically, so it is recommended that you use W TH_NDB instead.

- DW TH_NDBCLUSTER={ ON| OFF}
Build and link in support for the NDB storage engine in nysql d.
This option is deprecated and subject to eventual removal; use W TH_NDB instead.
« - DW TH_NDBMTD={ ON| OFF}
Build the multithreaded data node executable ndbnt d. The default is ON.
- DW TH_NDB_DEBUG={ ON| OFF}
Enable building the debug versions of the NDB Cluster binaries. This is OFF by default.
« - DW TH_NDB_JAVA={ ON| OFF}

Enable building NDB Cluster with Java support, including support for ClusterJ (see MySQL NDB
Cluster Connector for Java).

This option is ON by default. If you do not wish to compile NDB Cluster with Java support, you must
disable it explicitly by specifying - DW TH_NDB_JAVA=0OFF when running CMake. Otherwise, if Java
cannot be found, configuration of the build fails.

. - DW TH_NDB_PORT=por t

Causes the NDB Cluster management server (ndb_ngnd) that is built to use this port by default. If
this option is unset, the resulting management server tries to use port 1186 by default.

» - DW TH_NDB_TEST={ ON| OFF}
If enabled, include a set of NDB API test programs. The default is OFF.
« -DWTH NDB TLS SEARCH PATH=path

Set the default path searched by ndb_si gn_keys and other NDB programs for TLS certificate and
key files.

The default for Windows platforms is $HOVEDI R/ ndb- t | s; for other platforms, such as Linux, it is
$HOVE/ ndb-t 1 s.

4.8 Dealing with Problems Compiling MySQL

The solution to many problems involves reconfiguring. If you do reconfigure, take note of the following:
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If CMake is run after it has previously been run, it may use information that was gathered during its
previous invocation. This information is stored in CVakeCache. t xt . When CVake starts, it looks for
that file and reads its contents if it exists, on the assumption that the information is still correct. That
assumption is invalid when you reconfigure.

Each time you run CVake, you must run nake again to recompile. However, you may want to
remove old object files from previous builds first because they were compiled using different
configuration options.

To prevent old object files or configuration information from being used, run the following commands
before re-running CVake:

On Unix:

$> nake cl ean
$> rm CvhkeCache. t xt

On Windows:

$> devenv MySQL.sln /clean
$> del CMakeCache. t xt

If you build outside of the source tree, remove and recreate your build directory before re-running
ChMake. For instructions on building outside of the source tree, see How to Build MySQL Server with
CMake.

On some systems, warnings may occur due to differences in system include files. The following list
describes other problems that have been found to occur most often when compiling MySQL:

To define which C and C++ compilers to use, you can define the CC and CXX environment
variables. For example:

$> CC=gcc

$> CXX=g++
$> export CC CXX

While this can be done on the command line, as just shown, you may prefer to define these values in
a build script, in which case the export command is not needed.

To specify your own C and C++ compiler flags, use the CMAKE_C_FLAGS and CVAKE _CXX_FLAGS
CMake options. See Compiler Flags.

To see what flags you might need to specify, invoke nysqgl _confi g with the - -cfl ags and - -
cxxf | ags options.

To see what commands are executed during the compile stage, after using C\vVake to configure
MySQL, run nake VERBOSE=1 rather than just nake.

If compilation fails, check whether the MYSQL_MAI NTAI NER_MODE option is enabled. This mode
causes compiler warnings to become errors, so disabling it may enable compilation to proceed.

If your compile fails with errors such as any of the following, you must upgrade your version of nake
to GNU nake:

make: Fatal error in reader: Makefile, |ine 18
Badl y formed macro assi gnnent

Or:

make: file ~Makefile' line 18: Mist be a separator (:

Or:

pt hread. h: No such file or directory
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Solaris and FreeBSD are known to have troublesome make programs.
GNU make 3.75 is known to work.

The sql _yacc. cc file is generated from sql _yacc. yy. Normally, the build process does not need
to create sql _yacc. cc because MySQL comes with a pregenerated copy. However, if you do need
to re-create it, you might encounter this error:

"sqgl _yacc.yy", line xxx fatal: default action causes potential..

This is a sign that your version of yacc is deficient. You probably need to install a recent version of
bi son (the GNU version of yacc) and use that instead.

Versions of bi son older than 1.75 may report this error:

sql _yacc. yy: #####: fatal error: maxi mumtabl e size (32767) exceeded

The maximum table size is not actually exceeded; the error is caused by bugs in older versions of
bi son.

For information about acquiring or updating tools, see the system requirements in Chapter 4, Installing
MySQL from Source.

4.9 MySQL Configuration and Third-Party Tools

Third-party tools that need to determine the MySQL version from the MySQL source can read the
MYSQL_ VERSI ONfile in the top-level source directory. The file lists the pieces of the version separately.
For example, if the version is MySQL 8.3.0, the file looks like this:

MYSQL_VERSI ON_MAJOR=8
MYSQL_VERSI ON_M NOR=3
MYSQL_VERSI ON_PATCH=0
MYSQL_VERSI ON_EXTRA=" | NNOVATI ON"

To construct a five-digit number from the version components, use this formula:

MYSQL_VERSI ON_MAJOR* 10000 + MYSQL_VERSI ON_M NOR* 100 + MYSQL_VERSI ON_PATCH

4.10 Generating MySQL Doxygen Documentation Content

The MySQL source code contains internal documentation written using Doxygen. The generated
Doxygen content is available at https://dev.mysql.com/doc/index-other.html. It is also possible to
generate this content locally from a MySQL source distribution using the following procedure:

1.

Install doxygen 1.9.2 or later. Distributions are available here at http://www.doxygen.nl/.

After installing doxygen, verify the version number:

$> doxygen --version
1.9.2

Install PlantUML.

When you install PlantUML on Windows (tested on Windows 10), you must run it at least once as
administrator so it creates the registry keys. Open an administrator console and run this command:

$> java -jar path-to-plantunl.jar
The command should open a GUI window and return no errors on the console.

Set the PLANTUML_JAR_PATH environment to the location where you installed PlantUML. For
example:
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$> export PLANTUML_JAR PATH=pat h-to-pl antuml .j ar
Install the Graphviz dot command.

After installing Graphviz, verify dot availability. For example:

$> whi ch dot

[ usr/ bi n/ dot

$> dot -V

dot - graphviz version 2.40.1 (20161225. 0304)

Change location to the top-level directory of your MySQL source distribution and do the following:

First, execute crrake:
$> cd nysql -source-directory
$> nkdir build

$> cd build
$> cnake .

Next, generate the doxygen documentation:

$> nake doxygen

Inspect the error log, which is available in the doxyer r or. | og file in the top-level directory.
Assuming that the build executed successfully, view the generated output using a browser. For
example:

$> firefox doxygen/htm /index. htnl
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MySQL is available for Microsoft Windows 64-bit operating systems only. For supported Windows
platform information, see https://www.mysgl.com/support/supportedplatforms/database.html.

There are different methods to install MySQL on Microsoft Windows: the MSI, the standard binary
distribution (packaged as a compressed file) containing all of the necessary files that you unpack,
and source files to compile MySQL yourself. For related information, see Section 5.1, “Choosing an
Installation Package”.

Note

MySQL 8.3 Server requires the Microsoft Visual C++ 2019 Redistributable
Package to run on Windows platforms. Users should make sure the package
has been installed on the system before installing the server. The package is
available at the Microsoft Download Center. Additionally, MySQL debug binaries
require Visual Studio 2019.

Recommended MSI Installation Method

The simplest and recommended method is to download the MSI and let it install MySQL Server, and
then use the MySQL Configurator it installs to configure MySQL:

1. Download the MSI from https://dev.mysgl.com/downloads/ and execute it. This installs the MySQL
server, an associated MySQL Configurator application, and it adds related MySQL items to the
Microsoft Windows Start menu under the My SQL group.

2. Upon completion, the installation wizard prompts to execute MySQL Configurator. Execute it now
(recommended) or later, or instead choose to manually configure MySQL.

Note

The MySQL server won't start until it's configured; it's recommended to
execute the bundled MySQL Configurator immediately after the MSI.

MySQL is now installed. If you used MySQL Configurator to configure MySQL as a Windows service,
then Windows automatically starts the MySQL server every time you restart the system. Also, the MSI
installs the MySQL Configurator application on the local host, which you can use later to reconfigure
MySQL server. It and other MySQL start up menu items were added by the MSI.
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MySQL Installation Layout on Microsoft Windows

For MySQL 8.3 on Windows, the default installation directory is C: \ Progr am Fi | es\ MySQL\ MySQL
Server 8. 3 for installations using the MSI, although the MSI Custom setup type allows using a
different location. If you use the ZIP archive method to install MySQL, install it there are elsewhere,
such as C: \ mysql . Regardless, the layout of the subdirectories remains the same.

All of the files are located within this parent directory using the structure shown in the following table.

Table 5.1 Default MySQL Installation Layout for Microsoft Windows

Directory Contents of Directory Notes
bin mysql d server, client, and utility
programs
YPROGRAMDATAY My SQL Log files, databases The Windows system variable
\MySQ. Server 8.3\ YPROGRANDAT A%defaults to C:
\ Pr ogr anDat a.
docs Release documentation With the MSI, use the Cust om
type to include this optional
component.
i ncl ude Include (header) files
lib Libraries
share Miscellaneous support files,
including error messages,
character set files, sample
configuration files, SQL for
database installation

Additional Installation Information

By default, MySQL Configurator sets up the MySQL server as a Windows service. By using a service,
you can monitor and control the operation of the server through the standard Windows service
management tools. For related information about manually setting up the Windows service, see
Section 5.3.8, “Starting MySQL as a Windows Service”.

To accommodate the RESTART statement, the MySQL server forks when run as a service or
standalone, to enable a monitor process to supervise the server process. In this case, there are two
nysql d processes. If RESTART capability is not required, the server can be started with the - - no-
noni t or option. See RESTART Statement.

Generally, you should install MySQL on Windows using an account that has administrator rights.
Otherwise, you may encounter problems with certain operations such as editing the PATH environment
variable or accessing the Servi ce Control Manager.When installed, MySQL does not need to be
executed using a user with Administrator privileges.

For a list of limitations on the use of MySQL on the Windows platform, see Section 5.6, “Windows
Platform Restrictions”.

In addition to the MySQL Server package, you may need or want additional components to use MySQL
with your application or development environment. These include, but are not limited to:

» To connect to the MySQL server using ODBC, you must have a Connector/ODBC driver. For more
information, including installation and configuration instructions, see MySQL Connector/ODBC
Developer Guide.

e To use MySQL server with .NET applications, you must have the Connector/NET driver. For more
information, including installation and configuration instructions, see MySQL Connector/NET
Developer Guide.
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MySQL on Windows Considerations

MySQL distributions for Windows can be downloaded from https://dev.mysqgl.com/downloads/. See
Section 2.3, "How to Get MySQL".

MySQL for Windows is available in several distribution formats, detailed here. Generally speaking,

you should use the MSI to install MySQL server and MySQL Configurator to configure it. The MSI

is simpler to use than the compressed file, and you need no additional tools to get MySQL up and
running. MySQL Configurator automatically configures MySQL Server, creates an options file, starts
the server, enables you to create default user accounts, and more. For more information on choosing a
package, see Section 5.1, “Choosing an Installation Package”.

Note

Before MySQL 8.1, an application named MySQL Installer included functionality
now present in MySQL Configurator. The MySQL Installer both installed and
configured MySQL products but it does not exist as of MySQL 8.1.

MySQL on Windows Considerations
» Large Table Support

If you need tables with a size larger than 4GB, install MySQL on an NTFS or newer file system. Do
not forget to use MAX_ROWS and AVG_ROW LENGTH when you create tables. See CREATE TABLE
Statement.

» MySQL and Virus Checking Software

Virus-scanning software such as Norton/Symantec Anti-Virus on directories containing MySQL data
and temporary tables can cause issues, both in terms of the performance of MySQL and the virus-
scanning software misidentifying the contents of the files as containing spam. This is due to the
fingerprinting mechanism used by the virus-scanning software, and the way in which MySQL rapidly
updates different files, which may be identified as a potential security risk.

After installing MySQL Server, it is recommended that you disable virus scanning on the main
directory (dat adi r) used to store your MySQL table data. There is usually a system built into the
virus-scanning software to enable specific directories to be ignored.

In addition, by default, MySQL creates temporary files in the standard Windows temporary directory.
To prevent the temporary files also being scanned, configure a separate temporary directory for
MySQL temporary files and add this directory to the virus scanning exclusion list. To do this, add

a configuration option for the t npdi r parameter to your ny. i ni configuration file. For more
information, see Section 5.3.2, “Creating an Option File”.

5.1 Choosing an Installation Package

For MySQL 8.3, there are multiple installation package formats to choose from when installing MySQL
on Windows. The package formats described in this section are:

* MySQL Installation MSI
* MySQL noinstall ZIP Archives

* MySQL Docker Images

MySQL Installation MSI

This package has a file name similar to mysql - communi ty-8. 3. 0. nsi or nmysql -

conmer ci al - 8. 3. 0. nsi , and installs MySQL server along with MySQL Configurator. The MSI
includes a MySQL Configurator application that is recommended for most users to set up, configure,
and reconfigure the MySQL server.
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MySQL noinstall ZIP Archives

The MSI and MySQL Configurator operate on all MySQL supported versions of Windows (see https://
www.mysgl.com/support/supportedplatforms/database.html). For instructions on how to configure
MySQL using MySQL Configurator, see Section 5.2, “Configuration: Using MySQL Configurator”.

MySQL noinstall ZIP Archives

These packages contain the files found in the complete MySQL Server installation package, with the
exception of the GUI. This format does not include an automated installer, but does include MySQL
Configurator to configure the MySQL server.

The noi nst al | ZIP archives are split into two separate compressed files. The main package is
named nysql - VERSI ON- wi nx64. zi p. This contains the components needed to use MySQL on your
system. The optional MySQL test suite, MySQL benchmark suite, and debugging binaries/information
components (including PDB files) are in a separate compressed file named nysql - VERSI O\

W nx64- debug-test. zip.

Program Database (PDB) files (with file name extension pdb) provide information for debugging your
MySQL installation in the event of a problem. These files are included in ZIP Archive distributions (but
not MSI distributions) of MySQL.

To install MySQL by extracting the Zip archive rather than use the MSI, consider the following:

1. If you are upgrading from a previous version please refer to Section 10.11, “Upgrading MySQL on
Windows”, before beginning the upgrade process.

2. Make sure that you are logged in as a user with administrator privileges.

3. Choose an installation location. Traditionally, the MySQL server is installed in C: \ mysql . If you do
not install MySQL at C: \ nysql , you must specify the path to the install directory during startup or
in an option file. See Section 5.3.2, “Creating an Option File”.

Note

The MSI installs MySQL under C: \ Program Fi | es\ MySQL\ My SQL
Server 8.3\.

4. Extract the install archive to the chosen installation location using your preferred file-compression
tool. Some tools may extract the archive to a folder within your chosen installation location. If this
occurs, you can move the contents of the subfolder into the chosen installation location.

5. Configure the MySQL server using either MySQL Configurator (recommended) or Section 5.3,
“Configuration: Manually”.

MySQL Docker Images

For information on using the MySQL Docker images provided by Oracle on Windows platform, see
Section 7.6.3, “Deploying MySQL on Windows and Other Non-Linux Platforms with Docker”.

Warning
The MySQL Docker images provided by Oracle are built specifically for Linux

platforms. Other platforms are not supported, and users running the MySQL
Docker images from Oracle on them are doing so at their own risk.

5.2 Configuration: Using MySQL Configurator

MySQL Configurator is a standalone application designed to ease the complexity of configuring a
MySQL server to run MySQL on Microsoft Windows. It is bundled with the MySQL server, in both the
MSI and standalone Zip archive.
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Methods to Start MySQL Configurator

MySQL Configurator can both configure and reconfigure MySQL server; and the methods to start
MySQL Configurator are:

» The MySQL server MSI prompts to execute MySQL Configurator immediately after it installs the
MySQL server.

» From the Start Menu: the MSI creates a MySQL Configurator start menu item.

» From the command line: the mysql - conf i gur at or . exe executable is located in the same
directory as nysql d. exe and other MySQL binaries installed with the MySQL server.

Typically this location is in C: \ Program Fi | es\ MySQL\ MySQL Server X. Y\ bi n if installed via
the MSI, or a custom directory for the Zip archive.

5.2.1 MySQL Server Configuration with MySQL Configurator

MySQL Configurator performs the initial configuration, a reconfiguration, and also functions as part of
the uninstallation process.

Note

Full permissions are granted to the user executing MySQL Configurator to all
generated files, such as nmy. i ni . This does not apply to files and directories for
specific products, such as the MySQL server data directory in %°r ogr anDat a%
that is owned by SYSTEM

MySQL Configurator performs the configuration of the MySQL server. For example:

* It creates the configuration file (ny. i ni ) that is used to configure the MySQL server. The values
written to this file are influenced by choices you make during the installation process. Some
definitions are host dependent.

» By default, a Windows service for the MySQL server is added.
» Provides default installation and data paths for MySQL server.

« It can optionally create MySQL server user accounts with configurable permissions based on general
roles, such as DB Administrator, DB Designer, and Backup Admin.

» Checking Show Advanced Options enables additional Logging Options to be set. This includes
defining custom file paths for the error log, general log, slow query log (including the configuration of
seconds it requires to execute a query), and the binary log.

The sections that follow describe the server configuration options that apply to MySQL server on
Windows. The server version you installed will determine which steps and options you can configure.
Configuring MySQL server may include some or all of the steps.

5.2.1.1 MySQL Server Installations

MySQL Configurator adds an upgrade option if it finds an existing MySQL Server installation is
discovered. It offers two options:

Note
This upgrade functionality was added in MySQL 8.3.0.
In-Place Upgrade of an Existing MySQL Server Installation

This replaces the existing MySQL server installation as part of the upgrade process which may also
upgrade the data schema. Upon success, the existing MySQL server installation is removed from the
system.
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Note

The existing MySQL server instance must be running for the in-place upgrade
option to function.

While MySQL Configurator may attempt (and succeed) to perform an in-place upgrade for other
scenarios, the following table lists the scenarios officially supported by the configurator:

Table 5.2 Supported Upgrade Paths

A supported upgrade scenario Description

8.0.35+1t0 8.1 From 8.0.35 or higher to the first MySQL 8
Innovation release.

8.0.35+t0 8.4 From 8.0.35 or higher to the MySQL next LTS
release.

8.Xto8.YwhereY=X+1 From an Innovation release to the next
consecutive Innovation release.

8.3t08.4 From the last MySQL 8 Innovation release to the
next MySQL 8 LTS release.

8.4.Xt0 8.4.Y where Y > X From within the same LTS release.

8.4.Xt09.0.0 From an LTS release to the first consecutive
Innovation release.

8.4t09.7 From an LTS release to the next consecutive LTS
release.

This dialogue prompts for the protocol (default: TCP/IP), port (default: 3306), and root password for the
existing installation. Execute connect and then review and confirm the MySQL instance's information
(such as version, paths, and configuration file) before proceeding with the upgrade.

This upgrade may replace the file paths. For example, "MySQL Server 8.2\Data\" changes to "MySQL
Server 8.3\Data\" when upgrading 8.2 to 8.3.

This upgrade functionality also provides these additional options: "Backup Data" allows running
nysql dunp before performing the upgrade, and "Server File Permissions" to optionally customize file
permissions.

Add a Separate MySQL Server Installation

Configure a standard side-by-side installation with the new MySQL server installation. This means
having multiple MySQL server installations installed and running on the system.

5.2.1.2 Type and Networking
» Server Configuration Type

Choose the MySQL server configuration type that describes your setup. This setting defines the
amount of system resources (memory) to assign to your MySQL server instance.

« Development: A computer that hosts many other applications, and typically this is your personal
workstation. This setting configures MySQL to use the least amount of memory.

< Server: Several other applications are expected to run on this computer, such as a web server.
The Server setting configures MySQL to use a medium amount of memory.

« Dedicated: A computer that is dedicated to running the MySQL server. Because no other major
applications run on this server, this setting configures MySQL to use the majority of available
memory.
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Manual: Prevents MySQL Configurator from attempting to optimize the server installation, and
instead, sets the default values to the server variables included in the my. i ni configuration
file. With the Manual type selected, MySQL Configurator uses the default value of 16M for the
t np_t abl e_si ze variable assignment.

» Connectivity

Connectivity options control how the connection to MySQL is made. Options include:

e TCP/IP: This option is selected by default. You may disable TCP/IP Networking to permit local host
connections only. With the TCP/IP connection option selected, you can modify the following items:

 Port for classic MySQL protocol connections. The default value is 3306.
« X Protocol Port defaults to 33060

* Open Windows Firewall port for network access, which is selected by default for TCP/IP
connections.

4]
If a port number is in use already, you will see the error icon ( =) next to the default value and
Next is disabled until you provide a new port number.

« Named Pipe: Enable and define the pipe name, similar to setting the named_pi pe system
variable. The default name is My SQL.

When you select Named Pipe connectivity, and then proceed to the next step, you are prompted
to set the level of access control granted to client software on named-pipe connections. Some
clients require only minimum access control for communication, while other clients require full
access to the named pipe.

You can set the level of access control based on the Windows user (or users) running the client as
follows:

e Minimum access to all users (RECOMMENDED). This level is enabled by default because
it is the most secure.

e Full access to members of alocal group. If the minimum-access option is too restrictive
for the client software, use this option to reduce the number of users who have full access on
the named pipe. The group must be established on Windows before you can select it from the
list. Membership in this group should be limited and managed. Windows requires a newly added
member to first log out and then log in again to join a local group.

e Full access to all users (NOT RECOMMENDED).  This option is less secure and should be
set only when other safeguards are implemented.

* Shared Memory: Enable and define the memory name, similar to setting the shar ed_nenory
system variable. The default name is My SQL.

» Advanced Configuration

Check Show Advanced and Logging Options to set custom logging and advanced options in later
steps. The Logging Options step enables you to define custom file paths for the error log, general
log, slow query log (including the configuration of seconds it requires to execute a query), and the
binary log. The Advanced Options step enables you to set the unique server ID required when binary
logging is enabled in a replication topology.
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» MySQL Enterprise Firewall (Enterprise Edition only)

The Enable MySQL Enterprise Firewall check box is deselected by default. Select this option to
enable a security list that offers protection against certain types of attacks. Additional post-installation
configuration is required (see MySQL Enterprise Firewall).

5.2.1.3 Accounts and Roles

* Root Account Password

Assigning a root password is required and you will be asked for it when reconfiguring with MySQL
Configurator in the future. Password strength is evaluated when you repeat the password in the box
provided. For descriptive information regarding password requirements or status, move your mouse

pointer over the information icon ( =**) when it appears.

MySQL User Accounts (Optional)

Click Add User or Edit User to create or modify MySQL user accounts with predefined roles. Next,
enter the required account credentials:

e User Name: MySQL user names can be up to 32 characters long.

» Host: Select | ocal host for local connections only or <Al | Hosts (% > when remote
connections to the server are required.

« Role: Each predefined role, such as DB Adni n, is configured with its own set of privileges. For
example, the DB Adni n role has more privileges than the DB Desi gner role. The Role drop-
down list contains a description of each role.

» Password: Password strength assessment is performed while you type the password. Passwords
must be confirmed. MySQL permits a blank or empty password (considered to be insecure).

MySQL Configurator Commercial Release Only:  MySQL Enterprise Edition for Windows, a
commercial product, also supports an authentication method that performs external authentication on
Windows. Accounts authenticated by the Windows operating system can access the MySQL server
without providing an additional password.

To create a new MySQL account that uses Windows authentication, enter the user name

and then select a value for Host and Role. Click Windows authentication to enable the

aut henti cati on_wi ndows plugin. In the Windows Security Tokens area, enter a token for each
Windows user (or group) who can authenticate with the MySQL user name. MySQL accounts can
include security tokens for both local Windows users and Windows users that belong to a domain.
Multiple security tokens are separated by the semicolon character (; ) and use the following format
for local and domain accounts:

» Local account

Enter the simple Windows user name as the security token for each local user or group; for
example, finley;jeffrey;adm n.

* Domain account

Use standard Windows syntax (donmai n\ domai nuser ) or MySQL syntax (domai n\
\ domai nuser) to enter Windows domain users and groups.

For domain accounts, you may need to use the credentials of an administrator within the domain
if the account running MySQL Configurator lacks the permissions to query the Active Directory. If
this is the case, select Validate Active Directory users with to activate the domain administrator
credentials.
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Windows authentication permits you to test all of the security tokens each time you add or modify
a token. Click Test Security Tokens to validate (or revalidate) each token. Invalid tokens generate
a descriptive error message along with a red X icon and red token text. When all tokens resolve as
valid (green text without an X icon), you can click OK to save the changes.

5.2.1.4 Windows Service

On the Windows platform, MySQL server can run as a named service managed by the operating
system and be configured to start up automatically when Windows starts. Alternatively, you can
configure MySQL server to run as an executable program that requires manual configuration.

» Configure MySQL server as a Windows service (Selected by default.)
When the default configuration option is selected, you can also select the following:
¢ Windows Service Name
Defaults to MySQLXY where XY is 81 for MySQL 8.1.

e Start the MySQL Server at System Startup

When selected (default), the service startup type is set to Automatic; otherwise, the startup type is
set to Manual.

¢ Run Windows Service as
When Standard System Account is selected (default), the service logs on as Network Service.

The Custom User option must have privileges to log on to Microsoft Windows as a service. The
Next button will be disabled until this user is configured with the required privileges.

A custom user account is configured in Windows by searching for "local security policy" in the Start
menu. In the Local Security Policy window, select Local Policies, User Rights Assignment,

and then Log On As A Service to open the property dialog. Click Add User or Group to add the
custom user and then click OK in each dialog to save the changes.

5.2.1.5 Server File Permissions

Optionally, permissions set on the folders and files located at C: \ Pr ogr anDat a\ My SQL\ My SQL
Server X. Y\ Dat a can be managed during the server configuration operation. You have the following
options:

» MySQL Configurator can configure the folders and files with full control granted exclusively to the
user running the Windows service, if applicable, and to the Administrators group.

All other groups and users are denied access. This is the default option.

» Have MySQL Configurator use a configuration option similar to the one just described, but also have
MySQL Configurator show which users could have full control.

You are then able to decide if a group or user should be given full control. If not, you can move the
qualified members from this list to a second list that restricts all access.

» Have MySQL Configurator skip making file-permission changes during the configuration operation.

If you select this option, you are responsible for securing the Dat a folder and its related files
manually after the server configuration finishes.
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5.2.1.6 Logging Options

This step is available if the Show Advanced Configuration check box was selected during the Type
and Networking step. To enable this step now, click Back to return to the Type and Networking step
and select the check box.

Advanced configuration options are related to the following MySQL log files:
» Error Log
» General Log
» Slow Query Log
* Binary Log
5.2.1.7 Advanced Options

This step is available if the Show Advanced Configuration check box was selected during the Type
and Networking step. To enable this step now, click Back to return to the Type and Networking step
and select the check box.

The advanced-configuration options include:
» Server ID

Set the unique identifier used in a replication topology. If binary logging is enabled, you must specify
a server ID. The default ID value depends on the server version. For more information, see the
description of the ser ver _i d system variable.

» Table Names Case
These options only apply to the initial configuration of the MySQL server.
¢ Lower Case

Sets the | ower case_t abl e_nanes option value to 1 (default), in which table names are stored
in lowercase on disk and comparisons are not case-sensitive.

* Preserve Given Case

Sets the | ower case_t abl e_nanes option value to 2, in which table names are stored as given
but compared in lowercase.

5.2.1.8 Sample Databases

Optionally install sample databases that include test data to help develop applications with MySQL.
The options include the sakila and world databases.

5.2.1.9 Apply Configuration

All configuration settings are applied to the MySQL server when you click Execute. Use the
Configuration Steps tab to follow the progress of each action; the icon for each toggles from white to
green (with a check mark) on success. Otherwise, the process stops and displays an error message if
an individual action times out. Click the Log tab to view the log.

5.3 Configuration: Manually

These instructions apply to those not using the MySQL Configurator application to configure and
set up the MySQL server; or for manually making additional changes. Using MySQL Configurator is
recommended.
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Extracting the Install Archive

5.3.1 Extracting the Install Archive

To install MySQL manually, do the following:

1. If you are upgrading from a previous version then refer to Section 10.11, “Upgrading MySQL on
Windows” before beginning the upgrade process.

2. Make sure that you are logged in as a user with administrator privileges.

3. Choose an installation location. Traditionally, the MySQL server is installed in C: \ mysql . If you do
not install MySQL at C: \ nysql , you must specify the path to the install directory during startup or
in an option file. See Section 5.3.2, “Creating an Option File”.

Note

The MSI installs MySQL under C: \ Program Fi | es\ MySQL\ My SQL
Server 8. 3.

4. Extract the install archive to the chosen installation location using your preferred file-compression
tool. Some tools may extract the archive to a folder within your chosen installation location. If this
occurs, you can move the contents of the subfolder into the chosen installation location.

5.3.2 Creating an Option File

If you need to specify startup options when you run the server, you can indicate them on the command
line or place them in an option file. For options that are used every time the server starts, you may find
it most convenient to use an option file to specify your MySQL configuration. This is particularly true
under the following circumstances:

» The installation or data directory locations are different from the default locations (C: \ Pr ogr am
Fil es\ MySQL\ MySQL Server 8.3 and C.\ Program Fi |l es\ MySQ.\ M\ySQ. Ser ver
8. 3\ dat a).

* You need to tune the server settings, such as memory, cache, or InnoDB configuration information.

When the MySQL server starts on Windows, it looks for option files in several locations, such as

the Windows directory, C: \ , and the MySQL installation directory (for the full list of locations, see
Using Option Files). The Windows directory typically is named something like C: \ W NDOAS. You can
determine its exact location from the value of the W NDI R environment variable using the following
command:

C.\> echo %N NDI R%

MySQL looks for options in each location first in the ny. i ni file, and then in the ny. cnf file. However,
to avoid confusion, it is best if you use only one file. If your PC uses a boot loader where C: is not the
boot drive, your only option is to use the ny. i ni file. Whichever option file you use, it must be a plain
text file.

Note

When using MySQL Configurator to configure MySQL Server, it creates the
ny. i ni atthe default location, and the user executing MySQL Configurator is
granted full permissions to this new my. i ni file.

In other words, be sure that the MySQL Server user has permission to read the
my.ini file.
You can also make use of the example option files included with your MySQL distribution; see Server
Configuration Defaults.

An option file can be created and modified with any text editor, such as Notepad. For example, if
MySQL is installed in E: \ mysql and the data directory is in E: \ nydat a\ dat a, you can create an
option file containing a [ mysql d] section to specify values for the basedi r and dat adi r options:
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[mysql d]

# set basedir to your installation path

basedi r =E: / nysql

# set datadir to the |location of your data directory
dat adi r =E: / nydat a/ dat a

Microsoft Windows path names are specified in option files using (forward) slashes rather than
backslashes. If you do use backslashes, double them:

[nysgl d]

# set basedir to your installation path

basedi r =E: \ \ nysql

# set datadir to the |ocation of your data directory
dat adi r =E: \\ nydat a\ \ dat a

The rules for use of backslash in option file values are given in Using Option Files.

The ZIP archive does not include a dat a directory. To initialize a MySQL installation by creating the
data directory and populating the tables in the mysql system database, initialize MySQL using either - -
initializeor--initialize-insecure.Foradditional information, see Section 9.1, “Initializing
the Data Directory”.

If you would like to use a data directory in a different location, you should copy the entire contents
of the dat a directory to the new location. For example, if you want to use E: \ nydat a as the data
directory instead, you must do two things:

1. Move the entire dat a directory and all of its contents from the default location (for example C:
\ Program Fi | es\ MySQL\ MySQL Server 8. 3\data)to E: \ nydat a.

2. Use a--dat adir option to specify the new data directory location each time you start the server.

5.3.3 Selecting a MySQL Server Type

The following table shows the available servers for Windows in MySQL 8.3.

Binary Description

nysql d Optimized binary with named-pipe support

nysql d- debug Like nysql d, but compiled with full debugging
and automatic memory allocation checking

Each of the servers in a distribution support the same set of storage engines. The SHON ENG NES
statement displays which engines a given server supports.

All Windows MySQL 8.3 servers have support for symbolic linking of database directories.

MySQL supports TCP/IP on all Windows platforms. MySQL servers on Windows also support named
pipes, if you start the server with the naned_pi pe system variable enabled. It is necessary to enable
this variable explicitly because some users have experienced problems with shutting down the MySQL
server when named pipes were used. The default is to use TCP/IP regardless of platform because
named pipes are slower than TCP/IP in many Windows configurations.

5.3.4 Initializing the Data Directory

If you installed MySQL using the noi nst al | package, no data directory is included. To initialize the
data directory, use the instructions at Section 9.1, “Initializing the Data Directory”.

5.3.5 Starting the Server for the First Time

This section gives a general overview of starting the MySQL server. The following sections provide
more specific information for starting the MySQL server from the command line or as a Windows
service.
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The information here applies primarily if you installed MySQL using the noi nst al | version, or if you
wish to configure and test MySQL manually rather than using MySQL Configurator.

The examples in these sections assume that MySQL is installed under the default location of C.
\ Program Fi | es\ MySQL\ MySQL Server 8. 3. Adjust the path names shown in the examples if
you have MySQL installed in a different location.

Clients have two options. They can use TCP/IP, or they can use a hamed pipe if the server supports
named-pipe connections.

MySQL for Windows also supports shared-memory connections if the server is started with the
shar ed_menory system variable enabled. Clients can connect through shared memory by using the
- - pr ot ocol =IMEMORY option.

For information about which server binary to run, see Section 5.3.3, “Selecting a MySQL Server Type”.

Testing is best done from a command prompt in a console window (or “DOS window"). In this way you
can have the server display status messages in the window where they are easy to see. If something is
wrong with your configuration, these messages make it easier for you to identify and fix any problems.

Note

The database must be initialized before MySQL can be started. For additional
information about the initialization process, see Section 9.1, “Initializing the Data
Directory”.

To start the server, enter this command:

C\> "C \Program Fi | es\ MySQL\ MySQL Server 8.3\bin\nysqgld" --console

You should see messages similar to those following as it starts (the path names and sizes may
differ). Theready for connecti ons messages indicate that the server is ready to service client
connections.

[Server] C:\nysqgl\bin\nysqgld.exe (nysqgld 8.0.30) starting as process 21236
[InnoDB] InnoDB initialization has started.

[1nnoDB] InnoDB initialization has ended.

[Server] CA certificate ca.pemis self signed.

[ Server] Channel nysqgl_main configured to support TLS.

Encrypt ed connections are now supported for this channel.

[Server] X Plugin ready for connections. Bind-address: '::' port: 33060
[Server] C:\nysgl\bin\nysqgld. exe: ready for connections.
Version: '8.0.30" socket: '' port: 3306 MSQL Community Server - GPL.

You can now open a new console window in which to run client programs.

If you omit the - - consol e option, the server writes diagnostic output to the error log in the data
directory (C. \ Program Fi | es\ M\ySQL\ MySQL Server 8. 3\ dat a by default). The error log is the
file with the . er r extension, and may be set using the - - | og- er r or option.

Note

The initial r oot account in the MySQL grant tables has no password. After
starting the server, you should set up a password for it using the instructions in
Section 9.4, “Securing the Initial MySQL Account”.

5.3.6 Starting MySQL from the Windows Command Line

The MySQL server can be started manually from the command line. This can be done on any version
of Windows.

To start the mysql d server from the command line, you should start a console window (or “DOS
window”) and enter this command:
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C\> "C \Program Fi | es\ \ySQL\ M\ySQL Server 8. 3\ bi n\ nysql d"
The path to mysql d may vary depending on the install location of MySQL on your system.

You can stop the MySQL server by executing this command:

C\> "C \Program Fi | es\ \ySQ.\ M\ySQ. Server 8. 3\bin\nysqgl adn n" -u root shutdown
Note

If the MySQL r oot user account has a password, you need to invoke
nysql adm n with the - p option and supply the password when prompted.

This command invokes the MySQL administrative utility mysqgl admi n to connect to the server and tell
it to shut down. The command connects as the MySQL r oot user, which is the default administrative
account in the MySQL grant system.

Note

Users in the MySQL grant system are wholly independent from any operating
system users under Microsoft Windows.

If mysql d doesn't start, check the error log to see whether the server wrote any messages there to
indicate the cause of the problem. By default, the error log is located in the C: \ Program Fi | es

\ MySQL\ MySQL Server 8. 3\ dat a directory. It is the file with a suffix of . er r, or may be specified
by passing in the - - | 0og- er r or option. Alternatively, you can try to start the server with the - -
consol e option; in this case, the server may display some useful information on the screen to help
solve the problem.

The last option is to start mysql d with the - - st andal one and - - debug options. In this case, nysqgl d
writes a log file C: \ mysql d. t r ace that should contain the reason why mysql d doesn't start. See The
DBUG Package.

Use nysqgl d --verbose --hel p todisplay all the options that nysql d supports.

5.3.7 Customizing the PATH for MySQL Tools

Warning

You must exercise great care when editing your system PATH by hand;
accidental deletion or modification of any portion of the existing PATH value can
leave you with a malfunctioning or even unusable system.

To make it easier to invoke MySQL programs, you can add the path name of the MySQL bi n directory
to your Windows system PATH environment variable:

» On the Windows desktop, right-click the My Computer icon, and select Properties.

» Next select the Advanced tab from the System Properties menu that appears, and click the
Environment Variables button.

» Under System Variables, select Path, and then click the Edit button. The Edit System Variable
dialogue should appear.

» Place your cursor at the end of the text appearing in the space marked Variable Value. (Use the
End key to ensure that your cursor is positioned at the very end of the text in this space.) Then enter
the complete path name of your MySQL bi n directory (for example, C: \ Program Fi | es\ MySQL
\ MySQL Server 8. 3\hin)

Note

There must be a semicolon separating this path from any values present in
this field.
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Dismiss this dialogue, and each dialogue in turn, by clicking OK until all of the dialogues that were
opened have been dismissed. The new PATH value should now be available to any new command
shell you open, allowing you to invoke any MySQL executable program by typing its name at the
DOS prompt from any directory on the system, without having to supply the path. This includes
the servers, the nysql client, and all MySQL command-line utilities such as mysql adni n and

nmysql dunp.

You should not add the MySQL bi n directory to your Windows PATH if you are running multiple
MySQL servers on the same machine.

5.3.8 Starting MySQL as a Windows Service

On Windows, the recommended way to run MySQL is to install it as a Windows service, so that MySQL
starts and stops automatically when Windows starts and stops. A MySQL server installed as a service
can also be controlled from the command line using NET commands, or with the graphical Ser vi ces
utility. Generally, to install MySQL as a Windows service you should be logged in using an account that
has administrator rights.

The Ser vi ces utility (the Windows Ser vi ce Control Manager) can be found in the Windows
Control Panel. To avoid conflicts, it is advisable to close the Ser vi ces utility while performing server
installation or removal operations from the command line.

Installing the service

Before installing MySQL as a Windows service, you should first stop the current server if it is running
by using the following command:

C\> "C \Program Fil es\ MySQ.\ MySQ. Server 8. 3\bin\nysqgl adm n"
-u root shutdown

Note

If the MySQL r oot user account has a password, you need to invoke
nysql admi n with the - p option and supply the password when prompted.

This command invokes the MySQL administrative utility mysqgl admi n to connect to the server and tell
it to shut down. The command connects as the MySQL r oot user, which is the default administrative
account in the MySQL grant system.

Note

Users in the MySQL grant system are wholly independent from any operating
system users under Windows.

Install the server as a service using this command:

C\> "C \Program Fi | es\ \ySQ.\ M\ySQ. Server 8.3\bin\nysqgld" --install

The service-installation command does not start the server. Instructions for that are given later in this
section.

To make it easier to invoke MySQL programs, you can add the path name of the MySQL bi n directory
to your Windows system PATH environment variable:

» On the Windows desktop, right-click the My Computer icon, and select Properties.

» Next select the Advanced tab from the System Properties menu that appears, and click the
Environment Variables button.

« Under System Variables, select Path, and then click the Edit button. The Edit System Variable
dialogue should appear.
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Place your cursor at the end of the text appearing in the space marked Variable Value. (Use the
End key to ensure that your cursor is positioned at the very end of the text in this space.) Then enter
the complete path name of your MySQL bi n directory (for example, C. \ Program Fi | es\ MySQL

\ MySQL Server 8. 3\bin), and there should be a semicolon separating this path from any values
present in this field. Dismiss this dialogue, and each dialogue in turn, by clicking OK until all of the
dialogues that were opened have been dismissed. You should now be able to invoke any MySQL
executable program by typing its name at the DOS prompt from any directory on the system, without
having to supply the path. This includes the servers, the nysql client, and all MySQL command-line
utilities such as nmysql adm n and nysql dunp.

You should not add the MySQL bi n directory to your Windows PATH if you are running multiple
MySQL servers on the same machine.

Warning

You must exercise great care when editing your system PATH by hand;
accidental deletion or modification of any portion of the existing PATH value can
leave you with a malfunctioning or even unusable system.

The following additional arguments can be used when installing the service:

You can specify a service name immediately following the - - i nst al | option. The default service
name is My SQL.

If a service name is given, it can be followed by a single option. By convention, this should be - -
defaul ts-file=file_namne to specify the name of an option file from which the server should
read options when it starts.

The use of a single option other than - - def aul t s-fi | e is possible but discouraged. - -
defaul ts-fil eis more flexible because it enables you to specify multiple startup options for the
server by placing them in the named option file.

You can also specify a - - | ocal - ser vi ce option following the service name. This causes the
server to run using the Local Ser vi ce Windows account that has limited system privileges. If both
--defaults-fileand--1ocal -service are given following the service name, they can be in
any order.

For a MySQL server that is installed as a Windows service, the following rules determine the service
name and option files that the server uses:

If the service-installation command specifies no service name or the default service name (IMy SQL)
following the - - i nst al | option, the server uses the service name of My SQL and reads options from
the [ nysqgl d] group in the standard option files.

If the service-installation command specifies a service name other than My SQL following the - -

i nst al | option, the server uses that service name. It reads options from the [ nysql d] group
and the group that has the same name as the service in the standard option files. This enables you
to use the [ nysql d] group for options that should be used by all MySQL services, and an option
group with the service name for use by the server installed with that service name.

If the service-installation command specifies a - - def aul t s- f i | e option after the service name,
the server reads options the same way as described in the previous item, except that it reads options
only from the named file and ignores the standard option files.

As a more complex example, consider the following command:

C\> "C \Program Fi | es\ MySQL\ MySQL Server 8. 3\bi n\nysql d"

--install MySQL --defaults-file=C \ny-opts.cnf

Here, the default service name (MySQL) is given after the - - i nst al | option. If no - - def aul t s-
fil e option had been given, this command would have the effect of causing the server to read the
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[ mysqgl d] group from the standard option files. However, because the - - def aul t s-fi | e option is
present, the server reads options from the [ nysql d] option group, and only from the named file.

Note

On Windows, if the server is started with the - - defaul ts-fil e and - -
i nstal |l options, --i nstal | must be first. Otherwise, nysql d. exe attempts
to start the MySQL server.

You can also specify options as Start parameters in the Windows Ser vi ces utility before you start the
MySQL service.

Finally, before trying to start the MySQL service, make sure the user variables %aEMP%and % MP%
(and also %'MPDI R% if it has ever been set) for the operating system user who is to run the service are
pointing to a folder to which the user has write access. The default user for running the MySQL service
is Local Syst em and the default value for its %' EMP%and %a MP%is C. \ W ndows\ Tenp, a directory
Local Syst emhas write access to by default. However, if there are any changes to that default setup
(for example, changes to the user who runs the service or to the mentioned user variables, or the - -

t npdi r option has been used to put the temporary directory somewhere else), the MySQL service
might fail to run because write access to the temporary directory has not been granted to the proper
user.

Starting the service

After a MySQL server instance has been installed as a service, Windows starts the service
automatically whenever Windows starts. The service also can be started immediately from
the Ser vi ces utility, or by usingan sc start nysql d_servi ce_name or NET START
nmysgl d_servi ce_name command. SC and NET commands are not case-sensitive.

When run as a service, nysql d has no access to a console window, so no messages can be seen
there. If mysql d does not start, check the error log to see whether the server wrote any messages
there to indicate the cause of the problem. The error log is located in the MySQL data directory (for
example, C: \ Program Fi | es\ M\ySQL\ MySQL Server 8. 3\ dat a). Itis the file with a suffix of
.err.

When a MySQL server has been installed as a service, and the service is running, Windows stops
the service automatically when Windows shuts down. The server also can be stopped manually
using the Ser vi ces utility, the sc stop mysqgl d_servi ce_nanme command, the NET STOP
nysql d_servi ce_nanme command, or the mysgl adm n shut down command.

You also have the choice of installing the server as a manual service if you do not wish for the service
to be started automatically during the boot process. To do this, use the - -i nst al | - nenual option
rather than the - - i nst al | option:

C\> "C \Program Fi | es\ \ySQL\ M\ySQ. Server 8.3\bin\nysqgld" --install-manual
Removing the service

To remove a server that is installed as a service, first stop it if it is running by executing SC STOP
nysql d_servi ce_nanme or NET STOP nysql d_servi ce_nane. Then use SC DELETE
nysqgl d_servi ce_nane to remove it;

C.\> SC DELETE nysql

Alternatively, use the nysql d - - r enove option to remove the service.

C\> "C \Program Fil es\ MySQL\ MySQ. Server 8.3\ bin\nysqgld® --renove

If mysql d is not running as a service, you can start it from the command line. For instructions, see
Section 5.3.6, “Starting MySQL from the Windows Command Line”.
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If you encounter difficulties during installation, see Section 5.4, “Troubleshooting a Microsoft Windows
MySQL Server Installation”.

For more information about stopping or removing a Windows service, see Starting Multiple MySQL
Instances as Windows Services.

5.3.9 Testing The MySQL Installation

You can test whether the MySQL server is working by executing any of the following commands:

C\> "C \Program Fi | es\ \ySQL\ MySQL Server 8. 3\ bi n\ nysql show"

C\> "C \Program Fi | es\ \ySQL\ M\ySQ. Server 8. 3\bi n\nysqgl show' -u root nysql

C\> "C \Program Fi | es\ \ySQL\ M\ySQ. Server 8. 3\bin\nysqgl adnm n" version status proc
C\> "C \Program Fi | es\ \ySQL\ M\ySQL Server 8.3\bin\nysqgl" test

If mysql d is slow to respond to TCP/IP connections from client programs, there is probably a problem
with your DNS. In this case, start nysql d with the ski p_nane_r esol ve system variable enabled and
use only | ocal host and IP addresses in the Host column of the MySQL grant tables. (Be sure that
an account exists that specifies an IP address or you may not be able to connect.)

You can force a MySQL client to use a named-pipe connection rather than TCP/IP by specifying the - -
pi pe or - - pr ot ocol =PI PE option, or by specifying . (period) as the host name. Use the - - socket
option to specify the name of the pipe if you do not want to use the default pipe name.

If you have set a password for the r oot account, deleted the anonymous account, or created a new
user account, then to connect to the MySQL server you must use the appropriate - u and - p options
with the commands shown previously. See Connecting to the MySQL Server Using Command Options.

For more information about mysql show, see mysqglshow — Display Database, Table, and Column
Information.

5.4 Troubleshooting a Microsoft Windows MySQL Server
Installation

When installing and running MySQL for the first time, you may encounter certain errors that prevent the
MySQL server from starting. This section helps you diagnose and correct some of these errors.

Your first resource when troubleshooting server issues is the error log. The MySQL server uses the
error log to record information relevant to the error that prevents the server from starting. The error log
is located in the data directory specified in your imy. i ni file. The default data directory location is C:

\ Program Fi | es\ MySQL\ MySQL Server 8. 3\data,orC \Progranbat a\ Mysql on Windows
7 and Windows Server 2008. The C: \ Pr ogr anDat a directory is hidden by default. You need to
change your folder options to see the directory and contents. For more information on the error log and
understanding the content, see The Error Log.

For information regarding possible errors, also consult the console messages displayed when

the MySQL service is starting. Use the SC START nysql d_servi ce_nane or NET START

nysgl d_servi ce_name command from the command line after installing mysql d as a service to
see any error messages regarding the starting of the MySQL server as a service. See Section 5.3.8,
“Starting MySQL as a Windows Service”.

The following examples show other common error messages you might encounter when installing
MySQL and starting the server for the first time:

« If the MySQL server cannot find the mysql privileges database or other critical files, it displays these
messages:

System error 1067 has occurred.
Fatal error: Can't open and | ock privil ege tables:
Tabl e ' nysql . user' doesn't exist
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These messages often occur when the MySQL base or data directories are installed in different
locations than the default locations (C. \ Program Fi | es\ MySQL\ MySQL Server 8.3 andC.
\ Program Fi | es\ MySQL\ MySQL Server 8. 3\dat a, respectively).

This situation can occur when MySQL is upgraded and installed to a new location, but the
configuration file is not updated to reflect the new location. In addition, old and new configuration files
might conflict. Be sure to delete or rename any old configuration files when upgrading MySQL.

If you have installed MySQL to a directory other than C. \ Pr ogr am Fi | es\ MySQL\ MySQL Ser ver
8. 3, ensure that the MySQL server is aware of this through the use of a configuration (ny. i ni)

file. Put the ny. i ni file in your Windows directory, typically C. \ W NDOAS. To determine its exact
location from the value of the W NDI R environment variable, issue the following command from the
command prompt:

C.\> echo %N NDI R%

You can create or modify an option file with any text editor, such as Notepad. For example, if MySQL
is installed in E: \ mysqgl and the data directory is D: \ MySQLdat a, you can create the option file and
setup a[ nysql d] section to specify values for the basedi r and dat adi r options:

[nysql d]

# set basedir to your installation path

basedi r =E: / nysql

# set datadir to the |ocation of your data directory
dat adi r =D: / M\ySQLdat a

Microsoft Windows path names are specified in option files using (forward) slashes rather than
backslashes. If you do use backslashes, double them:

[nysal d]

# set basedir to your installation path

basedi r=C:\\ Program Fi | es\\ M\ySQ.\\ M\ySQ. Server 8.3

# set datadir to the location of your data directory
dat adi r=D: \ \ M\ySQLdat a

The rules for use of backslash in option file values are given in Using Option Files.

If you change the dat adi r value in your MySQL configuration file, you must move the contents of
the existing MySQL data directory before restarting the MySQL server.

See Section 5.3.2, “Creating an Option File”.

If you reinstall or upgrade MySQL without first stopping and removing the existing MySQL service,
and then configure MySQL using MySQL Configurator, you might see this error:

Error: Cannot create Wndows service for MySql. Error: O

This occurs when the Configuration Wizard tries to install the service and finds an existing service
with the same name.

One solution to this problem is to choose a service name other than mysqgl when using the
configuration wizard. This enables the new service to be installed correctly, but leaves the outdated
service in place. Although this is harmless, it is best to remove old services that are no longer in use.

To permanently remove the old nysql service, execute the following command as a user with
administrative privileges, on the command line:

C.\ > SC DELETE nysql
[ SC] Del et eServi ce SUCCESS

If the SC utility is not available for your version of Windows, download the del sr v utility from http://
www.microsoft.com/windows2000/techinfo/reskit/tools/existing/delsrv-o0.asp and use the del srv

nysql syntax.
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5.5 Windows Postinstallation Procedures

GUI tools exist that perform most of the tasks described in this section, including:
* MySQL Configurator: Used to configure the MySQL server.
* MySQL Workbench: Manages the MySQL server and edits SQL statements.

If necessary, initialize the data directory and create the MySQL grant tables. Windows installation
operations performed by MySQL Configurator can initialize the data directory automatically. For
installation from a ZIP Archive package, initialize the data directory as described at Section 9.1,
“Initializing the Data Directory”.

Regarding passwords, if you configured MySQL using the MySQL Configurator, you may have already
assigned a password to the initial r oot account. (See Section 5.2, “Configuration: Using MySQL
Configurator”.) Otherwise, use the password-assignment procedure given in Section 9.4, “Securing the
Initial MySQL Account”.

Before assigning a password, you might want to try running some client programs to make sure that
you can connect to the server and that it is operating properly. Make sure that the server is running
(see Section 5.3.5, “Starting the Server for the First Time”). You can also set up a MySQL service that
runs automatically when Windows starts (see Section 5.3.8, “Starting MySQL as a Windows Service”).

These instructions assume that your current location is the MySQL installation directory and that it has
a bi n subdirectory containing the MySQL programs used here. If that is not true, adjust the command
path names accordingly.

If you installed MySQL using the MSI, the default installation directory is C. \ Progr am Fi | es\ MySQL
\MySQL Server 8. 3:

C\> cd "C\Program Fi | es\ MySQL\ M\ySQL Server 8. 3"

A common installation location for installation from a ZIP archive is C: \ nysql :

C\> cd C\nysql

Alternatively, add the bi n directory to your PATH environment variable setting. That enables your
command interpreter to find MySQL programs properly, so that you can run a program by typing only
its name, not its path name. See Section 5.3.7, “Customizing the PATH for MySQL Tools".

With the server running, issue the following commands to verify that you can retrieve information from
the server. The output should be similar to that shown here.

Use nysql showto see what databases exist:

C.\> bi n\ nysqgl show

| infornation_schena |
| nysql |
| perfornmance_schena |
| sys |

The list of installed databases may vary, but always includes at least mysqgl and
i nformati on_schenma.

The preceding command (and commands for other MySQL programs such as nysql ) may not work if
the correct MySQL account does not exist. For example, the program may fail with an error, or you may
not be able to view all databases. If you configured MySQL using MySQL Configurator, the r oot user
is created automatically with the password you supplied. In this case, you should use the - u r oot and
- p options. (You must use those options if you have already secured the initial MySQL accounts.) With
- p, the client program prompts for the r oot password. For example:
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C.\> bin\nysqgl show -u root -p
Ent er password: (enter root password here)

| informati on_schenma
| nysql I
| performance_schenma
| sys I

If you specify a database name, nysql showdisplays a list of the tables within the database:

C:\ > bi n\ nysgl show nysql
Dat abase: nysq

fmoooccooomoocooomooooooos-oo +
| Tabl es |
fmoooccooomoocooomooooooos-oo +

col ums_priv

conmponent

db

defaul t _rol es

engi ne_cost

func

general _| og

gl obal _grants

gti d_execut ed

hel p_cat egory

hel p_keyword

hel p_rel ation

hel p_topi c

i nnodb_i ndex_stats
innodb_tabl e_stats
ndb_bi nl og_i ndex
passwor d_hi story

pl ugin

procs_priv

proxi es_priv

rol e_edges

server _cost

servers

sl ave_master _i nfo
slave_relay_| og_i nfo
sl ave_wor ker _i nfo

sl ow_| og

tables_priv

ti me_zone
time_zone_| eap_second
ti me_zone_nane
time_zone_transition
tinme_zone_transition_type
user

Use the nysql program to select information from a table in the mysql database:

C.\> bin\nysqgl -e "SELECT User, Host, plugin FROM nysql.user" nysq

S ooccooocoos oocccooccococooccooscooos +
| User | Host | plugin

S ooccooocoos oocccooccococooccooscooos +
| root | local host | caching _sha2 password
S ooccooocoos oocccooccococooccooscooos +

For more information about nysql and nysqgl show, see mysgl — The MySQL Command-Line Client,
and mysqlshow — Display Database, Table, and Column Information.

5.6 Windows Platform Restrictions

The following restrictions apply to use of MySQL on the Windows platform:
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e Process memory

On Windows 32-bit platforms, it is not possible by default to use more than 2GB of RAM within a
single process, including MySQL. This is because the physical address limit on Windows 32-bit
is 4GB and the default setting within Windows is to split the virtual address space between kernel
(2GB) and user/applications (2GB).

Some versions of Windows have a boot time setting to enable larger applications by reducing the
kernel application. Alternatively, to use more than 2GB, use a 64-bit version of Windows.

File system aliases

When using Myl SAMtables, you cannot use aliases within Windows link to the data files on another
volume and then link back to the main MySQL dat adi r location.

This facility is often used to move the data and index files to a RAID or other fast solution.
Limited number of ports

Windows systems have about 4,000 ports available for client connections, and after a connection on
a port closes, it takes two to four minutes before the port can be reused. In situations where clients
connect to and disconnect from the server at a high rate, it is possible for all available ports to be
used up before closed ports become available again. If this happens, the MySQL server appears to
be unresponsive even though it is running. Ports may be used by other applications running on the
machine as well, in which case the number of ports available to MySQL is lower.

For more information about this problem, see https://support.microsoft.com/kb/196271.
DATA DI RECTORY and | NDEX DI RECTORY

The DATA DI RECTORY clause of the CREATE TABLE statement is supported on Windows for

| nnoDB tables only, as described in Creating Tables Externally. For Myl SAMand other storage
engines, the DATA DI RECTORY and | NDEX DI RECTORY clauses for CREATE TABLE are ignored on
Windows and any other platforms with a nonfunctional r eal pat h() call.

DROP DATABASE
You cannot drop a database that is in use by another session.
Case-insensitive names

File names are not case-sensitive on Windows, so MySQL database and table names are also not
case-sensitive on Windows. The only restriction is that database and table names must be specified
using the same case throughout a given statement. See Identifier Case Sensitivity.

Directory and file names

On Windows, MySQL Server supports only directory and file names that are compatible with the
current ANSI code pages. For example, the following Japanese directory name does not work in the
Western locale (code page 1252):

datadir="C /#ES5O7O> IV hOF—Z"

The same limitation applies to directory and file names referred to in SQL statements, such as the
data file path name in LOAD DATA.

The\ path name separator character

Path name components in Windows are separated by the \ character, which is also the escape
character in MySQL. If you are using LOAD DATA or SELECT ... | NTO OUTFI LE, use Unix-style
file names with / characters:

nysqgl > LOAD DATA I NFILE ' C:/tnp/skr.txt' | NTO TABLE skr;

84


https://dev.mysql.com/doc/refman/8.3/en/server-system-variables.html#sysvar_datadir
https://support.microsoft.com/kb/196271
https://dev.mysql.com/doc/refman/8.3/en/create-table.html
https://dev.mysql.com/doc/refman/8.3/en/innodb-create-table-external.html
https://dev.mysql.com/doc/refman/8.3/en/create-table.html
https://dev.mysql.com/doc/refman/8.3/en/drop-database.html
https://dev.mysql.com/doc/refman/8.3/en/identifier-case-sensitivity.html
https://dev.mysql.com/doc/refman/8.3/en/load-data.html
https://dev.mysql.com/doc/refman/8.3/en/load-data.html
https://dev.mysql.com/doc/refman/8.3/en/select-into.html

Windows Platform Restrictions

nmysql > SELECT * | NTO OUTFI LE ' C:/tnp/skr.txt' FROM skr;

Alternatively, you must double the \ character:

nysql > LOAD DATA INFILE ' C:\\tnp\\skr.txt' |NTO TABLE skr
nysqgl > SELECT * | NTO OUTFI LE ' C:\\tnp\\skr.txt' FROM skr;

Problems with pipes

Pipes do not work reliably from the Windows command-line prompt. If the pipe includes the character
NZ | CHAR( 24) , Windows thinks that it has encountered end-of-file and aborts the program.

This is mainly a problem when you try to apply a binary log as follows:
C:\> nysql binlog binary_log_file | nysqgl --user=root

If you have a problem applying the log and suspect that it is because of a *Z / CHAR( 24) character,
you can use the following workaround:

C.\> nysql binlog binary log_ file --result-file=/tnp/bin.sq
C.\> nysql --user=root --execute "source /tnp/bin.sql"

The latter command also can be used to reliably read any SQL file that may contain binary data.
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For a list of macOS versions that the MySQL server supports, see https://www.mysql.com/support/
supportedplatforms/database.html.

MySQL for macOS is available in a number of different forms:

» Native Package Installer, which uses the native macOS installer (DMG) to walk you through the
installation of MySQL. For more information, see Section 6.2, “Installing MySQL on macOS Using
Native Packages”. You can use the package installer with macOS. The user you use to perform the
installation must have administrator privileges.

» Compressed TAR archive, which uses a file packaged using the Unix t ar and gzi p commands. To
use this method, you need to open a Ter i nal window. You do not need administrator privileges
using this method; you can install the MySQL server anywhere using this method. For more
information on using this method, you can use the generic instructions for using a tarball, Chapter 3,
Installing MySQL on Unix/Linux Using Generic Binaries.

In addition to the core installation, the Package Installer also includes Section 6.3, “Installing and
Using the MySQL Launch Daemon” and Section 6.4, “Installing and Using the MySQL Preference
Pane” to simplify the management of your installation.

For additional information on using MySQL on macOS, see Section 6.1, “General Notes on Installing
MySQL on macOS".

6.1 General Notes on Installing MySQL on macOS

You should keep the following issues and notes in mind:

» Other MySQL installations: The installation procedure does not recognize MySQL installations
by package managers such as Homebrew. The installation and upgrade process is for MySQL
packages provided by us. If other installations are present, then consider stopping them before
executing this installer to avoid port conflicts.

Homebrew: For example, if you installed MySQL Server using Homebrew to its default location then
the MySQL installer installs to a different location and won't upgrade the version from Homebrew. In
this scenario you would end up with multiple MySQL installations that, by default, attempt to use the
same ports. Stop the other MySQL Server instances before running this installer, such as executing
brew services stop mysql to stop the Homebrew's MySQL service.

* Launchd: A launchd daemon is installed that alters MySQL configuration options. Consider editing
it if needed, see the documentation below for additional information. Also, macOS 10.10 removed
startup item support in favor of launchd daemons. The optional MySQL preference pane under
macOS System Preferences uses the launchd daemon.

» Users: You may need (or want) to create a specific mysql user to own the MySQL directory and
data. You can do this through the Di rectory Utility, andthe nysql user should already exist.
For use in single user mode, an entry for _mysql (note the underscore prefix) should already exist
within the system / et ¢/ passwd file.

» Data: Because the MySQL package installer installs the MySQL contents into a version and platform
specific directory, you can use this to upgrade and migrate your database between versions. You
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need either to copy the dat a directory from the old version to the new version, or to specify an
alternative dat adi r value to set location of the data directory. By default, the MySQL directories are
installed under / usr/ | ocal /.

Aliases: You might want to add aliases to your shell's resource file to make it easier to access
commonly used programs such as nysql and nysql adm n from the command line. The syntax for
bash is:

al i as nysql =/ usr/ | ocal / mysql / bi n/ mysql
al i as nysql admi n=/usr /| ocal / mysql / bi n/ mysqgl adm n

Fort csh, use:

alias mysql /usr/local/nysql/bin/mysql
alias nmysqgl adm n /usr/|ocal/nmysql/bin/ nmysqgl adm n

Even better, add / usr/ | ocal / mysqgl / bi n to your PATH environment variable. You can do this
by modifying the appropriate startup file for your shell. For more information, see Invoking MySQL
Programs.

Removing: After you have copied over the MySQL database files from the previous installation and
have successfully started the new server, you should consider removing the old installation files

to save disk space. Additionally, you should also remove older versions of the Package Receipt
directories located in / Li br ary/ Recei pt s/ mysql - VERSI ON. pkg.

6.2 Installing MySQL on macOS Using Native Packages

The package is located inside a disk image (. dnp) file that you first need to mount by double-clicking
its icon in the Finder. It should then mount the image and display its contents.

Note

Before proceeding with the installation, be sure to stop all running MySQL
server instances by using either the MySQL Manager Application (on macOS
Server), the preference pane, or nysql adn n shut down on the command
line.

To install MySQL using the package installer:

1. Download the disk image (. dnp) file (the community version is available here) that contains the

MySQL package installer. Double-click the file to mount the disk image and see its contents.

Double-click the MySQL installer package from the disk. It is named according to the version
of MySQL you have downloaded. For example, for MySQL server 8.3.0 it might be named
nysql - 8. 3. 0- macos- 10. 13- x86_64. pkg.

The initial wizard introduction screen references the MySQL server version to install. Click
Continue to begin the installation.

The MySQL community edition shows a copy of the relevant GNU General Public License. Click
Continue and then Agree to continue.

From the Installation Type page you can either click Install to execute the installation wizard using
all defaults, click Customize to alter which components to install (MySQL server, MySQL Test,
Preference Pane, Launchd Support -- all but MySQL Test are enabled by default).

Note

Although the Change Install Location option is visible, the installation
location cannot be changed.
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Figure 6.1 MySQL Package Installer Wizard: Customize

Custom Install on "Macintosh HD"

Package Mame Action Size
Introduction v/ MySQL Server Install 818.5 MB
License MySQL Test
Destination Select | Preference Pane Upgrade 214 KB
. + Launchd Support Upgrade 2 KB
® Installation Type
Space Required: 818.7 MB Remaining: 383.08 GB

My Standard Install Go Back Install

4. Click Install to install MySQL Server. The installation process ends here if upgrading a current

MySQL Server installation, otherwise follow the wizard's additional configuration steps for your new
MySQL Server installation.

5. After a successful new MySQL Server installation, complete the configuration steps by choosing

the default encryption type for passwords, define the root password, and also enable (or disable)
MySQL server at startup.
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6. The default MySQL 8.3 password mechanism is cachi ng_sha2_passwor d (Strong), and this
step allows you to change itto nysql _nati ve_passwor d (Legacy).

Figure 6.2 MySQL Package Installer Wizard: Choose a Password Encryption Type

[ ]  Install MySQL 8.1.0-community &

Configure MySQL Server

Introduction © Use Strong Password Encryption

License MySQL 8 supports a new, stronger authentication method
Destination Select based on SHJIRESS. All new installations of MySQL Server
should use this method.

Installation Type

Connectors and clients that don't support this method
will be unable to connect to MySQL Server. Currently,
® Configuration connectors and community drivers that use libmysglclient

8.0 support the new method.

Installation

Use Legacy Password Encryption

The legacy authentication method should only be used
when compatibility with MySQL 5.x connectors or clients is
required and a client upgrade is not feasible.

Next

Choosing the legacy password mechanism, which is deprecated, alters the generated

launchd file to set - - def aul t _aut henti cati on_pl ugi n=nysql _nati ve_password

under Pr ogr amAr gunent s. Choosing strong password encryption does not set - -

def aul t _aut henti cati on_pl ugi n because the default MySQL Server value is used, which is
cachi ng_sha2_password.

7. Define a password for the root user, and also toggle whether MySQL Server should start after the
configuration step is complete.

8. Summary is the final step and references a successful and complete MySQL Server installation.
Close the wizard.

MySQL server is now installed. If you chose to not start MySQL, then use either launchctl from the
command line or start MySQL by clicking "Start" using the MySQL preference pane. For additional
information, see Section 6.3, “Installing and Using the MySQL Launch Daemon”, and Section 6.4,
“Installing and Using the MySQL Preference Pane”. Use the MySQL Preference Pane or launchd to
configure MySQL to automatically start at bootup.

When installing using the package installer, the files are installed into a directory within / usr/

I ocal matching the name of the installation version and platform. For example, the installer file

nysql - 8. 3. 0- nacos10. 15- x86_64. dng installs MySQL into / usr/ | ocal / nysql - 8. 3. 0-
nmacos10. 15-x86_64/ with a symlinkto/ usr/1 ocal / nysql . The following table shows the layout
of this MySQL installation directory.

Note

The macOS installation process does not create nor install a sample ny. cnf
MySQL configuration file.
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Table 6.1 MySQL Installation Layout on macOS

Directory Contents of Directory

bi n nmysqgl d server, client and utility programs

dat a Log files, databases, where / usr/ | ocal /
nysql / dat a/ mysql d. | ocal . err is the default
error log

docs Helper documents, like the Release Notes and
build information

i ncl ude Include (header) files

lib Libraries

man Unix manual pages

mysql -t est MySQL test suite (‘(MySQL Test' is disabled by
default during the installation process when using
the installer package (DMG))

share Miscellaneous support files, including error

messages, di cti onary. t xt, and rewriter SQL

support-files

Support scripts, such as
mysqld_nul ti.server,nysql.server, and
nmysql -1 og-rotate.

[ tnp/ nysql . sock

Location of the MySQL Unix socket

6.3 Installing and Using the MySQL Launch Daemon

macOS uses launch daemons to automatically start, stop, and manage processes and applications

such as MySQL.

By default, the installation package (DMG) on macOS installs a launchd file named / Li br ary/
LaunchDaenons/ com or acl e. oss. nysql . mysqgl d. pl i st that contains a plist definition similar

to:

<?xm version="1.0" encodi ng="UTF-8"?>

<! DOCTYPE plist PUBLIC "-//Apple Conputer//DTD PLI ST 1.0//EN' "http://ww. appl e. coml DTDs/ PropertyLi st-1

<plist version="1.0">

<di ct >
<key>Label </ key>
<key>Pr ocessType</ key>

<key>Di sabl ed</ key> <f al se/ >
<key>RunAt Load</ key> <truel >
<key>KeepAl i ve</ key> <truel/ >
<key>Sessi onCr eat e</ key> <truel/ >
<key>LaunchOnl yOnce</ key> <f al se/ >

<key>User Nanme</ key>
<key>G oupNane</ key>
<key>Exi t Ti meQut </ key>
<key>Pr ogr anx/ key>
<key>Pr ogr amAr gunent s</ key>
<array>
<stri
<stri
<stri
<stri
<stri
<stri
<stri
<stri
<stri
</ array>
<key>Wor ki ngDi r ect or y</ key>

ng>- - user =_nysql </ string>

<string>com oracl e. oss. nysql . nysqgl d</string>
<string>lnteractive</string>

<string>_nysql </string>
<string>_nysql </string>
<i nt eger >600</ i nt eger >
<string>/usr/local/nysql/bin/nysqgld</string>

ng>/ usr/ | ocal / nysql / bi n/ nysql d</ stri ng>

ng>- - basedi r=/ usr /| ocal / nysql </ string>

ng>- - dat adi r =/ usr/ | ocal / nysql / dat a</ stri ng>

ng>- - pl ugi n-di r=/usr/ | ocal / nysql /i b/ pl ugi n</string>

ng>- -1 og-error=/usr/| ocal / nysql / dat a/ nysqgl d. | ocal . err</string>
ng>--pi d-file=/usr/local/nysql/datal/nysqld.|ocal.pid</string>
ng>- - keyring-fil e-data=/usr/| ocal / nysql / keyring/ keyring</string>
ng>- - ear | y- pl ugi n- 1 oad=keyring_fil e=keyring _file.so</string>

<string>/usr/local/nysqgl </string>
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</dict>
</plist>

Note

Some users report that adding a plist DOCTYPE declaration causes the
launchd operation to fail, despite it passing the lint check. We suspect it's a
copy-n-paste error. The md5 checksum of a file containing the above snippet is
d925f05f6d1b6ee5ce5451b596d6baed.

To enable the launchd service, you can either:

¢ Open macOS system preferences and select the MySQL preference panel, and then execute Start
MySQL Server.

Figure 6.3 MySQL Preference Pane: Location

a8eE <|> tH: System Preferences O MySQL [x]

The Instances page includes an option to start or stop MySQL, and Initialize Database recreates
the dat a/ directory. Uninstall uninstalls MySQL Server and optionally the MySQL preference panel
and launchd information.
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Figure 6.4 MySQL Preference Pane: Instances

] < i MySsQL Q

Instances Configuration

® MySQL 8.0.30 8.0.30

® MySQL 8.0.30 srfloca

Start MySQL Server

Start MySQL when your computer starts up

Initialize Database

Uninstall

AN

My

e Or, manually load the launchd file.

$> cd /Library/LaunchDaenpns
$> sudo | aunchct!l |oad -F com oracl e. oss. nysql . nysql d. pl i st

» To configure MySQL to automatically start at bootup, you can:

$> sudo | aunchct!l |oad -w com oracl e. oss. nysql . mysql d. pl i st
Note

When upgrading MySQL server, the launchd installation process removes the
old startup items that were installed with MySQL server 5.7.7 and below.

Upgrading also replaces your existing launchd file named
com or acl e. oss. nysqgl . mysql d. pli st.

Additional launchd related information:

» The plist entries override ny. cnf entries, because they are passed in as command line arguments.
For additional information about passing in program options, see Specifying Program Options.

* The ProgramArguments section defines the command line options that are passed into the
program, which is the mysql d binary in this case.
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» The default plist definition is written with less sophisticated use cases in mind. For more complicated
setups, you may want to remove some of the arguments and instead rely on a MySQL configuration
file, such as ny. cnf .

* If you edit the plist file, then uncheck the installer option when reinstalling or upgrading MySQL.
Otherwise, your edited plist file is overwritten, and all edits are lost.

Because the default plist definition defines several ProgramArguments, you might remove most of
these arguments and instead rely upon your ny. cnf MySQL configuration file to define them. For
example:

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE plist PUBLIC "-//Apple Conputer//DTD PLI ST 1.0//EN' "http://ww. appl e. coni DTDs/ PropertyLi st-1.0.
<plist version="1.0">

<di ct >
<key>Label </ key> <string>com oracl e. oss. nysql . nysqgl d</stri ng>
<key>Pr ocessType</ key> <string>lnteractive</string>
<key>Di sabl ed</ key> <f al se/ >
<key>RunAt Load</ key> <truel/ >
<key>KeepAl i ve</ key> <truel/ >
<key>Sessi onCr eat e</ key> <truel/ >
<key>LaunchOnl yOnce</ key> <f al se/ >
<key>User Nane</ key> <string>_nysql </string>
<key>G oupNane</ key> <string>_nysql </string>
<key>Exi t Ti meQut </ key> <i nt eger >600</ i nt eger >
<key>Pr ogr anx/ key> <string>/usr/local/nysql/bin/nysqgld</string>
<key>Pr ogr amAr gunent s</ key>
<array>
<string>/usr/|ocal/nysql/bin/nysqgld</string>
<string>--user=_nysql </string>
<string>--basedir=/usr/local / nysql </string>
<string>--datadir=/usr/local/nysql/data</string>
<string>--plugin-dir=/usr/local/nysqgl/lib/plugin</string>
<string>--1og-error=/usr/local/nysql/datal/nysqgld.local.err</string>
<string>--pid-file=/usr/local/nysql/datal/nysqld.local.pid</string>
<string>--keyring-file-data=/usr/|ocal/nysql/keyring/keyring</string>
<string>--early-plugin-1oad=keyring_file=keyring_ file.so</string>
</ array>
<key>Wor ki ngDi r ect ory</ key> <string>/usr/local/nysqgl</string>
</dict>
</plist>

In this case, the basedi r,datadir,plugin_dir,log error,pid file,keyring file_data,
and - - ear | y- pl ugi n-1 oad options were removed from the default plist ProgramArguments
definition, which you might have defined in my. cnf instead.

6.4 Installing and Using the MySQL Preference Pane

The MySQL Installation Package includes a MySQL preference pane that enables you to start, stop,
and control automated startup during boot of your MySQL installation.

This preference pane is installed by default, and is listed under your system's System Preferences
window.

94


https://dev.mysql.com/doc/refman/8.3/en/server-system-variables.html#sysvar_basedir
https://dev.mysql.com/doc/refman/8.3/en/server-system-variables.html#sysvar_datadir
https://dev.mysql.com/doc/refman/8.3/en/server-system-variables.html#sysvar_plugin_dir
https://dev.mysql.com/doc/refman/8.3/en/server-system-variables.html#sysvar_log_error
https://dev.mysql.com/doc/refman/8.3/en/server-system-variables.html#sysvar_pid_file
https://dev.mysql.com/doc/refman/8.3/en/keyring-system-variables.html#sysvar_keyring_file_data
https://dev.mysql.com/doc/refman/8.3/en/server-options.html#option_mysqld_early-plugin-load

Installing and Using the MySQL Preference Pane

Figure 6.5 MySQL Preference Pane: Location

286 | < > B System Preferences O MySQL (%]

The MySQL preference pane is installed with the same DMG file that installs MySQL Server. Typically
it is installed with MySQL Server but it can be installed by itself too.

To install the MySQL preference pane:

1. Go through the process of installing the MySQL server, as described in the documentation at
Section 6.2, “Installing MySQL on macOS Using Native Packages”.

2. Click Customize at the Installation Type step. The "Preference Pane" option is listed there and
enabled by default; make sure it is not deselected. The other options, such as MySQL Server, can
be selected or deselected.
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Figure 6.6 MySQL Package Installer Wizard: Customize

Custom Install on "Macintosh HD"

Package Mame
+ MySQL Server
License MySQL Test

Destination Select v Preference Pane
+ Launchd Support

Introduction

® Installation Type

Space Required: 818.7 MB

My Standard Install

3. Complete the installation process.

Note

The MySQL preference pane only starts and stops MySQL installation installed
from the MySQL package installation that have been installed in the default

location.

Once the MySQL preference pane has been installed, you can control your MySQL server instance

using this preference pane.

The Instances page includes an option to start or stop MySQL, and Initialize Database recreates the
dat a/ directory. Uninstall uninstalls MySQL Server and optionally the MySQL preference panel and

launchd information.

Action

Install

Upgrade
Upgrade

Remaining:

Go Back

Size

818.5 MB

214 KB
2 KB

383.08 GB

Install
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Figure 6.7 MySQL Preference Pane: Instances

Instances Configuration

® MySQL8.0.30 8.0.30

® MySQL 8.0.30 jusrflocaljmysgl-8.0.30-macosi2-x86_64

Start MySQL Server

Start MySQL when your computer starts up

Initialize Database

Uninstall

MySOL.
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Figure 6.8 MySQL Preference Pane: Initialize Database

Initialize Database
Create a new data directory for the selected MySQL instance.
If a data directory already exists, it will be deleted.
Please enter a password for the database "root" user:

sesssnaed g

© Use Strong Password Encryption

MySQL 8 supports a newer, stronger authentication method. All new
installations should use this method, but older connectors and clients may be
unable to connect.

Use Legacy Password Encryption

The legacy authentication method should only be used when compatibility with
MySQL 5.x connectors or clients is required.

Load configuration file

If a configuration file has been specified, allow mysgld to load it during
initialization. Please note that plugin-specific options may prevent the
initialization from completing successfully.

The Configuration page shows MySQL Server options including the path to the MySQL configuration
file.
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Figure 6.9 MySQL Preference Pane: Configuration

@ < i MySQL Q

Instances Configuration

These options affect how MySQL Server is started by launchd.

Configuration File | Select
Base Directory Jusrflocal/mysgl Select
Data Directory jusrflocal/mysgl/data Select
Plugin Directory Jusrflocal/mysgl/lib/plugin Select
Keyring Data File Jusrflocal/mysagl/keyring/keyring Select
Error Log Jusrflocal/mysgl/data/mysqld.local.err Select
PID File Jusrflocal/mysgl/data/mysqld.local. pid Select

Apply

MySOL.

The MySQL Preference Pane shows the current status of the MySQL server, showing stopped (in
red) if the server is not running and running (in green) if the server has already been started. The
preference pane also shows the current setting for whether the MySQL server has been set to start
automatically.
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Chapter 7 Installing MySQL on Linux
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Linux supports a number of different solutions for installing MySQL. We recommend that you use one
of the distributions from Oracle, for which several methods for installation are available:

Table 7.1 Linux Installation Methods and Information

Type Setup Method Additional Information
Apt Enable the MySQL Apt Documentation
repository
Yum Enable the MySQL Yum Documentation
repository
Zypper Enable the MySQL SLES Documentation
repository
RPM Download a specific package Documentation
DEB Download a specific package Documentation
Generic Download a generic package Documentation
Source Compile from source Documentation
Docker Use the Oracle Container Documentation
Registry. You can also use My
Oracle Support for the MySQL
Enterprise Edition.
Oracle Unbreakable Linux Use ULN channels Documentation
Network

As an alternative, you can use the package manager on your system to automatically download and
install MySQL with packages from the native software repositories of your Linux distribution. These
native packages are often several versions behind the currently available release. You are also
normally unable to install innovation releases, since these are not usually made available in the native
repositories. For more information on using the native package installers, see Section 7.7, “Installing
MySQL on Linux from the Native Software Repositories”.

Note

For many Linux installations, you want to set up MySQL to be started
automatically when your machine starts. Many of the native package
installations perform this operation for you, but for source, binary and RPM
solutions you may need to set this up separately. The required script,
nysql . server, can be found in the support -fil es directory under the
MySQL installation directory or in a MySQL source tree. You can install it
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Installing MySQL on Linux Using the MySQL Yum Repository

as/etc/init.d/ mysqgl for automatic MySQL startup and shutdown. See
mysql.server — MySQL Server Startup Script.

7.1 Installing MySQL on Linux Using the MySQL Yum Repository

The MySQL Yum repository for Oracle Linux, Red Hat Enterprise Linux, CentOS, and Fedora provides
RPM packages for installing the MySQL server, client, MySQL Workbench, MySQL Utilities, MySQL
Router, MySQL Shell, Connector/ODBC, Connector/Python and so on (not all packages are available
for all the distributions; see Installing Additional MySQL Products and Components with Yum for
details).

Before You Start

As a popular, open-source software, MySQL, in its original or re-packaged form, is widely installed on
many systems from various sources, including different software download sites, software repositories,
and so on. The following instructions assume that MySQL is not already installed on your system
using a third-party-distributed RPM package; if that is not the case, follow the instructions given

in Section 10.8, “Upgrading MySQL with the MySQL Yum Repository” or Replacing a Third-Party
Distribution of MySQL Using the MySQL Yum Repository.

Note

Repository setup RPM file names begin with mysql 80- conmuni t y to highlight
the default active MySQL subrepository, which is MySQL 8.0 today. They also
install subrepositories for the MySQL innovation track, which allows installing
and upgrading the MySQL 8.3 innovation release.

Steps for a Fresh Installation of MySQL

Follow these steps to choose and install the latest MySQL products:

Addingthe MySQL Yum Repository

Add the MySQL Yum repository to your system's repository list. This is typically a one-time
operation that's performed by installing the RPM provided by MySQL. Follow these steps:

a. Download it from the MySQL Yum Repository page (https://dev.mysqgl.com/downloads/repo/
yum/) in the MySQL Developer Zone.

b. Select and download the release package for your platform.
c. Install the downloaded release package. The package file format is:
nysql 80- communi ty-rel ease-{pl atforn}-{versi on-nunber}. noarch. rpm

« nysgl 80: Indicates the MySQL version that's enabled by default. In this case, MySQL 8.0 is
enabled by default and MySQL 8.3 (the innovation track) is available but disabled by default.

e {pl at f or n} : The platform code, such as el7, el8, el9, fc37, fc38, or fc39. The 'el' represents
Enterprise Linux, 'fc' for Fedora, and it ends with the platform's base version number.

e {version-nunber }: Version of the MySQL repository configuration RPM as they do receive
occasional updates.

Install the RPM you downloaded for your system, for example:

$> sudo yum | ocal i nstal |l nysqgl 80-comunity-rel ease-{pl atforn}-{version-nunber}.noarch.rpm

The installation command adds the MySQL Yum repository to your system's repository list and
downloads the GnuPG key to check the integrity of the software packages. See Section 2.4.2,
“Signature Checking Using GnuPG” for details on GnuPG key checking.
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Selecting a Release Series

You can check that the MySQL Yum repository has been successfully added and enabled by
the following command (for dnf-enabled systems, replace yumin the command with dnf ):

$> yum repolist enabled | grep nysqgl.*-community

Example output:

nmysql - connect or s- conmuni ty MySQL Connect ors Conmuni ty
nmysql -t ool s-conmmuni ty MySQL Tool s Conmuni ty
nysql 80- conmuni ty My/SQL 8.0 Community Server

This also demonstrates that the latest bugfix or LTS MySQL version is enabled by default.
Methods to choose a different release series, such as the innovation track (which today is 8.3),
are described below.

Note

Once the MySQL Yum repository is enabled on your system, any system-
wide update by the yum updat e command (or dnf upgr ade for dnf-
enabled systems) upgrades MySQL packages on your system and replaces
any native third-party packages, if Yum finds replacements for them in the
MySQL Yum repository; see Section 10.8, “Upgrading MySQL with the
MySQL Yum Repository”, for a discussion on some possible effects of that
on your system, see Upgrading the Shared Client Libraries.

SelectiRg a Release Series

When using the MySQL Yum repository, the latest bugfix series (currently MySQL 8.0) is selected
for installation by default. If this is what you want, you can skip to the next step, Installing MySQL.

Within the MySQL Yum repository, each MySQL Community Server release series is hosted

in a different subrepository. The subrepository for the latest bugfix series (currently MySQL

8.0) is enabled by default, and the subrepositories for all other series' (for example, the MySQL
Innovation series) are disabled by default. Use this command to see all available MySQL-related
subrepositories (for dnf-enabled systems, replace yumin the command with dnf ):

$> yumrepolist all | grep nysq

Example output:

nysqgl - connect or s- conmuni ty MySQ. Connectors Conmunity enabl ed
nysqgl - connect or s- conmuni t y- debugi nf o MySQ. Connectors Conmunity - disabl ed
nysqgl - connect or s- conmuni ty- sour ce MySQ. Connectors Conmunity - disabl ed
nysqgl -i nnovat i on-conmuni ty MySQ | nnovati on Rel ease Com di sabl ed
nysqgl - i nnovat i on- conmuni t y- debugi nf o MySQ | nnovati on Rel ease Com di sabl ed
nysqgl - i nnovat i on- conmuni ty- sour ce MySQ | nnovati on Rel ease Com di sabl ed
nysql -t ool s-conmuni ty MySQ. Tool s Conmuni ty enabl ed
nysql -t ool s- conmuni t y- debugi nf o MySQ. Tool s Conmunity - Debu di sabl ed
nysqgl -t ool s- conmuni ty- sour ce MySQ. Tool s Conmunity - Sour disabled
nysqgl -t ool s-i nnovati on-conmuni ty MySQ. Tool s | nnovati on Conmu di sabl ed
nysqgl -t ool s-i nnovat i on- conmuni t y- debugi nfo MySQ. Tool s | nnovati on Conmu di sabl ed
nysqgl -t ool s-i nnovati on- conmuni ty- sour ce MySQ. Tool s | nnovati on Conmu di sabl ed
nysql 80- conmuni ty MySQ 8.0 Conmunity Server enabl ed
nysql 80- conmuni t y- debugi nf o MySQ 8.0 Conmunity Server - disabled
nysql 80- conmuni ty- sour ce MySQ 8.0 Conmunity Server - disabled

To install the latest release from a specific series other than the latest bugfix series, disable the bug
subrepository for the latest bugfix series and enable the subrepository for the specific series before
running the installation command. If your platform supports the yum conf i g- manager or dnf
confi g- manager command, you can do that by issuing the following commands to disable the
subrepository for the 8.0 series and enable the one for the innovation track:

$> sudo yum confi g- manager --di sabl e nysql 80-conmmunity
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$> sudo yum confi g- manager --enabl e nysqgl -innovati on-conmmunity

For dnf-enabled platforms:

$> sudo dnf config-nmanager --disable nysql 80-community
$> sudo dnf config-nmanager --enable nysql-innovation-conmmunity

Instead of using the config-manager commands you can manually edit the / et ¢/ yum r epos. d/
nysql - conmuni ty. r epo file by toggling the enabl ed option. For example, a typical default entry
for ELS:

[ mysqgl 80- conmuni ty]

nane=MySQ. 8.0 Community Server

baseur| =http://repo. nysql . conl yuni nysql - 8. 0- conmuni ty/ el / 8/ $basear ch/

enabl ed=1

gpgcheck=1

gpgkey=file:///etcl/pki/rpm gpg/ RPM GPG KEY- nysql - 2023
file:///etc/pki/rpm gpg/ RPM GPG KEY- nysql - 2022

Find the entry for the subrepository you want to configure and edit the enabl ed option. Specify
enabl ed=0 to disable a subrepository or enabl ed=1 to enable a subrepository. For example,
to install from the MySQL innovation track, make sure you have enabl ed=0 for the MySQL 8.0
subrepository entries and have enabl ed=1 for the innovation entries:

[ mysqgl -i nnovat i on- conmuni t y]

name=MySQL | nnovati on Rel ease Conmmunity Server

baseur| =htt p: //repo. nysql . conl yuni nysqgl -i nnovat i on- conmuni ty/ el / 8/ $basear ch
enabl ed=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm gpg/ RPM GPG KEY- nysql - 2023

You should only enable subrepository for one release series at any time.
Verify that the correct subrepositories have been enabled and disabled by running the following
command and checking its output (for dnf-enabled systems, replace yumin the command with

dnf):

$> yumrepolist enabled | grep nysq

Disablidg the Default MySQL Module

(EL8 systems only) EL8-based systems such as RHELS8 and Oracle Linux 8 include a MySQL
module that is enabled by default. Unless this module is disabled, it masks packages provided by
MySQL repositories. To disable the included module and make the MySQL repository packages
visible, use the following command (for dnf-enabled systems, replace yumin the command with
dnf):

$> sudo yum nodul e di sable nysq

Installifg MySQL

Install MySQL by the following command (for dnf-enabled systems, replace yumin the command
with dnf ):

$> sudo yuminstall mysql-community-server

This installs the package for MySQL server (mysql - communi t y- ser ver) and also packages for
the components required to run the server, including packages for the client (nysql - conmuni ty-
cl i ent), the common error messages and character sets for client and server (nysql -

comuni t y- conmon), and the shared client libraries (nysql - conmuni ty- 1 i bs).
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Starting-the MySQL Server

Start the MySQL server with the following command:

$> systenct| start nysqgld

You can check the status of the MySQL server with the following command:

$> systenct| status nysqld

If the operating system is systemd enabled, standard syst enct | (or alternatively, ser vi ce with the
arguments reversed) commands such as st op, start, st at us, and r est art should be used to
manage the MySQL server service. The nysql d service is enabled by default, and it starts at system
reboot. See Section 7.9, “Managing MySQL Server with systemd” for additional information.

At the initial start up of the server, the following happens, given that the data directory of the server is
empty:

» The server is initialized.
» SSL certificate and key files are generated in the data directory.
» val i dat e_passwor d is installed and enabled.

» A superuser account' root' @1 ocal host is created. A password for the superuser is set and
stored in the error log file. To reveal it, use the following command:

$> sudo grep 'tenporary password' /var/log/ nysqld. | og

Change the root password as soon as possible by logging in with the generated, temporary
password and set a custom password for the superuser account:

$> nysql -uroot -p

nysqgl > ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' MyNewPass4! ' ;
Note

val i dat e_passwor d is installed by default. The default password policy
implemented by val i dat e_passwor d requires that passwords contain at
least one uppercase letter, one lowercase letter, one digit, and one special
character, and that the total password length is at least 8 characters.

For more information on the postinstallation procedures, see Chapter 9, Postinstallation Setup and
Testing.

Note

Compatibility Information for EL7-based platforms: The following RPM packages
from the native software repositories of the platforms are incompatible with the
package from the MySQL Yum repository that installs the MySQL server. Once
you have installed MySQL using the MySQL Yum repository, you cannot install
these packages (and vice versa).

¢ akonadi-mysq|l
Installing Additional MySQL Products and Components with Yum

You can use Yum to install and manage individual components of MySQL. Some of these components
are hosted in sub-repositories of the MySQL Yum repository: for example, the MySQL Connectors

are to be found in the MySQL Connectors Community sub-repository, and the MySQL Workbench in
MySQL Tools Community. You can use the following command to list the packages for all the MySQL
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Platform Specific Notes

components available for your platform from the MySQL Yum repository (for dnf-enabled systems,
replace yumin the command with dnf ):

$> sudo yum --di sabl erepo=\* --enabl erepo=' nysql *-communi ty*' |ist avail able

Install any packages of your choice with the following command, replacing package- nane with name
of the package (for dnf-enabled systems, replace yumin the command with dnf ):

$> sudo yuminstall package-nane
For example, to install MySQL Workbench on Fedora:

$> sudo dnf install nysql-workbench-comunity

To install the shared client libraries (for dnf-enabled systems, replace yumin the command with dnf ):

$> sudo yuminstall nysql-community-Iibs
Platform Specific Notes

ARM Support

ARM 64-bit (aarch64) is supported on Oracle Linux 7 and requires the Oracle Linux 7 Software
Collections Repository (ol7_software_collections). For example, to install the server:

$> yum confi g- manager --enable ol 7_software_col | ecti ons
$> yuminstall nysql -community-server

Updating MySQL with Yum

Besides installation, you can also perform updates for MySQL products and components using the
MySQL Yum repository. See Section 10.8, “Upgrading MySQL with the MySQL Yum Repository” for
details.

Replacing a Third-Party Distribution of MySQL Using the MySQL Yum
Repository

To replace third-party distributions of MySQL that were installed from the supported Linux platforms'
native software repositories with the latest bug release (from the MySQL 8.0 series currently) from the
MySQL Yum repository, follow these steps:

Replacing a Native Third-Party Distribution of MySQL

If you have installed a third-party distribution of MySQL from a native software repository (that is, a
software repository provided by your own Linux distribution), follow these steps:

Backing Up Your Database

To avoid loss of data, always back up your database before trying to replace your MySQL
installation using the MySQL Yum repository. See Backup and Recovery, on how to back up your
database.

Adding42he MySQL Yum Repository

Add the MySQL Yum repository to your system's repository list by following the instructions given in
Adding the MySQL Yum Repository.

Replacifig the Native Third-Party Distribution by a Yum Update or a DNF
Upgrade

By design, the MySQL Yum repository replaces your native, third-party MySQL with the latest
bugfix release from the MySQL Yum repository when you perform a yum updat e command (or
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dnf upgr ade for dnf-enabled systems) on the system, or a yum updat e nysql - server (or
dnf upgrade nysql - server for dnf-enabled systems).

After updating MySQL using the Yum repository, applications compiled with older versions of the
shared client libraries should continue to work. However, if you want to recompile applications and
dynamically link them with the updated libraries, see Upgrading the Shared Client Libraries, for some
special considerations.

Note

For EL7-based platforms: See Compatibility Information for EL7-based
platforms [105].

7.2 Installing MySQL on Linux Using the MySQL APT Repository
Steps for a Fresh Installation of MySQL

Note

The following instructions assume that no versions of MySQL (whether
distributed by Oracle or other parties) have already been installed on your
system; if that is not the case, follow the instructions given in Replacing a Native
Distribution of MySQL Using the MySQL APT Repository or Replacing a MySQL
Server Installed by a Direct deb Package Download instead.

Adding the MySQL Yum Repository.  First, add the MySQL APT repository to your system's
software repository list. Follow these steps:

1. Go to the download page for the MySQL APT repository at https://dev.mysql.com/downloads/repo/
apt/.

2. Select and download the release package for your Linux distribution.

Although this is not required for each update, it does update MySQL repository information to
include the current information. For example, mysql - apt - config_0.8.26-1_al | . deb is the
first APT repository configuration file that adds the innovation release track that begins with MySQL
8.1.

3. Install the downloaded release package with the following command, replacing ver si on-
speci fi c- package- name with the name of the downloaded package (preceded by its path, if
you are not running the command inside the folder where the package is):

$> sudo dpkg -i /PATH versi on-speci fi c- package- nane. deb

For example, for version w. x. y- z of the package, the command is:

$> sudo dpkg -i nysql-apt-config_w x.y-z_all.deb
Note that the same package works on all supported Debian and Ubuntu platforms.

4. During the installation of the package, you will be asked to choose the versions of the MySQL
server and other components (for example, the MySQL Workbench) that you want to install. If
you are not sure which version to choose, do not change the default options selected for you. You
can also choose none if you do not want a particular component to be installed. After making the
choices for all components, choose Ok to finish the configuration and installation of the release
package.

Note

The innovation track, which begins with MySQL 8.1, includes "-innovation-"
in the component name.
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Selecting a Major Release Version

You can always change your choices for the versions later; see Selecting a Major Release Version
for instructions.

5. Update package information from the MySQL APT repository with the following command (this step
is mandatory):

$> sudo apt-get update

Instead of using the release package, you can also add and configure the MySQL APT repository
manually; see Appendix A: Adding and Configuring the MySQL APT Repository Manually for details.

Note

Once the MySQL APT repository is enabled on your system, you will no longer
be able to install any MySQL packages from your platform's native software
repositories until the MySQL APT repository is disabled.

Note

Once the MySQL APT repository is enabled on your system, any system-

wide upgrade by the apt - get upgr ade command will automatically upgrade
the MySQL packages on your system and also replace any native MySQL
packages you installed from your Linux distribution's software repository, if APT
finds replacements for them from within the MySQL APT repository.

Selecting a Major Release Version

By default, all installations and upgrades for your MySQL server and the other required components
come from the release series of the major version you have selected during the installation of the
configuration package (see Adding the MySQL Yum Repository). However, you can switch to another
supported major release series at any time by reconfiguring the configuration package you have
installed. Use the following command:

$> sudo dpkg-reconfigure nysql-apt-config

A dialogue box then asks you to choose the major release version you want. Make your selection and
choose OK. After returning to the command prompt, update package information from the MySQL APT
repository with this command:

$> sudo apt-get update
The latest version in the selected series will then be installed when you use the apt - get i nstall
command next time.

You can use the same method to change the version for any other MySQL component you want to
install with the MySQL APT repository.

Installing MySQL with APT

Install MySQL by the following command:

$> sudo apt-get install nysql-server

This installs the package for the MySQL server, as well as the packages for the client and for the
database common files.

During the installation, you are asked to supply a password for the root user for your MySQL
installation.
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Important

Make sure you remember the root password you set. Users who want to set
a password later can leave the password field blank in the dialogue box and
just press Ok; in that case, root access to the server will be authenticated

by Socket Peer-Credential Pluggable Authentication for connections using

a Unix socket file. You can set the root password later using the program
nysql secure_installation.

Starting and Stopping the MySQL Server

The MySQL server is started automatically after installation. You can check the status of the MySQL
server with the following command:

$> systenct| status nysq

If the operating system is systemd enabled, standard syst entt | (or alternatively, ser vi ce with the
arguments reversed) commands such as st op, start, st at us, and r est art should be used to
manage the MySQL server service. The nysql service is enabled by default, and it starts at system
reboot. See Section 7.9, “Managing MySQL Server with systemd” for additional information.

Note

A few third-party native repository packages that have dependencies on

the native MySQL packages may not work with the MySQL APT repository
packages and should not be used together with them; these include akonadi-
backend-mysql, handlersocket-mysql-5.5, and zoneminder.

Installing Additional MySQL Products and Components with APT

You can use APT to install individual components of MySQL from the MySQL APT repository.
Assuming you already have the MySQL APT repository on your system's repository list (see Adding
the MySQL Yum Repository for instructions), first, use the following command to get the latest package
information from the MySQL APT repository:

$> sudo apt-get update

Install any packages of your choice with the following command, replacing package- nane with name
of the package to install:

$> sudo apt-get install package-nane

For example, to install the MySQL Workbench:

$> sudo apt-get install mysql-workbench-community
To install the shared client libraries:

$> sudo apt-get install libnysqglclient2l

Installing MySQL from Source with the MySQL APT Repository

Note
This feature is only supported on 64-bit systems.
You can download the source code for MySQL and build it using the MySQL APT Repository:

1. Addthe MySQL APT repository to your system's repository list and choose the major release series
you want (see Adding the MySQL Yum Repository for instructions).

2. Update package information from the MySQL APT repository with the following command (this step
is mandatory):
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$> sudo apt-get update
3. Install packages that the build process depends on:
$> sudo apt-get buil d-dep mysql -server

4. Download the source code for the major components of MySQL and then build them (run this
command in the folder in which you want the downloaded files and the builds to be located):

$> apt-get source -b nmysql -server
deb packages for installing the various MySQL components are created.

5. Pick the deb packages for the MySQL components you need and install them with the command:
$> sudo dpkg -i package- nane. deb

Notice that dependency relationships exist among the MySQL packages. For a basic installation
of the MySQL server, install the database common files package, the client package, the client
metapackage, the server package, and the server metapackage (in that order) with the following
steps:

« Preconfigure the MySQL server package with the following command:

$> sudo dpkg- preconfigure nmysql - conmuni ty-server_version-and- pl at f orm speci fi c-part. deb

You will be asked to provide a password for the root user for your MySQL installation; see
important information on root password given in Installing MySQL with APT above. You might
also be asked other questions regarding the installation.

« Install the required packages with a single command:
$> sudo dpkg -i mysql -{comon, comuni ty-client,client,community-server,server}_*.deb
« If you are being warned of unmet dependencies by dpkg, you can fix them using apt - get :

sudo apt-get -f install
Here are where the files are installed on the system:

« All configuration files (like ny. cnf ) are under / et ¢/ mysql
« All binaries, libraries, headers, etc., are under / usr/ bi nand/ usr/ shin

e The data directory is under / var/ | i b/ nysql

See also information given in Starting and Stopping the MySQL Server.
Upgrading MySQL with the MySQL APT Repository

Notes

« Before performing any upgrade to MySQL, follow carefully the instructions in
Chapter 10, Upgrading MySQL. Among other instructions discussed there, it
is especially important to back up your database before the upgrade.

¢ The following instructions assume that MySQL has been installed on your
system using the MySQL APT repository; if that is not the case, follow
the instructions given in Replacing a Native Distribution of MySQL Using
the MySQL APT Repository or Replacing a MySQL Server Installed by a
Direct deb Package Download instead. Also notice that you cannot use the
MySQL APT repository to upgrade a distribution of MySQL that you have
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installed from a nonnative software repository (for example, from MariaDB or
Percona).

Use the MySQL APT repository to perform an in-place upgrade for your MySQL installation (that is,
replacing the old version and then running the new version using the old data files) by following these
steps:

1. Make sure you already have the MySQL APT repository on your system's repository list (see
Adding the MySQL Yum Repository for instructions).

2. Make sure you have the most up-to-date package information on the MySQL APT repository by
running:

$> sudo apt-get update

3. Note that, by default, the MySQL APT repository will update MySQL to the release series you
have selected when you were adding the MySQL APT repository to your system. If you want
to upgrade to another release series, select it by following the steps given in Selecting a Major
Release Version.

As a general rule, to upgrade from one release series to another, go to the next series rather than
skipping a series. For example, if you are currently running MySQL 5.6 and wish to upgrade to a
newer series, upgrade to MySQL 5.7 first before upgrading to 8.0.

Important

» For important information about upgrading from MySQL 5.6 to 5.7, see
Upgrading from MySQL 5.6 to 5.7.

« For important information about upgrading from MySQL 5.7 to 8.0, see
Upgrading from MySQL 5.7 to 8.0.

« In-place downgrading of MySQL is not supported by the MySQL APT
repository. Follow the instructions in Chapter 11, Downgrading MySQL.

4. Upgrade MySQL by the following command:
$> sudo apt-get install mysql-server

The MySQL server, client, and the database common files are upgraded if newer versions are
available. To upgrade any other MySQL package, use the same apt - get i nstall command
and supply the name for the package you want to upgrade:

$> sudo apt-get install package-nanme

To see the names of the packages you have installed from the MySQL APT repository, use the
following command:

$> dpkg -1 | grep nysqgl | grep i
Note

If you perform a system-wide upgrade using apt - get upgr ade, only
the MySQL library and development packages are upgraded with newer
versions (if available). To upgrade other components including the server,
client, test suite, etc., use the apt - get i nstal |l command.

5. The MySQL server always restarts after an update by APT. Prior to MySQL 8.0.16, run
nysql _upgr ade after the server restarts to check and possibly resolve any incompatibilities
between the old data and the upgraded software. mysql _upgr ade also performs other functions;
see mysql_upgrade — Deprecated; Performs No Tasks and Exits with Status 0 for details. As of
MySQL 8.0.16, this step is not required, as the server performs all tasks previously handled by

nmysql _upgr ade.
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Replacing a Native Distribution of MySQL Using the MySQL APT Repository

Variants and forks of MySQL are distributed by different parties through their own software repositories
or download sites. You can replace a native distribution of MySQL installed from your Linux platform's
software repository with a distribution from the MySQL APT repository in a few steps.

Note

The MySQL APT repository can only replace distributions of MySQL maintained
and distributed by Debian or Ubuntu. It cannot replace any MySQL forks found
either inside or outside of the distributions' native repositories. To replace such
MySQL forks, you have to uninstall them first before you install MySQL using
the MySQL APT repository. Follow the instructions for uninstallation from the
forks' distributors and, before you proceed, make sure you back up your data
and you know how to restore them to a new server.

Warning

A few third-party native repository packages that have dependencies on

the native MySQL packages may not work with the MySQL APT repository
packages and should not be used together with them; these include akonadi-
backend-mysql, handlersocket-mysql-5.5, and zoneminder.

Backing Lp Your Database

To avoid loss of data, always back up your database before trying to replace your MySQL
installation using the MySQL APT repository. See Backup and Recovery for instructions.

Adding the MySQL APT Repository and Selecting a Release Series

Add the MySQL APT repository to your system's repository list and select the release series you
want by following the instructions given in Adding the MySQL Yum Repository.

Replacing the Native Distribution by an APT Update

By design, the MySQL APT repository replaces your native distribution of MySQL when you
perform upgrades on the MySQL packages. To perform the upgrades, follow the same instructions
given in Step 4 in Upgrading MySQL with the MySQL APT Repository.

Warning

Once the native distribution of MySQL has been replaced using the MySQL
APT repository, purging the old MySQL packages from the native repository
using the apt - get purge, apt-get renove --purge,ordpkg -P
command might impact the newly installed MySQL server in various ways.
Therefore, do not purge the old MySQL packages from the native repository
packages.

Replacing a MySQL Server Installed by a Direct deb Package Download

deb packages from MySQL for installing the MySQL server and its components can either be
downloaded from the MySQL Developer Zone's MySQL Download page or from the MySQL APT
repository. The deb packages from the two sources are different, and they install and configure MySQL
in different ways.

If you have installed MySQL with the MySQL Developer Zone's deb packages and now want to replace
the installation using the ones from the MySQL APT repository, follow these steps:

1. Back up your database. See Backup and Recovery for instructions.

2. Follow the steps given previously for adding the MySQL APT repository.
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3. Remove the old installation of MySQL by running:
$> sudo dpkg -P nysq
4. Install MySQL from the MySQL APT repository:

$> sudo apt-get install mnysql-server

5. If needed, restore the data on the new MySQL installation. See Backup and Recovery for
instructions.

Removing MySQL with APT

To uninstall the MySQL server and the related components that have been installed using the MySQL
APT repository, first, remove the MySQL server using the following command:

$> sudo apt-get renove nysql -server

Then, remove any other software that was installed automatically with the MySQL server:

$> sudo apt-get autorenove

To uninstall other components, use the following command, replacing package- name with the name
of the package of the component you want to remove:

$> sudo apt-get renove package- nane

To see a list of packages you have installed from the MySQL APT repository, use the following
command:

$> dpkg -| | grep nysql | grep i
Special Notes on Upgrading the Shared Client Libraries

You can install the shared client libraries from MySQL APT repository by the following command (see
Installing Additional MySQL Products and Components with APT for more details):

$> sudo apt-get install |ibnysqglclient21

If you already have the shared client libraries installed from you Linux platform's software repository, it
can be updated by the MySQL APT repository with its own package by using the same command (see
Replacing the Native Distribution by an APT Update for more details).

After updating MySQL using the APT repository, applications compiled with older versions of the
shared client libraries should continue to work.

If you recompile applications and dynamically link them with the updated libraries: as typical with new
versions of shared libraries, any applications compiled using the updated, newer shared libraries might
require those updated libraries on systems where the applications are deployed. If those libraries are
not in place, the applications requiring the shared libraries might fail. Therefore, it is recommended
that the packages for the shared libraries from MySQL be deployed on those systems. You can do this
by adding the MySQL APT repository to the systems (see Adding the MySQL Yum Repository) and
installing the latest shared client libraries using the command given at the beginning of this section.

Installing MySQL NDB Cluster Using the APT Repository

Notes

e The MySQL APT repository supports installation of MySQL NDB Cluster on
Debian and Ubuntu systems. For methods to install NDB Cluster on other
Debian-based systems, see Installing NDB Cluster Using .deb Files.

 If you already have the MySQL server or MySQL NDB Cluster installed
on your system, make sure it is stopped and you have your data and
configuration files backed up before proceeding.
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Adding the MySQL APT Repository for MySQL NDB Cluster

Follow the steps in Adding the MySQL Yum Repository to add the MySQL APT repository to your
system's repository list. During the installation process of the configuration package, when you are
asked which MySQL product you want to configure, choose “MySQL Server & Cluster”; when asked
which version you wish to receive, choose “mysql-cluster-x.y.” After returning to the command
prompt, go to Step 2 below.

If you already have the configuration package installed on your system, make sure it is up-to-date
by running the following command:

$> sudo apt-get install nysql-apt-config

Then, use the same method described in Selecting a Major Release Version to select MySQL
NDB Cluster for installation. When you are asked which MySQL product you want to configure,
choose “MySQL Server & Cluster”; when asked which version you wish to receive, choose “mysql-
cluster-x.y.” After returning to the command prompt, update package information from the MySQL
APT repository with this command:

$> sudo apt-get update

Installin@-MySQL NDB Cluster

For a minimal installation of MySQL NDB Cluster, follow these steps:
« Install the components for SQL nodes:

$> sudo apt-get install mysql-cluster-conmmunity-server

You will be asked to provide a password for the root user for your SQL node; see important
information on the root password given in Installing MySQL with APT above. You might also be
asked other questions regarding the installation.

« Install the executables for management nodes:

$> sudo apt-get install mysql-cluster-community-nmanagenent-server

» |nstall the executables for data nodes:

$> sudo apt-get install mnysql-cluster-conmmunity-data-node

Configurdng and Starting MySQL NDB Cluster

See Initial Configuration of NDB Cluster on how to configure MySQL NDB Cluster and Initial Startup
of NDB Cluster on how to start it for the first time. When following those instructions, adjust them
according to the following details regarding the SQL nodes of your NDB Cluster installation;

« All configuration files (like my. cnf ) are under / et ¢/ nysql
« All binaries, libraries, headers, etc., are under / usr/ bi nand / usr/ shin

e The data directory is/ var/ | i b/ nysql

Installing Additional MySQL NDB Cluster Products and Components

You can use APT to install individual components and additional products of MySQL NDB Cluster from
the MySQL APT repository. To do that, assuming you already have the MySQL APT repository on your
system's repository list (see Adding the MySQL Yum Repository for MySQL NDB Cluster), follow the
same steps given in Installing Additional MySQL Products and Components with APT.
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Note

Known issue: Currently, not all components required for running the MySQL
NDB Cluster test suite are installed automatically when you install the test suite
package (nysql - cl ust er - communi t y-t est). Install the following packages
with apt - get i nstal | before you run the test suite:

e mysql -cl uster-comunity-auto-installer

¢ nysql - cl ust er-conmuni t y- nanagenent - server
e nysql - cl ust er- conmuni t y- dat a- node

¢ mysql - cl ust er- communi ty- nencached

e nysqgl -cluster-conmunity-java

* ndbcl i ent - dev

Appendix A: Adding and Configuring the MySQL APT Repository Manually

Here are the steps for adding manually the MySQL APT repository to your system's software repository
list and configuring it, without using the release packages provided by MySQL.:

» Download the MySQL GPG Public key (see Section 2.4.2, “Signature Checking Using GhuPG” on
how to do that) and save it to a file, without adding any spaces or special characters. Then, add the
key to your system's GPG keyring with the following command:

$> sudo apt-key add path/to/signature-file
 Alternatively, you can download the GPG key to your APT keyring directly using the apt-key utility:
$> sudo apt-key adv --keyserver pgp.nmit.edu --recv-keys 3A79BD29

Note

The KeyID for MySQL 8.0.28 release packages and higher is 3A79BD29, as
shown above. For earlier MySQL releases, the keyID is 5072E1F5. Using an
incorrect key can cause a key verification error.

» Create afile named /et c/ apt/sources.|ist.d/ nysql.list,andputintoitrepository entries
in the following format (this is not a command to execute):

deb http://repo. nysql.conl apt/{debi an| ubuntu}/ {buster|bionic} {nysql-5.7| nysql-8.0|workbench-8. 0| cor
Pick the relevant options for your repository set up:
* Choose “debian” or “ubuntu” according to your platform.

* Choose the appropriate version name for the version of your system; examples include “bullseye”
(for Debian 11) and “jammy” (for Ubuntu 22.04).

« For installing MySQL server, client, and database common files, choose “mysql-5.7” or “mysql-8.0"
according to the MySQL version you want. To switch to another release series later, come back
and adjust the entry with your new choice.

Note
If you already have a version of MySQL installed on your system, do not

choose a lower version at this step, or it might result in an unsupported
downgrade operation.
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« For installing components like MySQL Workbench or MySQL Connector/Python, create a single
entry for each of them, specifying respectively “workbench-8.0" or “connector-python-8.0" at the
end of each entry.

For example, on the Ubuntu 18.04 platform use these lines in your nysql . | i st files to install
MySQL 8.0 and MySQL Connector/Python from the MySQL APT repository:

deb http://repo. nmysqgl.con apt/ubuntu/ bionic mysqgl-8.0
deb http://repo. nmysqgl.conl apt/ubuntu/ bionic connector-python-8.0

» Use the following command to get the most up-to-date package information from the MySQL APT
repository:

$> sudo apt-get update

You have configured your system to use the MySQL APT repository and are now ready to continue
with Installing MySQL with APT or Installing Additional MySQL Products and Components with APT.

7.3 Using the MySQL SLES Repository
Adding the MySQL SLES Repository

The MySQL SLES repository provides RPM packages for installing and managing the MySQL server,
client, and other components on SUSE Enterprise Linux Server.

Add or update the official MySQL SLES repository for your system's repository list:
Note

The "nysql 80" in the repository file name indicates that the MySQL 8.0 series
is enabled by default, but it also includes the optional "Innovation” track that
starts with MySQL 8.1.

New MySQL Repository Installation

If the MySQL repository is not yet present on the system then:

1. Go to the download page for MySQL SLES repository at https://dev.mysqgl.com/downloads/repo/
suse/.

2. Select and download the release package for your SLES version.

3. Install the downloaded release package with the following command, replacing package- nane
with the name of the downloaded package:

$> sudo rpm - Uvh package- nane. rpm

For example, to install the SLES 15 package where # indicates the release number within a version
such as 15- 1:

$> sudo rpm - Uvh nysql 80- conmuni ty-rel ease-sl 15- #. noarch. r pm
Update an Existing MySQL Repository Installation
If an older version is already present then update it:

e $> sudo zypper update nysql 80-conmunity-rel ease

 Although this is not required for each MySQL release, it does update MySQL repository
information to include the current information. For example, nysql 80- comuni t y-r el ease-
sl 15- 7. noar ch. r pmis the first SUSE 15 repository configuration file that adds the innovation
release track that begins with MySQL 8.1. series.
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Selecting a Release Series

Within the MySQL SLES repository, different release series of the MySQL Community Server are
hosted in different subrepositories. The subrepository for the latest bugfix series (currently MySQL 8.0)
is enabled by default, and the subrepositories for all other series are disabled. Use this command to
see all of the subrepositories in the MySQL SLES repository, and to see which of them are enabled or
disabled:

$> zypper repos | grep nysql.*comunity

The innovation track is available for SLES 15 as of MySQL 8.1, with entries such as nysql -
i nnovati on-conmuni ty.

To install the latest release from a specific series, before running the installation command, make sure
that the subrepository for the series you want is enabled and the subrepositories for other series are
disabled. For example, on SLES 15, to disable the subrepositories for MySQL 8.0 server and tools,
which are enabled by default, use the following:

$> sudo zypper nodifyrepo -d nysql 80-community
$> sudo zypper nodifyrepo -d nysql-tool s-comunity

Then, enable the subrepositories for the release series you want. For example, to enable the
Innovation track on SLES 15:

$> sudo zypper nodifyrepo -e nysql-innovation-comunity
$> sudo zypper nodifyrepo -e nysql-tool s-innovati on-comunity

You should only enable a subrepository for one release series at any time.

Verify that the correct subrepositories have been enabled by running the following command and
checking its output:

$> zypper repos -E | grep nysql.*community

7 | nysgl - connect or s- communi ty | MySQL Connectors Conmunity | Yes | (r ) Ye
10 | nysql -innovati on- communi ty | MySQL I nnovation Rel ease Community Server | Yes | (r ) Ye
16 | nysql -tool s-innovation-comunity | MySQL Tool s | nnovati on Community | Yes | ( p) Ye

After that, use the following command to refresh the repository information for the enabled
subrepository:

$> sudo zypper refresh

Installing MySQL with Zypper
With the official MySQL repository enabled, install MySQL Server:
$> sudo zypper install mysqgl-comunity-server

This installs the package for the MySQL server, as well as other required packages.

Starting the MySQL Server

Start the MySQL server with the following command:

$> systenct| start nysq

You can check the status of the MySQL server with the following command:

$> systenct| status nysq

If the operating system is systemd enabled, standard syst entt | (or alternatively, ser vi ce with the
arguments reversed) commands such as st op, start, st atus, andr est art should be used to
manage the MySQL server service. The nysql service is enabled by default, and it starts at system
reboot. See Section 7.9, “Managing MySQL Server with systemd” for additional information.
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MySQL Server Initialization: When the server is started for the first time, the server is initialized, and
the following happens (if the data directory of the server is empty when the initialization process
begins):

» The SSL certificate and key files are generated in the data directory.
» The validate_password plugin is installed and enabled.

e A superuser account' root' @1 ocal host' is created. A password for the superuser is set and
stored in the error log file. To reveal it, use the following command:

$> sudo grep 'tenporary password' /var/log/ nysql/nmysqld.| og

Change the root password as soon as possible by logging in with the generated, temporary
password and set a custom password for the superuser account:

$> nysqgl -uroot -p
nysqgl > ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' MyNewPass4!'

Note

MySQL's validate_password plugin is installed by default. This will require that
passwords contain at least one uppercase letter, one lowercase letter, one
digit, and one special character, and that the total password length is at least 8
characters.

You can stop the MySQL Server with the following command:

$> sudo systenttl stop nysq

Installing Additional MySQL Products and Components

You can install more components of MySQL. List subrepositories in the MySQL SLES repository with
the following command:

$> zypper repos | grep nysqgl.*comunity

Use the following command to list the packages for the MySQL components available for a certain
subrepository, changing subr epo- name to the name of the subrepository you are interested in :

$> zypper packages subrepo-nane

Install any packages of your choice with the following command, replacing package- nane with name
of the package (you might need to enable first the subrepository for the package, using the same
method for selecting a subrepository for a specific release series outlined in Selecting a Release
Series):

$> sudo zypper install package-nane

For example, to install the MySQL benchmark suite from the subrepository for the release series you
have already enabled:

$> sudo zypper install nysqgl-community-bench

Upgrading MySQL with the MySQL SLES Repository
Note
« Before performing any update to MySQL, follow carefully the instructions in

Chapter 10, Upgrading MySQL. Among other instructions discussed there, it
is especially important to back up your database before the update.
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Replacing MySQL Installed by an RPM from Other Sources

Use the MySQL SLES repository to perform an in-place update (that is, replacing the old version of

the server and then running the new version using the old data files) for your MySQL installation by
following these steps (they assume you have installed MySQL with the MySQL SLES repository; if that
is not the case, following the instructions in Replacing MySQL Installed by an RPM from Other Sources
instead):

Selecting.a Target Series

During an update operation, by default, the MySQL SLES repository updates MySQL to the latest
version in the release series you have chosen during installation (see Selecting a Release Series
for details), which means. For example, a bugfix series installation, such as 8.0, will not update to
an innovation series, such as 8.3. To update to another release series, you need to first disable
the subrepository for the series that has been selected (by default, or by yourself) and enable the
subrepository for your target series. To do that, follow the general instructions given in Selecting a
Release Series.

As a general rule, to upgrade from one release series to another, go to the next series rather than
skipping a series.

Important

« For important information about upgrading from MySQL 5.7 to 8.0, see
Upgrading from MySQL 5.7 to 8.0.

» For important information about upgrading from MySQL 8.0 to an
innovation series, see Upgrading from MySQL 8.0 to 8.3.

« In-place downgrading of MySQL is not supported by the MySQL SLES
repository. Follow the instructions in Chapter 11, Downgrading MySQL.
Upgradirzg MySQL
Upgrade MySQL and its components by the following command:
$> sudo zypper update mysql - comuni ty-server

Alternatively, you can update MySQL by telling Zypper to update everything on your system (this
might take considerably more time):

$> sudo zypper update

You can also update a specific component only. Use the following command to list all the installed
packages from the MySQL SLES repository:

$> zypper packages -i | grep nysql-.*community

After identifying the package name of the component of your choice, update the package with the
following command, replacing package- nane with the name of the package:

$> sudo zypper update package-nane

Replacing MySQL Installed by an RPM from Other Sources

RPMs for installing the MySQL Community Server and its components can be downloaded from
MySQL either from the MySQL Developer Zone, from the native software repository of SLES, or from
the MySQL SLES repository. The RPMs from the those sources might be different, and they might
install and configure MySQL in different ways.

If you have installed MySQL with RPMs from the MySQL Developer Zone or the native software
repository of SLES and want to replace the installation using the RPM from the MySQL SLES
repository, follow these steps:

1. Back up your database to avoid data loss. See Backup and Recovery on how to do that.
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2. Stop your MySQL Server, if it is running. If the server is running as a service, you can stop it with
the following command:

$> systenct| stop nysq
3. Follow the steps given for Adding the MySQL SLES Repository.
4. Follow the steps given for Selecting a Release Series.

5. Follow the steps given for Installing MySQL with Zypper. You will be asked if you want to replace
the old packages with the new ones; for example:

Probl em mysqgl - communi ty-server-5.6.22-2.slesll. x86_64 requires nysqgl-comunity-client = 5.6.22-2.slesl
but this requirement cannot be provi ded uni nstallable providers
nmysql -communi ty-client-5.6.22-2.slesl1l.x86_64[ mysql 56- conmuni ty]
Solution 1: replacenment of nysqgl-client-5.5.31-0.7.10.x86_64 with nmysqgl-community-client-5.6.22-2 sles
Solution 2: do not install mysqgl-conmmunity-server-5.6.22-2.slesll. x86_64
Sol ution 3: break nysql -community-server-5.6.22-2.slesll. x86_64 by ignoring some of its dependencies

Choose from above sol utions by nunber or cancel [1/2/3/c] (c)
Choose the “replacement” option (“Solution 1" in the example) to finish your installation from the
MySQL SLES repository.

Installing MySQL NDB Cluster Using the SLES Repository

» The following instructions assume that neither the MySQL Server nor MySQL NDB Cluster has
already been installed on your system; if that is not the case, remove the MySQL Server or MySQL
NDB Cluster, including all its executables, libraries, configuration files, log files, and data directories,
before you continue. However there is no need to remove the release package you might have used
to enable the MySQL SLES repository on your system.

» The NDB Cluster Auto-Installer package has a dependency on the pyt hon2- cr ypt o and pyt hon-
par am ko packages. Zypper can take care of this dependency if the Python repository has been
enabled on your system.

Selecting the MySQL NDB Cluster Subrepository

Within the MySQL SLES repository, the MySQL Community Server and MySQL NDB Cluster are
hosted in different subrepositories. By default, the subrepository for the latest bugfix series of the
MySQL Server is enabled and the subrepository for MySQL NDB Cluster is disabled. To install NDB
Cluster, disable the subrepository for the MySQL Server and enable the subrepository for NDB Cluster.
For example, disable the subrepository for MySQL 8.0, which is enabled by default, with the following
command:

$> sudo zypper nodifyrepo -d nysql 80-conmunity
Then, enable the subrepository for MySQL NDB Cluster:
$> sudo zypper nodifyrepo -e nysql-cluster-8.0-comunity

Verify that the correct subrepositories have been enabled by running the following command and
checking its output:

$> zypper repos -E | grep nysql.*conmunity
10 | nysql-cluster-8.0-community | MySQL Cluster 8.0 Conmunity | Yes | No

After that, use the following command to refresh the repository information for the enabled
subrepository:

$> sudo zypper refresh

Installing MySQL NDB Cluster

For a minimal installation of MySQL NDB Cluster, follow these steps:
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« Install the components for SQL nodes:

$> sudo zypper install nysql-cluster-conmmunity-server

After the installation is completed, start and initialize the SQL node by following the steps given in
Starting the MySQL Server.

If you choose to initialize the data directory manually using the nysql d --initial i ze command
(see Section 9.1, “Initializing the Data Directory” for details), a r oot password is going to be
generated and stored in the SQL node's error log; see Starting the MySQL Server for how to find the
password, and for a few things you need to know about it.

« Install the executables for management nodes:

$> sudo zypper install mysql-cluster-community-nmnagenent-server

 |nstall the executables for data nodes:

$> sudo zypper install nysql-cluster-conmmunity-data-node
To install more NDB Cluster components, see Installing Additional MySQL Products and Components.

See Initial Configuration of NDB Cluster on how to configure MySQL NDB Cluster and Initial Startup of
NDB Cluster on how to start it for the first time.

Installing Additional MySQL NDB Cluster Products and Components

You can use Zypper to install individual components and additional products of MySQL NDB Cluster
from the MySQL SLES repository. To do that, assuming you already have the MySQL SLES repository
on your system's repository list (if not, follow Step 1 and 2 of Installing MySQL NDB Cluster Using the
SLES Repository), follow the same steps given in Installing Additional MySQL NDB Cluster Products
and Components.

Note

Known issue: Currently, not all components required for running the MySQL
NDB Cluster test suite are installed automatically when you install the test suite
package (nysqgl - cl ust er-communi t y-t est ). Install the following packages
with zypper install before you run the test suite:

e mysql -cluster-community-auto-installer

e nysql - cl ust er-conmuni ty- nanagenent - server
¢ nysql - cl ust er- conmuni t y- dat a- node

e mysql - cl ust er-comuni ty- nencached

e mysql - cl ust er-comuni ty-java

e nysql - cl ust er- conmuni ty- ndbcl i ent - devel

7.4 Installing MySQL on Linux Using RPM Packages from Oracle

The recommended way to install MySQL on RPM-based Linux distributions is by using the RPM
packages provided by Oracle. There are two sources for obtaining them, for the Community Edition of
MySQL:

» From the MySQL software repositories:

e The MySQL Yum repository (see Section 7.1, “Installing MySQL on Linux Using the MySQL Yum
Repository” for details).
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* The MySQL SLES repository (see Section 7.3, “Using the MySQL SLES Repository” for details).

* From the Download MySQL Community Server page in the MySQL Developer Zone.

Note

RPM distributions of MySQL are also provided by other vendors. Be aware
that they may differ from those built by Oracle in features, capabilities,

and conventions (including communication setup), and that the installation
instructions in this manual do not necessarily apply to them. The vendor's
instructions should be consulted instead.

MySQL RPM Packages

Table 7.2 RPM Packages for MySQL Community Edition

Package Name

Summary

mysql - communi ty-client

MySQL client applications and tools

mysql - communi ty-client-plugins

Shared plugins for MySQL client applications

mysql - communi t y- conmon

Common files for server and client libraries

mysql - comuni t y- devel

Development header files and libraries for MySQL
database client applications

mysql - communi t y- enbedded- conpat

MySQL server as an embedded library with
compatibility for applications using version 18 of
the library

mysql -communi ty-i cu-data-files

MySQL packaging of ICU data files needed by
MySQL regular expressions

nysql - conmuni ty-1ibs

Shared libraries for MySQL database client
applications

mysql - communi ty-1i bs-conpat

Shared compatibility libraries for previous MySQL
installations; only present if previous MySQL
versions are supported by the platform

mysql - comuni ty- server

Database server and related tools

mysql - conmuni ty- server - debug

Debug server and plugin binaries

mysql - communi ty-t est

Test suite for the MySQL server

mysql - communi ty

The source code RPM looks similar to mysq|l-
community-8.3.0-1.el7.src.rpm, depending on
selected OS

Additional *debuginfo* RPMs

There are several debugi nf o packages: mysql-
community-client-debuginfo, mysqgl-community-
libs-debuginfo mysqgl-community-server-debug-
debuginfo mysql-community-server-debuginfo,
and mysql-community-test-debuginfo.

Table 7.3 RPM Packages for the MySQL Enterprise Edition

Package Name

Summary

mysql - commer ci al - backup

MySQL Enterprise Backup

mysql - cormerci al -cl i ent

MySQL client applications and tools

mysql - commer ci al -cl i ent-pl ugi ns

Shared plugins for MySQL client applications

mysql - comrer ci al - conmon

Common files for server and client libraries
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Package Name Summary

mysql - cormer ci al - devel Development header files and libraries for MySQL
database client applications

mysql - commer ci al - enbedded- conpat MySQL server as an embedded library with
compatibility for applications using version 18 of
the library

mysql -commerci al -icu-data-files MySQL packaging of ICU data files needed by
MySQL regular expressions

mysql - commerci al -1i bs Shared libraries for MySQL database client
applications

mysql - cormerci al -1i bs- conpat Shared compatibility libraries for previous MySQL

installations; only present if previous MySQL
versions are supported by the platform. The
version of the libraries matches the version of the
libraries installed by default by the distribution you

are using.
mysql - conmer ci al - server Database server and related tools
mysql - commer ci al -t est Test suite for the MySQL server
Additional *debuginfo* RPMs There are several debugi nf o packages: mysql-

commercial-client-debuginfo, mysql-commercial-
libs-debuginfo mysqgl-commercial-server-debug-
debuginfo mysgl-commercial-server-debuginfo,
and mysql-commercial-test-debuginfo.

The full names for the RPMs have the following syntax:

packagenane-ver si on-di stri buti on-arch.rpm

The di st ri buti on and ar ch values indicate the Linux distribution and the processor type for which
the package was built. See the table below for lists of the distribution identifiers:

Table 7.4 MySQL Linux RPM Package Distribution Identifiers

Distribution Value Intended Use

el{ ver si on} where { ver si on} is the major EL6 (8.0), EL7, EL8, and EL9-based platforms (for

Enterprise Linux version, such as el 8 example, the corresponding versions of Oracle
Linux, Red Hat Enterprise Linux, and CentOS)

fc{ ver si on} where { ver si on} is the major Fedora 38 and 39

Fedora version, such as f c37

sl 5 SUSE Linux Enterprise Server 15

To see all files in an RPM package (for example, mysql - communi t y- ser ver ), use the following
command:

$> rpm -gpl nysql - comuni ty-server-version-distribution-arch.rpm

The discussion in the rest of this section applies only to an installation process using the RPM
packages directly downloaded from Oracle, instead of through a MySQL repository.

Dependency relationships exist among some of the packages. If you plan to install many of the
packages, you may wish to download the RPM bundle t ar file instead, which contains all the RPM
packages listed above, so that you need not download them separately.

In most cases, you need to install the nysql - conmuni ty- server, nysql - conmuni ty-cl i ent,
nysql - communi ty-cl i ent - pl ugi ns, nysql - communi ty-1ibs, mysqgl - conmuni ty-i cu-
data-files, nysql - communi ty- conmon, and mysql - conmuni ty-1i bs-conpat packages to
get a functional, standard MySQL installation. To perform such a standard, basic installation, go to the
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folder that contains all those packages (and, preferably, no other RPM packages with similar names),
and issue the following command:

$> sudo yuminstall nysql-community-{server,client,client-plugins,icu-data-files,common,|ibs}-*
Replace yumwith zypper for SLES, and with dnf for Fedora.

While it is much preferable to use a high-level package management tool like yumto install the
packages, users who prefer direct r pmcommands can replace the yum i nst al I command with the

r pm - Uvh command; however, using r pm - Uvh instead makes the installation process more prone to
failure, due to potential dependency issues the installation process might run into.

To install only the client programs, you can skip mysql - comuni t y- ser ver in your list of packages
to install; issue the following command:

$> sudo yuminstall nysql-comunity-{client,client-plugins,common,I|ibs}-*
Replace yumwith zypper for SLES, and with dnf for Fedora.

A standard installation of MySQL using the RPM packages result in files and resources created under
the system directories, shown in the following table.

Table 7.5 MySQL Installation Layout for Linux RPM Packages from the MySQL Developer Zone

Files or Resources Location

Client programs and scripts /usr/bin

mysql d server /usr/sbin

Configuration file /etclny.cnf

Data directory [var/lib/nysql

Error log file For RHEL, Oracle Linux, CentOS or Fedora

platforms: / var /| og/ nmysql d. | og

For SLES: /var/ | og/ nysql / mysql d. | og

Value of secure_file_priv [var/lib/nysql-files

System V init script For RHEL, Oracle Linux, CentOS or Fedora
platforms: /etc/init.d/ nysqgld

For SLES:/etc/init.d/ nysql

Systemd service For RHEL, Oracle Linux, CentOS or Fedora
platforms: nysql d

For SLES: nysq|

Pid file /var/run/mysqgl / nysql d. pid
Socket /var/liblnmysqgl/nmysqgl.sock
Keyring directory [var/lib/nysql-keyring
Unix manual pages [ usr/share/ man

Include (header) files /usr/include/ nysql

Libraries lusr/lib/nmysql

Miscellaneous support files (for example, error [ usr/ shar e/ nysql

messages, and character set files)

The installation also creates a user named nmysql and a group named nysql on the system.
Notes

e The nysql useris created using the -r and -s / bi n/ f al se options of the
user add command, so that it does not have login permissions to your server
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host (see Creating the mysqgl User and Group for details). To switch to the
mysql user on your OS, use the - - shel | =/ bi n/ bash option for the su
command:

su - mysqgl --shell=/bin/bash

« Installation of previous versions of MySQL using older packages might have
created a configuration file named / usr/ my. cnf . It is highly recommended
that you examine the contents of the file and migrate the desired settings
inside to the file / et ¢/ ny. cnf file, then remove / usr/ ny. cnf.

MySQL is NOT automatically started at the end of the installation process. For Red Hat Enterprise
Linux, Oracle Linux, CentOS, and Fedora systems, use the following command to start MySQL:

$> systenct!| start nysqld

For SLES systems, the command is the same, but the service name is different:

$> systenct| start nysq

If the operating system is systemd enabled, standard syst enct | (or alternatively, ser vi ce with the
arguments reversed) commands such as st op, start, st at us, and r est art should be used to
manage the MySQL server service. The nysql d service is enabled by default, and it starts at system
reboot. Notice that certain things might work differently on systemd platforms: for example, changing
the location of the data directory might cause issues. See Section 7.9, “Managing MySQL Server with
systemd” for additional information.

During an upgrade installation using RPM and DEB packages, if the MySQL server is running when
the upgrade occurs then the MySQL server is stopped, the upgrade occurs, and the MySQL server
is restarted. One exception: if the edition also changes during an upgrade (such as community to
commercial, or vice-versa), then MySQL server is not restarted.

At the initial start up of the server, the following happens, given that the data directory of the server is
empty:

» The server is initialized.
» An SSL certificate and key files are generated in the data directory.
» val i dat e_passwor d is installed and enabled.

» A superuser account' root' @1 ocal host' is created. A password for the superuser is set and
stored in the error log file. To reveal it, use the following command for RHEL, Oracle Linux, CentOS,
and Fedora systems:

$> sudo grep 'tenmporary password' /var/log/ mysqld.| og
Use the following command for SLES systems:

$> sudo grep 'tenporary password' /var/log/ nysql/nysqld.| og

The next step is to log in with the generated, temporary password and set a custom password for the
superuser account:

$> nysql -uroot -p
nmysqgl > ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' MyNewPass4! ' ;
Note

val i dat e_passwor d is installed by default. The default password policy
implemented by val i dat e_passwor d requires that passwords contain at least
one uppercase letter, one lowercase letter, one digit, and one special character,
and that the total password length is at least 8 characters.
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If something goes wrong during installation, you might find debug information in the error log file / var /
| og/ mysql d. | og.

For some Linux distributions, it might be necessary to increase the limit on number of file descriptors
available to mysqgl d. See File Not Found and Similar Errors

Installing Client Libraries from Multiple MySQL Versions. Itis possible to install multiple client
library versions, such as for the case that you want to maintain compatibility with older applications
linked against previous libraries. To install an older client library, use the - - ol dpackage option
with r pm For example, to install nysql - conmuni ty-1i bs-5. 5 on an EL6 system that has
['ibmysgl client. 21 from MySQL 8.0, use a command like this:

$> rpm - - ol dpackage -ivh nysql-comunity-|ibs-5.5.50-2.el 6.x86_64.rpm

Debug Package. A special variant of MySQL Server compiled with the debug package has been
included in the server RPM packages. It performs debugging and memory allocation checks and
produces a trace file when the server is running. To use that debug version, start MySQL with / usr/
shi n/ nysql d- debug, instead of starting it as a service or with / usr/ shi n/ nysql d. See The DBUG
Package for the debug options you can use.

Note

The default plugin directory is / usr /| i b64/ nmysql / pl ugi n/ debug and is
configurable with pl ugi n_di r.

Rebuilding RPMs from source SRPMs.  Source code SRPM packages for MySQL are available for
download. They can be used as-is to rebuild the MySQL RPMs with the standard r pnbui | d tool chain.

7.5 Installing MySQL on Linux Using Debian Packages from
Oracle

Oracle provides Debian packages for installing MySQL on Debian or Debian-like Linux systems. The
packages are available through two different channels:

* The MySQL APT Repository. This is the preferred method for installing MySQL on Debian-like
systems, as it provides a simple and convenient way to install and update MySQL products. For
details, see Section 7.2, “Installing MySQL on Linux Using the MySQL APT Repository”.

» The MySQL Developer Zone's Download Area. For details, see Section 2.3, “How to Get MySQL".
The following are some information on the Debian packages available there and the instructions for
installing them:

< Various Debian packages are provided in the MySQL Developer Zone for installing different
components of MySQL on the current Debian and Ubuntu platforms. The preferred method is
to use the tarball bundle, which contains the packages needed for a basic setup of MySQL.
The tarball bundles have names in the format of nysql - ser ver _MWER- DVER_CPU. deb-
bundl e. t ar . MVER is the MySQL version and DVER is the Linux distribution version. The CPU
value indicates the processor type or family for which the package is built, as shown in the
following table:

Table 7.6 MySQL Debian and Ubuntu Installation Packages CPU Identifiers

CPU Value Intended Processor Type or Family
i 386 Pentium processor or better, 32 bit
and64 64-bit x86 processor

« After downloading the tarball, unpack it with the following command:

$> tar -xvf nysql -server _MER- DVER_CPU. deb- bundl e. t ar

* You may need to install the | i bai o library if it is not already present on your system:
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$> sudo apt-get install Iibaiol
« Preconfigure the MySQL server package with the following command:
$> sudo dpkg- preconfigure nysqgl -comunity-server_ *.deb

You are asked to provide a password for the root user for your MySQL installation. You might also
be asked other questions regarding the installation.

Important

Make sure you remember the root password you set. Users who want

to set a password later can leave the password field blank in the
dialogue box and just press OK; in that case, root access to the server is
authenticated using the MySQL Socket Peer-Credential Authentication
Plugin for connections using a Unix socket file. You can set the root
password later using mysql _secure_i nstal | ati on.

» For a basic installation of the MySQL server, install the database common files package, the client
package, the client metapackage, the server package, and the server metapackage (in that order);
you can do that with a single command:

$> sudo dpkg -i nysql - {conmon, conmuni ty-client-pl ugi ns, communi ty-client-core, community-client,clier

There are also packages with ser ver - core and cl i ent - cor e in the package names. These
contain binaries only and are installed automatically by the standard packages. Installing them by
themselves does not result in a functioning MySQL setup.

If you are being warned of unmet dependencies by dpkg (such as libmecab2), you can fix them
using apt - get :

sudo apt-get -f install
Here are where the files are installed on the system:
 All configuration files (like ny. cnf ) are under / et ¢/ nysql
 All binaries, libraries, headers, etc., are under / usr/ bi nand/ usr/ sbin
« The data directory is under / var /| i b/ nmysql
Note

Debian distributions of MySQL are also provided by other vendors. Be aware
that they may differ from those built by Oracle in features, capabilities, and
conventions (including communication setup), and that the instructions in this
manual do not necessarily apply to installing them. The vendor's instructions
should be consulted instead.

7.6 Deploying MySQL on Linux with Docker Containers

This section explains how to deploy MySQL Server using Docker containers.

While the docker client is used in the following instructions for demonstration purposes, in general, the
MySQL container images provided by Oracle work with any container tools that are compliant with the
OCI 1.0 specification.

Warning

Before deploying MySQL with Docker containers, make sure you understand
the security risks of running containers and mitigate them properly.
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7.6.1 Basic Steps for MySQL Server Deployment with Docker

Warning

The MySQL Docker images maintained by the MySQL team are built
specifically for Linux platforms. Other platforms are not supported, and users
using these MySQL Docker images on them are doing so at their own risk. See
the discussion here for some known limitations for running these containers on
non-Linux operating systems.

» Downloading a MySQL Server Docker Image

» Starting a MySQL Server Instance

» Connecting to MySQL Server from within the Container
» Container Shell Access

» Stopping and Deleting a MySQL Container

» Upgrading a MySQL Server Container

» More Topics on Deploying MySQL Server with Docker

Downloading a MySQL Server Docker Image

Important

For users of MySQL Enterprise Edition: A subscription is required to use the
Docker images for MySQL Enterprise Edition. Subscriptions work by a Bring
Your Own License model; see How to Buy MySQL Products and Services for
details.

Downloading the server image in a separate step is not strictly necessary; however, performing this
step before you create your Docker container ensures your local image is up to date. To download the
MySQL Community Edition image from the Oracle Container Registry (OCR), run this command:

docker pull container-registry.oracle.com nysqgl/conmunity-server:tag

The t ag is the label for the image version you want to pull (for example, 8. 0, or 8. 3, or | at est). If
:tag is omitted, the | at est label is used, and the image for the latest GA release (which is the latest
innovation release) of MySQL Community Server is downloaded.

To download the MySQL Enterprise Edition image from the OCR, you need to first accept the license
agreement on the OCR and log in to the container repository with your Docker client. Follow these
steps:

* Visit the OCR at https://container-registry.oracle.com/ and choose MySQL.
» Under the list of MySQL repositories, choose ent er pri se- server.

« If you have not signed in to the OCR yet, click the Sign in button on the right of the page, and then
enter your Oracle account credentials when prompted to.

» Follow the instructions on the right of the page to accept the license agreement.

* Log in to the OCR with your container client using, for example, the docker | ogi n command:

# docker |ogin container-registry.oracle.com
User nane: O acl e- Account-|D

Passwor d: password

Logi n successf ul

Download the Docker image for MySQL Enterprise Edition from the OCR with this command:

docker pull container-registry.oracle.com nmysqgl/enterprise-server:tag
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To download the MySQL Enterprise Edition image from My Oracle Support website, go onto the
website, sign in to your Oracle account, and perform these steps once you are on the landing page:

» Select the Patches and Updates tab.

» Go to the Patch Search region and, on the Search tab, switch to the Product or Family
(Advanced) subtab.

» Enter “MySQL Server” for the Product field, and the desired version number in the Release field.

» Use the dropdowns for additional filters to select Description—contains, and enter “Docker” in the

text field.
The following figure shows the search settings for the MySQL Enterprise Edition image for MySQL
Server 8.0:
ORACLE uy oaacLe suppoRT Powerview is Off | = Switech to Clowd Support @ - B0 ContactUs Help ~
Dashboard | Knowledge | Service Requests | Patches & Updates (' Community | Certifications | Managed Cloud " €M On Demand [ frv @l A

Patches and Updates Give Feedback...  Customize Page.
* | Patehing Quick Links * Pateh Seareh

Search ‘| Saved Searches | Recent Searches

Software and Patch Search Sites
Orade Software Delivery Cloud  Critical Patch Updates and Security Alerts Include all products in a family

Sun Products

Oracle E-Bu;

Oracle Server and Tools Product or Family
Latest Patchsets (Advaneed)

 Click the Search button and, from the result list, select the version you want, and click the Download
button.

* In the File Download dialogue box that appears, click and download the . zi p file for the Docker
image.

Unzip the downloaded . zi p archive to obtain the tarball inside (nysql - ent er pri se-
server-version.tar), and then load the image by running this command:

docker load -i nysql-enterprise-server-version.tar

You can list downloaded Docker images with this command:
$> docker images

REPCSI TORY TAG | MAGE | D CREATED S| ZE
contai ner-regi stry. oracl e. conmf nysql / communi ty- server | at est 1d9c2219f f 69 2 nonths ago 496MB

Starting a MySQL Server Instance

To start a new Docker container for a MySQL Server, use the following command:

docker run --nane=container_nanme --restart on-failure -d inmage_nane:tag

i mage_nane is the name of the image to be used to start the container; see Downloading a MySQL
Server Docker Image for more information.

The - - name option, for supplying a custom name for your server container, is optional; if no container
name is supplied, a random one is generated.

The - - rest art option is for configuring the restart policy for your container; it should be set to the
value on-f ai | ur e, to enable support for server restart within a client session (which happens, for
example, when the RESTART statement is executed by a client or during the configuration of an
InnoDB cluster instance). With the support for restart enabled, issuing a restart within a client session
causes the server and the container to stop and then restart.

For example, to start a new Docker container for the MySQL Community Server, use this command:
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docker run --nane=nysqll --restart on-failure -d container-registry.oracle.conm nysqgl/comunity-server:| ates

To start a new Docker container for the MySQL Enterprise Server with a Docker image downloaded
from the OCR, use this command:

docker run --nane=nysqll --restart on-failure -d container-registry.oracle.conm nysqgl/enterprise-server:|ate

To start a new Docker container for the MySQL Enterprise Server with a Docker image downloaded
from My Oracle Support, use this command:

docker run --nane=nysqll --restart on-failure -d nysql/enterprise-server:| atest

If the Docker image of the specified hame and tag has not been downloaded by an earlier docker

pul I ordocker run command, the image is now downloaded. Initialization for the container begins,
and the container appears in the list of running containers when you run the docker ps command.
For example:

$> docker ps
CONTAINER ID | MAGE COMVAND CREA
4cd4129b3211 cont ai ner-regi stry. oracl e. com nysql / communi ty-server:| at est "/entrypoint.sh nysq.." 8 sec

The container initialization might take some time. When the server is ready for use, the STATUS of
the container in the output of the docker ps command changes from (heal th: starting) to
(heal t hy).

The - d option used in the docker run command above makes the container run in the background.
Use this command to monitor the output from the container:

docker | ogs nysql 1

Once initialization is finished, the command's output is going to contain the random password
generated for the root user; check the password with, for example, this command:

$> docker logs nysqll 2>&1 | grep GENERATED
GENERATED ROOT PASSWORD: Axegh3kAJyDLaRuBeneci s&EShCs

Connecting to MySQL Server from within the Container

Once the server is ready, you can run the nysql client within the MySQL Server container you just
started, and connect it to the MySQL Server. Use the docker exec -it command to start a nmysql
client inside the Docker container you have started, like the following:

docker exec -it nysqgll nysqgl -uroot -p

When asked, enter the generated root password (see the last step in Starting a MySQL Server
Instance above on how to find the password). Because the MYSQL_ONETI ME_PASSWORD option is
true by default, after you have connected a mysqgl client to the server, you must reset the server root
password by issuing this statement:

nmysqgl > ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' password'

Substitute passwor d with the password of your choice. Once the password is reset, the server is
ready for use.

Container Shell Access

To have shell access to your MySQL Server container, use the docker exec -it command to start
a bash shell inside the container:

$> docker exec -it nysql 1l bash
bash- 4. 2#

You can then run Linux commands inside the container. For example, to view contents in the server's
data directory inside the container, use this command:

bash-4.2# |s /var/lib/nysq
aut o. cnf ca. pem client-key.pem ib_logfile0 ibdatal mysql nysql . sock. | ock privat e_key. pe
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ca-key.pem client-cert.pem ib_buffer_pool ib_logfilel ibtnpl nmysql . sock performance_schema pub

Stopping and Deleting a MySQL Container

To stop the MySQL Server container we have created, use this command:

docker stop nmysql 1

docker st op sends a SIGTERM signal to the nysql d process, so that the server is shut down
gracefully.

Also notice that when the main process of a container (nysql d in the case of a MySQL Server
container) is stopped, the Docker container stops automatically.

To start the MySQL Server container again:

docker start mysqgl 1l

To stop and start again the MySQL Server container with a single command:

docker restart nysqll

To delete the MySQL container, stop it first, and then use the docker r mcommand:
docker stop nysql 1

docker rm nysql 1

If you want the Docker volume for the server's data directory to be deleted at the same time, add the -
v option to the docker r mcommand.

Upgrading a MySQL Server Container
Important

« Before performing any upgrade to MySQL, follow carefully the instructions in
Chapter 10, Upgrading MySQL. Among other instructions discussed there, it
is especially important to back up your database before the upgrade.

¢ The instructions in this section require that the server's data and configuration
have been persisted on the host. See Persisting Data and Configuration
Changes for details.

Follow these steps to upgrade a Docker installation of MySQL 8.0 to 8.3:

» Stop the MySQL 8.0 server (container name is nysql 80 in this example):

docker stop nysql 80

» Download the MySQL 8.3 Server Docker image. See instructions in Downloading a MySQL Server
Docker Image. Make sure you use the right tag for MySQL 8.3.

« Start a new MySQL 8.3 Docker container (named nysql 83 in this example) with the old server data
and configuration (with proper modifications if needed—see Chapter 10, Upgrading MySQL) that
have been persisted on the host (by bind-mounting in this example). For the MySQL Community
Server, run this command:

docker run --nane=nysql 83 \
--nount type=bi nd, src=/pat h- on- host - machi ne/ nmy. cnf, dst=/etc/ ny.cnf \
--nount type=bi nd, src=/ pat h- on- host - machi ne/ dat adi r, dst=/var/Ili b/ mysqgl \
-d container-registry.oracle.con mysql/comunity-server:8.3

If needed, adjust cont ai ner-regi stry. oracl e. conf nysql / conmuni ty- server to the
correct image name—for example, replace it with cont ai ner-regi stry. oracl e. com nmysql /
ent erpri se-server for MySQL Enterprise Edition images downloaded from the OCR, or nysql /
ent erpri se-server for MySQL Enterprise Edition images downloaded from My Oracle Support.
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» Wait for the server to finish startup. You can check the status of the server using the docker ps
command (see Starting a MySQL Server Instance for how to do that).

Follow the same steps for upgrading within the 8.3 series (that is, from release 8.3.x to 8.3.y): stop the
original container, and start a new one with a newer image on the old server data and configuration.

If you used the 8.3 or the | at est tag when starting your original container and there is now a new
MySQL 8.3 release you want to upgrade to it, you must first pull the image for the new release with the
command:

docker pull container-registry.oracle.com nysql/community-server:8.3

You can then upgrade by starting a new container with the same tag on the old data and configuration
(adjust the image name if you are using the MySQL Enterprise Edition; see Downloading a MySQL
Server Docker Image):

docker run --nanme=nysql 83new \
--mount type=bi nd, src=/ pat h- on- host - machi ne/ ny. cnf, dst =/ etc/ my. cnf \
--mount type=bi nd, src=/ pat h- on- host - machi ne/ dat adi r, dst=/var/ | i b/ mysql \
-d container-registry.oracle.com nmysql/communi ty-server:8.3

More Topics on Deploying MySQL Server with Docker

For more topics on deploying MySQL Server with Docker like server configuration, persisting data and
configuration, server error log, and container environment variables, see Section 7.6.2, “More Topics
on Deploying MySQL Server with Docker”.

7.6.2 More Topics on Deploying MySQL Server with Docker

Note

Most of the following sample commands have cont ai ner -

regi stry.oracle.conlnysql /comuni ty-server as the Docker image
being used (like with the docker pul | and docker run commands); change
that if your image is from another repository—for example, replace it with
contai ner-regi stry.oracl e.coninysql/enterprise-server for
MySQL Enterprise Edition images downloaded from the Oracle Container
Registry (OCR), or nysql / ent er pri se-ser ver for MySQL Enterprise
Edition images downloaded from My Oracle Support.

» The Optimized MySQL Installation for Docker

» Configuring the MySQL Server

 Persisting Data and Configuration Changes

* Running Additional Initialization Scripts

» Connect to MySQL from an Application in Another Docker Container
» Server Error Log

» Using MySQL Enterprise Backup with Docker

» Using mysqgldump with Docker

* Known Issues

» Docker Environment Variables

The Optimized MySQL Installation for Docker

Docker images for MySQL are optimized for code size, which means they only include crucial
components that are expected to be relevant for the majority of users who run MySQL instances in
Docker containers. A MySQL Docker installation is different from a common, non-Docker installation in
the following aspects:
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e Only a limited number of binaries are included.
 All binaries are stripped; they contain no debug information.
Warning

Any software updates or installations users perform to the Docker container
(including those for MySQL components) may conflict with the optimized
MySQL installation created by the Docker image. Oracle does not provide
support for MySQL products running in such an altered container, or a container
created from an altered Docker image.

Configuring the MySQL Server

When you start the MySQL Docker container, you can pass configuration options to the server through
the docker run command. For example:

docker run --name nmysqgll -d container-registry.oracle.com nysql/comunity-server:tag --character-set-se

The command starts the MySQL Server with ut f 8nb4 as the default character set and ut f 8nb4_col
as the default collation for databases.

Another way to configure the MySQL Server is to prepare a configuration file and mount it at the
location of the server configuration file inside the container. See Persisting Data and Configuration
Changes for details.

Persisting Data and Configuration Changes

Docker containers are in principle ephemeral, and any data or configuration are expected to be lost if

the container is deleted or corrupted (see discussions here). Docker volumes provides a mechanism to
persist data created inside a Docker container. At its initialization, the MySQL Server container creates
a Docker volume for the server data directory. The JSON output from the docker i nspect command
on the container includes a Mount key, whose value provides information on the data directory volume:

$> docker inspect nysqll

"Mounts": [

{
"Type": "vol ume",
"Nane": "4f2d463cfc4bdd4baebcbh098c97d7da3337195ed2¢c6572bc0b89f 7€845d27652",
"Source": "/var/lib/docker/vol unmes/ 4f 2d463cf c4bdd4baebcb098c97d7da3337195ed2¢c6572bc0b8¢
"Destination": "/var/lib/mysqgl",
"Driver": "local",
" Mbde":
"RW: true,
"Propagation":

}

The output shows that the source directory / var /| i b/ docker/

vol unes/ 4f 2d463cf c4bdd4baebchb098c97d7da3337195ed2¢c6572bc0b89f 7e845d27652/
_dat a, in which data is persisted on the host, has been mounted at/ var/ | i b/ mysql , the server
data directory inside the container.

Another way to preserve data is to bind-mount a host directory using the - - nount option when
creating the container. The same technique can be used to persist the configuration of the server. The
following command creates a MySQL Server container and bind-mounts both the data directory and
the server configuration file:

docker run --nane=nysql 1 \

--mount type=bi nd, src=/ pat h- on- host - machi ne/ ny. cnf, dst=/etc/ my. cnf \
--mount type=bi nd, src=/ pat h- on- host - machi ne/ dat adi r, dst=/var /| i b/ mysql \
-d container-registry.oracl e.conm nmysql/communi ty-server:tag
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The command mounts pat h- on- host - machi ne/ my. cnf at/ et c/ my. cnf (the server configuration
file inside the container), and pat h- on- host - machi ne/ dat adi r at/var/Ii b/ nysql (the data
directory inside the container). The following conditions must be met for the bind-mounting to work:

» The configuration file pat h- on- host - machi ne/ ny. cnf must already exist, and it must contain the
specification for starting the server by the user nysql :

[nysql d]
user =nysq

You can also include other server configuration options in the file.

« The data directory pat h- on- host - machi ne/ dat adi r must already exist. For server initialization
to happen, the directory must be empty. You can also mount a directory prepopulated with data
and start the server with it; however, you must make sure you start the Docker container with the
same configuration as the server that created the data, and any host files or directories required are
mounted when starting the container.

Running Additional Initialization Scripts

If there are any . sh or . sqgl scripts you want to run on the database immediately after it has
been created, you can put them into a host directory and then mount the directory at / docker -
ent rypoi nt-ini tdb. d/ inside the container. For example:

docker run --nane=nysql 1 \

--mount type=bi nd, src=/ pat h- on- host - machi ne/ scri pts/, dst =/ docker-entrypoi nt-initdb.d/ \
-d container-registry.oracl e.conm nmysql /communi ty-server:tag

Connect to MySQL from an Application in Another Docker Container

By setting up a Docker network, you can allow multiple Docker containers to communicate with each
other, so that a client application in another Docker container can access the MySQL Server in the
server container. First, create a Docker network:

docker network create ny-custom net

Then, when you are creating and starting the server and the client containers, use the - - net wor k
option to put them on network you created. For example:

docker run --nanme=nysql 1 --network=ny-customnet -d container-registry.oracle.com nysql/conmunity-server

docker run --nane=nyappl --network=ny-customnet -d nmyapp

The nyappl container can then connect to the mysql 1 container with the nysql 1 hostname and
vice versa, as Docker automatically sets up a DNS for the given container names. In the following
example, we run the nysqgl client from inside the myappl container to connect to host mysql 1 in its
own container:

docker exec -it nyappl nysql --host=nysqll --user=myuser --password

For other networking techniques for containers, see the Docker container networking section in the
Docker Documentation.

Server Error Log

When the MySQL Server is first started with your server container, a server error log is NOT generated
if either of the following conditions is true:

» A server configuration file from the host has been mounted, but the file does not contain the system
variable | og_err or (see Persisting Data and Configuration Changes on bind-mounting a server
configuration file).

» A server configuration file from the host has not been mounted, but the Docker environment
variable M\YSQL_LOG CONSCOLE is t r ue (which is the variable's default state for MySQL 8.3 server
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containers). The MySQL Server's error log is then redirected to st der r, so that the error log goes
into the Docker container's log and is viewable using the docker | ogs nysql d- cont ai ner
command.

To make MySQL Server generate an error log when either of the two conditions is true, use the - -

| og- error option to configure the server to generate the error log at a specific location inside the
container. To persist the error log, mount a host file at the location of the error log inside the container
as explained in Persisting Data and Configuration Changes. However, you must make sure your
MySQL Server inside its container has write access to the mounted host file.

Using MySQL Enterprise Backup with Docker

MySQL Enterprise Backup is a commercially-licensed backup utility for MySQL Server, available with
MySQL Enterprise Edition. MySQL Enterprise Backup is included in the Docker installation of MySQL
Enterprise Edition.

In the following example, we assume that you already have a MySQL Server running in a Docker
container (see Section 7.6.1, “Basic Steps for MySQL Server Deployment with Docker” on how to start
a MySQL Server instance with Docker). For MySQL Enterprise Backup to back up the MySQL Server,
it must have access to the server's data directory. This can be achieved by, for example, bind-mounting
a host directory on the data directory of the MySQL Server when you start the server:

docker run --nane=nysql server \
--mount type=bi nd, src=/ pat h- on- host - machi ne/ datadir/, dst=/var/li b/ mysql \
-d nysql/enterprise-server: 8.3

With this command, the MySQL Server is started with a Docker image of the MySQL Enterprise
Edition, and the host directory / pat h- on- host - machi ne/ dat adi r/ has been mounted onto the
server's data directory (/ var / | i b/ nysql ) inside the server container. We also assume that, after the
server has been started, the required privileges have also been set up for MySQL Enterprise Backup to
access the server (see Grant MySQL Privileges to Backup Administrator, for details). Use the following
steps to back up and restore a MySQL Server instance.

To back up a MySQL Server instance running in a Docker container using MySQL Enterprise Backup
with Docker, follow the steps listed here:

1. On the same host where the MySQL Server container is running, start another container with
an image of MySQL Enterprise Edition to perform a back up with the MySQL Enterprise Backup
command backup- t o- i mage. Provide access to the server's data directory using the bind mount
we created in the last step. Also, mount a host directory (/ pat h- on- host - machi ne/ backups/
in this example) onto the storage folder for backups in the container (/ dat a/ backups in the
example) to persist the backups we are creating. Here is a sample command for this step, in which
MySQL Enterprise Backup is started with a Docker image downloaded from My Oracle Support:

$> docker run \

--nmount type=bi nd, src=/ pat h- on- host - machi ne/ dat adi r/, dst=/var/li b/ mysqgl \

--nmount type=bi nd, src=/ pat h- on- host - machi ne/ backups/, dst =/ dat a/ backups \

--rmnysql /enterprise-server: 8.3 \

nmysql backup -umnysql backup - ppassword --backup-dir=/tnp/backup-tnp --with-tinmestanp \
- - backup- i mage=/ dat a/ backups/ db. mbi backup-t o-i mage

It is important to check the end of the output by nysql backup to make sure the backup has been
completed successfully.

2. The container exits once the backup job is finished and, with the - - r moption used to start it, it is
removed after it exits. An image backup has been created, and can be found in the host directory
mounted in the last step for storing backups, as shown here:

$> |'s /tnp/ backups
db. mbi

To restore a MySQL Server instance in a Docker container using MySQL Enterprise Backup with
Docker, follow the steps listed here:
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1. Stop the MySQL Server container, which also stops the MySQL Server running inside:

docker stop nysql server

2. On the host, delete all contents in the bind mount for the MySQL Server data directory:

rm -rf /path-on-host-nachi ne/ dat adi r/ *

3. Start a container with an image of MySQL Enterprise Edition to perform the restore with the
MySQL Enterprise Backup command copy- back- and- appl y- | og. Bind-mount the server's data
directory and the storage folder for the backups, like what we did when we backed up the server:

$> docker run \

--nmount type=bi nd, src=/ pat h- on- host - nachi ne/ dat adi r/, dst=/var/li b/ mysqgl \

--nmount type=bi nd, src=/ pat h- on- host - machi ne/ backups/, dst =/ dat a/ backups \

--rmnysqgl /enterprise-server: 8.3 \

nmysql backup --backup-dir=/tnp/backup-tnp --with-tinestanp \

--datadir=/var/lib/mysql --backup-inmage=/datal/backups/db. nmbi copy-back-and-apply-I|og
nmysql backup conpleted OKI' with 3 warni ngs

The container exits with the message " nysql backup conpl et ed OK! " once the backup job is
finished and, with the - - r moption used when starting it, it is removed after it exits.

4. Restart the server container, which also restarts the restored server, using the following command:

docker restart mysql server

Or, start a new MySQL Server on the restored data directory, as shown here:

docker run --nane=nysql server2 \
--nmount type=bi nd, src=/ pat h- on- host - nachi ne/ dat adi r/, dst=/var/li b/ mysqgl \
-d nysql/enterprise-server:8.3

Log on to the server to check that the server is running with the restored data.

Using nysql dunp with Docker

Besides using MySQL Enterprise Backup to back up a MySQL Server running in a Docker container,
you can perform a logical backup of your server by using the mysql dunp utility, run inside a Docker
container.

The following instructions assume that you already have a MySQL Server running in a Docker
container and, when the container was first started, a host directory / pat h- on- host - nachi ne/

dat adi r/ has been mounted onto the server's data directory / var /| i b/ mysql (see bind-mounting
a host directory on the data directory of the MySQL Server for details), which contains the Unix socket
file by which nmysql dunp and mysql can connect to the server. We also assume that, after the server
has been started, a user with the proper privileges (admni n in this example) has been created, with
which nysql dunp can access the server. Use the following steps to back up and restore MySQL
Server data:

Backing up MySQL Server data using nmysql dunp with Docker:

1. On the same host where the MySQL Server container is running, start another container with an
image of MySQL Server to perform a backup with the nysql dunp utility (see documentation of
the utility for its functionality, options, and limitations). Provide access to the server's data directory
by bind mounting / pat h- on- host - nachi ne/ dat adi r/ . Also, mount a host directory (/ pat h-
on- host - machi ne/ backups/ in this example) onto a storage folder for backups inside the
container (/ dat a/ backups is used in this example) to persist the backups you are creating. Here
is a sample command for backing up all databases on the server using this setup:

$> docker run --entrypoint "/bin/sh" \

--nmount type=bi nd, src=/ pat h- on- host - machi ne/ dat adi r/, dst=/var/li b/ mysqgl \

--nount type=bi nd, src=/pat h- on- host - machi ne/ backups/, dst =/ dat a/ backups \

--rm container-registry.oracl e. com nysql / conmuni ty-server: 8.3 \

-c "nysql dunp -uadm n --password='password' --all-databases > /data/backups/all -databases. sql "
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In the command, the - - ent r ypoi nt option is used so that the system shell is invoked after the
container is started, and the - ¢ option is used to specify the nysql dunp command to be run in the
shell, whose output is redirected to the file al | - dat abases. sql in the backup directory.

2. The container exits once the backup job is finished and, with the - - r moption used to start it, it
is removed after it exits. A logical backup been created, and can be found in the host directory
mounted for storing the backup, as shown here:

$> | s / pat h- on- host - machi ne/ backups/
al | - dat abases. sq

Restoring MySQL Server data using nysql dunp with Docker:

1. Make sure you have a MySQL Server running in a container, onto which you want your backed-up
data to be restored.

2. Start a container with an image of MySQL Server to perform the restore with a mysql client. Bind-
mount the server's data directory, as well as the storage folder that contains your backup:

$> docker run \

--nmount type=bi nd, src=/ pat h- on- host - machi ne/ dat adi r/, dst=/var/li b/ mysqgl \
--nount type=bi nd, src=/ pat h- on- host - machi ne/ backups/, dst =/ dat a/ backups \

--rm container-registry.oracl e. com nysql / conmuni ty-server: 8.3 \

nmysql -uadmin --password='password' -e "source /datal/backups/all-databases.sql"

The container exits once the backup job is finished and, with the - - r moption used when starting it,
it is removed after it exits.

3. Log on to the server to check that the restored data is now on the server.
Known Issues

* When using the server system variable audi t _| og_fi | e to configure the audit log file name, use
the | oose option modifier with it; otherwise, Docker cannot start the server.

Docker Environment Variables

When you create a MySQL Server container, you can configure the MySQL instance by using the - -
env option (short form - e) and specifying one or more environment variables. No server initialization is
performed if the mounted data directory is not empty, in which case setting any of these variables has
no effect (see Persisting Data and Configuration Changes), and no existing contents of the directory,
including server settings, are modified during container startup.

Environment variables which can be used to configure a MySQL instance are listed here:

» The boolean variables including MYSQL_ RANDOVI ROOT _PASSWORD, MYSQL_ ONETI ME_PASSWORD,
MYSQL_ALLOW EMPTY_ PASSWORD, and MYSQL_LOG CONSOLE are made true by setting them with
any strings of nonzero lengths. Therefore, setting them to, for example, “0”, “false”, or “no” does not
make them false, but actually makes them true. This is a known issue.

* MYSQL_RANDOM ROOT _PASSWORD: When this variable is true (which is its default state, unless
MYSQL_ROOT_PASSWORD is set or MYSQL_ALLOW EMPTY_PASSWORD is set to true), a random
password for the server's root user is generated when the Docker container is started. The password
is printed to st dout of the container and can be found by looking at the container’s log (see Starting
a MySQL Server Instance).

o MYSQL_ONETI ME_PASSWORD: When the variable is true (which is its default state, unless
MYSQL_ROOT_PASSWORD is set or MYSQL_ALLOW EMPTY_PASSWORD is set to true), the root user's
password is set as expired and must be changed before MySQL can be used normally.

e MYSQL_DATABASE: This variable allows you to specify the name of a database to be
created on image startup. If a user name and a password are supplied with M\YSQL_USER

137


https://dev.mysql.com/doc/refman/8.3/en/audit-log-reference.html#sysvar_audit_log_file
https://dev.mysql.com/doc/refman/8.3/en/option-modifiers.html

Deploying MySQL on Windows and Other Non-Linux Platforms with Docker

and MYSQL_PASSWORD, the user is created and granted superuser access to this database
(corresponding to GRANT ALL). The specified database is created by a CREATE DATABASE IF
NOT EXIST statement, so that the variable has no effect if the database already exists.

e MYSQL_USER, MYSQL_PASSWORD: These variables are used in conjunction to create a user and set
that user's password, and the user is granted superuser permissions for the database specified by
the MYSQL_ DATABASE variable. Both MYySQL_USER and MYSQL_PASSWORD are required for a user
to be created—if any of the two variables is not set, the other is ignored. If both variables are set but
MYSQL_DATABASE is not, the user is created without any privileges.

Note

There is no need to use this mechanism to create the root

superuser, which is created by default with the password set by

either one of the mechanisms discussed in the descriptions for
MYSQL_ROOT_PASSWORD and MYSQL_ RANDOM_ROOT _ PASSWORD, unless
MYSQL_ALLOW EMPTY_PASSWORD is true.

e MYSQL_ROOT_HOST: By default, MySQL creates the ' r oot ' @ | ocal host' account. This account
can only be connected to from inside the container as described in Connecting to MySQL Server
from within the Container. To allow root connections from other hosts, set this environment variable.
For example, the value 172. 17. 0. 1, which is the default Docker gateway IP, allows connections
from the host machine that runs the container. The option accepts only one entry, but wildcards are
allowed (for example, MYSQL_ROOT_HOST=172. *. *.* or MYSQL_ROOT_HOST=%).

* MYSQL_LOG CONSOLE: When the variable is true (which is its default state for MySQL 8.3 server
containers), the MySQL Server's error log is redirected to st der r, so that the error log goes into the
Docker container's log and is viewable using the docker | ogs nysql d- cont ai ner command.

Note

The variable has no effect if a server configuration file from the host has been
mounted (see Persisting Data and Configuration Changes on bind-mounting a
configuration file).

* MYSQL_ROOT_PASSWORD: This variable specifies a password that is set for the MySQL root account.
Warning

Setting the MySQL root user password on the command line is insecure. As
an alternative to specifying the password explicitly, you can set the variable
with a container file path for a password file, and then mount a file from
your host that contains the password at the container file path. This is still
not very secure, as the location of the password file is still exposed. It is
preferable to use the default settings of MYSQL_ RANDOM ROOT _PASSWORD
and MYSQL_ONETI ME_PASSWORD both being true.

e MYSQL_ALLOW EMPTY_ PASSWORD. Set it to true to allow the container to be started with a blank
password for the root user.

Warning

Setting this variable to true is insecure, because it is going to leave

your MySQL instance completely unprotected, allowing anyone to gain
complete superuser access. It is preferable to use the default settings of
MYSQL_RANDOM_ROOT_PASSWORD and MYSQL_ONETI ME_PASSWORD both
being true.

7.6.3 Deploying MySQL on Windows and Other Non-Linux Platforms with
Docker

138


https://dev.mysql.com/doc/refman/8.3/en/create-database.html
https://dev.mysql.com/doc/refman/8.3/en/create-database.html

Installing MySQL on Linux from the Native Software Repositories

Warning

The MySQL Docker images provided by Oracle are built specifically for Linux
platforms. Other platforms are not supported, and users running the MySQL
Docker images from Oracle on them are doing so at their own risk. This
section discusses some known issues for the images when used on non-Linux
platforms.

Known Issues for using the MySQL Server Docker images from Oracle on Windows include:

« If you are bind-mounting on the container's MySQL data directory (see Persisting Data and
Configuration Changes for details), you have to set the location of the server socket file with the - -
socket option to somewhere outside of the MySQL data directory; otherwise, the server fails to
start. This is because the way Docker for Windows handles file mounting does not allow a host file
from being bind-mounted on the socket file.

7.7 Installing MySQL on Linux from the Native Software
Repositories

Many Linux distributions include a version of the MySQL server, client tools, and development
components in their native software repositories and can be installed with the platforms' standard
package management systems. This section provides basic instructions for installing MySQL using
those package management systems.

Important

Native packages are often several versions behind the currently available
release. You are also normally unable to install development milestone releases
(DMRs), since these are not usually made available in the native repositories.
Before proceeding, we recommend that you check out the other installation
options described in Chapter 7, Installing MySQL on Linux.

Distribution specific instructions are shown below:
* Red Hat Linux, Fedora, CentOS
Note

For a number of Linux distributions, you can install MySQL using the MySQL
Yum repository instead of the platform's native software repository. See
Section 7.1, “Installing MySQL on Linux Using the MySQL Yum Repository”
for details.

For Red Hat and similar distributions, the MySQL distribution is divided into a number of separate
packages, nysql for the client tools, nysql - ser ver for the server and associated tools, and
nysql -1 i bs for the libraries. The libraries are required if you want to provide connectivity from
different languages and environments such as Perl, Python and others.

To install, use the yumcommand to specify the packages that you want to install. For example:

#> yuminstall nysqgl nysql-server nysql-libs mysqgl-server

Loaded pl ugins: presto, refresh-packagekit

Setting up Install Process

Resol vi ng Dependenci es

--> Runni ng transacti on check

---> Package nysql .x86_64 0:5.1.48-2.fcl13 set to be updated

---> Package nysql -1ibs.x86_64 0:5.1.48-2.fcl3 set to be updated
---> Package mnysql -server.x86_64 0:5.1.48-2.fcl13 set to be updated
--> Processi ng Dependency: perl-DBD-MSQL for package: nysql-server-5.1.48-2.fcl13.x86_64
--> Runni ng transacti on check

---> Package perl-DBD- MySQL. x86_64 0:4.017-1.fcl13 set to be updated
--> Fini shed Dependency Resol ution

Dependenci es Resol ved
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Package Arch Ver si on Repository Si ze
Instal i ng
mysql x86_64 5.1.48-2.fcl13 updat es 889 k
nmysql -1i bs x86_64 5.1.48-2.fcl13 updat es 1.2 M
nmysql - server x86_64 5.1.48-2.fcl13 updat es 8.1 M
Installing for dependencies
per| - DBD- My SQL x86_64 4.017-1.fc13 updat es 136 k
Transaction Sunmary
I nstal | 4 Package(s)
Upgr ade 0 Package(s)

Total downl oad size: 10 M

Installed size: 30 M

Is this ok [y/N: y

Downl oadi ng Packages:

Setting up and readi ng Presto delta netadata
Processi ng del ta netadata

Package(s) data still to downl oad: 10 M

(1/4): mysql-5.1.48-2.fcl13.x86_64.rpm | 889 kB 00: 04
(2/4): mysql-1libs-5.1.48-2.fc13.x86_64.rpm | 1.2 MB 00: 06
(3/4): mysql-server-5.1.48-2.fcl13.x86_64.rpm | 8.1 MB 00: 40
(4/4): perl-DBD- M\ySQ.-4.017-1.fc13.x86_64.rpm | 136 kB 00: 00
Tot al 201 kB/s | 10 MB 00: 52
Runni ng rpm check_debug
Runni ng Transacti on Test
Transaction Test Succeeded
Runni ng Transacti on
Instal i ng : mysql-1ibs-5.1.48-2.fcl13. x86_64 1/ 4
Instal i ng : mysql-5.1.48-2.fcl3. x86_64 2/ 4
Instal i ng : perl-DBD MySQL-4.017-1.fc13. x86_64 3/ 4
Instal i ng : mysql -server-5.1.48-2.fcl13. x86_64 4/ 4
I nstall ed:
mysql . x86_64 0:5.1.48-2.fcl3 mysql -1ibs.x86_64 0:5.1.48-2.fcl3

nmysql - server.x86_64 0:5.1.48-2.fc13
Dependency Install ed

per| - DBD- \ySQL. x86_64 0: 4.017-1.fc13
Conpl et e

MySQL and the MySQL server should now be installed. A sample configuration file is installed into /
et ¢/ ny. cnf . To start the MySQL server use syst enct| :

$> systenctl start nysqld

The database tables are automatically created for you, if they do not already exist. You should,
however, run mysql _secure_instal |l ati on to set the root passwords on your server.

e Debian, Ubuntu, Kubuntu
Note

For supported Debian and Ubuntu versions, MySQL can be installed
using the MySQL APT Repository instead of the platform's native software
repository. See Section 7.2, “Installing MySQL on Linux Using the MySQL
APT Repository” for details.

On Debian and related distributions, there are two packages for MySQL in their software
repositories, mysqgl - cl i ent and mysql - ser ver, for the client and server components
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respectively. You should specify an explicit version, for example nysql - cl i ent - 5. 1, to ensure
that you install the version of MySQL that you want.

To download and install, including any dependencies, use the apt - get command, specifying the
packages that you want to install.

Note

Before installing, make sure that you update your apt - get index files to
ensure you are downloading the latest available version.

Note

The apt - get command installs a number of packages, including the MySQL
server, in order to provide the typical tools and application environment. This
can mean that you install a large number of packages in addition to the main
MySQL package.

During installation, the initial database is created, and you are prompted for the MySQL root
password (and confirmation). A configuration file is created in / et ¢/ mysql / my. cnf . An init script is
createdin/etc/init.d/ nmysql.

The server should already be started. You can manually start and stop the server using:

#> service nysql [start|stop]

The service is automatically added to the 2, 3 and 4 run levels, with stop scripts in the single,
shutdown and restart levels.

7.8 Installing MySQL on Linux with Juju

The Juju deployment framework supports easy installation and configuration of MySQL servers. For
instructions, see https://jujucharms.com/mysql/.

7.9 Managing MySQL Server with systemd

If you install MySQL using an RPM or Debian package on the following Linux platforms, server startup
and shutdown is managed by systemd:

* RPM package platforms:
« Enterprise Linux variants version 7 and higher
e SUSE Linux Enterprise Server 12 and higher
» Fedora 29 and higher

» Debian family platforms:
« Debian platforms
¢ Ubuntu platforms

If you install MySQL from a generic binary distribution on a platform that uses systemd, you can
manually configure systemd support for MySQL following the instructions provided in the post-
installation setup section of the MySQL 8.0 Secure Deployment Guide.

If you install MySQL from a source distribution on a platform that uses systemd, obtain systemd
support for MySQL by configuring the distribution using the - DAY TH_SYSTENMD=1 CMake option. See
Section 4.7, “MySQL Source-Configuration Options”.

The following discussion covers these topics:
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Overview of systemd
Configuring systemd for MySQL
Configuring Multiple MySQL Instances Using systemd
Migrating from mysqld_safe to systemd
Note

On platforms for which systemd support for MySQL is installed, scripts such
as nysql d_saf e and the System V initialization script are unnecessary and
are not installed. For example, nysql d_saf e can handle server restarts, but
systemd provides the same capability, and does so in a manner consistent
with management of other services rather than by using an application-specific
program.

One implication of the non-use of mysql d_saf e on platforms that use systemd
for server management is that use of [ nysql d_saf e] or[ saf e_nysql d]
sections in option files is not supported and might lead to unexpected behavior.

Because systemd has the capability of managing multiple MySQL instances on
platforms for which systemd support for MySQL is installed, mnysql d_nul ti
and nysql d_mul ti. server are unnecessary and are not installed.

Overview of systemd

systemd provides automatic MySQL server startup and shutdown. It also enables manual server
management using the syst entt| command. For example:

$> systenct| {start|stop|restart|status} nysqld

Alternatively, use the ser vi ce command (with the arguments reversed), which is compatible with
System V systems:

$> service nysqld {start|stop|restart|status}

Note

For the syst enct| command (and the alternative ser vi ce command), if
the MySQL service name is not nysql d then use the appropriate name. For
example, use nmysql rather than nysql d on Debian-based and SLES systems.

Support for systemd includes these files:

nysql d. servi ce (RPM platforms), nysql . ser vi ce (Debian platforms): systemd service unit
configuration file, with details about the MySQL service.

nysql d@ ser vi ce (RPM platforms), nysql @ ser vi ce (Debian platforms): Like
nysql d. servi ce or nysql . servi ce, but used for managing multiple MySQL instances.

nysql d. t npfi | es. d: File containing information to support the t npf i | es feature. This file is
installed under the name nysql . conf.

nysqgl d_pre_syst end (RPM platforms), mysql - syst em st art (Debian platforms): Support
script for the unit file. This script assists in creating the error log file only if the log location matches
a pattern (/ var /| og/ nysql *. | og for RPM platforms, / var /| og/ nmysql / *. | og for Debian
platforms). In other cases, the error log directory must be writable or the error log must be present
and writable for the user running the nysql d process.

Configuring systemd for MySQL

To add or change systemd options for MySQL, these methods are available:
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» Use a localized systemd configuration file.
» Arrange for systemd to set environment variables for the MySQL server process.
» Set the MYSQLD_OPTS systemd variable.

To use a localized systemd configuration file, create the / et ¢/ syst end/ syst em
nmysqgl d. servi ce. d directory if it does not exist. In that directory, create a file that contains a
[ Servi ce] section listing the desired settings. For example:

[ Servi ce]

Li m t NOFlI LE=max_open_fil es

Ni ce=ni ce_| evel

Li mitCore=core file limt

Envi ronnent =" LD_PRELOAD=/ pat h/t o/ mal | oc/ | i brary"
Envi ronnent =" TZ=ti ne_zone_setti ng"

The discussion here uses overri de. conf as the name of this file. Newer versions of systemd
support the following command, which opens an editor and permits you to edit the file:

systenctl edit nmysgld # RPM pl atforms
systenct!| edit mysql # Debi an pl at forns

Whenever you create or change overri de. conf, reload the systemd configuration, then tell systemd
to restart the MySQL service:

systenct| daenon-rel oad
systenct| restart nmysqgld # RPM platforms
systenctl restart mysql # Debi an pl at forns

With systemd, the overri de. conf configuration method must be used for certain parameters, rather
than settingsina [ mysql d] , [ mysqgl d_safe], or[ saf e_nysql d] group in a MySQL option file:

» For some parameters, overri de. conf must be used because systemd itself must know their
values and it cannot read MySQL option files to get them.

« Parameters that specify values otherwise settable only using options known to nysql d_saf e must
be specified using systemd because there is no corresponding nysql d parameter.

For additional information about using systemd rather than nysql d_saf e, see Migrating from
mysqld_safe to systemd.

You can set the following parameters in overri de. conf:

» To set the number of file descriptors available to the MySQL server, use Li mi t NOFI LE in
overri de. conf rather than the open_files_|imt system variable for nysql d or - - open-
files-1imt optionformysqgl d_saf e.

* To set the maximum core file size, use Li mi t Cor e inoverri de. conf rather than the - - cor e-
file-size option for mysql d_saf e.

» To set the scheduling priority for the MySQL server, use Ni ce inoverri de. conf rather than the
--ni ce option for nysql d_safe.

Some MySQL parameters are configured using environment variables:
e LD PRELOAD: Set this variable if the MySQL server should use a specific memory-allocation library.

» NOTI FY_SOCKET: This environment variable specifies the socket that mysql d uses to communicate
notification of startup completion and service status change with systemd. It is set by systemd when
the nmysql d service is started. The nysql d service reads the variable setting and writes to the
defined location.

In MySQL 8.3, nysql d uses the Type=not i f y process startup type. (Type=f or ki ng was used
in MySQL 5.7.) With Type=not i f y, systemd automatically configures a socket file and exports the
path to the NOTI FY_SOCKET environment variable.
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e TZ: Set this variable to specify the default time zone for the server.

There are multiple ways to specify environment variable values for use by the MySQL server process
managed by systemd:

* Use Envi ronnent lines inthe overri de. conf file. For the syntax, see the example in the
preceding discussion that describes how to use this file.

» Specify the values in the / et ¢/ sysconfi g/ nysql file (create the file if it does not exist). Assign
values using the following syntax:

LD PRELOAD=/ pat h/to/ mal | oc/|i brary
TZ=ti me_zone_setting

After modifying / et ¢/ sysconfi g/ mysql , restart the server to make the changes effective:

systenct| restart nmysqld # RPM pl atfornms
systenct| restart nysql # Debi an pl atforns

To specify options for mysql d without modifying systemd configuration files directly, set or unset the
MYSQLD_OPTS systemd variable. For example:

systenct!| set-environnent MYSQ.D OPTS="--general _| og=1"
systenct!| unset-environnent MYSQ.D_OPTS

MYSQLD_OPTS can also be setin the / et ¢/ sysconfi g/ nmysql file.

After modifying the systemd environment, restart the server to make the changes effective:

systenct| restart nysgld # RPM platforms
systenct| restart nysql # Debi an pl atforns

For platforms that use systemd, the data directory is initialized if empty at server startup. This might be
a problem if the data directory is a remote mount that has temporarily disappeared: The mount point
would appear to be an empty data directory, which then would be initialized as a new data directory.
To suppress this automatic initialization behavior, specify the following line in the / et ¢/ sysconfi g/
nmysql file (create the file if it does not exist):

NO_I NI T=t rue

Configuring Multiple MySQL Instances Using systemd

This section describes how to configure systemd for multiple instances of MySQL.
Note

Because systemd has the capability of managing multiple MySQL instances
on platforms for which systemd support is installed, nysql d_rul ti and
nysqgl d_nmul ti.server are unnecessary and are not installed.

To use multiple-instance capability, modify the my. cnf option file to include configuration of key
options for each instance. These file locations are typical:

o /etc/ny.cnf or/etc/ nysqgl/ny.cnf (RPM platforms)
o /etc/nysql/nysql.conf.d/ nysqgl d. cnf (Debian platforms)

For example, to manage two instances named r epl i ca01 and r epl i ca02, add something like this to
the option file:

RPM platforms:

[mysql d@ epl i ca01]
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datadi r=/var/lib/nysqgl -replica0l

socket =/ var/lib/ nysqgl -replica0l/ mysql . sock
port =3307

| og-error=/var/| og/ nmysql d-replica0l. | og
[mysql d@ epl i ca02]

dat adi r=/var/lib/nysql -replica02

socket =/ var/lib/ nysql -replica02/ mysql . sock
port =3308

| og-error=/var/| og/ nysql d-replica02. | og

Debian platforms:

[mysql d@epl i ca01]

datadi r=/var/lib/nysqgl -replica0l

socket =/ var/lib/ nysqgl -replica0l/ mysqgl . sock
port =3307

| og-error=/var/| og/ nysql /replica0l.l og
[mysql d@ epl i ca02]

dat adi r=/var/lib/nysql -replica02

socket =/ var/lib/ nysql -replica02/ mysql . sock
port =3308

| og-error=/var/| og/ nysqgl /replica02.1og

The replica names shown here use @as the delimiter because that is the only delimiter supported by
systemd.

Instances then are managed by normal systemd commands, such as:

systenct| start nysqgl d@eplica0l
systenct| start nysql d@eplica02

To enable instances to run at boot time, do this:

systenct| enable nysql d@eplicall
systenct| enable nysql d@epl i ca02

Use of wildcards is also supported. For example, this command displays the status of all replica
instances:

systenct| status 'nysqld@eplica*’

For management of multiple MySQL instances on the same machine, systemd automatically uses a
different unit file:

* nysql d@ ser vi ce rather than nysql d. ser vi ce (RPM platforms)
* nysql @ ser vi ce rather than nysql . ser vi ce (Debian platforms)

In the unit file, % and % reference the parameter passed in after the @marker and are used to
manage the specific instance. For a command such as this:

systenct| start nmysql d@eplicall
systemd starts the server using a command such as this:
nysql d --defaults-group-suffix=@4

The resultis that the [ server], [ nmysql d], and [ nysql d@ epl i ca01] option groups are read and
used for that instance of the service.

Note

On Debian platforms, AppArmor prevents the server from reading or writing /
var/lib/ nysql -replica*, or anything other than the default locations. To
address this, you must customize or disable the profile in / et ¢/ appar nor . d/
usr. shin. nysql d.
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Note

On Debian platforms, the packaging scripts for MySQL uninstallation cannot
currently handle nmysql d@instances. Before removing or upgrading the
package, you must stop any extra instances manually first.

Migrating from mysqld_safe to systemd

Because nysql d_saf e is not installed on platforms that use systemd to manage MySQL, options
previously specified for that program (for example, inan [ nysql d_saf e] or[safe_nysql d] option
group) must be specified another way:

» Some nysql d_saf e options are also understood by mysql d and can be moved from the
[ mysqgl d_safe] or[safe _nysql d] option group to the [ mysql d] group. This does not
include - -pid-file,--open-files-lint,or--nice.To specify those options, use the
override. conf systemd file, described previously.

Note

On systemd platforms, use of [ nysql d_saf e] and [ saf e_nysql d] option
groups is not supported and may lead to unexpected behavior.

» For some nysql d_saf e options, there are alternative nysql d procedures. For example, the
nysql d_saf e option for enabling sys! og logging is - - sysl og, which is deprecated. To write error
log output to the system log, use the instructions at Error Logging to the System Log.

* nysql d_saf e options not understood by nmysql d can be specified in overri de. conf or
environment variables. For example, with mysql d_saf e, if the server should use a specific memory
allocation library, this is specified using the - - mal | oc- | i b option. For installations that manage the
server with systemd, arrange to set the LD _PRELQAD environment variable instead, as described
previously.
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Note
MySQL 8.3 supports Solaris 11.4 and higher

MySQL on Solaris is available in a number of different formats.

For information on installing using the native Solaris PKG format, see Section 8.1, “Installing MySQL
on Solaris Using a Solaris PKG”.

To use a standard t ar binary installation, use the notes provided in Chapter 3, Installing MySQL on
Unix/Linux Using Generic Binaries. Check the notes and hints at the end of this section for Solaris
specific notes that you may need before or after installation.

To obtain a binary MySQL distribution for Solaris in tarball or PKG format, https://dev.mysql.com/
downloads/mysql/8.3.html.

Additional notes to be aware of when installing and using MySQL on Solaris:

If you want to use MySQL with the mysql user and group, use the gr oupadd and user add
commands:

gr oupadd nysq
useradd -g nysql -s /bin/false nysq

If you install MySQL using a binary tarball distribution on Solaris, because the Solaris t ar cannot
handle long file names, use GNU t ar (gt ar ) to unpack the distribution. If you do not have GNU t ar
on your system, install it with the following command:

pkg install archiver/gnu-tar

You should mount any file systems on which you intend to store | nnoDB files with the
forcedirecti o option. (By default mounting is done without this option.) Failing to do so causes a
significant drop in performance when using the | nnoDB storage engine on this platform.

If you would like MySQL to start automatically, you can copy support-files/ nmysql.server to/
etc/init.dand create a symbolic link to it named / et ¢/ rc3. d/ S99nysql . server.

If too many processes try to connect very rapidly to nysql d, you should see this error in the MySQL
log:

Error in accept: Protocol error
You might try starting the server with the - - back_| 0g=50 option as a workaround for this.

To configure the generation of core files on Solaris you should use the cor eadmcommand. Because
of the security implications of generating a core on a set ui d() application, by default, Solaris

does not support core files on set ui d() programs. However, you can modify this behavior using
cor eadm If you enable set ui d() core files for the current user, they are generated using mode
600 and are owned by the superuser.

8.1 Installing MySQL on Solaris Using a Solaris PKG

You can install MySQL on Solaris using a binary package of the native Solaris PKG format instead of
the binary tarball distribution.
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Installing MySQL on Solaris Using a Solaris PKG

To use this package, download the corresponding nysql - VERSI ON- sol ari s11-
PLATFORM pkg. gz file, then uncompress it. For example:

$> gunzip nysql-8.3.0-sol ari s11-x86_64. pkg. gz

To install a new package, use pkgadd and follow the onscreen prompts. You must have root privileges
to perform this operation:

$> pkgadd -d nysql-8.3.0-sol ari s11-x86_64. pkg
The foll owi ng packages are avail abl e:

1 nysql M/SQL Conmuni ty Server (GPL)
(i86pc) 8.3.0
Sel ect package(s) you wi sh to process (or 'all' to process

al| packages). (default: all) [?,?2,q]:

The PKG installer installs all of the files and tools needed, and then initializes your database if
one does not exist. To complete the installation, you should set the root password for MySQL
as provided in the instructions at the end of the installation. Alternatively, you can run the
nmysqgl secure_install ation script that comes with the installation.

By default, the PKG package installs MySQL under the root path / opt / mysql . You can change only
the installation root path when using pkgadd, which can be used to install MySQL in a different Solaris
zone. If you need to install in a specific directory, use a binary t ar file distribution.

The pkg installer copies a suitable startup script for MySQL into/ et c/ i ni t. d/ mysql . To enable
MySQL to startup and shutdown automatically, you should create a link between this file and the init
script directories. For example, to ensure safe startup and shutdown of MySQL you could use the
following commands to add the right links:

$> In /etc/init.d/ nysql /etc/rc3.d/ S91nysql
$> In /etc/init.d/ nmysql /etc/rc0.d/ KO2nmysql

To remove MySQL, the installed package name is nysql . You can use this in combination with the
pkgr mcommand to remove the installation.

To upgrade when using the Solaris package file format, you must remove the existing installation
before installing the updated package. Removal of the package does not delete the existing database
information, only the server, binaries and support files. The typical upgrade sequence is therefore:

$> nysql admi n shut down

$> pkgrm nysql

$> pkgadd -d nysql-8.3.0-sol ari s11-x86_64. pkg
$> nysql d_safe &

You should check the notes in Chapter 10, Upgrading MySQL before performing any upgrade.
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This section discusses tasks that you should perform after installing MySQL:

« If necessary, initialize the data directory and create the MySQL grant tables. For some MySQL
installation methods, data directory initialization may be done for you automatically:

« Windows installation operations performed by the MSI installer and MySQL Configurator.
« Installation on Linux using a server RPM or Debian distribution from Oracle.

« Installation using the native packaging system on many platforms, including Debian Linux, Ubuntu
Linux, Gentoo Linux, and others.

« Installation on macOS using a DMG distribution.

For other platforms and installation types, you must initialize the data directory manually. These
include installation from generic binary and source distributions on Unix and Unix-like system, and
installation from a ZIP Archive package on Windows. For instructions, see Section 9.1, “Initializing
the Data Directory”.

 Start the server and make sure that it can be accessed. For instructions, see Section 9.2, “Starting
the Server”, and Section 9.3, “Testing the Server”.

» Assign passwords to the initial r oot account in the grant tables, if that was not already done during
data directory initialization. Passwords prevent unauthorized access to the MySQL server. For
instructions, see Section 9.4, “Securing the Initial MySQL Account”.

» Optionally, arrange for the server to start and stop automatically when your system starts and stops.
For instructions, see Section 9.5, “Starting and Stopping MySQL Automatically”.

» Optionally, populate time zone tables to enable recognition of named time zones. For instructions,
see MySQL Server Time Zone Support.

When you are ready to create additional user accounts, you can find information on the MySQL access
control system and account management in Access Control and Account Management.

9.1 Initializing the Data Directory

After MySQL is installed, the data directory must be initialized, including the tables in the nysql
system schema:

» For some MySQL installation methods, data directory initialization is automatic, as described in
Chapter 9, Postinstallation Setup and Testing.

» For other installation methods, you must initialize the data directory manually. These include
installation from generic binary and source distributions on Unix and Unix-like systems, and
installation from a ZIP Archive package on Windows.
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Data Directory Initialization Overview

This section describes how to initialize the data directory manually for MySQL installation methods for
which data directory initialization is not automatic. For some suggested commands that enable testing
whether the server is accessible and working properly, see Section 9.3, “Testing the Server”.

Note

The default authentication plugin is cachi ng_sha2_ passwor d,

andthe ' root' @I ocal host' administrative account uses

cachi ng_sha2_ passwor d by default. The default authentication plugin before
MySQL 8.0 was nysql _native_ passwor d, which is deprecated.

Data Directory Initialization Overview
Data Directory Initialization Procedure
Server Actions During Data Directory Initialization

Post-Initialization root Password Assignment

Data Directory Initialization Overview

In the examples shown here, the server is intended to run under the user ID of the mysql login
account. Either create the account if it does not exist (see Create a mysql User and Group), or
substitute the name of a different existing login account that you plan to use for running the server.

1.

Change location to the top-level directory of your MySQL installation, which is typically / usr/
| ocal / mysql (adjustthe path name for your system as necessary):

cd /usr/local /nysq

Within this directory you can find several files and subdirectories, including the bi n subdirectory
that contains the server, as well as client and utility programs.

The secure_fil e_priv system variable limits import and export operations to a specific
directory. Create a directory whose location can be specified as the value of that variable:

nkdi r nysql-files

Grant directory user and group ownership to the nysql user and mysql group, and set the
directory permissions appropriately:

chown nysql: mysqgl nysql-files
chnmod 750 nysql -files

Use the server to initialize the data directory, including the mysql schema containing the initial
MySQL grant tables that determine how users are permitted to connect to the server. For example:

bin/nysqgld --initialize --user=nysq

For important information about the command, especially regarding command options you might
use, see Data Directory Initialization Procedure. For details about how the server performs
initialization, see Server Actions During Data Directory Initialization.

Typically, data directory initialization need be done only after you first install MySQL. (For upgrades
to an existing installation, perform the upgrade procedure instead; see Chapter 10, Upgrading
MySQL.) However, the command that initializes the data directory does not overwrite any existing
nysql schema tables, so it is safe to run in any circumstances.

If you want to deploy the server with automatic support for secure connections, use the
nysql _ssl _rsa_set up utility to create default SSL and RSA files:

bi n/ nysqgl _ssl _rsa_setup

For more information, see mysql_ssl_rsa_setup — Create SSL/RSA Files.
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Data Directory Initialization Procedure

Note
The nysql _ssl _rsa_set up utility is deprecated.

5. In the absence of any option files, the server starts with its default settings. (See Server
Configuration Defaults.) To explicitly specify options that the MySQL server should use at startup,
put them in an option file such as/ et c/ ny. cnf or/ et c/ mysql / my. cnf. (See Using Option
Files.) For example, you can use an option file to set the secure_fil e_pri v system variable.

6. To arrange for MySQL to start without manual intervention at system boot time, see Section 9.5,
“Starting and Stopping MySQL Automatically”.

7. Data directory initialization creates time zone tables in the mysql schema but does not populate
them. To do so, use the instructions in MySQL Server Time Zone Support.

Data Directory Initialization Procedure

Change location to the top-level directory of your MySQL installation, which is typically / usr /| ocal /
nysql (adjust the path name for your system as necessary):

cd /usr/ | ocal / nysql

To initialize the data directory, invoke nysql d withthe--initializeor--initialize-insecure
option, depending on whether you want the server to generate a random initial password for the
"root' @I ocal host' account, or to create that account with no password:

* Use--initialize for“secure by default” installation (that is, including generation of a random
initial r oot password). In this case, the password is marked as expired and you must choose a new
one.

e With--initialize-insecure,noroot password is generated. This is insecure; it is assumed
that you intend to assign a password to the account in a timely fashion before putting the server into
production use.

For instructions on assigning a new ' r oot ' @ | ocal host"' password, see Post-Initialization root
Password Assignment.

Note

The server writes any messages (including any initial password) to its standard
error output. This may be redirected to the error log, so look there if you do not
see the messages on your screen. For information about the error log, including
where it is located, see The Error Log.

On Windows, use the - - consol e option to direct messages to the console.

On Unix and Unix-like systems, it is important for the database directories and files to be owned by
the mysql login account so that the server has read and write access to them when you run it later.
To ensure this, start mysql d from the system r oot account and include the - - user option as shown
here:

bin/nysqgld --initialize --user=nysql
bin/nysgld --initialize-insecure --user=nysql

Alternatively, execute nysql d while logged in as nysql , in which case you can omit the - - user
option from the command.

On Windows, use one of these commands:

bi n\nysqgld --initialize --console
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Server Actions During Data Directory Initialization

bin\nysqgld --initialize-insecure --console
Note

Data directory initialization might fail if required system libraries are missing. For
example, you might see an error like this:

bi n/nysql d: error while |oading shared |libraries:
|'i bnuma. so. 1: cannot open shared object file:
No such file or directory

If this happens, you must install the missing libraries manually or with your
system's package manager. Then retry the data directory initialization
command.

It might be necessary to specify other options such as - - basedi r or - - dat adi r if mysql d cannot
identify the correct locations for the installation directory or data directory. For example (enter the
command on a single line):

bin/nysqgld --initialize --user=nysql
- - basedi r=/ opt/ nysql / nysql
- -dat adi r=/ opt / nysql / nysql / dat a

Alternatively, put the relevant option settings in an option file and pass the name of that file to mysql d.
For Unix and Unix-like systems, suppose that the option file name is / opt / nysql / nysql / et c/
ny. cnf . Put these lines in the file:

[nysql d]
basedi r =/ opt / nmysql / mysql
dat adi r=/ opt / mysql / mysql / dat a

Then invoke nysql d as follows (enter the command on a single line, with the - - def aul ts-fil e
option first):

bin/nysqgl d --defaul ts-file=/opt/nysql/nysql/etc/ny.cnf
--initialize --user=nysql

On Windows, suppose that C: \ ny. i ni contains these lines:

[nysgl d]
basedi r=C:\\ Program Fi | es\\ MySQL\\ MySQL Server 8.3
dat adi r=D: \\ M\ySQLdat a

Then invoke nysql d as follows (again, you should enter the command on a single line, with the - -
def aul t s-fi | e option first):

bi n\nysqgl d --defaults-file=C\ny.ini
--initialize --console

Important

When initializing the data directory, you should not specify any options other
than those used for setting directory locations such as - - basedi r or - -
dat adi r, and the - - user option if needed. Options to be employed by

the MySQL server during normal use can be set when restarting it following
initialization. See the description of the - - i ni ti al i ze option for further
information.

Server Actions During Data Directory Initialization
Note

The data directory initialization sequence performed by the server does not
substitute for the actions performed by mysql secure_instal |l ati on and
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Server Actions During Data Directory Initialization

nysgl _ssl _rsa_set up. See mysql_secure_installation — Improve MySQL
Installation Security, and mysqgl_ssl_rsa_setup — Create SSL/RSA Files.

When invoked withthe --initializeor--initialize-insecure option, nysql d performs the
following actions during the data directory initialization sequence:

1. The server checks for the existence of the data directory as follows:

If no data directory exists, the server creates it.

If the data directory exists but is not empty (that is, it contains files or subdirectories), the server
exits after producing an error message:

[ERROR] --initialize specified but the data directory exists. Aborting.
In this case, remove or rename the data directory and try again.

An existing data directory is permitted to be nonempty if every entry has a name that begins with
a period (. ).

2. Within the data directory, the server creates the nysql system schema and its tables, including the
data dictionary tables, grant tables, time zone tables, and server-side help tables. See The mysq|
System Schema.

3. The server initializes the system tablespace and related data structures needed to manage | nnoDB
tables.

Note

After mysqgl d sets up the | nnoDB system tablespace, certain

changes to tablespace characteristics require setting up a whole

new instance. Qualifying changes include the file name of the first

file in the system tablespace and the number of undo logs. If you

do not want to use the default values, make sure that the settings
forthe i nnodb_data file_pathandinnodb | og file_size
configuration parameters are in place in the MySQL configuration file
before running nysql d. Also make sure to specify as necessary other
parameters that affect the creation and location of | nnoDB files, such as
i nnodb_dat a_hone_dir andi nnodb_| og_group_hone_dir.

If those options are in your configuration file but that file is not in a location
that MySQL reads by default, specify the file location using the - -
defaul ts-extra-fil e option when you run mysql d.

4. The server createsa' root' @I ocal host' superuser account and other reserved accounts
(see Reserved Accounts). Some reserved accounts are locked and cannot be used by clients, but
‘root' @I ocal host' isintended for administrative use and you should assign it a password.

Server actions with respect to a password for the ' root' @ | ocal host' account depend on how
you invoke it:

With--initializebutnot--initialize-insecure,the server generates a random
password, marks it as expired, and writes a message displaying the password:

[Warning] A tenmporary password is generated for root @ ocal host:
i Tag* Af r H5ej

With--initialize-insecure, (either with or without --i ni ti al i ze because - -
initialize-insecureimplies--initialize),the serverdoes not generate a password or
mark it expired, and writes a warning message:

[ War ni ng] root @ocal host is created with an enpty password ! Pl ease
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Post-Initialization root Password Assignment

consider switching off the --initialize-insecure option.

For instructions on assigninganew ' r oot ' @ | ocal host' password, see Post-Initialization root
Password Assignment.

5. The server populates the server-side help tables used for the HELP statement (see HELP
Statement). The server does not populate the time zone tables. To do so manually, see MySQL
Server Time Zone Support.

6. Iftheinit_fil e system variable was given to name a file of SQL statements, the server executes
the statements in the file. This option enables you to perform custom bootstrapping sequences.

When the server operates in bootstrap mode, some functionality is unavailable that limits the
statements permitted in the file. These include statements that relate to account management (such
as CREATE USER or GRANT), replication, and global transaction identifiers.

7. The server exits.

Post-Initialization root Password Assignment

After you initialize the data directory by starting the server with --initializeor--initialize-
i nsecur e, start the server normally (that is, without either of those options) and assign the
"root' @I ocal host' account a new password:

1. Start the server. For instructions, see Section 9.2, “Starting the Server”.
2. Connect to the server:

e Ifyouused--initializebutnot--initialize-insecure toinitialize the data directory,
connect to the server as r oot :

nmysql -u root -p

Then, at the password prompt, enter the random password that the server generated during the
initialization sequence:

Ent er password: (enter the random root password here)

Look in the server error log if you do not know this password.

e Ifyouused--initialize-insecure toinitialize the data directory, connect to the server as
r oot without a password:

nysqgl -u root --skip-password
3. After connecting, use an ALTER USER statement to assign a new r oot password:

ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' root - password' ;
See also Section 9.4, “Securing the Initial MySQL Account”.
Note

Attempts to connect to the host 127. 0. 0. 1 normally resolve to the | ocal host
account. However, this fails if the server is run with ski p_nane_resol ve
enabled. If you plan to do that, make sure that an account exists that can
accept a connection. For example, to be able to connect as r oot using - -

host =127. 0. 0. 1 or - - host =: : 1, create these accounts:

CREATE USER 'root' @127.0.0.1" |DENTIFIED BY 'root-password';
CREATE USER 'root' @:: 1" | DENTIFIED BY 'root-password';
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Starting the Server

It is possible to put those statements in a file to be executed using the
init _file system variable, as discussed in Server Actions During Data
Directory Initialization.

9.2 Starting the Server

This section describes how start the server on Unix and Unix-like systems. (For Windows, see
Section 5.3.5, “Starting the Server for the First Time”.) For some suggested commands that you
can use to test whether the server is accessible and working properly, see Section 9.3, “Testing the
Server”.

Start the MySQL server like this if your installation includes nysql d_saf e:

$> bin/nysql d_safe --user=nysql &
Note

For Linux systems on which MySQL is installed using RPM packages, server
startup and shutdown is managed using systemd rather than nysql d_saf e,
and nysqgl d_saf e is not installed. See Section 7.9, “Managing MySQL Server
with systemd”.

Start the server like this if your installation includes systemd support:

$> systenctl start nysqld

Substitute the appropriate service name if it differs from nysql d (for example, mysgl on SLES
systems).

It is important that the MySQL server be run using an unprivileged (non-r oot ) login account. To ensure
this, run mysql d_saf e as r oot and include the - - user option as shown. Otherwise, you should
execute the program while logged in as nmysql , in which case you can omit the - - user option from the
command.

For further instructions for running MySQL as an unprivileged user, see How to Run MySQL as a
Normal User.

If the command fails immediately and prints mysql d ended, look for information in the error log (which
by default is the host _nane. err file in the data directory).

If the server is unable to access the data directory it starts or read the grant tables in the nysq|
schema, it writes a message to its error log. Such problems can occur if you neglected to create the
grant tables by initializing the data directory before proceeding to this step, or if you ran the command
that initializes the data directory without the - - user option. Remove the dat a directory and run the
command with the - - user option.

If you have other problems starting the server, see Section 9.2.1, “Troubleshooting Problems Starting
the MySQL Server”. For more information about nysql d_saf e, see mysqld_safe — MySQL Server
Startup Script. For more information about systemd support, see Section 7.9, “Managing MySQL
Server with systemd”.

9.2.1 Troubleshooting Problems Starting the MySQL Server

This section provides troubleshooting suggestions for problems starting the server. For additional
suggestions for Windows systems, see Section 5.4, “Troubleshooting a Microsoft Windows MySQL
Server Installation”.

If you have problems starting the server, here are some things to try:
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Troubleshooting Problems Starting the MySQL Server

e Check the error log to see why the server does not start. Log files are located in the data directory

(typically C: \ Program Fi | es\ M\ySQL\ MySQL Server 8. 3\ dataon Windows,/usr/ | ocal/
nysql / dat a for a Unix/Linux binary distribution, and / usr/ | ocal / var for a Unix/Linux source
distribution). Look in the data directory for files with names of the form host _nane. err and
host nane. | og, where host _nane is the name of your server host. Then examine the last few
lines of these files. Use t ai | to display them:

$> tail host_nane.err
$> tail host_nane. | og

Specify any special options needed by the storage engines you are using. You can create a nny. cnf
file and specify startup options for the engines that you plan to use. If you are going to use storage
engines that support transactional tables (I nnoDB, NDB), be sure that you have them configured the
way you want before starting the server. If you are using | nnoDB tables, see InnoDB Configuration
for guidelines and InnoDB Startup Options and System Variables for option syntax.

Although storage engines use default values for options that you omit, Oracle recommends that
you review the available options and specify explicit values for any options whose defaults are not
appropriate for your installation.

Make sure that the server knows where to find the data directory. The nysql d server uses this
directory as its current directory. This is where it expects to find databases and where it expects to
write log files. The server also writes the pid (process ID) file in the data directory.

The default data directory location is hardcoded when the server is compiled. To determine what

the default path settings are, invoke nmysql d with the - - ver bose and - - hel p options. If the data
directory is located somewhere else on your system, specify that location with the - - dat adi r option
tonysql d or mysql d_saf e, on the command line or in an option file. Otherwise, the server does
not work properly. As an alternative to the - - dat adi r option, you can specify mysqgl d the location
of the base directory under which MySQL is installed with the - - basedi r, and nysql d looks for the
dat a directory there.

To check the effect of specifying path options, invoke nysql d with those options followed by the - -
ver bose and - - hel p options. For example, if you change location to the directory where nysql d
is installed and then run the following command, it shows the effect of starting the server with a base
directory of / usr/ | ocal :

$> ./nysqld --basedir=/usr/local --verbose --help

You can specify other options such as - - dat adi r as well, but - - ver bose and - - hel p must be
the last options.

Once you determine the path settings you want, start the server without - - ver bose and - - hel p.

If mysql d is currently running, you can find out what path settings it is using by executing this
command:

$> nysql admi n vari abl es

Or:

$> nysqgl admin -h host_nane vari abl es
host nane is the name of the MySQL server host.

Make sure that the server can access the data directory. The ownership and permissions of the data
directory and its contents must allow the server to read and modify them.

If you get Er r code 13 (which means Per m ssi on deni ed) when starting mysql d, this means
that the privileges of the data directory or its contents do not permit server access. In this case, you
change the permissions for the involved files and directories so that the server has the right to use
them. You can also start the server as r oot , but this raises security issues and should be avoided.
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Testing the Server

Change location to the data directory and check the ownership of the data directory and its contents
to make sure the server has access. For example, if the data directory is / usr /| ocal / nysql / var,
use this command:

$> |s -la /usr/local /mysql/var

If the data directory or its files or subdirectories are not owned by the login account that you use
for running the server, change their ownership to that account. If the account is named nysql , use
these commands:

$> chown -R nysql /usr/local /nysql/var
$> chgrp -R nysql /usr/local/nmysql/var

Even with correct ownership, MySQL might fail to start up if there is other security software running
on your system that manages application access to various parts of the file system. In this case,
reconfigure that software to enable nysql d to access the directories it uses during normal operation.

» Verify that the network interfaces the server wants to use are available.

If either of the following errors occur, it means that some other program (perhaps another mysql d
server) is using the TCP/IP port or Unix socket file that mysql d is trying to use:

Can't start server: Bind on TCP/IP port: Address already in use
Can't start server: Bind on unix socket...

Use ps to determine whether you have another nmysql d server running. If so, shut down the server
before starting mysql d again. (If another server is running, and you really want to run multiple
servers, you can find information about how to do so in Running Multiple MySQL Instances on One
Machine.)

If no other server is running, execute the command t el net your host nane

tcp_i p_port _nunber. (The default MySQL port number is 3306.) Then press Enter a couple

of times. If you do not get an error message liket el net: Unabl e to connect to renote
host: Connecti on refused, some other program is using the TCP/IP port that mysql d is trying
to use. Track down what program this is and disable it, or tell mysql d to listen to a different port with
the - - port option. In this case, specify the same non-default port number for client programs when
connecting to the server using TCP/IP.

Another reason the port might be inaccessible is that you have a firewall running that blocks
connections to it. If so, modify the firewall settings to permit access to the port.

If the server starts but you cannot connect to it, make sure that you have an entry in / et ¢/ host s
that looks like this:

127.0.0.1 | ocal host

« If you cannot get nysql d to start, try to make a trace file to find the problem by using the - - debug
option. See The DBUG Package.

9.3 Testing the Server

After the data directory is initialized and you have started the server, perform some simple tests to
make sure that it works satisfactorily. This section assumes that your current location is the MySQL
installation directory and that it has a bi n subdirectory containing the MySQL programs used here. If
that is not true, adjust the command path names accordingly.

Alternatively, add the bi n directory to your PATH environment variable setting. That enables your shell
(command interpreter) to find MySQL programs properly, so that you can run a program by typing only
its name, not its path name. See Setting Environment Variables.
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Testing the Server

Use nysql admi n to verify that the server is running. The following commands provide simple tests to
check whether the server is up and responding to connections:

$> bi n/ nysql adm n versi on
$> bi n/ nysql admi n vari abl es

If you cannot connect to the server, specify a-u r oot option to connect as r oot . If you have
assigned a password for the r oot account already, you'll also need to specify - p on the command line
and enter the password when prompted. For example:

$> bin/nysqgladmin -u root -p version
Enter password: (enter root password here)

The output from nysql admi n ver si on varies slightly depending on your platform and version of
MySQL, but should be similar to that shown here:

$> bi n/ nysql adni n version
nysqgl admin Ver 14.12 Distrib 8.3.0, for pc-linux-gnu on i 686

Server version 8.3.0

Pr ot ocol version 10

Connecti on Local host via UN X socket
UNI X socket /var/lib/nysql /nysql . sock
Upt i nme: 14 days 5 hours 5 min 21 sec

Threads: 1 Questions: 366 Slow queries: 0
Opens: 0 Flush tables: 1 Open tables: 19
Queries per second avg: 0.000

To see what else you can do with nysql admi n, invoke it with the - - hel p option.

Verify that you can shut down the server (include a - p option if the r oot account has a password
already):

$> bin/nysqgl adm n -u root shutdown

Verify that you can start the server again. Do this by using nysql d_saf e or by invoking mysql d
directly. For example:

$> bin/nysql d_safe --user=nysql &
If mysql d_saf e fails, see Section 9.2.1, “Troubleshooting Problems Starting the MySQL Server”.

Run some simple tests to verify that you can retrieve information from the server. The output should be
similar to that shown here.

Use nysql showto see what databases exist:

$> bi n/ mysql show

| infornmation_schena
| nmysql |
| perfornmance_schena
| sys |

The list of installed databases may vary, but always includes at least mysqgl and
i nfornmati on_schena.

If you specify a database name, nysql showdisplays a list of the tables within the database:

$> bi n/ nmysqgl show nmysq
Dat abase: nysq

| columms_priv |
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Securing the Initial MySQL Account
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Use the nysql program to select information from a table in the mysql schema:

$> bin/nysql -e "SELECT User, Host, plugin FROM nysqgl.user" nysq
+

------ T
| User | Host | plugin |
+emm - - - Fommmeeeaaa - dom e e eeeeeeeeaaao +
| root | local host | caching_sha2_password

+emm - - - Fommmeeeaaa - dom e e eeeeeeeeaaao +

At this point, your server is running and you can access it. To tighten security if you have not yet
assigned a password to the initial account, follow the instructions in Section 9.4, “Securing the Initial
MySQL Account”.

For more information about mysql , nysql adm n, and mysql show, see mysgl — The MySQL
Command-Line Client, mysgladmin — A MySQL Server Administration Program, and mysqlshow —
Display Database, Table, and Column Information.

9.4 Securing the Initial MySQL Account

The MySQL installation process involves initializing the data directory, including the grant tables in the
nmysgl system schema that define MySQL accounts. For details, see Section 9.1, “Initializing the Data
Directory”.

This section describes how to assign a password to the initial r oot account created during the MySQL
installation procedure, if you have not already done so.

Note
Alternative means for performing the process described in this section:

¢ On Windows, you can perform the process during installation with MySQL
Configurator (see Section 5.2, “Configuration: Using MySQL Configurator”).
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Securing the Initial MySQL Account

¢ On all platforms, the MySQL distribution includes
mysqgl secure_installation,acommand-line utility that automates
much of the process of securing a MySQL installation.

¢ On all platforms, MySQL Workbench is available and offers the ability to
manage user accounts (see MySQL Workbench ).

A password may already be assigned to the initial account under these circumstances:

« On Windows, installations performed using the MSI installer and MySQL Configurator give you the
option of assigning a password.

* Installation using the macOS installer generates an initial random password, which the installer
displays to the user in a dialog box.

* Installation using RPM packages generates an initial random password, which is written to the server
error log.

« Installations using Debian packages give you the option of assigning a password.

» For data directory initialization performed manually using nysqgl d --initialize,nysqld
generates an initial random password, marks it expired, and writes it to the server error log. See
Section 9.1, “Initializing the Data Directory”.

The nysql . user grant table defines the initial MySQL user account and its access privileges.
Installation of MySQL creates onlya' root' @ ocal host' superuser account that has all privileges
and can do anything. If the r oot account has an empty password, your MySQL installation is
unprotected: Anyone can connect to the MySQL server as r oot without a password and be granted all
privileges.

The ' root' @I ocal host' account also has a row in the nysqgl . pr oxi es_pri v table that enables
granting the PROXY privilege for' ' @' , that is, for all users and all hosts. This enables r oot to set up
proxy users, as well as to delegate to other accounts the authority to set up proxy users. See Proxy
Users.

To assign a password for the initial MySQL r oot account, use the following procedure. Replace
r oot - passwor d in the examples with the password that you want to use.

Start the server if it is not running. For instructions, see Section 9.2, “Starting the Server”.

The initial r oot account may or may not have a password. Choose whichever of the following
procedures applies:

 If the r oot account exists with an initial random password that has been expired, connect to the
server as r oot using that password, then choose a new password. This is the case if the data
directory was initialized using mysqgl d --initial i ze, either manually or using an installer that
does not give you the option of specifying a password during the install operation. Because the
password exists, you must use it to connect to the server. But because the password is expired, you
cannot use the account for any purpose other than to choose a new password, until you do choose
one.

1. If you do not know the initial random password, look in the server error log.

2. Connect to the server as r oot using the password:

$> nysgl -u root -p
Ent er password: (enter the random root password here)

3. Choose a new password to replace the random password:

nmysql > ALTER USER 'root' @1 ocal host' | DENTI FI ED BY 'root-password';
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Starting and Stopping MySQL Automatically

 If the r oot account exists but has no password, connect to the server as r oot using no password,
then assign a password. This is the case if you initialized the data directory using nysql d - -
initialize-insecure.

1. Connect to the server as r oot using no password:
$> nysql -u root --skip-password
2. Assign a password:

nmysql > ALTER USER 'root' @I ocal host' | DENTI FI ED BY ' r oot - password'

After assigning the r oot account a password, you must supply that password whenever you connect
to the server using the account. For example, to connect to the server using the nysql client, use this
command:

$> nysql -u root -p
Enter password: (enter root password here)

To shut down the server with mysql adni n, use this command:

$> nysqgladmin -u root -p shutdown
Enter password: (enter root password here)

Note

For additional information about setting passwords, see Assigning Account
Passwords. If you forget your r oot password after setting it, see How to Reset
the Root Password.

To set up additional accounts, see Adding Accounts, Assigning Privileges, and
Dropping Accounts.

9.5 Starting and Stopping MySQL Automatically

This section discusses methods for starting and stopping the MySQL server.
Generally, you start the mysql d server in one of these ways:
* Invoke mysql d directly. This works on any platform.

e On Windows, you can set up a MySQL service that runs automatically when Windows starts. See
Section 5.3.8, “Starting MySQL as a Windows Service”.

* On Unix and Unix-like systems, you can invoke nmysql d_saf e, which tries to determine the proper
options for mysql d and then runs it with those options. See mysqld_safe — MySQL Server Startup
Script.

» On Linux systems that support systemd, you can use it to control the server. See Section 7.9,
“Managing MySQL Server with systemd”.

« On systems that use System V-style run directories (thatis, / et ¢/ i ni t . d and run-level specific
directories), invoke nysql . ser ver. This script is used primarily at system startup and shutdown. It
usually is installed under the name nysql . The mysql . ser ver script starts the server by invoking
nysql d_saf e. See mysqgl.server — MySQL Server Startup Script.

* On macOS, install a launchd daemon to enable automatic MySQL startup at system startup. The
daemon starts the server by invoking nysql d_saf e. For details, see Section 6.3, “Installing and
Using the MySQL Launch Daemon”. A MySQL Preference Pane also provides control for starting
and stopping MySQL through the System Preferences. See Section 6.4, “Installing and Using the
MySQL Preference Pane”.

» On Solaris, use the service management framework (SMF) system to initiate and control MySQL
startup.
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Starting and Stopping MySQL Automatically

systemd, the nysql d_saf e and nysql . server scripts, Solaris SMF, and the macOS Startup Item
(or MySQL Preference Pane) can be used to start the server manually, or automatically at system
startup time. systemd, nysql . ser ver, and the Startup Item also can be used to stop the server.

The following table shows which option groups the server and startup scripts read from option files.

Table 9.1 MySQL Startup Scripts and Supported Server Option Groups

Script Option Groups
mysql d [mysql d],[server],
[ mysqgl d- maj or _ver si on]
mysql d_safe [mysqgl d],[server],[nysql d_saf e]
nmysql . server [mysql d], [ nysql . server],[server]

[ mysqgl d- maj or _ver si on] means that groups with names like [ nysql d- 8. 2] and
[ mysql d- 8. 3] are read by servers having versions 8.2.x, 8.3.x, and so forth. This feature can be
used to specify options that can be read only by servers within a given release series.

For backward compatibility, nysql . server also reads the [ nysql server] group and
nmysql d_saf e also reads the [ saf e_mysql d] group. To be current, you should update your option
files to use the [ mysql . server] and [ nysql d_saf e] groups instead.

For more information on MySQL configuration files and their structure and contents, see Using Option
Files.
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Chapter 10 Upgrading MySQL
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This chapter describes the steps to upgrade a MySQL installation.

Upgrading is a common procedure, as you pick up bug fixes within the same MySQL release series
or significant features between major MySQL releases. You perform this procedure first on some test
systems to make sure everything works smoothly, and then on the production systems.

Note

In the following discussion, MySQL commands that must be run using a MySQL
account with administrative privileges include - u r oot on the command

line to specify the MySQL r oot user. Commands that require a password for

r oot also include a - p option. Because - p is followed by no option value, such
commands prompt for the password. Type the password when prompted and
press Enter.

SQL statements can be executed using the nysql command-line client
(connect as r oot to ensure that you have the necessary privileges).

10.1 Before You Begin

Review the information in this section before upgrading. Perform any recommended actions.

» Understand what may occur during an upgrade. See Section 10.4, “What the MySQL Upgrade
Process Upgrades”.

» Protect your data by creating a backup. The backup should include the mysql system database,
which contains the MySQL data dictionary tables and system tables. See Database Backup
Methods.

Important

Downgrade from MySQL 8.3 to MySQL 8.2, or from a MySQL 8.3 release to a
previous MySQL 8.3 release, is not supported. The only supported alternative
is to restore a backup taken before upgrading. It is therefore imperative that
you back up your data before starting the upgrade process.
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Upgrade Paths

Review Section 10.2, “Upgrade Paths” to ensure that your intended upgrade path is supported.

Review Section 10.5, “Changes in MySQL 8.3 for changes that you should be aware of before
upgrading. Some changes may require action.

Review What Is New in MySQL 8.3 for deprecated and removed features. An upgrade may require
changes with respect to those features if you use any of them.

Review Server and Status Variables and Options Added, Deprecated, or Removed in MySQL 8.3. If
you use deprecated or removed variables, an upgrade may require configuration changes.

Review the Release Notes for information about fixes, changes, and new features.
If you use replication, review Upgrading a Replication Topology.
Review Section 10.3, “Upgrade Best Practices” and plan accordingly.

Upgrade procedures vary by platform and how the initial installation was performed. Use the
procedure that applies to your current MySQL installation:

« For binary and package-based installations on non-Windows platforms, refer to Section 10.7,
“Upgrading MySQL Binary or Package-based Installations on Unix/Linux”.

Note

For supported Linux distributions, the preferred method for upgrading
package-based installations is to use the MySQL software repositories
(MySQL Yum Repository, MySQL APT Repository, and MySQL SLES
Repository).

< For installations on an Enterprise Linux platform or Fedora using the MySQL Yum Repository,
refer to Section 10.8, “Upgrading MySQL with the MySQL Yum Repository”.

« For installations on Ubuntu using the MySQL APT repository, refer to Section 10.9, “Upgrading
MySQL with the MySQL APT Repository”.

« For installations on SLES using the MySQL SLES repository, refer to Section 10.10, “Upgrading
MySQL with the MySQL SLES Repository”.

« For installations performed using Docker, refer to Section 10.12, “Upgrading a Docker Installation
of MySQL".

 For installations on Windows, refer to Section 10.11, “Upgrading MySQL on Windows”.

If your MySQL installation contains a large amount of data that might take a long time to convert
after an in-place upgrade, it may be useful to create a test instance for assessing the conversions
that are required and the work involved to perform them. To create a test instance, make a copy of
your MySQL instance that contains the nmysql database and other databases without the data. Run
the upgrade procedure on the test instance to assess the work involved to perform the actual data
conversion.

Rebuilding and reinstalling MySQL language interfaces is recommended when you install or upgrade
to a new release of MySQL. This applies to MySQL interfaces such as PHP nysql extensions and
the Perl DBD: : mysql module.

10.2 Upgrade Paths

Notes

¢ Make sure you understand the release model for MySQL innovation and long-
term support (LTS) versions before you proceed with an upgrade.
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Upgrade Best Practices

« Monthly Rapid Updates (MRUs) and hotfixes also count as "releases” in the
following discussions.

« It is necessary to upgrade to the latest innovation releases (for example, from
MySQL 8.2 to 8.3) regularly to keep up with the latest bug fixes and security
patches.

* We use "8.4.x LTS" as an example for an LTS release only for illustrative
purposes.

The supported upgrade paths for MySQL Server are listed in Table 10.1, “Upgrade Paths for MySQL
Server” below:

Table 10.1 Upgrade Paths for MySQL Server

Upgrade Path Path Examples Upgrade Methods Notes

Within an LTS or bugfix [8.0.34 to 8.0.36 in-place upgrade, logical upgrade,

release series asynchronous replication, MySQL Clone

84xLTS1t08.4.x+1LTS

From an LTS or bugfix |8.0.34t08.4.X LTS in-place upgrade, logical upgrade,

release to the next LTS asynchronous replication, MySQL Clone

or bugfix release

From an LTS or bugfix {8.0.34t0 8.3.0 in-place upgrade, logical upgrade,

release to an innovation asynchronous replication

release before the next

LTS series

From an innovation 8.1.0t0 8.3.0 in-place upgrade, logical upgrade,

release series to another asynchronous replication

one before the next LTS

series

From MySQL 5.7 to MySQL 5.7 to 8.x Upgrade first to a MySQL 8.0 bugfix release |See

an LTS or Innovation (8.0.34 or later), then to an innovation upgrade

release release paths
for
MySQL
8.0
for
upgrade
instructions
for
MySQL
5.7.

10.3 Upgrade Best Practices

MySQL supports upgrading between minor versions (within an LTS series) and to the next major
version (across an LTS series). Upgrading provides the latest features, performance, and security
fixes.

To prepare and help ensure that your upgrade to the latest MySQL release is successful, we
recommend the following best practices:

» Decide on Major or Minor Version for Upgrade
» Decide on Upgrade Type

» Review Supported Platforms
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Decide on Major or Minor Version for Upgrade

» Understand MySQL Server Changes

* Run Upgrade Checker and Fix Incompatibilities

* Run Applications in a Test Environment

» Benchmark Applications and Workload Performance
* Run Both MySQL Versions in Parallel

* Run Final Test Upgrade

e Check MySQL Backup

» Upgrade Production Server

» Enterprise Support

Decide on Major or Minor Version for Upgrade

The MySQL Release Model makes a distinction between LTS (Long Term Support) and Innovation
Releases. LTS releases have 8+ years of support and are meant for production use. Innovation
Releases provide users with the latest features and capabilities. Learn more about the MySQL Release
Model.

Performing a minor version upgrade is straightforward while major version upgrades require strategic
planning and additional testing before the upgrade. This guide is especially useful for major version
upgrades.

Decide on Upgrade Type

There are three main ways to upgrade MySQL, read the associated documentation to determine which
type of upgrade is best suited for your situation.

» An in-place upgrade: Replacing the MySQL Server packages.
* Alogical upgrade: exporting SQL from the old MySQL instance to the new.

» A replication topology upgrade: account for each server's topology role.

Review Supported Platforms

If your current operating system is not supported by the new version of MySQL, then plan to upgrade
the operating system as otherwise an in-place upgrade is not supported.

For a current list of supported platforms, see: https://www.mysql.com/support/supportedplatforms/
database.html

Understand MySQL Server Changes

Each major version comes with new features, changes in behavior, deprecations, and removals. It is
important to understand the impact of each of these to existing applications.

See: Section 10.5, “Changes in MySQL 8.3".

Run Upgrade Checker and Fix Incompatibilities

MySQL Shell's Upgrade Checker Utility detects incompatibilities between database versions that must
be addressed before performing the upgrade. The uti | . checkFor Ser ver Upgr ade() function
verifies that MySQL server instances are ready to upgrade. Connect to the existing MySQL server and
select the MySQL Server version you plan to upgrade to for the utility to report issues to address prior
to an upgrade. These include incompatibilities in data types, storage engines, and so on.
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Run Applications in a Test Environment

You are ready to upgrade when the upgrade checking utility no longer reports any issues.

Run Applications in a Test Environment

After completing the upgrade checker's requirements, next test your applications on the new target
MySQL server. Check for errors and warnings in the MySQL error log and application logs.

Benchmark Applications and Workload Performance

We recommend benchmarking your own applications and workloads by comparing how they perform
using the previous and new versions of MySQL. Usually, newer MySQL versions add features and
improve performance but there are cases where an upgrade might run slower for specific queries.
Possible issues resulting in performance regressions:

 Prior server configuration is not optimal for newer version

» Changes to data types

» Additional storage required by Multi-byte character set support
» Storage engines changes

» Dropped or changed indexes

» Stronger encryption

» Stronger authentication

e SQL optimizer changes

* Newer version of MySQL require additional memory

» Physical or Virtual Hardware is slower - compute or storage

For related information and potential mitigation techniques, see Valid Performance Regressions.

Run Both MySQL Versions in Parallel

To minimize risk, it is best keep the current system running while running the upgraded system in
parallel.

Run Final Test Upgrade

Practice and do a run though prior to upgrading your production server. Thoroughly test the upgrade
procedures before upgrading a production system.

Check MySQL Backup

Check that the full backup exists and is viable before performing the upgrade.
Upgrade Production Server

You are ready to complete the upgrade.

Enterprise Support

If you're a MySQL Enterprise Edition customer, you can also contact the MySQL Support Team experts
with any questions you may have.

10.4 What the MySQL Upgrade Process Upgrades

Installing a new version of MySQL may require upgrading these parts of the existing installation:
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What the MySQL Upgrade Process Upgrades

e The nysql system schema, which contains tables that store information required by the MySQL
server as it runs (see The mysql System Schema). nysql schema tables fall into two broad
categories:

« Data dictionary tables, which store database object metadata.

« System tables (that is, the remaining non-data dictionary tables), which are used for other
operational purposes.

» Other schemas, some of which are built in and may be considered “owned” by the server, and others
which are not:

e The performance_schema, | NFORVATI ON_SCHEMA, ndbi nf o, and sys schemas.

» User schemas.
Two distinct version numbers are associated with parts of the installation that may require upgrading:
» The data dictionary version. This applies to the data dictionary tables.

» The server version, also known as the MySQL version. This applies to the system tables and objects
in other schemas.

In both cases, the actual version applicable to the existing MySQL installation is stored in the data
dictionary, and the current expected version is compiled into the new version of MySQL. When an
actual version is lower than the current expected version, those parts of the installation associated with
that version must be upgraded to the current version. If both versions indicate an upgrade is needed,
the data dictionary upgrade must occur first.

As a reflection of the two distinct versions just mentioned, the upgrade occurs in two steps:
» Step 1: Data dictionary upgrade.
This step upgrades:

« The data dictionary tables in the nysql schema. If the actual data dictionary version is lower than
the current expected version, the server creates data dictionary tables with updated definitions,
copies persisted metadata to the new tables, atomically replaces the old tables with the new ones,
and reinitializes the data dictionary.

¢ The Performance Schema, | NFORVATI ON_SCHEMA, and ndbi nf o.
» Step 2: Server upgrade.

This step comprises all other upgrade tasks. If the server version of the existing MySQL installation is
lower than that of the new installed MySQL version, everything else must be upgraded:

* The system tables in the nysql schema (the remaining non-data dictionary tables).
e The sys schema.
e User schemas.

The data dictionary upgrade (step 1) is the responsibility of the server, which performs this task as
necessary at startup unless invoked with an option that prevents it from doing so. The option is - -
upgr ade=NONE.

If the data dictionary is out of date but the server is prevented from upgrading it, the server does not
run, and exits with an error instead. For example:

[ ERROR] [ MY-013381] [Server] Server shutting down because upgrade is
requi red, yet prohibited by the conmand |ine option '--upgrade=NONE' .
[ ERROR] [ MY-010334] [Server] Failed to initialize DD Storage Engi ne
[ ERROR] [ MY-010020] [Server] Data Dictionary initialization fail ed.
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What the MySQL Upgrade Process Upgrades

The - - upgr ade server option controls whether and how the server performs an automatic upgrade at
startup:

With no option or with - - upgr ade=AUTQ, the server upgrades anything it determines to be out of
date (steps 1 and 2).

With - - upgr ade=NONE, the server upgrades nothing (skips steps 1 and 2), but also exits with an
error if the data dictionary must be upgraded. It is not possible to run the server with an out-of-date
data dictionary; the server insists on either upgrading it or exiting.

With - - upgr ade=M NI MAL, the server upgrades the data dictionary, the Performance Schema, and
the | NFORMATI ON_SCHEMA, if necessary (step 1). Note that following an upgrade with this option,
Group Replication cannot be started, because system tables on which the replication internals
depend are not updated, and reduced functionality might also be apparent in other areas.

With - - upgr ade=FORCE, the server upgrades the data dictionary, the Performance Schema, and
the | NFORMATI ON_SCHEMA, if necessary (step 1), and forces an upgrade of everything else (step
2). Expect server startup to take longer with this option because the server checks all objects in all
schemas.

FORCE is useful to force step 2 actions to be performed if the server thinks they are not necessary. One
way that FORCE differs from AUTOis that with FORCE, the server re-creates system tables such as help
tables or time zone tables if they are missing.

Additional notes about what occurs during upgrade step 2:

Step 2 installs the sys schema if it is not installed, and upgrades it to the current version otherwise.
An error occurs if a sys schema exists but has no ver si on view, on the assumption that its
absence indicates a user-created schema:

A sys schema exists with no sys.version view |f
you have a user created sys schemm, this nust be renaned for the
upgrade to succeed.

To upgrade in this case, remove or rename the existing sys schema first. Then perform the upgrade
procedure again. (It may be necessary to force step 2.)

To prevent the sys schema check, start the server with the - - upgr ade=NONE or - -
upgr ade=M NI VAL option.

Step 2 upgrades the system tables to ensure that they have the current structure, and this includes
the help tables but not the time zone tables. The procedure for loading time zone tables is platform
dependent and requires decision making by the DBA, so it cannot be done automatically.

When Step 2 is upgrading the system tables in the nysql schema, the column order in the primary
key of the mysql . db, mysql . tabl es_pri v, nysql . col uims_priv and mysql . procs_priv
tables is changed to place the host name and user name columns together. Placing the host name
and user name together means that index lookup can be used, which improves performance for
CREATE USER, DROP USER, and RENAVE USER statements, and for ACL checks for multiple users
with multiple privileges. Dropping and re-creating the index is necessary and might take some time if
the system has a large number of users and privileges.

Step 2 processes all tables in all user schemas as necessary. Table checking might take a long

time to complete. Each table is locked and therefore unavailable to other sessions while it is being
processed. Check and repair operations can be time-consuming, particularly for large tables. Table
checking uses the FOR UPGRADE option of the CHECK TABLE statement. For details about what this
option entails, see CHECK TABLE Statement.

To prevent table checking, start the server with the - - upgr ade=NONE or - - upgr ade=M NI MAL
option.

To force table checking, start the server with the - - upgr ade=FORCE option.
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Changes in MySQL 8.3

Step 2 saves the MySQL version number in a file named nmysqgl _upgr ade_i nf o in the data
directory.

To ignore the mysql _upgr ade_i nf o file and perform the check regardless, start the server with the
- - upgr ade=FORCE option.

Note

The nysql _upgr ade_i nf o file is deprecated; expect it to be removed in a
future version of MySQL.

Step 2 marks all checked and repaired tables with the current MySQL version number. This ensures
that the next time upgrade checking occurs with the same version of the server, it can be determined
whether there is any need to check or repair a given table again.

10.5 Changes in MySQL 8.3

Before upgrading to MySQL 8.3, review the changes linked in this section to identify those that apply to
your current MySQL installation and applications.

Overview of changes in MySQL 8.3.0
Overview of changes in MySQL 8.2.0
Overview of changes in MySQL 8.1.0
MySQL 8.3.0 Release Notes
MySQL 8.2.0 Release Notes

MySQL 8.1.0 Release Notes

10.6 Preparing Your Installation for Upgrade

Before upgrading to the latest MySQL 8.3 release, ensure the upgrade readiness of your current
MySQL 8.2 or MySQL 8.0 server instance by performing the preliminary checks described below. The
upgrade process may fail otherwise.

Tip

Consider using the MySQL Shell upgrade checker utility that enables you to
verify whether MySQL server instances are ready for upgrade. You can select
a target MySQL Server release to which you plan to upgrade, ranging from the
MySQL Server 8.0.11 up to the MySQL Server release number that matches
the current MySQL Shell release number. The upgrade checker utility carries
out the automated checks that are relevant for the specified target release,
and advises you of further relevant checks that you should make manually.
The upgrade checker works for all GA releases of MySQL 5.7, 8.0, and 8.3.
Installation instructions for MySQL Shell can be found here.

Preliminary checks:

1. The following issues must not be present:

« There must be no tables that use obsolete data types or functions.
¢ There must be no orphan . f r mfiles.

« Triggers must not have a missing or empty definer or an invalid creation context (indicated by
the character_set _client,collation_connecti on, Dat abase Col | ati on attributes
displayed by SHOW TRI GGERS or the | NFORVATI ON_SCHENA TRI GGERS table). Any such
triggers must be dumped and restored to fix the issue.
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Preparing Your Installation for Upgrade

To check for these issues, execute this command:

nmysql check -u root -p --all-databases --check-upgrade
If mysql check reports any errors, correct the issues.

There must be no partitioned tables that use a storage engine that does not have native partitioning
support. To identify such tables, execute this query:

SELECT TABLE_SCHEMA, TABLE NAME

FROM | NFORVMATI ON_SCHEVA. TABLES

WHERE ENG NE NOT IN ('innodb', 'ndbcluster')
AND CREATE_OPTIONS LIKE ' %partiti oned% ;

Any table reported by the query must be altered to use | nnoDB or be made nonpatrtitioned. To
change a table storage engine to | nnoDB, execute this statement:

ALTER TABLE tabl e_name ENG NE = | NNODB;

For information about converting Myl SAMtables to | nnoDB, see Converting Tables from MylISAM
to InnoDB.

To make a partitioned table nonpatrtitioned, execute this statement:

ALTER TABLE tabl e_name REMOVE PARTI TI ONI NG

Some keywords may be reserved in MySQL 8.3 that were not reserved previously. See Keywords
and Reserved Words. This can cause words previously used as identifiers to become illegal. To fix
affected statements, use identifier quoting. See Schema Object Names.

There must be no tables in the MySQL 8.2 mysql system database that have the same name as
a table used by the MySQL 8.3 data dictionary. To identify tables with those names, execute this

query:

SELECT TABLE_SCHEMA, TABLE NAMVE
FROM | NFORVATI ON_SCHEMA. TABLES
WHERE LOWER( TABLE SCHEMA) = ' nysql’
and LONER( TABLE_NAME) | N

(

' cat al ogs',

'character_sets',

' check_constraints',

‘coll ations',
'columm_statistics',
‘colum_type_el enents',

' colums',

‘dd_properties',

‘events',

‘forei gn_key_col unmm_usage' ,
‘foreign_keys',

'i ndex_col unm_usage' ,
"index_partitions',
"index_stats',

'i ndexes',

' paraneter_type_el ements',

' paraneters’',

' resource_groups',

‘routines',

'schemata',

'st_spatial _reference_systens',
‘table_partition_val ues',
‘table_partitions',
'table_stats',

‘tables',

'tabl espace_files',

't abl espaces’,

‘triggers',
'view_routine_usage',
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Preparing Your Installation for Upgrade

10.

i ew_t abl e_usage’

)i

Any tables reported by the query must be dropped or renamed (use RENANVE TABLE). This may
also entail changes to applications that use the affected tables.

There must be no tables that have foreign key constraint names longer than 64 characters. Use this
query to identify tables with constraint names that are too long:

SELECT TABLE_SCHEMA, TABLE_NAVE
FROM | NFORMATI ON_SCHENMA. TABLES
WHERE TABLE_NAME | N
( SELECT LEFT(SUBSTR(ID, INSTR(ID,'/"')+1),
| NSTR(SUBSTR(I D, INSTR(ID, " /') +1),"' _ibfk_')-1)
FROM | NFORMATI ON_SCHENA. | NNODB_SYS_FOREI GN
WHERE LENGTH( SUBSTR(I D, I NSTR(ID,"' /') +1))>64);

For a table with a constraint name that exceeds 64 characters, drop the constraint and add it back
with constraint name that does not exceed 64 characters (use ALTER TABLE).

There must be no obsolete SQL modes defined by sql _node system variable. Attempting to use
an obsolete SQL mode prevents MySQL 8.3 from starting. Applications that use obsolete SQL
modes should be revised to avoid them. For information about SQL modes removed in MySQL 8.3,
see Server Changes.

There must be no views with explicitly defined columns names that exceed 64 characters (views
with column names up to 255 characters were permitted in MySQL 5.7). To avoid upgrade errors,
such views should be altered before upgrading. Currently, the only method of identify views with
column names that exceed 64 characters is to inspect the view definition using SHOWN CREATE

VI EW You can also inspect view definitions by querying the Information Schema VI EW\5 table.

There must be no tables or stored procedures with individual ENUMor SET column elements that
exceed 255 characters or 1020 bytes in length. Prior to MySQL 8.3, the maximum combined length
of ENUMor SET column elements was 64K. In MySQL 8.3, the maximum character length of an
individual ENUMor SET column element is 255 characters, and the maximum byte length is 1020
bytes. (The 1020 byte limit supports multibyte character sets). Before upgrading to MySQL 8.0,
modify any ENUMor SET column elements that exceed the new limits. Failing to do so causes the
upgrade to fail with an error.

Your MySQL 8.2 installation must not use features that are not supported by MySQL 8.3. Any
changes here are necessarily installation specific, but the following example illustrates the kind of
thing to look for:

Some server startup options and system variables have been removed in MySQL 8.3. See
Features Removed in MySQL 8.3, and Server and Status Variables and Options Added,
Deprecated, or Removed in MySQL 8.3. If you use any of these, an upgrade requires configuration
changes.

If you intend to change the | ower case_t abl e_nanes setting to 1 at upgrade time, ensure that
schema and table names are lowercase before upgrading. Otherwise, a failure could occur due to a
schema or table name lettercase mismatch. You can use the following queries to check for schema
and table names containing uppercase characters:

nysql > sel ect TABLE NAME, if(sha(TABLE_NAME) !=sha(lower ( TABLE_NAME)),' Yes',' No') as UpperCase frominf
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Upgrading MySQL Binary or Package-based Installations on Unix/Linux

If | ower case_t abl e_nanes=1, table and schema names are checked by the upgrade process
to ensure that all characters are lowercase. If table or schema names are found to contain
uppercase characters, the upgrade process fails with an error.

Note

Changing the | ower case_t abl e_nanes setting at upgrade time is not
recommended.

If upgrade to MySQL 8.3 fails due to any of the issues outlined above, the server reverts all changes
to the data directory. In this case, remove all redo log files and restart the MySQL 8.2 server on

the existing data directory to address the errors. The redo log files (i b_| ogfi | e*) reside in the
MySQL data directory by default. After the errors are fixed, perform a slow shutdown (by setting

i nnodb_fast shut down=0) before attempting the upgrade again.

10.7 Upgrading MySQL Binary or Package-based Installations on
Unix/Linux

This section describes how to upgrade MySQL binary and package-based installations on Unix/Linux.
In-place and logical upgrade methods are described.

* In-Place Upgrade
 Logical Upgrade
* MySQL Cluster Upgrade

In-Place Upgrade

An in-place upgrade involves shutting down the old MySQL server, replacing the old MySQL binaries
or packages with the new ones, restarting MySQL on the existing data directory, and upgrading any
remaining parts of the existing installation that require upgrading. For details about what may need
upgrading, see Section 10.4, “What the MySQL Upgrade Process Upgrades”.

Note

If you are upgrading an installation originally produced by installing multiple
RPM packages, upgrade all the packages, not just some. For example, if you
previously installed the server and client RPMs, do not upgrade just the server
RPM.

For some Linux platforms, MySQL installation from RPM or Debian packages
includes systemd support for managing MySQL server startup and shutdown.
On these platforms, nysqgl d_saf e is not installed. In such cases, use systemd
for server startup and shutdown instead of the methods used in the following
instructions. See Section 7.9, “Managing MySQL Server with systemd”.

For upgrades to MySQL Cluster installations, see also MySQL Cluster Upgrade.
To perform an in-place upgrade:
1. Review the information in Section 10.1, “Before You Begin”.

2. Ensure the upgrade readiness of your installation by completing the preliminary checks in
Section 10.6, “Preparing Your Installation for Upgrade”.

3. If you use XA transactions with | nnoDB, run XA RECOVER before upgrading to check for
uncommitted XA transactions. If results are returned, either commit or rollback the XA transactions
by issuing an XA COVW T or XA ROLLBACK statement.
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Logical Upgrade

4. If you normally run your MySQL server configured with i nnodb_f ast _shut down setto 2 (cold
shutdown), configure it to perform a fast or slow shutdown by executing either of these statements:

SET GLOBAL i nnodb_fast _shut down
SET GLOBAL i nnodb_f ast _shut down

1; -- fast shutdown
0; -- sl ow shutdown

With a fast or slow shutdown, | nnoDB leaves its undo logs and data files in a state that can be
dealt with in case of file format differences between releases.

5. Shut down the old MySQL server. For example:

nysqgl admin -u root -p shutdown

6. Upgrade the MySQL binaries or packages. If upgrading a binary installation, unpack the new
MySQL binary distribution package. See Obtain and Unpack the Distribution. For package-based
installations, install the new packages.

7. Start the MySQL 8.3 server, using the existing data directory. For example:

nysql d_safe --user=nysql --datadir=/path/to/existing-datadir &

If there are encrypted | nnoDB tablespaces, use the - - ear | y- pl ugi n-| oad option to load the
keyring plugin.

When you start the MySQL 8.3 server, it automatically detects whether data dictionary tables are
present. If not, the server creates them in the data directory, populates them with metadata, and
then proceeds with its normal startup sequence. During this process, the server upgrades metadata
for all database objects, including databases, tablespaces, system and user tables, views, and
stored programs (stored procedures and functions, triggers, and Event Scheduler events). The
server also removes files that previously were used for metadata storage. For example, after
upgrading from MySQL 8.2 to MySQL 8.3, you may notice that tables no longer have . f r mfiles.

If this step fails, the server reverts all changes to the data directory. In this case, you should remove
all redo log files, start your MySQL 8.2 server on the same data directory, and fix the cause of any
errors. Then perform another slow shutdown of the 8.2 server and start the MySQL 8.3 server to try
again.

8. In the previous step, the server upgrades the data dictionary as necessary, making any changes
required in the mysql system database between MySQL 8.2 and MySQL 8.3, so that you
can take advantage of new privileges or capabilities. It also brings the Performance Schema,
| NFORVATI ON_SCHEMA, and sys databases up to date for MySQL 8.3, and examines all user
databases for incompatibilities with the current version of MySQL.

Note

The upgrade process does not upgrade the contents of the time zone tables.
For upgrade instructions, see MySQL Server Time Zone Support.

Logical Upgrade

A logical upgrade involves exporting SQL from the old MySQL instance using a backup or export
utility such as nysql dunp or nysql punp, installing the new MySQL server, and applying the SQL to
your new MySQL instance. For details about what may need upgrading, see Section 10.4, “What the
MySQL Upgrade Process Upgrades”.

Note

For some Linux platforms, MySQL installation from RPM or Debian packages
includes systemd support for managing MySQL server startup and shutdown.
On these platforms, nysql d_saf e is not installed. In such cases, use systemd
for server startup and shutdown instead of the methods used in the following
instructions. See Section 7.9, “Managing MySQL Server with systemd”.
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Warning

Applying SQL extracted from a previous MySQL release to a new MySQL
release may result in errors due to incompatibilities introduced by new,
changed, deprecated, or removed features and capabilities. Consequently, SQL
extracted from a previous MySQL release may require modification to enable a
logical upgrade.

To identify incompatibilities before upgrading to the latest MySQL 8.3 release,
perform the steps described in Section 10.6, “Preparing Your Installation for
Upgrade”.

To perform a logical upgrade:

1. Review the information in Section 10.1, “Before You Begin”.

2. Export your existing data from the previous MySQL installation:
nmysql dunp -u root -p

--add-drop-table --routines --events
--all -databases --force > data-for-upgrade. sq

Note

Use the - -rout i nes and - - event s options with mysql dunp (as shown
above) if your databases include stored programs. The - - al | - dat abases
option includes all databases in the dump, including the mysql database
that holds the system tables.

Important

If you have tables that contain generated columns, use the nmysql dunp
utility provided with MySQL 5.7.9 or higher to create your dump files. The
nysql dunp utility provided in earlier releases uses incorrect syntax for
generated column definitions (Bug #20769542). You can use the Information
Schema COLUMWNS table to identify tables with generated columns.

3. Shut down the old MySQL server. For example:
nysqgl admin -u root -p shutdown
4. Install MySQL 8.3. For installation instructions, see Chapter 1, Installing MySQL.

5. Initialize a new data directory, as described in Section 9.1, “Initializing the Data Directory”. For
example:

nysqld --initialize --datadir=/path/to/8.3-datadir

Copy the temporary ' root ' @ | ocal host" password displayed to your screen or written to your
error log for later use.

6. Start the MySQL 8.3 server, using the new data directory. For example:
nysql d_safe --user=nysql --datadir=/path/to/8.3-datadir &
7. Resetthe r oot password:

$> nysql -u root -p
Enter password: **** <- enter tenporary root password

nysql > ALTER USER USER() | DENTI FI ED BY 'your new password'

8. Load the previously created dump file into the new MySQL server. For example:
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mysql -u root -p --force < data-for-upgrade. sql
Note

It is not recommended to load a dump file when GTIDs are enabled on

the server (gt i d_node=0ON), if your dump file includes system tables.
mysql dunp issues DML instructions for the system tables which use the
non-transactional MylSAM storage engine, and this combination is not
permitted when GTIDs are enabled. Also be aware that loading a dump file
from a server with GTIDs enabled, into another server with GTIDs enabled,
causes different transaction identifiers to be generated.

9. Perform any remaining upgrade operations:

Shut down the server, then restart it with the - - upgr ade=FCRCE option to perform the remaining
upgrade tasks:

nmysql admin -u root -p shutdown
nysql d_safe --user=nysql --datadir=/path/to/8.3-datadir --upgrade=FORCE &

Upon restart with - - upgr ade=FORCE, the server makes any changes required in the nysql

system schema between MySQL 8.2 and MySQL 8.3, so that you can take advantage of new
privileges or capabilities. It also brings the Performance Schema, | NFORVATI ON_SCHEMA, and

sys schema up to date for MySQL 8.3, and examines all user schemas for incompatibilities with the
current version of MySQL.

Note

The upgrade process does not upgrade the contents of the time zone tables.
For upgrade instructions, see MySQL Server Time Zone Support.

Note

Loading a dump file that contains a MySQL 5.7 nysqgl schema re-creates two
tables that are no longer used: event and pr oc. (The corresponding MySQL
8.0 tables are event s and r out i nes, both of which are data dictionary tables
and are protected.) After you are satisfied that the upgrade was successful, you
can remove the event and pr oc tables by executing these SQL statements:

DROP TABLE nysql . event;
DROP TABLE nysql . proc;

MySQL Cluster Upgrade

The information in this section is an adjunct to the in-place upgrade procedure described in In-Place
Upgrade, for use if you are upgrading MySQL Cluster.

A MySQL Cluster upgrade can be performed as a regular rolling upgrade, following the usual three
ordered steps:

1. Upgrade MGM nodes.

2. Upgrade data nodes one at a time.

3. Upgrade API nodes one at a time (including MySQL servers).
There are two steps to upgrading each individual nysql d:

1. Import the data dictionary.

Start the new server with the - - upgr ade=M NI VAL option to upgrade the data dictionary but not
the system tables.
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The MySQL server must be connected to NDB for this phase to complete. If any NDB or NDBI NFO
tables exist, and the server cannot connect to the cluster, it exits with an error message:

Failed to Popul ate DD tabl es.

2. Upgrade the system tables by restarting each individual mysql d without the - - upgr ade=M NI AL
option.

10.8 Upgrading MySQL with the MySQL Yum Repository

For supported Yum-based platforms (see Section 7.1, “Installing MySQL on Linux Using the MySQL
Yum Repository”, for a list), you can perform an in-place upgrade for MySQL (that is, replacing the old
version and then running the new version using the old data files) with the MySQL Yum repository.

Notes

« An innovation series, such as MySQL 8.3, is in a separate track than a bugfix
series, such as MySQL 8.0. The newest bugfix series is active by default.

« Before performing any update to MySQL, follow carefully the instructions in
Chapter 10, Upgrading MySQL. Among other instructions discussed there, it
is especially important to back up your database before the update.

* The following instructions assume you have installed MySQL with the MySQL
Yum repository or with an RPM package directly downloaded from MySQL
Developer Zone's MySQL Download page; if that is not the case, following
the instructions in Replacing a Third-Party Distribution of MySQL Using the
MySQL Yum Repository.

Selectilg a Target Series

By default, the MySQL Yum repository updates MySQL to the latest version in the release track
you have chosen during installation (see Selecting a Release Series for details), which means, for
example, a 5.7.x installation is not updated to a 8.0.x release automatically. To update to another
release series, you must first disable the subrepository for the series that has been selected (by
default, or by yourself) and enable the subrepository for your target series. To do that, see the
general instructions given in Selecting a Release Series for editing the subrepository entries in the
/etc/yumrepos. d/ nysql - conmuni ty. repo file.

As a general rule, to upgrade from one bugfix series to another, go to the next bugfix series rather
than skipping a bugfix series. For example, if you are currently running MySQL 5.6 and wish to
upgrade to MySQL 8.0, upgrade to MySQL 5.7 first before upgrading to MySQL 8.0. For additional
details, see Section 10.5, “Changes in MySQL 8.3".

¢ For important information about upgrading from MySQL 5.6 to 5.7, see Upgrading from MySQL
5.6t05.7.

¢ For important information about upgrading from MySQL 5.7 to 8.0, see Upgrading from MySQL
5.7 to 8.0.

 In-place downgrading of MySQL is not supported by the MySQL Yum repository. Follow the
instructions in Chapter 11, Downgrading MySQL.

Upgrad?ng MySQL
Upgrade MySQL components using standard yum (or dnf) commands, such as MySQL Server:
sudo yum update nysql - server

For platforms that are dnf-enabled:
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sudo dnf upgrade nysql - server

Alternatively, you can update MySQL by telling Yum to update everything on your system, which
might take considerably more time. For platforms that are not dnf-enabled:

sudo yum updat e

For platforms that are dnf-enabled:

sudo dnf upgrade

Note
The MySQL server always restarts after an update by Yum.

You can also update only a specific component. Use the following command to list all the installed
packages for the MySQL components (for dnf-enabled systems, replace yumin the command with
dnf):

sudo yumlist installed | grep "~nmysqgl"

After identifying the package name of the component of your choice, update the package with the
following command, replacing package- nane with the name of the package. For platforms that are
not dnf-enabled:

sudo yum updat e package- nanme

For dnf-enabled platforms:

sudo dnf upgrade package- nane

Upgrading the Shared Client Libraries

After updating MySQL using the Yum repository, applications compiled with older versions of the
shared client libraries should continue to work.

If you recompile applications and dynamically link them with the updated libraries: As typical with new
versions of shared libraries where there are differences or additions in symbol versioning between

the newer and older libraries (for example, between the newer, standard 8.3 shared client libraries
and some older—prior or variant—versions of the shared libraries shipped natively by the Linux
distributions' software repositories, or from some other sources), any applications compiled using the
updated, newer shared libraries require those updated libraries on systems where the applications are
deployed. As expected, if those libraries are not in place, the applications requiring the shared libraries
fail. For this reason, be sure to deploy the packages for the shared libraries from MySQL on those
systems. To do this, add the MySQL Yum repository to the systems (see Adding the MySQL Yum
Repository) and install the latest shared libraries using the instructions given in Installing Additional
MySQL Products and Components with Yum.

10.9 Upgrading MySQL with the MySQL APT Repository

On Debian and Ubuntu platforms, to perform an in-place upgrade of MySQL and its components, use
the MySQL APT repository. See Upgrading MySQL with the MySQL APT Repository in A Quick Guide
to Using the MySQL APT Repository.

10.10 Upgrading MySQL with the MySQL SLES Repository

On the SUSE Linux Enterprise Server (SLES) platform, to perform an in-place upgrade of MySQL
and its components, use the MySQL SLES repository. See Upgrading MySQL with the MySQL SLES
Repository in A Quick Guide to Using the MySQL SLES Repository.
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10.11 Upgrading MySQL on Windows

To upgrade MySQL on Windows, either download and execute the latest MySQL Server MSI or use
the Windows ZIP archive distribution.

Note

Unlike MySQL 8.3, MySQL 8.0 uses MySQL Installer to install and upgrade
MySQL Server along with most other MySQL products; but MySQL Installer

is not available with MySQL 8.1 and higher. However, the configuration
functionality used in MySQL Installer is available as of MySQL 8.1 using

Section 5.2, “Configuration: Using MySQL Configurator” that's bundled with both
the MSI and Zip archive.

Considering 8.3 is an innovation release, there likely won't be a 8.3 point release to upgrade to.
Upgrading beyond MySQL 8.3 involves a new series number, such as 8.1 to 8.2, so it's especially
important to always back up your current MySQL installation before performing an upgrade. See
Database Backup Methods.

The approach you select depends on how the existing installation was performed. Before proceeding,
review Chapter 10, Upgrading MySQL for additional information on upgrading MySQL that is not
specific to Windows.

Upgrading MySQL with MSI

Download and execute the latest MSI. Although upgrading between release series is not directly
supported, the "Custom Setup” option allows defining an installation location as otherwise the MSI
installs to the standard location, such as C: \ Program Fi | es\ MySQL\ M\ySQL Server 8. 3\.

Execute MySQL Configurator to configure your installation.

Upgrading MySQL Using the Windows ZIP Distribution

To perform an upgrade using the Windows ZIP archive distribution:

1. Download the latest Windows ZIP Archive distribution of MySQL from https://dev.mysql.com/
downloads/.

2. If the server is running, stop it. If the server is installed as a service, stop the service with the
following command from the command prompt:

C.\> SC STOP nysql d_servi ce_nane

Alternatively, use NET STOP nysql d_servi ce_nane .

If you are not running the MySQL server as a service, use nysql admi n to stop it. For example,
before upgrading from MySQL 8.2 to 8.3, use nysql admi n from MySQL 8.2 as follows:

C\> "C \Program Fi | es\ MySQL\ M\ySQL Server 8. 2\bin\nysqladm n" -u root shutdown

Note

If the MySQL r oot user account has a password, invoke nysql admni n with
the - p option and enter the password when prompted.

3. Extract the ZIP archive. You may either overwrite your existing MySQL installation (usually located
at C: \ mysql ), or install it into a different directory, such as C: \ mysql 8. Overwriting the existing
installation is recommended.
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4. Restart the server. For example, use the SC START nysql d_service _nane or NET START
nysqgl d_servi ce_nane command if you run MySQL as a service, or invoke nysql d directly
otherwise.

5. If you encounter errors, see Section 5.4, “Troubleshooting a Microsoft Windows MySQL Server
Installation”.

10.12 Upgrading a Docker Installation of MySQL

To upgrade a Docker installation of MySQL, refer to Upgrading a MySQL Server Container.

10.13 Upgrade Troubleshooting

» A schema mismatch in a MySQL 8.2 instance between the . f r mfile of a table and the | nnoDB data
dictionary can cause an upgrade to MySQL 8.3 to fail. Such mismatches may be due to . f r mfile
corruption. To address this issue, dump and restore affected tables before attempting the upgrade
again.

« If problems occur, such as that the new nysql d server does not start, verify that you do not have
an old nmy. cnf file from your previous installation. You can check this with the - - pri nt -defaul t s
option (for example, nysql d - - pri nt - def aul ts). If this command displays anything other than
the program name, you have an active my. cnf file that affects server or client operation.

« If, after an upgrade, you experience problems with compiled client programs, such as Conmrands
out of sync or unexpected core dumps, you probably have used old header or library
files when compiling your programs. In this case, check the date for your mysql . h file and
i brysqgl cli ent. a library to verify that they are from the new MySQL distribution. If not, recompile
your programs with the new headers and libraries. Recompilation might also be necessary for
programs compiled against the shared client library if the library major version number has changed
(for example, from | i bnysql cl i ent.so.20tol i bnysqgl client.so.21).

« If you have created a loadable function with a given hame and upgrade MySQL to a version
that implements a new built-in function with the same name, the loadable function becomes
inaccessible. To correct this, use DROP FUNCTI ON to drop the loadable function, and then use
CREATE FUNCTI ONto re-create the loadable function with a different nonconflicting name. The
same is true if the new version of MySQL implements a built-in function with the same name as an
existing stored function. See Function Name Parsing and Resolution, for the rules describing how the
server interprets references to different kinds of functions.

 If upgrade to MySQL 8.3 fails due to any of the issues outlined in Section 10.6, “Preparing Your
Installation for Upgrade”, the server reverts all changes to the data directory. In this case, remove all
redo log files and restart the MySQL 8.2 server on the existing data directory to address the errors.
The redo log files (i b_| ogfi | e*) reside in the MySQL data directory by default. After the errors
are fixed, perform a slow shutdown (by setting i nnodb_f ast shut down=0) before attempting the
upgrade again.

10.14 Rebuilding or Repairing Tables or Indexes

This section describes how to rebuild or repair tables or indexes, which may be necessitated by:

» Changes to how MySQL handles data types or character sets. For example, an error in a collation
might have been corrected, necessitating a table rebuild to update the indexes for character columns
that use the collation.

» Required table repairs or upgrades reported by CHECK TABLE or nysql check.
Methods for rebuilding a table include:

* Dump and Reload Method
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Dump and Reload Method

* ALTER TABLE Method

* REPAIR TABLE Method

Dump and Reload Method

If you are rebuilding tables because a different version of MySQL cannot handle them after a binary
(in-place) upgrade or downgrade, you must use the dump-and-reload method. Dump the tables
before upgrading or downgrading using your original version of MySQL. Then reload the tables after
upgrading or downgrading.

If you use the dump-and-reload method of rebuilding tables only for the purpose of rebuilding indexes,
you can perform the dump either before or after upgrading or downgrading. Reloading still must be
done afterward.

If you need to rebuild an | nnoDB table because a CHECK TABLE operation indicates that a table
upgrade is required, use nysql dunp to create a dump file and mysql to reload the file. If the CHECK
TABLE operation indicates that there is a corruption or causes | nnoDB to fall, refer to Forcing InnoDB
Recovery for information about using the i nnodb_f or ce_r ecovery option to restart | nnoDB. To
understand the type of problem that CHECK TABLE may be encountering, refer to the | nnoDB notes in
CHECK TABLE Statement.

To rebuild a table by dumping and reloading it, use mysql dunp to create a dump file and nysql to
reload the file:

nysql dunp db_nane t1 > dunp. sql
nysql db_nane < dunp. sql

To rebuild all the tables in a single database, specify the database name without any following table
name:

nmysql dunp db_nane > dunp. sql
nysql db_nane < dunp. sql

To rebuild all tables in all databases, use the - - al | - dat abases option:

nmysql dunp --all-databases > dunp. sql
nmysql < dunp. sql

ALTER TABLE Method

To rebuild a table with ALTER TABLE, use a “null” alteration; that is, an ALTER TABLE statement that
“changes” the table to use the storage engine that it already has. For example, if t 1 is an | nnoDB
table, use this statement:

ALTER TABLE t1 ENG NE = | nnoDB;

If you are not sure which storage engine to specify in the ALTER TABLE statement, use SHOWV CREATE
TABLE to display the table definition.

REPAIR TABLE Method
The REPAI R TABLE method is only applicable to Myl SAM ARCHI VE, and CSV tables.

You can use REPAI R TABLE if the table checking operation indicates that there is a corruption or that
an upgrade is required. For example, to repair a Myl SAMtable, use this statement:

REPAI R TABLE t 1,

nysql check --repair provides command-line access to the REPAI R TABLE statement. This can
be a more convenient means of repairing tables because you can use the - - dat abases or--al | -
dat abases option to repair all tables in specific databases or all databases, respectively:
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nysql check --repair --databases db_nane ...
nysql check --repair --all-databases

10.15 Copying MySQL Databases to Another Machine

In cases where you need to transfer databases between different architectures, you can use
nysqgl dunp to create a file containing SQL statements. You can then transfer the file to the other
machine and feed it as input to the nysql client.

Use nysqgl dunp - -hel p to see what options are available.
Note

If GTIDs are in use on the server where you create the dump (gt i d_node=0N),
by default, mysql dunp includes the contents of the gt i d_execut ed setin
the dump to transfer these to the new machine. The results of this can vary
depending on the MySQL Server versions involved. Check the description for
nysql dunp' s - - set-gti d- pur ged option to find what happens with the
versions you are using, and how to change the behavior if the outcome of the
default behavior is not suitable for your situation.

The easiest (although not the fastest) way to move a database between two machines is to run the
following commands on the machine on which the database is located:

nmysql admin -h ' ot her _host name' create db_nane
nmysql dunp db_nanme | nysql -h 'other_hostname' db_nane

If you want to copy a database from a remote machine over a slow network, you can use these
commands:

nysql adm n create db_nane
nysql dunp -h 'other_hostnane' --conpress db_nane | nysql db_nane

You can also store the dump in a file, transfer the file to the target machine, and then load the file
into the database there. For example, you can dump a database to a compressed file on the source
machine like this:

nysql dunp --quick db_nane | gzip > db_nane.gz

Transfer the file containing the database contents to the target machine and run these commands
there:

nysql adm n create db_nane
gunzip < db_nane.gz | nysql db_nane

You can also use nysql dunp and nmysql i nport to transfer the database. For large tables, this is
much faster than simply using nysql dunp. In the following commands, DUVPDI R represents the full
path name of the directory you use to store the output from nysql dunp.

First, create the directory for the output files and dump the database:
nkdi r DUVPDI R

nysql dunp --tab=DUVPDI R
db_nane

Then transfer the files in the DUMPDI R directory to some corresponding directory on the target machine
and load the files into MySQL there:

nysql adm n create db_nane # create dat abase
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Copying MySQL Databases to Another Machine

cat DUWDI R/ *.sql | nysgl db_nane # create tables in database
nmysql i mport db_nane
DUWPDI R/ * . t xt # |l oad data into tables

Do not forget to copy the nysql database because that is where the grant tables are stored. You
might have to run commands as the MySQL r oot user on the new machine until you have the nmysq|l
database in place.

After you import the nysql database on the new machine, execute nysql admi n fl ush-
privil eges so that the server reloads the grant table information.
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Chapter 11 Downgrading MySQL

Notes

« Make sure you understand the release model for MySQL innovation and long-

term support (LTS) versions before you proceed with a downgrade.

« Monthly Rapid Updates (MRUs) and hotfixes also count as "releases” in the

following discussions.

« We use "8.4.x LTS" as an example for an LTS release and "8.3.0" as an

example for a bugfix release only for illustrative purposes.

The supported downgrade paths for MySQL Server are listed in Table 11.1, “Downgrade Paths for

MySQL Server” below:

Table 11.1 Downgrade Paths for MySQL Server

Downgrade Path Path Examples

Downgrade M

Within an LTS or bugfix release series 8.0.36 t0 8.0.35

8.4x+1LTSto 8.4.xLTS

in-place downg
MySQL Clone

From an LTS or bugfix release to the last LTS or 8.4x LTS to 8.0y
budfix release series

logical downgr:

From an LTS or bugfix release to an innovation 8.4xLTSt08.3.0
release after the last LTS series

logical downgr:

From an innovation release series to another one 8.3t08.2
after the last LTS series

Downgrading to MySQL 5.7 or earlier is not supported.

logical downgr:
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Chapter 12 Environment Variables

This section lists environment variables that are used directly or indirectly by MySQL. Most of these

can also be found in other places in this manual.

Options on the command line take precedence over values specified in option files and environment
variables, and values in option files take precedence over values in environment variables. In many
cases, it is preferable to use an option file instead of environment variables to modify the behavior of

MySQL. See Using Option Files.

Variable

Description

AUTHENTI CATI ON_KERBEROS_CLI ENT_LOG

Kerberos authentication logging level.

AUTHENTI CATI ON_LDAP_CLI ENT_LOG

Client-side LDAP authentication logging level.

AUTHENTI CATI ON_PAM _LOG

PAM authentication plugin debug logging settings.

cC The name of your C compiler (for running CVake).

CXX The name of your C++ compiler (for running
Chvake).

CcC The name of your C compiler (for running Cvake).

DBl _USER The default user name for Perl DBI.

DBl _TRACE Trace options for Perl DBI.

HOVE The default path for the mysql history file is
$HOWVE/ . nysql _hi story.

LD RUN_PATH Used to specify the location of

I'i bnysgl client. so.

LI BMYSQL_ENABLE CLEARTEXT_PLUG N

Enable mysqgl cl ear passwor d authentication
plugin; see Client-Side Cleartext Pluggable
Authentication.

LI BWSQL_PLUG N DI R

Directory in which to look for client plugins.

LI BWSQL_PLUG NS

Client plugins to preload.

MYSQL_DEBUG

Debug trace options when debugging.

MYSQL_GROUP_SUFFI X

Option group suffix value (like specifying - -
def aul t s- gr oup- suf fi x).

MYSQ._HI STFI LE

The path to the mysql history file. If this
variable is set, its value overrides the default for
$HOVE/ . nysql _hi story.

MYSQL_HI STI GNORE

Patterns specifying statements that mysql should
not log to $HOVE/ . mysql _hi st ory, or sysl og
if - - sysl og is given.

MYSQL_HOVE The path to the directory in which the server-
specific ny. cnf file resides.
MYSQL_HOST The default host name used by the nysql

command-line client.

MYSQL_OPENSSL_UDF_DH_BI TS_THRESHOLD

Maximum key length for
create_dh_paraneters().See MySQL
Enterprise Encryption Usage and Examples.

MYSQL_OPENSSL_UDF_DSA Bl TS_THRESHOLD

Maximum DSA key length for
create_asymmetric_priv_key(). See
MySQL Enterprise Encryption Usage and
Examples.
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Variable

Description

MYSQL_OPENSSL_UDF_RSA_BI TS_THRESHOLD

Maximum RSA key length for
create_asymretric_priv_key().See
MySQL Enterprise Encryption Usage and
Examples.

MYSQL_PS1 The command prompt to use in the nysql
command-line client.
MYSQ._PWD The default password when connecting to

nmysql d. Using this is insecure. See note following
table.

MYSQL_TCP_PORT

The default TCP/IP port number.

MYSQL_TEST_LOG N_FI LE

The name of the . myl ogi n. cnf login path file.

MYSQL_TEST_TRACE_CRASH

Whether the test protocol trace plugin crashes
clients. See note following table.

MYSQL_TEST_TRACE_DEBUG

Whether the test protocol trace plugin produces
output. See note following table.

MYSQL_UNI X_PORT

The default Unix socket file name; used for
connections to | ocal host.

MYSQLX_TCP_PORT

The X Plugin default TCP/IP port number.

MYSQLX_UNI X_PORT

The X Plugin default Unix socket file name; used
for connections to | ocal host.

NOTI FY_SOCKET

Socket used by nysql d to communicate with
systemd.

PATH

Used by the shell to find MySQL programs.

PKG_CONFI G_PATH

Location of mysql cl i ent . pc pkg- confi g file.
See note following table.

TWMPDI R The directory in which temporary files are created.

TZ This should be set to your local time zone. See
Time Zone Problems.

UMASK The user-file creation mode when creating files.
See note following table.

UVASK DI R The user-directory creation mode when creating
directories. See note following table.

USER The default user name on Windows when

connecting to nysql d.

For information about the nysql history file, see mysqgl Client Logging.

Use of MYSQL_PWD to specify a MySQL password must be considered extremely insecure and should

not be used. Some versions of ps include an option

to display the environment of running processes.

On some systems, if you set MYSQL_ PWD, your password is exposed to any other user who runs ps.
Even on systems without such a version of ps, it is unwise to assume that there are no other methods

by which users can examine process environments.

MYSQL_PWDis deprecated as of MySQL 8.3; expect

it to be removed in a future version of MySQL.

MYSQL_TEST _LOGQ N_FI LE is the path name of the login path file (the file created by
nmysqgl _confi g_editor). If not set, the default value is %APPDATA% MySQL\ . nyl ogi n. cnf
directory on Windows and $HOVE/ . nyl ogi n. cnf on non-Windows systems. See

mysql_config_editor — MySQL Configuration Utility.
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The MYSQL_TEST_TRACE DEBUGand MYSQL_TEST_ TRACE CRASH variables control the test protocol
trace client plugin, if MySQL is built with that plugin enabled. For more information, see Using the Test
Protocol Trace Plugin.

The default UMASK and UVASK DI Rvalues are 0640 and 0750, respectively. MySQL assumes that the
value for UVASK or UMASK DI Ris in octal if it starts with a zero. For example, setting UMASK=0600 is
equivalent to UMASK=384 because 0600 octal is 384 decimal.

The UVASK and UVASK DI R variables, despite their names, are used as modes, not masks:

» If UVASK is set, mysql d uses ($UVASK | 0600) as the mode for file creation, so that newly
created files have a mode in the range from 0600 to 0666 (all values octal).

» If UMASK DI Ris set, nysql d uses ($UMASK DI R | 0700) as the base mode for directory
creation, which then is AND-ed with ~( ~$UMASK & 0666) , so that newly created directories have
a mode in the range from 0700 to 0777 (all values octal). The AND operation may remove read and
write permissions from the directory mode, but not execute permissions.

See also Problems with File Permissions.

It may be necessary to set PKG_CONFI G_PATH if you use pkg- conf i g for building MySQL programs.
See Building C API Client Programs Using pkg-config.
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Chapter 13 Perl Installation Notes
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The Perl DBI module provides a generic interface for database access. You can write a DBl script
that works with many different database engines without change. To use DBI , you must install the DBI
module, as well as a DataBase Driver (DBD) module for each type of database server you want to
access. For MySQL, this driver is the DBD: : mysgl module.

Note

Perl support is not included with MySQL distributions. You can obtain the
necessary modules from http://search.cpan.org for Unix, or by using the
ActiveState ppmprogram on Windows. The following sections describe how to
do this.

The DBI /DBD interface requires Perl 5.6.0, and 5.6.1 or later is preferred. DBI does not work if you
have an older version of Perl. You should use DBD: : mysql 4.009 or higher. Although earlier versions
are available, they do not support the full functionality of MySQL 8.3.

13.1 Installing Perl on Unix

MySQL Perl support requires that you have installed MySQL client programming support (libraries and
header files). Most installation methods install the necessary files. If you install MySQL from RPM files
on Linux, be sure to install the developer RPM as well. The client programs are in the client RPM, but

client programming support is in the developer RPM.

The files you need for Perl support can be obtained from the CPAN (Comprehensive Perl Archive
Network) at http://search.cpan.org.

The easiest way to install Perl modules on Unix is to use the CPAN module. For example:

$> perl -MCPAN -e shell
cpan> install DBI
cpan> install DBD:: nmysql

The DBD: : nysqgl installation runs a number of tests. These tests attempt to connect to the local
MySQL server using the default user name and password. (The default user name is your login name
on Unix, and ODBC on Windows. The default password is “no password.”) If you cannot connect to
the server with those values (for example, if your account has a password), the tests fail. You can use
force install DBD::mysql toignore the failed tests.

DBI requires the Dat a: : Dunper module. It may be installed; if not, you should install it before
installing DBI .

It is also possible to download the module distributions in the form of compressed t ar archives and
build the modules manually. For example, to unpack and build a DBI distribution, use a procedure such
as this:

1. Unpack the distribution into the current directory:

$> gunzip < DBI-VERSION.tar.gz | tar xvf -

This command creates a directory named DBI - VERSI ON.

191


http://search.cpan.org
http://search.cpan.org

Installing ActiveState Perl on Windows

2. Change location into the top-level directory of the unpacked distribution:

$> cd DBl - VERSI ON

3. Build the distribution and compile everything:

$> perl Makefile.PL
$> make

$> make test

$> make instal

The nake test command is important because it verifies that the module is working. Note that when
you run that command during the DBD: : nysql installation to exercise the interface code, the MySQL
server must be running or the test fails.

It is a good idea to rebuild and reinstall the DBD: : nmysql distribution whenever you install a new
release of MySQL. This ensures that the latest versions of the MySQL client libraries are installed
correctly.

If you do not have access rights to install Perl modules in the system directory or if you want to install
local Perl modules, the following reference may be useful: http://learn.perl.org/fag/perlfaq8.html#How-
do-I-keep-my-own-module-library-directory-

13.2 Installing ActiveState Perl on Windows

On Windows, you should do the following to install the MySQL DBD module with ActiveState Perl:
1. Get ActiveState Perl from http://www.activestate.com/Products/ActivePerl/ and install it.
2. Open a console window.
3. If necessary, set the HTTP_pr oxy variable. For example, you might try a setting like this:
C.\> set HITP_proxy=mny. proxy.com 3128
4. Start the PPM program:
C.\> C\perl\bin\ppmp
5. If you have not previously done so, install DBI :
ppn> install DB
6. If this succeeds, run the following command:
ppn® install DBD- nysq
This procedure should work with ActiveState Perl 5.6 or higher.

If you cannot get the procedure to work, you should install the ODBC driver instead and connect to the
MySQL server through ODBC:

use DBI
$dbh= DBI - >connect (" DBl : ODBC: $dsn", $user, $password) ||
die "Got error $DBI::errstr when connecting to $dsn\n"

13.3 Problems Using the Perl DBI/DBD Interface

If Perl reports that it cannot find the . . / mysql / nysql . so module, the problem is probably that Perl
cannot locate the | i brmysql cl i ent . so shared library. You should be able to fix this problem by one
of the following methods:

» Copylibnysqgl client. so tothe directory where your other shared libraries are located (probably
lusr/libor/lib).
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Problems Using the Perl DBI/DBD Interface

» Modify the - L options used to compile DBD: : nmysql to reflect the actual location of
['ibnysqglclient. so.

» On Linux, you can add the path name of the directory where | i bnysql cl i ent . so is located to the
[etc/ld.so.conf file.

*  Add the path name of the directory where | i brysqgl cl i ent . so is located to the LD RUN_PATH
environment variable. Some systems use LD LI BRARY_PATH instead.

Note that you may also need to modify the - L options if there are other libraries that the linker fails to
find. For example, if the linker cannot find | i bc because itisin/ | i b and the link command specifies -
L/ usr/1ib, changethe-L optionto-L/1iboradd-L/Iib tothe existing link command.

If you get the following errors from DBD: : nmysql , you are probably using gcc (or using an old binary
compiled with gcc):

/usr/bin/perl: can't resolve synbol '__ noddi 3'
/usr/bin/perl: can't resolve synbol '__divdi 3
Add - L/usr/lib/gcc-lib/... -Igcc tothe link command when the nysql . so library gets built

(check the output from nake for nysql . so when you compile the Perl client). The - L option should
specify the path name of the directory where | i bgcc. a is located on your system.

Another cause of this problem may be that Perl and MySQL are not both compiled with gcc. In this
case, you can solve the mismatch by compiling both with gcc.
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