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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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(51 mysql)
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274 IV AT L

groupadd mysql
useradd -g mysql mysql
chown -R root:mysql SMYSQL HOME

chmod 750 $MYSQL HOME
chown -R mysql:mysql $MYSQL HOME/data
chmod 700 $MYSQL HOME/data

NOTE: 7274/)LbD AT H AFKIFSMYSQL HOME/data
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» MySQLY—/\I& ‘root’ —H LI} CHE &S
— T 74 ILETlE root! A— TOREENFA]
—‘mysql 1—HELTRENT BIE S --user=mysq|
—MySQLY —/\DEEF L —HFOSETRELULEDHERCTF7ANILRATLDT It

AFFRIE 5 Z1EWNCE

— 7AW AT LEDT7A JAREIZIEXFILEAER DL

« TIAIWITREHERYNT—IA 2 3—T1—R%E
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MySQLtzF¥ ') T4 =

MySQL
Linux / LDAP
Windows AD
NARZ L

SSL/TLS
NE
HA
TURIESR

HEREHE
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Authg;ngtl_li:c)ation 0 izati DB& AT THR

Ja¥va—4%

Security

Firewall & JAavy
Auditing

(F747 %’i
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Authentication

Foaall)

Authorization

& A )

MySQL Security En(cHQIEi)on
B

Firewall

(F7AT24—IL)

Auditing
(B2 E)
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- EEHEER (T —FIX—XLKIZEHT HIER)
o T—ARAR—IXMER (RF:—TOT—RIZEHT HHER)
c YA FHIRE LUAT I NMERR
o A—HHERIZIN A IS ZHIE D H DL V13
— T—AR—ZADER. ZEH LUVHI
~T—TJILDER. EEHLIUVHIR
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— INSERT, SELECT, UPDATE, DELETE D &SQLX D EST
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MySQLD 1—HF7hHO Uk
A—H 4 LERTRANDEAEHE

CREATE USERX TaA—HZ1ERK

A—YF7hHokE., 'username’ @ host’ i =

R ITRARDIEE
RARBFEILIPTRLAR
wEIAILEh—reLTRmTRE g WATE
YTV TOIRELARE RAR% : PCO1 RARE : PCO2

' : —H4& - tt —H 4L tt

mysqgl> CREATE USER 'scott'@'localhost' IDENTIFIED BY 'tiger';
mysql> CREATE USER 'scott'@'PC%' IDENTIFIED BY 'tiger’;
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MySQL®D 1L —H —

ThoOoUrEEBT—TIL

MySQLT —ZR—ZXHNDuserT—IIILICTA—HT7hHO U IR
RANNEGASGEEIERTHOUEETES

Fl—a1—9 & THLERTT

GTID _S551L_USER
admin

ract
audited_user
GTID _USER

sec passwurd

1-H-%
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|
|
|
I
|
I
|
_i_

lacalhost
centos(l
192.168.56.%
%
192.168.56.%

*AQ1ECFBE1191DDE4/13F 2B6F 5A6CD5SDODOD5SDC3S
*AJA1ECFBE1191DDE4713F 2B6F 5A6CD5DODOD5DCIS
*84AEQ1CEQ5DAASDAQ2F 658041 290FEECF1BEE3D2
*AJA1ECFBE1191DDE4713F 2B6F 5A6CD5DODOD5DCIS
*AA1ECFBE1191DDE4713F 2B6F 5A6CD5DODOD5SDC3S

192.168.56.0/255.255.255.0 | *CED32AC7E202DBCO858COESY35348E7ED3ENS3D4

192.168.56.%
192 168.56.%

*A41ECFBE1191DDE4713F2B6F 5A6CD5DODODSDCIS
*6FDB527/4DEQFC54EDCE81BD5S309DEBEI3CF /39048

e Hos /P
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~MySQL 5.6x

REIET A EDHEIBR
[Drop the Extra Roots] root@localhost [mysql]>DROP USER root@'127.0.0.1', root@"::1';

aot@localhost [mysql]>SELECT user, host,plugin,password,passward_expired FROM mysqgl.user;
—————————————— e S E
i password

lacalhost *A41ECFRE1191DDE471 3F2B6FSABCDS DODODSDC 35

centosOl *AA1ECFRET191DDEA/1 3EZR6ESABCDS DONONS K 35

127.0.0.1

e |

% mysql_native_password | *A41ECFBE1191DDE4713F 2B6FSA6CDSDODADSDC 35

192.168.56.% mysql_native_password | *A41ECFBE1191DDE4713F2B6F5A6CDSD0D0D5DC3S
audited_user | 192.168.56.0/255.255.255.0 | mysql_native_password | *CED32AC7EZ02DBCO858C9EB935348E7ED3E083D4
GIID_USER 192.168.56.% mysql_native_password | *A41ECFBE1191DDE4713F2B6F5A6CD5D0D0D5SDC3S

8 rows in set {0.00 sec)

oot@localhost [mysql]>DROP USER root@'127.0.0.17, root@'::1°;
Query 0K, 0 rows affected (0.01 sec)

aot@localhost [mysql]>SELECT user,host,plugin,password,password_expired FROM mysql.user;

| Tocalhost *A41ECFRE1191DDE471 3F 2R6F SAGCDSDODODSDC 35
| centos01 *A41ECFRE1191DDE471 3F2B6FSABCDS DODODS D35
| % mysql_native_password | *A41ECFBE1191DDE4713F2RE6F5A6CD5D0D0D5SDC3S
| 192.168.56.% mysql_native_password | *A41ECFBE1191DDE4713F2R6F5A6CD5D0DODSDC3S
audited_user | 192.168.56.0/255.255.255.0 | mysql_native_password | *CED32AC/E202DBCO858COE8935348E7ED3E083D4
GTID_USER | 192.168.56.% mysql_native_password | *A41ECFBE1191DDE4713F2B6F5SAGCD5DODODSDC3S

rows in set (0.00 sec)

ORACLE’
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MySQLD T HE i) 1 —H E 18 5L [FEHELE]

LBID/N—D30 TOA—YEMTTE (5.0KE)
[(IRFEIFHEINTULVELAE]

mysqgl> INSERT INTO mysql.user(...) VALUES (...);

mysql> FLUSH PRIVILEGES;

usersT— 7 ILEET mysql7_'\\ —RZIR—X (X T 5
DMLTO EHFHEEITHEINTLVELY
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MySQL EREEA KA TS ay
cEINUDEREEAR (TIA4ILE)
—userT—ILIZA—FTF7HOURE/INRT—RE 14K
* X.509
—SATUNERE(IZTH—/ A REE
* MySQLRA T4, SHA 256/ SR —K TS5 (>

— R ATAT DSHALIN TSI A2 TP SHA-256 [Z&B/ w1 hEIR Al §E

* MySQL Enterprise Authentication

— Microsoft Active Directory
— Linux PAMs (Pluggable Authentication Modules)
* LDAPAZE %*ﬂ'{’—h

jJZQ'L\ I:I'Ln\
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MySQL Enterprise Authentication

* PAM (Pluggable Authentication Modules)
—NERDEEEE R T LZEF| A
— EERE A 2B —T T —X (Unix, LDAP)
* Windows
—WindowsD A T4 H—E X% F|H
— Windows 5 A U BFIZEREEFE A D [FER % FI| FH AT 8E (Windows Active Directory)

* Pluggable Authentication API

ORACLE’
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Authentication APIZFIFALT=-55 1>

- JoeDEHIL" @' %.foobar.com'[ZTvEV Y an b

- "@'%.foobar.com'Z{E>TTST A THREETTS

« IS5 1M Joe%E clerks'@'%.foobar.com'éL T7Z O REHE S

users table @@proxy_user clerks@%.foobar.com
i
N

£ 0
@%.foobar.com  cyrrent user()
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INAT)—RK
MySQL 5.6F CD/NAT—KFDZEHE (L

mysqgl> SET PASSWORD [FOR user] = PASSWORD ('some password’) ;

SETAY R TH/INAT—FZEREI[EMySQL 5.7 TILIEHELE
MySQL 5.7 TIZ T &2
mysqgl> ALTER USER user IDENTIFIED BY 'auth string';

E:4AZTINNRT—FD /Ny b AREE
BV SRT—RN\y2 kDRI AN ELIG S (E--old-passwordsA 73> Fl| F
MySQL 5.7 TIXHULWNRT—Fk /v afblFIEHHR—F

ORACLE’
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MySQL Security
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MySQLHE R & IH
c BERMIZFTVY

—EXTE
— 31—
— R B L UHEF
cBEEBLEA—DRAF
—~Who - EDEIFIREZTITOTENEESNTLNSD M
—What - [z &R 5B EINTLNAD D
—When - EEESNTULVZEWNRAAZI T TORIBHELD
—Where - EDRAMNGEFEINOZENEESNTHSDH

* MySQLTIIHERIZHIBEITOI-HDEREZTT VT ILIZFIE
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Grant/Revoke

- EENEZE T H2MZT (X
—T—=JIENS L T—3S B/ EE
— T —RAR—X:USE <dbname>E 1T
—FO—/\NLIERR ENRT—F R

http://dev.mysgl.com/doc/refman/5.6/ja/privilege-changes.html

ORACLE’
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A 0O—/\)LIER

* SUPER

— CHANGE MASTER, KILL, PURGE MASTER LOGS, SET GLOBAL

* SHUTDOWN
* RELOAD
* PROCESS

— SHOW ENGINE INNODB STATUSD E{TIZH N E

* FILE
* ALL
* WITH GRANT OPTION

ORACLE’

Copyright © 2015, Oracle and/or its affiliates. All rights reserved.

Global Privileges

[l ALTER

[[] ALTER ROUTINE
[l cREATE

[C] CREATE ROUTINE
[C] CREATE TABLESPACE
[[] CREATE TEMPORARY TABLES
] CREATEUSER

[C] CREATEVIEW

[] DELETE

[l prop

[l EVENT

[ ExECUTE

[ FiE

[C] GRANTOPTION

] mNDEX

[l INSERT

[l Lock TABLES

] PrOCESS

[C] REFERENCES

[[] RELOAD

[[] REPLICATION CLIENT
[[] REPLICATION SLAVE
[[] seLecT

[[] sHOW DATABASES
] sHow VIEW

[ sHUTDOWN

[[] super

[[] TRIGGER

] uPDATE

31




FTHESN TSR DR
1—FITH SN TORIERDHEBITR

mysql> SHOW GRANTS [FOR user]

http://dev.mysgl.com/doc/refman/5.6/ja/show-grants.htmi
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FIAT2)Y—ADOHIR

* MAX QUERIES PER HOUR
- MAX UPDATES PER HOUR
- MAX CONNECTIONS PER HOUR
* MAX USER CONNECTIONS

http://dev.mysgl.com/doc/refman/5.6/ja/user-resources.html

http://dev.mysgl.com/doc/refman/5.6/ja/grant.html

ORACLE’
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MySQLTDREF

* SSL/TLS BF= 1k * MySQL Enterprise Encryption
—MySQLYZA T /P —7\[E — EXF G S/1ES
~-LF)r—230: RRA—/AL—T ] ~ NERABEMEREDER

- T—AREE1L —tyia v EE#

—~AES BE S /185 - TURIES

* MySQL Enterprise Backup
—~AESEE /S

ORACLE’
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SSL/TLS

R R F

—MySQLI SA 7 /Y —7\]

LIV —30: RRA—/AL—TM
» MySQLTII R EDIESE A AT EE

— X509 {ZEE XYL DIdentity Verification (7 AT T4 T4 DIREL)
« WEESSLEEBAZE R —T 71 ILDIETE

- {EF8 TZ5HCA (Certificate Authorities / Z25EB) = F| Al &
* CRL (Certificate Revocation List / SEBAZE L3 A k) Yik—
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SSL Trust Levels

IHAT T

(--skip-ssl) (--skip-ssl)

CA key pair v
key pair ESEC%UIRE v
ovpar TR
--verify-

key pair
server-cert yp

ORACLE’
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SSLIZEH9 S1EPR
« ¥E[R T 5. B5[ZREQUIRE SSLZ FI| FA A gE

— REQUIRE
— REQUIRE
— REQUIRE
— REQUIRE
— REQUIRE
— REQUIRE

ORACLE’

NONE

SSL

X509

ISSUER 'issuer'
SUBJECT 'subject'
CIPHER 'cipher’

http://dev.mysqgl.com/doc/refman/5.6/ja/ssl-connections.html

Copyright © 2015, Oracle and/or its affiliates. All rights reserved.
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SSLIZEH9 &1EPR

GRANT ALL PRIVILEGES ON test.* TO 'root'@'localhost'
IDENTIFIED BY 'goodsecret'
REQUIRE SUBJECT '/C=EE/ST=Some-State/L=Tallinn/
O=MySQL demo client certificate/
CN=Tonu Samuel/Email=tonu@example.com'’

AND ISSUER '/C=FI/ST=Some-State/L=Helsinki/
O=MySQL Finland AB/CN=Tonu Samuel/Email=tonu@example.com'
AND CIPHER 'EDH-RSA-DES-CBC3-SHA';

Copyright © 2015, Oracle and/or its affiliates. All rights reserved. |



MySQL Enterprise Encryption

» MySQLD g5 1L B2k
— AES256[Z KA X FRIE S (Z£EditiontL @)
—NEBEAX / IENFEES AR - RSARE =

- BB L EE 0

~NEHARELUMEZEREDER é.
—BOXRBEAR:DH (TA71— " NILIUERR)

« B E KUVHEELESign and verify data functions
—TORINELZDESIE/ Ny 2 REEE LU/ T—32 —RSA, DSA

T

ORACLE’
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MySQL Enterprise Encryption
MysaQLY—/\NTHES{E/ES1E

% a—

=

- IF"E‘":
—Q ,\m}[ }[

E51t
b 727 o

]—»

WER/ 2AFRBORT

- MySQL Enterprise Encryption D B #I TH Rk

SV ERTH Ak (51: OpensSSL)

ORACLE’
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MySQL Enterprise Encryption
77 ChEB{E/MysQLTES L

TV r—3y

o "k

ORACLE’
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MySQL Enterprise Encryption
77 CHEE1E/MySQLTHE#/7 T TES 1t

T r—ay

FIVs—ay

o "k

.
(o ES1

J

ORACLE’
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MySQL Enterprise Encryption
Oracle Key Vault [CTBZAER (X=X B TERK)

F7I)r—ay

° %%HJ
ﬁﬁﬁj
L v Oracle Key Vault
- Oracle Key VaultIZTEEZ1/ER & BIE
- S EBTH R (f5: OpenSSL)

ORACLE’
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MySQLtEFa!) Tt &

Authentication
(FRELE)

Authorization

& Al )

MySQL Security En(claglgi)on
B

Firewall
(F7AT724—IL)

Auditing
HE)
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T—AN—=R IT7A4T7 04—

- SQLA T a: WebT7 T r— a0 sxBH DT
—77%MDWeblZ 5514
— 8 1FITR R Es T4

* MySQL Enterprise Firewall
~SQALXDETENTILEALTE=ZR)VY
—TRTAR) AMZEDLLNIIL—)L 1% BRI & /L
—RYV—IZERT BT a EREIFRIET IOy )

ORACLE’
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MySQL Enterprise Firewall

cSQLA oz a R T IVAALTRE
~ROTA4T X )T ETIL. BTSNV T ) —Z ML TRIANI ARG
c T r—3 0 IBEFE LTHRIAMN) AN EEER
—A—H—&IZ, SQLET/\F— %L TEEMNIZRT AN R ERL
s RELETHIRARETAYY
—IR)—ITERT BT E g 1F =X TJoyy )
125 18 H]
— TN —a FERTLHNEREL

I
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MySQL Enterprise Firewall
c IRDARJRRERAL=SQLI oz I 3053

AT

(9] b ...I Select *.* from employee where 1d=22 “ Allow
Select *.* from cmployece whera 1dw22 or 1=1
Applications White List 9% Block .
AN
A Detect & Alert My"\ 0l
Intrusion Detection e

c RS —IZERT BT O avFE B IFE=IEIT7Ooys )
- O (250 8% & F&EF

ORACLE’
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MySQLEH ) To =

MySQL Security

ORACLE’

Authentication
B

Authorization

()

Encryption
(FF5)

Firewall

(F7AT7I4—IL)
Auditing

(BEE)
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F—AR—REE

- tﬂh'J-‘Mafsotzﬁ:ly?%»r?yxmf:&)m%"*
—FIPS, HIPAA, PCI-DSS, SOX, DISA STIG, ...

* MySQLDE LMD
4= L i b m b

* MySQL Enterprise Audit
-ao# . o1 — @'Ia*&’é A TIEE

— IR —FERERRE: D4ILRY S O O0—7— 3>

—E)JE’JI:EQE’&%E_IHEAudﬂ'&iﬁl H—/NOBEFHNTE
—Oracle Audit VaultX{ it

ORACLE’
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MySQL Enterprise Audit

3.Joe DiFEHmEEITLI=sQLZ O T ZEE 8%

<?xml wersion="1.0" encoding="UTF-8" 2>

mysgl> INSTALL PLUGIN audit_log SONAME 'audit_leg.so'; <AUDIT>

my#cl> SHOW VARIABLES LIKE 'audit_log%':
P

+
| audit_ log buffer size | 1048576 |
| audit log connection policy | ALL |
| audit log current session | OFF |
| audit log_exclude_ accounts | |
| audit log file | audic.log |
| audit log flush | OFF |
| audit log formatc | NEW |
| audit_log_include_ accounts | |
| audit log policy | ALL |
| audit log rotate_on size | © |
| audit log_statement_policy | ALL |
| audit log strategy | ASYNCHRCNCUS |

1. DBADSAudit TS5 9 4 & BHIL

mysql> SELECT * FROM joes _table;

fmm o 4
| FIRST NBME | LAST NAME |
S A — +
| Joe | User |
o ——————— e +

2. 1—4 Joe AMERKLSQLEZET

ORACLE’

<AUDIT RECORD
TIMESTAMP="201Z2-08-02T14:52:12"
NAME="Audit"
SERVER ID="1"
YERSION="1"
STERTUP_OPTIONS=“——port=3306"
OS_VERSION="1686—L1HUX“
MYSQL VERSION="5.5.28-debug-log"/>
<AUDIT RECORD
TIMESTAMP="201Z2-08-02T14:52:41"
NAME="Connect"
CONNECTION_ID="1“
STATUS="0"
USER="7o0e"
PRIV USER="root”

shell> mysgl -h joeshost -u jos -p ng LOCTH=""
Enter password: *tksddss MySQL- -

PROXY USER=""
HOST="SERVERL"
Ip="127.0.0.1"
DE="Joes db"/=
<AUDIT RECORD
TIMESTAMP="2012-08-02T14:53:45"
NAME="gQuery"
CONWECTION ID="1"

STATUS="0"
SOLTEXT=“SELECT * FROM joes_table:“f>
</AUDIT>
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MySQLD EF 1T 1581L K

* mysql_secure_installation
« MySQLZ & IZE&FThRI
* MySQL Installer for Windows
* Yum/Apt LRI K

« TJFATIA—I

- BEF/EOY

o« XYRNT—OT70EADFIR
- EHEADER

© ROBETHOUEDEIBR
- XIERDERT S
« A—HLERDERE

o BALIINRT—RRYS —
IVANT R =)
« NRAD—FRIREETZT 14>

s X ATLHEHEDOI-OHD
SSL/TLS

« T—AHBES1L (AES, RSA)

« INYOTYITDER
« I\YITYTDIEE1E

ORACLE’
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MySQL 5.7 Linux /\vs— -t X2 ) T4 HEDH R

* testT—AR—XDHIF s eI =TLS#ERZ 1T
- MAIA—TDEREEE * T—=ADAVIR—NTIRR—FR
 root A—HFFA—HILHKRFDH 927;;%'/’7 M)Ea A VISR
e
EBAENIBEENATESL | o5 cin—y L0 eh
BB SSL/RSA SEBRE /F — % e L. O A HMEGE EERE
« EE: SFBRE/F—M\E TN ISHE BB 2 s T—RADAVIR—IITHORAKR—FD
* CE: FT2—T4') T4 mysqgl_ssl rsa_setup T 7% )‘)]'“3 b\jﬁlé'~
* SSLEEFAZE /X —Z2EHFRKRH — secure-file-priv fEZNULLIZ

ZREODEX ) T4EYNT YT DR TV TEMySQL Installer for Windows|Z1B0

ORACLE’
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MySQLDtF ) Ta5R1ER: 1 A—JL

* MySQL_Secure_Installation / MySQL Installer for Windows
—root 7 AU M5 171G/ NA T —FZ 5% E
— O—AHILRR RSN DS T Yt XA EE% root 7 h ™ 2 b HIlBR
~-|AA—HTHOUMEHIRR
—testT—AN—RXZHI R
c WML —HEEHETHDI—T ST IEAARE
* MySQLZ & | ZE T hi =
— LR — YUM/APT/SUSE
— MySQL Installer for Windows

ORACLE’
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mysql_secure_installationZ #|.

ILI=AET7HO IR

root@Centos03 mysql [# ./bin/mysql_secure_installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySOL
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MySQL to secure it, we'11 need the current
password for the root user. If you've just installed MySQL, and
you haven't set the root password yet, the password will be blank,
50 you should just press enter here.

o0t AT AT I
RRIET IO EDHEIER
rootD')E—rAG A2 F 1]

testT —IRN—X D HIIFFR

By default, a MySQL installation has an anonymous user, allowing anyone
to log inte MySQL without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving inte a
production emvironment.

Remove anonymous users? [Y/n] Y

mysql> show databases;

| Database

| information_schema |

| mysql |
| performance_schema |

| root | localhost | *A41ECFBE1191DDEA713F2R6FSAGCD3DODODSDC3S |
| root | 127.0.0.1 | *A41ECFBE1191DDEA713F2R6FSAGCD3DODODSDC3S |
“*A41ECFBE1191DDEA713F2B6F SAGCD3D0DODSDC3S |

. Success!

®
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http://dev.mysql.com/doc/refman/5.6/en/mysql-secure-installation.html
http://dev.mysql.com/doc/refman/5.6/en/mysql-secure-installation.html
http://dev.mysql.com/doc/refman/5.6/en/mysql-secure-installation.html

% 7 : mysql secure installation

* MySQL 5.6ZrpmTA 2 AR—)LLT=15& . rootD/NAT—F (X BERIIC
BESN, RTEEIDIDLENH D,
— INATJ—FKI[& SHOME/. mysql_secret Z7AJLIZEEEH N TLVS
— INAT—FRZZER T HFETlEroot 1 —H TREETTEAL
» MySQL 5.6M 155 . mysqgl_install_db [Z--random-password D\ $§7E CT=.
DBIERLREFICEHE TLUTDIEEEZEITHIEE
—rootA—HIZTUF LIG/INRT—R%E&TE
c NRAT—FDFEEIT7AIL INAT—FZEE T HFTOEREFIRIEX L LR
— anonymous1—H & Hll &

ORACLE’
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YIMNDITPEH - T —IN—XABXVOSDATFUR
s XA TAERERT H=OICIE, BIZosE KUMysaLIZ
RI/\VFEEHIT L ENKRDOLNS
~-BEgZFERKOoNLGIZELHY ., EFHFTEO TRIANE
* MySQLL ) —2a R AL TELERBEZR/DRICINA S I XL
—EFEICEFHZITO
e RAMNTSHOTARELTIZFAL—THhSEIZEH
—MySQL 5.6 L LTl GTIDR—RDL T r—a Y R—k
s JBRICEFHETOZEN LY T ILIZHEE
c OSRUAANABEL-EFXF2UTAHARSAUESE(C

— 15']: http://www.oracle.com/technetwork/articles/servers-storage-admin/tips-harden-oracle-linux-1695888.html
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MySQLD 2 !) T5HIER: S 7E

* SQLEITPEMGDER s H—INHDE—HLIT7ALILAD
— MySQL Enterprise AuditF| R T Ot AEEMNIE
_E-lI—Ic— 05 EE S — LOAD DATA LOCAL INFILEZZEZN1E
—EICERERE : I\/IySQL’&f77J')l/I~&(i

 JE—FTHEREL/HIE EEHTCP/IPFR—FTE,
—O—A)ILDHDBEIL - MySQL@%EUZ77ET(T%

“skip-networking” * OSOMySQLA—H DIERRZHIH

Z£71-13 bind-address=127.0.0.1 o
CE—RTEARGSE A | | SecureauthE /RIS

RARERIXIPZRL RZHIR —HWNART—FN\v 1 DEHRZTIES
. root1—HLZELTE ~5.7MLIXRFBRDFEDT TAILHC

ORACLE’



MySQLD Fx ) Ta581ER: RARTS9T4X

INT AR

secure_file_priv

HEZR{E

e

F—ANOO—REATILIN  BEOBHHSOHT—ROO—REHH,

MySQLIZOSD ¥k R IEZIGATIZ T V2 R EH 7L

symbolic_links

Boolean — NO

TJ7AI AT LDEF1T7 TIEEWNTALOR)
ANDYFALIRERC

general-log Boolean — OFF T I\YT BEFZDHONIZ

log-raw T 74 JLME - OFF T I\ T BFIZDHONIZ

skip-networking ON O—AIIT I ADHDIGE LI ERH L D T
Z71=[Z bind-address 127.0.0.1 =J0Owvy

SSLA T3y

EZH®IC

PRI —ODEESEEE

ORACLE’

Copyright © 2015, Oracle and/or its affiliates. All rights reserved. |

59



==J1-l:ﬁ:1)

I7AIL AT L (Secure_file_privD EXE

LOAD_FILE() B %#5 & TF LOAD DATA &S KT, SELECT ... INTO OUTFILESX AT
JEARRIGETALIN) & BRELI=T/4LIRIICRE
FERDOTALINIZEER

mys;qlé'* TALON) DA —F—IZEKTE
my.cnf® [mysqgld] o3/ secure_file_priv "z 180
mysqlz Bt Bf

[root@GAOL mysql_share]# cat /etc/my cnf | grep secure_file
secure_file_priv = /home/mysq1/mysql_share
[root@GAOL mysql_share]# /etc/1n1t d/mysql.server restart

admin@192.168.56.201 [(none)]> SELECT @G@global.secure_file_priv;
| @@global.secure_file_priv |

shutting down MysQL.. SUCCESS! | /home/mysql/mysql_share/ |

Starting MysqL. SUCCESS!
[root@GAOL mysql_share]#

ORACLE’

1 row in set (0.00 sec)

adm1n@192 168 56 201 [(none)]> SELECT LOAD FILE( /etc/passwd )\G
1. row ’ FEE

LOAD FILE( /etc/passwd ) NULL

1 row in set (0.01 sec)
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Account Management (File_privd) 5% €

Since: MySQL 5.0.38~
=JL ==

AVA—ILERDEZE:0SLDITF7AIADT IERA%EHIR

HRADTALIMN)ZER
mysql&e T AL IR DA —F—ITERTE

mysqlz B

admin@192.168.56.201 [mysql]l> SELECT @@global.secure_file_priv;

(| @@global.secure_file_priv |

1 row in set (0.00 sec)

adm1n@192 168 56 201 [mysq1]> SELECT LOAD FILE( /etc/passwd )\G
# 1. row ° *7
LOAD_FILE( fetc!passwd ): root:x:0: 0 root.froot.fb1n/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon: x:2:2:daemon: /sbin:/shin/nologin
adm:x:3:4:adm: /var/adm: /shin/nologin
Tp:x:4:7:1p:/var/spool/lpd: /sbin/nologin
SEnc:x:5:0:sync:/sbin:/binfsync
shutdown:x:6:0:shutdown:/sbin: /shin/shutdown
halt:x:7:0:halt:/shin:/shin/halt
mail:x:8:12:mail:/var/spool/mail:/shin/nologin
operator:x:11:0:operator:/root:/shin/nologin

ORACLE’

my. cnf@[my%Id]tO/EI/(_ secure_file_priv "Z31B/0

[root@GAOl mysql_share]# cat /etc/my.cnf | grep secure_file
_priv = /home/mysq1/mysq]_share
[ro0t@GAOL mysql_share]# /etc/1n1t d/mysql.server restart
shutting down MySQL.. SUCCESS! s
SIE12]

Starting MysQL. SUCCESS! [

[root@GAOL mysql_share]#

admin@192.168.56.201 [(none)]> SELECT @@global.secure_file_priv;
| @@global.secure_file_priv |

| /home/mysql/mysql_share/

1 row 1n set (0.00 sec)

adm1n@192 168 56 201 [(none)]> SELECT LOAD FILE( /etc/passwd )\G
=% ey 1 row Tdd TSy

LOAD_FILE( /etc/passwd ): NULL

1 row in set (0.01 sec)
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MySQLD X Ta58{ER: /INRT—FR1) o —
« B NTIE/NRAT—RR) o —D 58
s INAT—FK/\wi,a
c INAT—FDER
c INAT—RREET ST 14>
| 2
— BOAVR—R RSN ISAT—RRY) L —% 5| EHE
— LDAP, Windows Active Directory, %5 &

¢ 1EJ o LTL\@L\Tjjrbyl\éjl:“\;}k)]':
—TFhoor®avY (MySQL 5.7)
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Since: MySQL 5.6.6~
Account Management (Password Validation Plugin)

AVA—ILEBRDEER  NRAT—FRYS—DA X —)L
ERTFORALHRHT D, XFRENKFLLIZT S BEDE—T—FE/SRT—RIHEETEHS B, EVN oI H T B
[mysgl]> install plugin validate password soname 'validate password.so';

iroot@localhost [mysql]>SHOW VARIABLES LIKE 'validate_password%';

e o +
Vartable_name | value |

- +

validate_password_dictionary_file | /usr/local/mysql/data/band_dictionary.txt |
validate_password_length

I
validate_password_mixed_case_count |
validate_passward_number_count |
validate_password_policy | STRONG |
valtdate_password_special_char_count | 1 |

I6 rows in set (0.00 sec wj)....g.jc"?:u?‘ 'J\\\I:_Fo)a":ﬁ:?*ljlﬁ%':ﬁﬁiﬁw
T NGCENTOS0L IS perror 1810: XFIENRAT—FELTIEFE )% % . ERROR 1819 THEE SIS,

MySQL error code 1819 (ER_NOT_VALID_PASSWORD): Your password does not satisfy the current policy requirements
[admin@Cent0s0l ~]%

ORACLE’
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MySQLDtFa!) To5R1E%R: FEF 1k

fEEibcSni-@ELTE

* SSL/TLSIC K DBEDRES1L

* X.509IZ KB ERIDEM - 1 —F//NXT—K, ZDDEEE
—DSAT DRI ZHEEIZ - ST HIEFEE

» TER—RABLUT TN T —2aV LRV TERT—HZESL

s T—EAR—REET TV r—av DERTT —2E2T RV /ELAIL
—{@AID, ZLybkh—K, ...

- NEARIIT TV —a  TOBSEOHAFIAT A EFEET
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MySQLD EF2!) T4581ER: NV I T V7T

c INYOTYTIFEDRAEMNOELEE
~-WELFEFRZDOIVANTIZFIA
— DY —IN~NDBITPIAITL— 3 EE
~-EBDOHITIZFA

« FEAMIIZ/ NV O T T

c INVOTYTDEIFR

c INVITY T T—RDIEE1E

ORACLE’



77V r—2a  BEXOREEER - NANTSUT4R

e TIN5 —29) - A—HLZ/INAT—RIGEEREFFESHROEE T &/ E
—FYUBWRIET-7I)5— a3 0 —N\eERTHE LA

s LB HDEEEEET -5
—RTHDINAT—REEBICETTANELAL

c EHERROZEETEAR LTI DM HOT K
— T r—3a—RFRAD BEFERPD A A L BEIT S

s PTIUH— 3 NBETIOAZETIZEBTTE=AHLESIC

c N—DaV BT LRICT T r—2ar ERRITEESNGE N ESIC
c TV r—2avhoBEHEHRADT VA X2 THEHET

ORACLE’
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MySQL Enterprise Edition
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MySQL Enterprise Editio

ESRRVIYTAAINVIGED AT LDE

a MySQLE A D ik

[ 204 ROIDBEILEHR—

N
AZEZhEE

uﬁ» vid A—YEY T4 BEEA)

ORACLE’

ED MR E
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MySQL Enterprise Edition

* HhaR 1% ° 1R o F ATt R—
*IN\VIT VT

* Gl F

« B
IATL—av

. :‘J*ﬂ’)ln_'»r‘zﬁ‘*ﬂ'?l'f—
*ASUIEFZ/ED
E1EREL

Sl

*tXal)T«

° E"?K

'H“ (|
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MySQL Enterprise Edition|Z& AT —2{R:&

o®* ®  MySQL Enterprise Backup
.‘..- FSA NI T VT[N
ﬁ OFIRRM =D~ T YT
\—/ T AV VAN /R %] X ] o
ZA L) HINY

MySQL Enterprise Encryption

ORACLE’

* AES256|Z KA X FRlE =
NEHBEAX / IEXFES

I_ll
fFBF

22N

EEAJ:DJ:UK = |$EEI:IIL-

BNy 2l &KbEFE

Copyright © 2015, Oracle and/or its affiliates. All rights reserve

MySQL Enterprise Auth.

-V EREREEE DS (PAM,
Windows, LDAP, etc.)

*MySQL Enterprise\Mpnitqr’G‘
DX )T4T7 RN

MySQL Enterprise Audit

EEfE. O AU B LUSQLEST
D EL %

RS —R—Z2D T ILEY
vgELunoggysz

A5 ILDEEELHRIZEL
I-XMIR—ZXDHE B
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MySQL Editions

Standard Edition Enterprise Edition Cluster CGE
WREMIZ
MySQL Database v
MySQL Connectors v
MySQL Replication v

MySQL Fabric, Utilities

MySQL Partitioning

Storage Engine: MyISAM, InnoDB

Storage Engine: NDB (ndbcluster)

MySQL Workbench SE/EE*

MySQL Enterprise Monitor*

MySQL Enterprise Backup*

MySQL Enterprise Authentication (9} EREREEH7R—k) *

MySQL Enterprise Audit (7R!1) > —~N—XES E#5E) *

MySQL Enterprise Encryption (JEXtFREE S L) *

MySQL Enterprise Firewall (SQLf x93 xfk) *

MySQL Enterprise Scalability (AL YK T—JL) *

MySQL Enterprise High Availability (HAY7R—) *

Oracle Enterprise Manager for MySQL*

MySQL Cluster Manager (MySQL Cluster & &) *

MySQL Cluster Geo-Replication

SISISIKKIKISISIKK ISISISIKKIS
SISISIKKIKIKISISKIKIKIKISIKIKIKIKS

ORACLE’
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MySQL Editions
Standard Enterprise Cluster

SE EE CGE

Oracle Premium Support

24F%F 81365 H Y 7Rh— k v v v
14 T FEEFIR v v v
A l/J IOR—R (4 (4 (4
INTEE&/ Ny FIRH v v v
AVHILT A VT HHR—F v v v
A2V IE G EDENEREL

Oracle Linux (4 (V4 (4
Oracle VM (4 (V4 (4
Oracle Solaris (4 (V4 (4
Oracle Enterprise Manager v v
Oracle GoldenGate (4 v
Oracle Data Integrator v v
Oracle Fusion Middleware (4 v
Oracle Secure Backup v v
Oracle Audit Vault and Database Firewall (4 v

KEBTDFEERIE . MySaL EditionsD YA FESBT I,

Copyright © 2015, Oracle and/or its affiliates. All rights reserved. |
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http://www-jp.mysql.com/products/enterprise/em.html
http://www-jp.mysql.com/products/enterprise/em.html

MySQL Support® 4%

c[INTA—IVRFa—=25 |OISQLF2—=UF JET
BEYR—rDEFEN
c AVFNTAVTHR—NEFENTHEY. VTV -LEaA—] [NIF—IVR-Fa—=T | TL
J)r—ia-LEa—] [IN\—F423=2) - LE 2a— R E XL R BE
http://www-|p.mysgl.com/support/consultative.html
« Y)—RO—KLARJLTHHR—FA]
s [FEAEDYR—LIOZTMNY— Z’Em..&)ét&) polRYAL=1A
s FARIVOZTEYR—FIUOZTEFITEELTLNS

- MEY—N\—BURE
- CPU#., a7 #IikFLEGLMERAZR

c ASTINDTATE2A LY R—F

o HIR—FRYS— D BRHETH D=8 . RENLSEZITOTL
http://www-|p.mysql.com/support/
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http://www-jp.mysql.com/support/consultative.html
http://www-jp.mysql.com/support/consultative.html
http://www-jp.mysql.com/support/consultative.html
http://www-jp.mysql.com/support/consultative.html
http://www-jp.mysql.com/support/consultative.html
http://www-jp.mysql.com/support/
http://www-jp.mysql.com/support/
http://www-jp.mysql.com/support/

ZZ 5

ORACLE’
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SE R/

* MySQL WebH A1k
https://www-jp.mysgl.com/

* MySQLAZ 2 =T 4 WebR—
http://dev.mysgl.com/

» BARMySQLA—H— (A=) ARFY)
http://www.mysqgl.gr.jp/

s ANVEERN

—mysqgl.comDA RN rXR—2
https://www-jp.mysql.com/news-and-events/events/

~FSVINHEERDARUER—T(0TN Japan - ARV b2 F—)

http://events.oracle.com/search/search

ORACLE’
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https://www-jp.mysql.com/
https://www-jp.mysql.com/
https://www-jp.mysql.com/
https://www-jp.mysql.com/
http://dev.mysql.com/
http://dev.mysql.com/
http://www.mysql.gr.jp/
http://www.mysql.gr.jp/
https://www-jp.mysql.com/news-and-events/events/
https://www-jp.mysql.com/news-and-events/events/
https://www-jp.mysql.com/news-and-events/events/
https://www-jp.mysql.com/news-and-events/events/
https://www-jp.mysql.com/news-and-events/events/
https://www-jp.mysql.com/news-and-events/events/
https://www-jp.mysql.com/news-and-events/events/
https://www-jp.mysql.com/news-and-events/events/
https://www-jp.mysql.com/news-and-events/events/
http://events.oracle.com/search/search
http://events.oracle.com/search/search

MySQLD kR Fa Ak
» MySQL Developer Zone(http://dev.mysgl.com/)ICF F 1AV MENAFHINTLVS

c LTFTORFAAUME2015F6 BIZHARE RN ARHESNT
—MySQL5.6 )7L AT =27 IL (B MySQL Cluster 7.3-7.4% =27 L)
http://dev.mysal.com/doc/refman/5.6/ja/index.html|

— MySQL Enterprise Monitor 3.0.18 ¥ =27 )L
http://dev.mysal.com/doc/mysqgl-monitor/3.0/ja/index.html

— MySQL Enterprise Backup 21— —XH Ak (/\—3> 3.11.1)
http://dev.mysqgl.com/doc/mysqgl-enterprise-backup/3.11/ja/index.html
- FREAAERABLBICEEREF 1 A OAMEESN T BRES
BB, FX 1AV BEE FRERFF 1AV M ADE TSR T,
(URLD”ja"ER 7 %"en” |ZEE T HE . BEBIRFF AV M RIRATRE)

ORACLE’
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http://dev.mysql.com/
http://dev.mysql.com/
http://dev.mysql.com/doc/refman/5.6/ja/index.html
http://dev.mysql.com/doc/refman/5.6/ja/index.html
http://dev.mysql.com/doc/refman/5.6/ja/index.html
http://dev.mysql.com/doc/mysql-monitor/3.0/ja/index.html
http://dev.mysql.com/doc/mysql-monitor/3.0/ja/index.html
http://dev.mysql.com/doc/mysql-monitor/3.0/ja/index.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.11/ja/index.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.11/ja/index.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.11/ja/index.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.11/ja/index.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.11/ja/index.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.11/ja/index.html
http://dev.mysql.com/doc/mysql-enterprise-backup/3.11/ja/index.html

MySQLD kR Fa Ak
* MySQL Documentation: MySQL Reference Manuals
http://dev.mysgl.com/doc/

* MySQL Documentation: MySQL Workbench
http://dev.mysqgl.com/doc/index-gui.html

* MySQL Documentation: MySQL Utilities/MySQL Fabric
http://dev.mysgl.com/doc/index-utils-fabric.html

* MySQL Documentation: Connectors and APIs
http://dev.mysgl.com/doc/index-connectors.html

ORACLE’
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http://dev.mysql.com/doc/
http://dev.mysql.com/doc/index-gui.html
http://dev.mysql.com/doc/index-gui.html
http://dev.mysql.com/doc/index-gui.html
http://dev.mysql.com/doc/index-gui.html
http://dev.mysql.com/doc/index-gui.html
http://dev.mysql.com/doc/index-utils-fabric.html
http://dev.mysql.com/doc/index-utils-fabric.html
http://dev.mysql.com/doc/index-utils-fabric.html
http://dev.mysql.com/doc/index-utils-fabric.html
http://dev.mysql.com/doc/index-utils-fabric.html
http://dev.mysql.com/doc/index-utils-fabric.html
http://dev.mysql.com/doc/index-utils-fabric.html
http://dev.mysql.com/doc/index-connectors.html
http://dev.mysql.com/doc/index-connectors.html
http://dev.mysql.com/doc/index-connectors.html
http://dev.mysql.com/doc/index-connectors.html
http://dev.mysql.com/doc/index-connectors.html

MySQLD FFa Ak

* MySQL Documentation: Other MySQL Documentation

http://dev.mysgl.com/doc/index-other.html
="world database” L EDH T ILT—ER—REL A O—R Al

* MySQL Documentation: MySQL Enterprise Products
http://dev.mysgl.com/doc/index-enterprise.html

=S>EARERIZEAT ST AR
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http://dev.mysql.com/doc/index-other.html
http://dev.mysql.com/doc/index-other.html
http://dev.mysql.com/doc/index-other.html
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